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Abstract

Smart grids allow automated meter readings and facilitate
two-way communications between the smart meters and
utility control centers. As the smart grid becomes more
intelligent, it becomes increasingly vulnerable to cyber-
attacks. Smart grid security mainly focuses on mutual
authentication and key management techniques. An im-
peding factor in grid security is the memory and pro-
cessing constraints of the smart meters. The aim of this
paper is to propose a lightweight mutual authentication
protocol between a residential smart meter and a gate-
way. The authentication protocol provides source authen-
tication, data integrity, message confidentiality, and non-
repudiation. The security analysis renders this protocol
robust against several attacks. Its performance analysis
provides meticulous results as to how the proposed proto-
col is efficient in terms of computation overhead, average
delay and buffer occupancy at the gateway.

Keywords: Authentication Protocol; Key Management;
Smart Grid

1 Introduction

The coexistence of the intelligent devices and the tra-
ditional power grid is termed as smart grid technology.
Smart grid follows a distributed mode of control over the
power system, as opposed to the centralized approach
adopted by the traditional grid. The traditional power
grid allows one-way electricity flow from a few power
plants towards a large customer base. The NIST 3.0
framework, released in October 2014, mentions that the
smart grid is the inclusion of communication and infor-
mation technologies to the traditional power grid, and en-
abling duplex communication between smart meters and
utility control centers [26]. If an active adversary is suc-
cessful in obtaining and manipulating the meter readings,
he may alter the readings to reflect incorrect usage. If this
happens on a large-scale, it will significantly hamper the

restricted energy resources and the economy as well.

A passive adversary, on the other hand, may collect re-
ports for a long duration of time for a specific house. By
analyzing the meter readings, the attacker will be able
to understand the number of occupants in the house, the
time at which the house is empty or the occupants are
asleep, and other information describing the activity oc-
curring inside the house. The attacker may use this infor-
mation to launch an attack on the house. Hence, meter
readings are extremely sensitive and must be protected.
A limiting factor is the memory and processor capabili-
ties of the smart meter device. For instance, a Home Area
Network (HAN) smart meter configuration may comprise
of MSP430-F4270 microcontroller along with 128 KB of
flash and RAM memory [14]. Efficient protocols and
mutual authentication schemes are already in use in the
smart grid industry, but they also incur additional over-
head. A few instances that increase overhead are long key
sizes, ciphers and certificates, maintenance of Public Key
Infrastructure (PKI), keeping track of Certificate Revoca-
tion Lists and timers. Furthermore, as the grid becomes
smarter, it becomes increasingly vulnerable to software
attacks. Smart meter devices depend on communication
protocols such as TCP/IP, HTTP and FTP to exchange
data. By default, these protocols do not have security
built into them [3]. These conditions highlight the need
for a lightweight authentication protocol between smart
meters.

2 Related Work

Extensive research is being conducted in devising
lightweight approaches using techniques such as Diffie-
Hellman, ECC-based cryptography and ID-based cryp-
tography. H. So proposes a zero-configuration signcryp-
tion protocol to ensure safe and secure communications
between two ends [29]. The communication overhead
for encryption and signature schemes of the protocol in-
creases with the degree of encryption. Also, the security
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level of the signature is directly proportional to the degree
of encryption. The advantage of this protocol is it doesn’t
use asymmetric key algorithms. This protocol assures key
protection but it is too expensive, keeping in mind that
several smart meters generate packets every 15 minutes.

Nicanfar et al. proposes a mutual authentication
scheme between a HAN smart meter and an authenti-
cation server [25]. They use Secure Remote Password
protocol (SRP) and decrease the number of steps in SRP
from five to three. The proposed protocol also reduces the
number of exchanges from four to three. It is essentially
based upon Enhanced ID-based Cryptography (EIBC).
EIBC essentially uses True Random Number Generator
and Pseudorandom Number Generator to keep changing
the secret master key, along with the public/private keys
of the meters. The paper is robust against several attacks.
Also, the key renewal mechanism is efficient in terms of
refreshing the public/private and multicast keys. How-
ever, it requires synchronization of three timers between
the smart meter and authentication server. This adds to
the overhead of the protocol. Also, as mentioned previ-
ously, having two random number generators means mem-
ory consumption for storing the generator states. Hence,
the protocol doesn’t favor scaling of the smart grid envi-
ronment.

Fouda et al. proposes a lightweight mutual authen-
tication protocol and generates a shared session key on
the basis of computational Diffie-Hellman exchange pro-
tocol [8]. The protocol is applicable between the HAN
smart meters and Building Area Networks (BAN) gate-
way, each of which have a public/private key pair issued
by a certificate authority. The paper describes the proto-
col steps after the HAN smart meter and BAN gateway
have extracted and verified their certificates. Fouda et al.
use computational Diffie-Hellman scheme to establish mu-
tual authentication. The generated shared session key is
then combined with hash-based authentication code tech-
niques to authenticate messages between the two entities.
The proposed protocol is successful in establishing a se-
mantically secure shared key in the mutual authentication
environment. The main disadvantage of this protocol is
usage of RSA protocol to establish authentication. The
involvement of certificate authority and certificate revo-
cation lists is a costly process for limited devices like HAN
smart meters.

Li et al. propose a protocol that uses homomorphic
encryption to attain secure demand response exchanges
in a smart grid environment [15]. The protocol achieves
forward secrecy, by renewing the users’ key after appro-
priate intervals. It also achieves entity authentication,
and message integrity and confidentiality. Homomorphic
encryption is a method in which plaintext is encrypted
using algebraic expression. They combine homomorphic
encryption with pairing-based cryptography to create the
mutual authentication process. In this paper, authenti-
cation process is applicable between control center and
BAN, as well as between HAN and BAN. Once two en-
tities have successfully established a session key between

each other, then message exchange commences. The mes-
sages are signed using ID-based signature mechanism. A
drawback of the protocol is the absence of explicit key
confirmation. As the session key is generated separately
at the two entities, it is advisable to confirm the key be-
fore commencing message exchange.

3 Background Knowledge

3.1 Topology of Smart Grid

The topology of the smart grid has been adapted from the
NIST Conceptual Reference Model for Smart Grid that is
shown in Figure 1. Smart grid architecture consists of four
main domains: generation, transmission, distribution and
consumers. The generation domain consists of the large-
scale power plants and small-scale DERs that generate
electricity. This is followed by the transmission domain
consisting of step-up transformers (transmission voltage),
transmission substations and transmission lines that aid
in transmitting the electricity to the next domain, the
distribution domain. The distribution domain consists of
step-down transformers (distribution voltage and service
voltage), distribution substations and distribution lines.

Lastly, the consumers include the smart meters at the
homes or businesses that directly use electricity. Con-
sumers may be residential or commercial. Electrical sen-
sors and circuit breakers are placed along the entire length
of the communication medium between smart meters and
generators to constantly monitor voltage and flow. Smart
meters also have a hierarchy of their own. The lowest
level of the hierarchy consists of the meters installed at
the home/business, and is called the HAN smart me-
ter. Several HAN smart meters regularly send their meter
readings to a designated BAN gateway, which is the next
level in the hierarchy. Lastly, a number of BAN gateway
send the collection of meter readings to the Neighborhood
Area Network (NAN) gateway. The NAN gateway then
forward these meter readings to the utility center. The
utility centers are located in the distribution substations.

3.2 Smart Grid Communications

The communication technology used in the smart grid is a
combination of wireless and wired technology [7,28]. The
generation and transmission domains are entirely based
on wired technology such as optical fiber or power line
carriers (PLC). Optical fiber technology is advantageous
because it is flexible, suitable for the core network, and
capable to carry high volume of traffic with the least la-
tency [8]. The consumer domain favors wireless technol-
ogy to communicate with the distribution domain. The
distribution domain consists of wireless technology at the
end connected to the consumer domain, and wired tech-
nology for the end connected to the transmission domain.

The Smart Grid environment primarily consists of
three areas - HAN, BAN and WAN. The potential tech-
nologies for HAN are ZigBee, Wi-Fi, Ethernet, Z-Wave
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Figure 1: Reference model for smart grid

and PLC. ZigBee is preferred over other wireless tech-
nologies such as Wi-Fi or Bluetooth because it consumes
the least amount of power and delivers high performance.
In BAN, ZigBee, Wi-Fi, PLC and cellular technologies
may be used. Wi-Fi and WiMAX are preferred over PLC
because they are cost-effective and flexible. As the cover-
age distance is in tens of kilometers for WAN, potential
technologies are Ethernet, microwave, WiMAX, 3G/LTE,
and fiber optic links. Wired technologies are typically fa-
vored in the WAN connections because wired connections
are more robust and secure compared to the wireless con-
nections [2].

3.3 ID-based Cryptography (IBC)

This technique replaces traditional digital certificates
with unique identifying attributes, such as email addresses
or phone numbers, for encryption and signature verifica-
tion [21]. IBC replaces the certificate authority with a Pri-
vate Key Generator (PKG). Before the system nodes enter
into mutual authentication processes with one another,
the PKG generates a master private-public key pair. The
master public key is distributed to all the system nodes.
The following procedure describes the encryption and de-
cryption using IBC:

Encryption Process: Node A uses Node B’s identifier
and the master public key to encrypt Message M .
This produces the cipher text C. Node A sends C to
Node B. The ease of using IBC is that Node A did
not have to make prior arrangements to be able to
send a message to Node B, unlike in the traditional
certificate process.

Decryption Process: Upon receiving C, Node B con-
tacts PKG to get its secret private key to decrypt C.
The PKG then transmits Node B’s private key to it
over a secure channel. This secure channel may be an
SSL link that allows Node B to download its private
key. Node B is now able to successfully decrypt C to
obtain plaintext M .

Signature: Node A wants to send a signed message to
Node B. Upon receiving its private key from the
PKG, Node A creates a signature S for Message M

and sends it to Node B, along with the plaintext Mes-
sage M . Signature ensures data integrity as well as
non-repudiation of a message. In other words, be-
cause the message is signed with a private key and
private keys are secret, hence the sender cannot deny
having sent the signed message.

Verification: Upon receiving M and S from Node A,
Node B applies Node A’s identifier and the master
public key on M . If the generated signature is the
same as S, then Node B accepts the Message M .
Else, it rejects Message M .

3.4 Bilinear Pairing

Bilinear degenerate maps are mathematical functions,
which when used in combination with ID-based cryptog-
raphy, produces computationally efficient cryptographic
systems [12, 18]. A bilinear map is a pairing function
which produces a mapping of elements from one cyclic
group to another cyclic group, provided both cyclic groups
is of the same prime order [9,10]. The discrete log problem
of the first group is hard. Bilinear maps are considered to
be secure because they are chosen as one-way functions.
In other words, it is easy to calculate the result from a
known set of pair of elements, but it is hard vice-versa.

3.5 Zero-knowledge Password Proof

Zero-knowledge password proof (ZKPP) is a technique in
which Node A (prover) proves to Node B (verifier) that it
possesses knowledge of a password without actually know-
ing the password [1]. This possession of knowledge about
the password works as a verification that the node may
be trusted. The password belongs to Node B and never
leaves Node B. Node B generates a verifier related to this
password and conveys this verifier to all nodes it wants to
communicate with. This technique works as an advantage
for systems using password-authenticated key agreement
(PAKE) protocol because it is robust against off-line dic-
tionary attacks, as is mentioned in IEEE P1363.2. In
IEEE P1363.2, ZKPP is defined as ”An interactive zero
knowledge proof of knowledge of password-driven data
shared between a prover and the corresponding verifier.”
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3.6 Secure Remote Password Protocol

Secure Remote Password Protocol (SRP) is also a mod-
ified password-authenticated key agreement protocol [5].
SRP is more secure than SSH protocol, and faster than
Diffie-Hellman key exchange in terms of user authentica-
tion and data integrity [13,16,17]. Compared to Kerberos
protocol, SRP doesn’t rely on third parties. The SRP is
instantiated with the client node selecting a small ran-
dom salt. The client node also shares a password with
the server node [11, 20, 24]. At the end of the exchange
protocol, the client and server nodes now have a symmet-
ric session key. The two nodes need to explicitly confirm
that their keys match in order to complete authentication
process.

4 Proposed Mutual Authentica-
tion Protocol

The proposed protocol ensures a lightweight mutual au-
thentication and key renewal mechanism between the
HAN smart meter and the BAN gateway. It also provides
confidentiality, authentication and integrity; the three es-
sential requirements for Smart Grid security mentioned
by NIST [26].

4.1 Pre-authentication Protocol

Let G be an additive cyclic group of prime order q, and
GT be a multiplicative cyclic group of prime order q; let
g be the generator of these cyclic groups. In order to
build cryptographic systems, pairing-based cryptography
utilizes a symmetric bilinear pairing between two elements
of an additive group to an element of a multiplicative
group [19]. In the proposed protocol, we have used the
map e: G1 × G2 = GT , where G1 = G2 = G. This
mapping satisfies the properties stated below:

Bilinearity: ∀x, y ∈ Zq∗, ∀A,B ∈ G : e(Ax, By) =
e(A,B) ∈ GT ;

Non-degeneracy:] e(A,B) 6= 1;

Computability:] There exists an efficient algorithm to
compute e.

Let there be a bilinear parameter generator which runs
an algorithm that takes in as input a security parameter
L, and outputs the system’s 5-tuple (q, g,G,GT, e).

In the proposed protocol, the BAN gateway also acts
as the public key generator (PKG). Hence, as is the func-
tion of the PKG, the BAN gateway determines the 5-tuple
(q, g,G,GT, e) by providing input L to the bilinear pa-
rameter generator. The BAN gateway randomly chooses
a master secret key s that belongs to Zq∗. It does not con-
vey the master secret key to any other entity. The crypto-
graphic secure hash functions are determined by the BAN

gateway. This protocol utilizes 5 hash functions:

H1(·) : (0, 1) ∗ ×(0, 1)∗ → (0, 1) ∗
H2(·) : (0, 1)∗ → G ∗
H3(·) : ZN ∗ ×G∗ → G ∗
H4(·) : GT ∗ → Zq ∗
H5(·) : Zq ∗ ×Zq ∗ ×GT ∗ → G ∗ .

Two messages are exchanged prior to commence of the
mutual authentication protocol between the smart me-
ters which is shown in Figure 2. Owing to its steady rise
in popularity, WMN is considered as the communication
protocol running between the HAN and BAN smart me-
ters.

Each smart meter/gateway bears a unique identifier.
Also, each HAN smart meter contains a password its cor-
responding verifier, which is required to execute the Zero
Knowledge Password Proof. The first message conveys
the identifier and the verifier of a HAN smart meter (HAN
SM) to the BAN gateway (BAN GW) through a secure
channel [6]. On receiving the message, the BAN GW
stores the received identifier and verifier in its memory.
A BAN GW has ten times more memory than a HAN [8].
After receiving the first message, the BAN GW functions
as the public key generator. In other words, the BAN
GW uses hash function H1 to generate the public key for
the HAN SM. Next, it applies its master secret key on
this newly-generated public key to create the HAN SM’s
private key. In this manner, the HAN SM initiates the
authentication process between itself and the BAN GW.

The second message serves as an acknowledgement for
the HAN SM having sent its authentication request to
the designated BAN GW. The private key as well as the
public system parameters (q, g, G, GT , e, H1, H2, H3,
H4, H5) are conveyed via the message from the BAN GW
to the HAN SM through a secure channel [6]. Once the
HAN SM receives the message, it stores its private key
and the public parameters. It then uses hash function
H1 from the list of public parameters to create the public
key for the BAN GW using the identifier sent by the BAN
GW.

Figure 2: Pre-authentication phase exchange
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4.2 Authentication Protocol

In Figure 3, the HAN SM randomly choose a number
Zq∗. The HAN SM generates the public key of the BAN
as well as variable A using a random number. The HAN
SM encrypts A using the public key of the BAN GW.
The first message contains the HAN SM’s identifier and
the encrypted value of A. At the BAN GW, the variable
A is first decrypted using the BAN GW’s private key. The
identifier sent by the HAN SM is used to lookup the ver-
ifier corresponding to that identifier. The BAN GW will
not be successful if it has the wrong verifier correspond-
ing to a HAN SM identifier. This is because the verifier
is derived from the password associated with that specific
HAN SM. After storing the value of A and locating the
verifier corresponding to the identifier of the HAN SM, the
BAN GW then chooses a random number that belongs to
Zq∗, which is used to compose B which is utilized in cal-
culating variable J . Variable B also requires k. Referring
the Secure Remote Password Protocol, k is derived by ap-
plying hash function H3 on N and g. N is a safe prime
which is equal to 2q+ 1, where q is the prime order of the
cyclic groups used in pairing-based cryptography; g is the
generator of these cyclic groups.

The variable k is calculated by both sides HAN and
BAN. Furthermore, when an active adversary imperson-
ates a smart meter, then variable k helps to eliminate
2-for-1 guess. The next step for the BAN GW is to use
these values to calculate variable B and variable J . Vari-
able J holds the bilinear pairing map using the private
key of the HAN SM, variable A received from HAN SM,
and the random number selected by the BAN GW it-
self. Variable A is sent to the BAN GW in an encrypted
manner. Variable J helps enforce one half of the pairing
based cryptography because it stores the bilinear map-
ping at the BAN GW. After J is calculated, W is also
devised by applying hash function on J. BAN GW then
sends B and W to the HAN SM. On receiving the second
Message from the BAN GW, the HAN SM stores B. As
mentioned above, k is calculated once again.

The variable J ′ is constituted of B and other parame-
ters. J ′ forms the other half of the bilinear pairing because
it comprises of the bilinear mapping held at the HAN SM.
Based on the properties of bilinear pairing, variables J
and J ′ have to be equal in order for the HAN SM to be
able to authenticate the BAN GW. Hence, if W and W ′

are not equal to each other, then that reflects inconsisten-
cies in its constituent variables resulting in the abortion
of the authentication process. If W is equal to W ′ then
the HAN SM authenticates the BAN GW. To complete
the mutual authentication protocol, the BAN GW should
also trust the HAN SM. To do so, the HAN SM intro-
duces a valid-period and a sequence number initialized to
0. It then forms the first session key, K1, by applying
a hash function on the valid-period, J ′ and the sequence
number.

Furthermore, this session key is signed with the private
key of the HAN SM. In Message 3, the sequence number,

valid-period and the signed session key, Signk1, are sent
to BAN GW. Upon receiving Sign k1, the BAN GW ex-
tracts the key, K1, using the identifier of the HAN SM on
the cipher text received in Message 3. Using the received
valid-period and sequence number and the previously cal-
culated J , the BAN GW calculates a session key k′ at its
end. This key K ′ is then compared with K1. If they are
the same, then BAN GW authenticates HAN SM as well.

Figure 3: Mutual authentication protocol

Being an public-key based authentication protocol, the
proposed authentication protocol provides data integrity,
message confidentiality, and non-repudiation.

5 Security Analysis

The proposed protocol is resistant to several attacks.
Here, we assume that an active or a passive attack can be
made. A passive attacker may observe all exchanges be-
tween two smart meters. An active attacker, on the other
hand, may make changes to the actual messages. He may
further enters into a smart meter and takes control of its
operation.

Replay Attack: The protocol is resistant against the re-
play attack because the adversary does not know the
private key of the BAN smart meter, it cannot de-
crypt the value of A. Owing to the one-directional
nature of hash functions, it is extremely difficult and
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time-consuming to feed the hash function with ran-
dom inputs until the known output is achieved. Also,
the adversary has no previous knowledge about the
password verifier and random value A.

Man-in-the-Middle Attack: A combination of ran-
dom values, passwords, hashed messages and keys
create a strong mutual protocol. Furthermore, the
HAN smart meter’s private key is exchanged through
a secure channel. The attacker will not be able to
decrypt or verify any signed messages. The advan-
tage of the proposed protocol lies in the fact that if
a message contains a sensitive value, then that is en-
crypted or signed. Otherwise, the message contains
a hash of a value, which can only be verified by being
recomputed at the sender’s end.

Known Session Key Attack: After an exchange of
verifier, random values and keys, the sender and re-
ceiver use a different combination of variables and
apply a hash function on it. These constituent vari-
ables are complex and difficult to guess. The HAN
smart meter uses a combination of its private key and
the BAN smart meter’s public key, along with ran-
dom value B. The BAN smart meter uses its private
key, the HAN smart meter’s public key, and random
variable A. Both of these values give the same session
key but with different set of variables.

Impersonation Attack: During the authentication
process, the adversary attempting such an attack
will always be unsuccessful owing to several factors.
Firstly, the adversary might have access to the HAN
smart meter’s identifier and public key. But owing to
ZKPP, the impersonating attacker will not know the
password or the corresponding verifier of the actual
HAN SM. Since the mutual authentication depends
on the password and its related verifier, hence
impersonation attack will definitely not succeed.

Key Control Attack: In the proposed protocol, the
session key and mutual authentication process de-
pends on the verifier and its corresponding password,
and also between two random numbers exchanged
between the two smart meters. The key is calcu-
lated individually at both the ends and then verified.
Hence, it does not depend on one end alone. Fur-
thermore, bilinear mapping involves using the public
and private keys of the entities.

6 Performance Analysis

6.1 Computational Costs

This section evaluates the performance of the proposed
protocol. We compare our proposed protocol with a
smart grid mutual authentication protocol put forward
by Nicanfar et al. [4]. The protocol proposed by Nicanfar

et al. is an efficient mutual authentication scheme be-
tween a HAN smart meter and an authentication server.
Notations used in this section are shown in Table 1.

Table 1: Parameter notations for performance analysis

Tbm Latency of a bilinear map operation
Tmul Latency of a scalar multiplication operation
Tadd Latency of an addition operation
Tsub Latency of a subtraction operation
Txor Latency of an XOR operation
Texp Latency of a modular exponentiation

operation
Tpow Latency of a power operation
Th Latency of a hash operation

Table 2: Computational costs of the proposed protocol

Proposed Protocol
HAN Side 5Th + 2Texp + 1Tbm + 1Tmul + 1Tsub

BAN Side 4Th + 1Texp + 1Tbm + 3Tmul + 1Tsub

BAN Side +1Tadd

Table 3: Computational costs of Nicanfar et al. protocol

Nicanfar et al. protocol
SM Side 10Th + 2Texp + 1Tmul + 1Tsub

+1Txor + 1Tadd + 1Tpow

SAS Side 8Th + 1Texp + 3Tmul + 1Tbm

+1Tadd + 2Tpow

The computational costs of our protocol and Nicanfar
et al. are shown in Tables 2 and 3. To summarize, in
regards to the HAN side/SM side, the proposed protocol
uses less number of operations compared to the protocol
proposed by Nicanfar et al. The proposed protocol uses 5
hash operations, whereas the other protocol uses 10 hash
operations. Hash operations are one of the least compu-
tationally intensive operations, but keeping in mind the
memory constraints of the HAN smart meter, it is best to
save memory and CPU power under any circumstances.
The number of scalar multiplication, modular exponenti-
ation and subtraction operations used in both the proto-
cols is the same. Coming to the BAN side/SAS side, the
proposed protocol uses 4 hash function operations and 2
power operations, as compared to the protocol proposed
by Nicanfar et al., which uses 8 hash functions and 3
power operations. The number of addition, scalar multi-
plication and modular exponentiations between the two
protocols is the same. In case of similar operations, the
protocol proposed in this thesis is always using a lesser
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number of operations as compared to the other protocol.
As is shown in Table 4 the proposed protocol ensures mu-
tual authentication with one encryption/decryption oper-
ation, and one sign/verify operation.

Table 4: Encryption/Signature in the proposed protocol

HAN Side BAN Side
Encryption/Decryption 1 Encryption 1 Decryption

Sign/Verify 1 Sign 1 Verify

Table 5: Encryption/Signature in Nicanfar et al. protocol

SM Side SAS Side
Encryption/Decryption 1 Encryption 1 Decryption

1 Decryption 1 Encryption
Sign/Verify 1 Sign 1 Verify

1 Verify 1 Sign

On the other hand, Table 5 shows that the other
protocol has 2 encryption/decryption operations, and 2
sign/verify operations. As these operations are expensive
for the resource-constrained smart meters, hence the pro-
posed protocol proves to be more lightweight by using the
common principles of SRP protocol, ID-based cryptogra-
phy, bilinear mapping and ZKPP.

6.2 Simulation Results

The following subsection compares the performance of the
proposed protocol with the Elliptic Curve Digital Signa-
ture Algorithm (ECDSA). The simulation parameters are
shown in Table 6. As the proposed protocol uses AES-128
and SHA-256, therefore its equivalent algorithm ECDSA-
256 has been chosen. The reason for choosing ECDSA
is that it is a standardized algorithm, already in prac-
tice in the smart grid environment. MATLAB [22] and
OpenSSL [27] have been used to generate results which
depict that the proposed protocol is a better alternative.

Communication Overhead: The communication
overhead of the proposed protocol and ECDSA is
shown in Figure 4. When the number of HAN smart
meters is 50, the communication overhead experi-
enced by the BAN smart meter is around 100 KB for
the proposed protocol, and around 300 KB for the
ECDSA algorithm. As the number of HAN smart
meters increase to 125, the disparity between these
two methods increase further. ECDSA algorithm has
a communication overhead close to 775 KB. On the
other hand, the proposed protocol displays a com-
munication overhead of less than 300 KB. In the last
scenario, when the number of HAN smart meters is

Table 6: Simulation parameters

Simulation Parameters Value

Interval of Message Generation Once every hour
Simulation Time 24 Hours

TCP Header 20 Bytes
IPv4 Header 20 Bytes

Ethernet Header 26 Bytes
Payload 32 Bytes

SHA-256 Header 32 Bytes
ECDSA Signature Size 64 Bytes
ECDSA Certificate Size 125 Bytes

Number of HAN Maximum of 250
Smart Meters per BAN Gateway

250, the communication overhead for ECDSA algo-
rithm is almost 1550 KB, whereas the proposed pro-
tocol consumes 600 KB. This value is less than half
of the communication overhead experienced in the
ECDSA algorithm. Hence, with an increasing num-
ber of smart meters at the HAN, the communication
overhead will increase greatly for the ECDSA algo-
rithm. This may act as a barrier in further expansion
of the smart meter network.

Average Delay: Average delay refers to the mean time
take to perform decryption/signature verification for
the cipher text. In Figures 5 and 6, the BAN gate-
way experiences an average delay of 0.075 seconds
for 250 smart meters, each generating meter reports
once every hour over 24 hours. Considering the high-
est number of smart meters in this simulation, which
is 250, the proposed protocol experiences an average
delay of 0.0085ms for 50 smart meters. Similarly, for
175 and 250 smart meters, the average delay gener-
ated is 0.095 ms and about 0.01 ms respectively. On
the other hand, the ECDSA algorithm experiences an
average delay of 0.05 seconds for 250 smart meters.
This comparison shows the wide difference between
the ECDSA algorithm and the proposed protocol.
Furthermore, RSA displays a very high delay of 0.075
seconds for the same number of smart meters.

Considering the highest number of smart meters in
this simulation, which is 250, the proposed protocol
experiences an average delay of 0.0085ms for 50 smart
meters. Similarly, for 175 and 250 smart meters, the
average delay generated is 0.095 ms and about 0.01
ms respectively. On the other hand, the ECDSA al-
gorithm experiences an average delay of 0.05 seconds
for 250 smart meters. This comparison shows the
wide difference between the ECDSA algorithm and
the proposed protocol. Furthermore, RSA displays a
very high delay of 0.075 seconds for the same number
of smart meters.
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Figure 4: Communication overhead

Figure 5: Average delay experienced for proposed proto-
col

Figure 6: Average delay experienced by BAN GW

7 Conclusion

The proposed authentication protocol describes an ef-
ficient lightweight scheme to provide mutual authenti-
cation between the HAN smart meter and BAN gate-
way. This scheme provides source authentication, data
integrity, message confidentiality, and non-repudiation as
well. The proposed protocol is secure against Replay,
Man-in-the-Middle, Known Session Key, Impersonation
and Key Control Attacks. On comparison with the effi-
cient mutual authentication protocol proposed by Nican-
far et al. [25], the proposed protocol utilizes lesser number
of computation operations, while achieving the same re-
sults in terms of message security. To be specific, the main
difference between these two protocols is that the pro-
posed scheme uses Pairing-based Cryptography, whereas
the other protocol uses Enhanced ID-based Cryptography
(EIBC). In addition, the proposed protocol is compared
with ECDSA, which is currently used in smart meter
authentication. The parameters of comparison between
these two schemes are as follows: communication over-
head, average delay, and buffer occupancy. In each case,
the proposed protocol proves to be more lightweight and
efficient. Firstly, the proposed protocol incurs a commu-
nication overhead of 98 bytes, whereas ECDSA incurs 255
bytes (mainly owing to the ECDSA signature and certifi-
cate). Secondly, the BAN gateway has an average delay
of 0.01ms and 0.05 seconds in the proposed protocol and
the ECDSA scheme respectively. Lastly, using ECDSA,
the BAN gateway exhausts its 1128 KB buffer while han-
dling an incoming message rate of 100 messages every 15
minutes across a simulation period of 8 hours. On the
other hand, the proposed protocol consumes 775 KB in
the same simulation environment. Hence, proving that it
is scalable as well as lightweight.
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