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Abstract

In a multi-proxy multi-signature scheme, there is a group
of original signers who delegate their signing rights to an-
other group of persons called proxy group. Most of the
known cryptography schemes used bilinear pairings, the
computation cost of the which is much higher than that of
the exponentiation in a RSA group. In this paper, we pro-
pose a certificateless multi-proxy multi-signature scheme
based on the classic RSA and discrete logarithm (DL)
problem. Our scheme is also constructed without using
pairing which reduces the running time significantly, and
it is secure against chosen message attack in random ora-
cle model and more applicable for practical applications.

Keywords:  Certificateless Cryptography;
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Multi-proxy;

1 Introduction

In traditional public key cryptography, the users first need
to obtain the authenticated public keys from a certificate
authority, if they want to communicate a message. In
that system, the certificate management, storage space
and large overhead to transfer certificates lead to increase
the associated communication cost.

ID-Based Cryptography. To solve the certificate man-
agement problem in the traditional public key cryptogra-
phy, Shamir [16] introduced the ID-based cryptography
in 1984, which removed the need of certificate for pub-
lic key and thus reduced the associated communication
cost. In ID-based cryptography, the users’ public and pri-
vate keys are generated from their identities such as email
addresses, IP addresses, etc. There is a very important
problem in ID-based cryptosystem that user’s private key
is generated by a key generation center (KGC). It means

that KGC knows user’s private key. So ID-based public
key cryptography has to face with key escrow problem.

Certificateless Cryptography. In 2003, Al-Riyami et
al. [1] proposed the concept of certificateless public key
cryptosystem (CLPKC). In CLPKC, a user’s private key
is comprised of partial private key generated by KGC and
a secret value chosen by the user separately. The certifi-
cateless public key cryptography has attracted much at-
tention since it solves the certificate management problem
in the traditional public cryptography and the key escrow
problem in the ID-based cryptography.

Proxy Signatures. In 1996, Mambo et al. proposed the
first proxy signature scheme [13], which allows an entity,
called original signer, to delegate his/her signing right to
other entity, called proxy signer. The multi-proxy sig-
nature scheme allows a group of proxy signers generate
signatures, on behalf of one original signer — a company
or an organization, who delegates his/her signing right to
the proxy group [9, 11, 19]. Multi-proxy multi-signature
(MPMS) is a new kind of proxy signature, firstly proposed
by Tzeng et al. [20] in 2004, in which a group of original
signers can authorize a group of proxy signers under the
agreement of all original and proxy signers, so that a sig-
nature could be generated by the cooperation of all proxy
signers. It solves many real life problems. For example in
a company, there are some conflict between the employ-
ees and the employers. All employees want to depute a
lawyer group as their proxy agents.

Cryptography from RSA. RSA is one of the first prac-
tical asymmetric public-key cryptosystems and widely
used for secure data transmission. In RSA cryptosystem,
its asymmetry is based on the practical difficulty of fac-
toring the product of two large prime numbers. Being
as a classified difficult problem, RSA is widely used in
many aspects of cryptography. Shamir [16] constructed
the first ID-based signature scheme from RSA in 1985.
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Herranz [7] proposed an ID-based ring signature scheme
whose security is based on the hardness of RSA problem.
Using bilinear pairings, people proposed many new
proxy signature scheme [2, 10, 12, 14, 15, 21, 22, 23]. All
the above schemes are very practical, but they used bi-
linear pairings and the pairing is regarded as the most
expensive cryptography primitive. In 2011, He et al. [5]
proposed an ID-based proxy signature scheme without bi-
linear pairing. In 2013, He et al. [6] put forward a cer-
tificateless proxy signature scheme without bilinear pair-
ing. Kim et al. [8] constructed a provably secure ID-based
proxy signature scheme based on the lattice problems. In
2014, Deng et al. [4] constructed a certificateless proxy
signature based on RSA and discrete logarithm problem.
In 2015, Tiwari and Padhye [17] proposed a provable se-
cure multi-proxy signature scheme without bilinear map.
In 2017, Deng et al. [3] put forward an ID-based proxy
signature from RSA without bilinear pairing. The com-
putation cost of the pairing is much higher than that of
the exponentiation in a RSA group. Therefore, certifi-
cateless schemes based on RSA primitive would still be
appealing.
Our Contribution. By using the idea from [4], we
propose a new certificateless multi-proxy multi-signature
(CLMPMS) scheme. Security of the scheme is based on
the famous RSA problem and DL (discrete-logarithm)
problem. And our scheme is efficient in reducing the run-
ning time significantly because of its pairing-freeness. In
addition, we analyze the security of our scheme against
both of the super Type I and the super Type II adver-
saries. To the best of authors’ knowledge, our scheme is
the first certificateless multi-proxy multi-signature based
on RSA and DL problem.
Roadmap. The organization of the paper is sketched as
follows: The Section 2 gives some preliminaries and the
formal model. We present our proposed scheme in Sec-
tion 3. The security analysis and performance compar-
isons will be given in Sections 4 and 5 separately. Finally,
we give some conclusions in Section 6.

2 Preliminaries

2.1 Elliptic Curve Group

Let E/F, denote an elliptic curve E over a prime finite
field F},, defined by an equation

y?> = 23 + ax + b(modp), a,b € F, and
4a® + 27b% # 0(modp),

The points on E/F, together with an extra point O called
the point at infinity form a group

G ={(z,y):x,y € F, E(x,y) = 0y U{O}.

2.2 Notations

e N: A large composite number, the product of two
prime numbers p, g.
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G: A cyclic subgroup of G with prime order b and
ged(b, p(N)) = 1.

e P: A generator of group G.

e D;: The partial private key of user I D; generated by
KGC.

e t;: The secret value chosen by user ID;.
e P;: The public key of user ID;.

o RSAP: Given a tuple (N,b,Y) to find X € Z} such
that X* =Y mod N.

e DLP: Given a tuple (P, zP) in G to compute x € Z;.

2.3 System Model

The proposed model involves four parties: a set of n orig-
inal signers N' = {I D1, Dy, -+ , I Doy}, a set of [ proxy
signers £ = {ID,1,IDy9, -+ ,IDy}, a verifier V, and a
clerk B. Use of clerk reduces the communication cost.

Definition 1. A multi-proxy multi-signature scheme is
specified by the following polynomial time algorithms.

Setup. Given a security parameter k, this algorithm out-
puts the system parameters params, and keeps msk
as system’s master secret key.

Partial private key extract. Given an identity ID; €
{0,1}*, the master secret key msk, and parameters
params, the key generation center (KGC) generates
the partial private key D; for the identity ID;.

Set secret value. The user with identity I.D; chooses a
random number as his secret value.

User’s public key generation. The user with identity
ID; computes his public key.

Proxy certificate generation. This algorithm takes
the warrant m,, to be signed and generates the proxy
certificate with the cooperation of all original signers
and proxy signers.

Multi-proxy sign. This algorithm takes the certificate
and a message M € {0,1}* as input, and outputs
a multi-proxy multi-signature signed by the proxy
group £ on behalf of the original group N.

Verify. This algorithm takes the identities of all original
signers, the identities of all proxy signers, and a proxy
signature as input, returns True if it is a valid signa-
ture on M signed by the proxy group £, on behalf of
the original group N. Otherwise, returns False.
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2.4 Security Model

For a certificateless multi-proxy multi-signature scheme,
there are two kinds of adversaries. The adversary A;
is not able to access the master key, but he could replace
users’ public keys at his will. The adversary Ay can access
the master key, but he is not able to replace users’ pub-
lic keys. The security of CLMPMS schemes are formally
defined through two games played between a challenger C
and an adversary A € {A4;, As}.

Definition 2. A CLMPMS scheme is unforgeable if no
polynomially bounded adversary has a non-negligible ad-
vantage in the following two games against Type I and
Type II adversaries.

Game I: It performs between the challenger C and a
Type I adversary A; for the CLMPMS scheme.

Initialization: C runs the setup algorithm, takes a secu-
rity parameter k as input to obtain a master key msk
and the system parameters params. C then sends
params to the adversary A; and keeps msk secret.
The point is that adversary A; doesn’t know msk.

Queries: A; can get access to query the following or-
acles polynomially bounded number of times which
are controlled by C. Each query may depend on the
answers to the previous query.

e User-Public-Key-Oracle: This oracle takes a
user’s identity ID; as input. If ID,’s public
key has already been queried, nothing is to be
carried out. Otherwise, it generates the secret
value t; and the public key P;. Then it returns
P; and adds (IDi,Di,ti,Pi) to the list L.

e Partial-Private-Key-Oracle: On inputting an
identity I D;, the oracle browses the list Ly and
returns the partial private key D; as answer.
Otherwise, returns 0.

e Public-Key-Replacement-Oracle: ~ Taking an
identity ID; and a new public key P/ as input,
the oracle replaces the public key of the given
identity I D; with new one and updates the cor-
responding information in the list Ly.

e Secret-Value-Oracle: On inputting a created
identity I D;, the oracle browses the list Ly and
returns the secret value t; as answer. Otherwise
returns 0. Note that ¢; is the secret value asso-
ciated with the original public key P;. A; can’t
query the secret value for I D; whose public key
has been replaced.

e Proxy-Certificate-Generation-Oracle: When A,
submits all signers’ identities/public keys
(ID;,P;), ID; € N UL and a warrant m,,
to the challenger, C responds by running the
proxy certificate generation algorithm on the
warrant m,, and the signers’ full private keys
(ti,Di), ID; e NUL.
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e Proxy-Sign-Oracle: When A; submits certifi-
cate m and a message M to the challenger, C
responds by running the proxy sign algorithm
on 7, M and the proxy signers’ full private keys
(ti,Di), ID; € L.

Forge: A; outputs a tuple (7*, N U L, Urp,eaur Fi) or
(M*,me, 0, NUL,Uip,enur Pi). We say A; wins
the game, if one of the following cases is satisfied:

Case 1: A;  outputs a (m*, N U
L,U;p,enur Pi) satistying:

1) 7* is a valid certificate.

tuple

2) m* is not generated from the certificate gen-
eration query.

3) There is at least one user ID € N'UL whose
partial private key is not queried by Aj;.

Case 2: A; outputs a tuple (M* m* o* N U
L,U;p,enur Pi) satistying:

1) o* is a valid proxy signature.

2) o* is not generated from the proxy signa-
ture query.

3) (mL, NUL,Urp,enup Pi) didn’t appear in
the certificate generation query.

4) There is at least one user ID € N whose
partial private key is not queried by A;.

Case 3: A; outputs a tuple (M* m* o* N U
L, UID,;ENUL P;) satisfying:

1) o* is a valid proxy signature.

2) o* is not generated from the proxy signa-
ture query.

3) There is at least one user ID € L whose
partial private key is not queried by Aj;.

The advantage of A; is defined as

AdvﬁfFﬁCLMPMS = Pr[A; wins].
Game II: It performs between the challenger C and a
Type IT adversary Ay for the CLMPMS scheme.

Initialization. C runs the setup algorithm, takes a secu-
rity parameter k as input to obtain a master key msk
and the system parameters params. C then sends
msk, params to the adversary As. It means that in
Game IT adversary Ay knows msk, he/she just can’t
replace the public key.

Queries. A; may adaptively make a polynomially
bounded number of queries as in Game 1.

Forge. A outputs a tuple (7", N'UL,U;p. cpue i) or
(M*,m%, 0", N UL U;p, enur Pi)- We say Az wins
the game, if one of the following cases is satisfied:

Case 1: A,  outputs a (TN U
£, UIDie/\/uL P,) satisfying:

1) 7* is a valid certificate.

tuple
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2) 7* is not generated from the certificate gen-
eration query.

3) There is at least one user ID € N'UL whose
secret value is not queried and whose public
key is not placed by As.

4) As can’t query the secret value for any iden-
tity if the corresponding public key has al-
ready been replaced.

Case 2: If A, outputs a tuple (M*,m}, o* N U
L, UIDieNu[: P;) satisfying:

1) o* is a valid proxy signature.

2) o* is not generated from the proxy signa-
ture query.

3) (mL, NUL,U;rp,enue Pi) didn’t appear in
the certificate generation query.

4) There is at least one user ID € AN whose
secret value is not queried and whose public
key is not placed by As.

5) Ay can’t query the secret value for any iden-
tity if the corresponding public key has been
replaced.

Case 3: If A, outputs a tuple (M*, m},c*, N U
L,U;p,enur i) satistying:

1) o* is a valid proxy signature.

2) o* is not generated from the proxy signa-
ture query.

3) There is at least one user ID € L whose
secret is not queried and whose public key
is not placed by As.

4) As can’t query the secret value for any iden-
tity if the corresponding public key has al-
ready been replaced.

The advantage of As is defined as

AdU%VF_CLMPMS = Pr[As wins].

3 Owur Scheme

In this section we will propose a certificateless multi-proxy
multi-signature scheme based on RSA problem and DL
problem, with the clerk architecture and without pair-
ings. The scheme involves a set of n original signers
N = {IDy1,IDya, -+ ,IDy,}, a set of | proxy signers
L ={IDp1,IDps,--- ,IDy}, a verifier V and a clerk B.
A cooperative clerk reduces the communication cost. Our
scheme is described as follows:

Setup. Given a security parameter k, KGC generates
two random k-bit prime numbers p and ¢, then it
computes N = pqg. For some fixed parameter m
(for example m = 200), KGC randomly chooses a
prime number b satisfying 2™ < b < 2™*! and
ged (b,o(N)) = 1. Then it chooses group G of
prime order b, generator P of G, and computes
a = b~! mod ¢(N). Furthermore, KGC chooses
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five hash functions as follows: Hp = {0,1}* —
Z5, Hy : {0,1} = Z;y (i = 1,2,3,4). Finally
KGC outputs the set of public parameters params =
{N,b,G, P,Hy, Hy, Hy, H3, Hy}, and the master se-
cret key msk = (p, q,a).

Partial private key extract. For an identity ID; €
{0,1}*, KGC computes Q, = Ho(IDl), D7 = ;»1,
then sends D; to the user ID; via secure channel.

Secret value set. The user with identity ID; € {0,1}*
randomly chooses t; € Z;.

Public key generation. The user with identity ID; €
{0,1}* computes his public key P; = ¢;P.

Proxy certificate generation. m,, is the warrant con-
sisting of the identities of n original signers I D,; (i =
1,2,---,n), l proxy signers IDp; (j = 1,2,---,1),
the certificate during and so on. On inputting the
warrant m,,, all signers ID,; (i = 1,2,---,n) and
ID,; (j =1,2,---,1) perform the following steps:

e Bach ID,; randomly selects c,; € Zj, Ao €
Zy. Computes So; = coi P, Thi = Agi mod N.
Broadcasts (Se;, Tpi) to the other n — 1 original
signers, [ proxy signers and clerk B.

e Each ID,; randomly selects ¢,; € Z}, A, €
Z3. Computes Sy; = ¢y P, Ty, = A} mod
N. Broadcasts (Sp;,Tp;) to the other n original
signers, [ — 1 proxy signers and clerk B.

e (Clerk B and all signers compute S = Z?Zl Soit+

l n l
Zj:l Spjs T'= Hi:l Toi - Hj:l Thj-
e Each ID,; computes

koi
hoi =

Hl(mw; IDOiv P()ia Sa T)7

HQ(mwy IDoia Poia Sa T)
Computes 7o; = Coi +toikoi, Roi = Aoi D" mod
N. Broadcasts (74, Roi) to clerk B.

e Each ID,; computes

kp, = Hi(my,IDpj, Pp;, S, T),

hpj = Hg(mw,[Dpj,ij,S,T).

Computes rp; = cpj + tpikpj, Rpj = AmDijJ
mod N. Broadcasts (7,;, Rp;) to clerk B.
e Clerk B does as follows:
1) Verifies the correctness of r,;, R,; by check-
ing the equations: r,P = Sy + koiPoi,
Rb, = T,,Q"¢" mod N for ID,; € N
2) Verifies the correctness of rp,;, Rp; by check-
ing the equations: r,;P = Sp; + kp; Ppjs
RY, = T,;Qvr mod N for ID,; € L.
3) If all equalities hold, B computes

n l n l
=St N 1= T1 0 1T
i=1 j=1 i=1 j=1
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4) Sends m = (my,r, R,S,T) to n original e Outputs multi-proxy multi-signature o =
signers and [ proxy signers. (M, my,u,U,S,T,X,Y).
Multi-proxy multi-sign. To sign a message M on be- Multi-proxy multi-signature verify. To verify the
half of the n original signers, the [ proxy signers per- validity of the signature o = (M, my,,u,U, S, T, X,Y)
form the following steps: on message M, the verifier does as follows:

e Each proxy signer ID,; selects a; € Z;, B; € 1) Checks whether the message M conforms to the

Z3%. Computes X; = a;P, Y; = B? mod N. warrant m,. If not, stops. Otherwise, contin-
Broadcasts (X;, YJ) to the other [—1 proxy sign- ues.
ers. 2) Checks whether the [ proxy signers are autho-

rized by the original group A in the warrant

e Each proxy signer ID,,; computes
Proxy sig P P my,. If not, stops. Otherwise, continues.

3) Computes

X = X;

MN

=1 7 koi = Hl(mwaIDoivpoiaSaT)a
l hOi = HQ(mw7IDoi7POi7S7T)
v = [[v fori=1,2,---,n
=1 ki = Hi(my,ID,;, P,;,S,T),
pJ w> Py *pI>s
O[] = Hg(M,mw,IDpj,ij,S,T,X,Y)7 hpj — H(mw7IDpj7Pp]7S T)
Bj = H4(M;mwaIDpjaijvsvTaX7Y)7 fOI‘] =1,2,---,1.
i = T+aj+tpjaj, Q; = HS(MamwaIDpjappj7S7T7X7Y)7
U; = RB;D”
J 1" pj" 6]‘ = H4(M,mw,IDpj,ij,S,T,X,Y)
Sends (M, my,,u;,U;, X;,Y;,5,T) to clerk B. for j=1,2,---,1
e The clerk B checks whether all the proxy sign- 4) Computes
ers’ partial signatures are correct. n .
l l
1) Computes X =Y, X;, Y =[[;_, V;. Vo= > koiPoi+ > kP,
2) Computes =1 j=1
l
koi = Hi(muy, IDoi, Poi, S,T), W= HQ”‘” [Ty
hoi = HQ(mwaIDoiapoivsvT) -
fori=1,2,---,n. 5) Checks whether the equations below hold. If
ky; = Hi(mg,IDy;, Py, S, T), both hold, accepts. Otherwise, rejects.
hpj = Hg(mw,IDpj,ij,S,T) !
for j =1,2,--- 1. ub = Z(S+V)+X+z;(ajp”j)’
]:
a; = HS(Mvmw7IDpjv-ijasaTava)a 1
Bj = Hay(M,my,IDy;, Py, S, T, X,Y) vt o= @w)-y-[ley
for j=1,2,--- L J=1
3) Computes Correctness: l l
n l uP = ZujP:Z(rJraj + tpio) P
vV = Z koiPoi + Z kipjppj, j=1 j=1
i=1 j=1 l
n ! = IrP+) (a;P+ ajty;P)
_ hoi hpj S
wo= Jles  TTey =1
i=1 j=1 l

= IrP+ )y (X;+a;P,;)
4) Checks whether Z J 34 pj

j=1
n l l
u; P = S+V+Xj—|-o¢ijja _ l(zroi'f'zrpj ZX —I—Ck] :DJ
U!' = T -W-Y; Q) for each ID; € L. : - =t
n l
If all equations hold, the clerk computes u = - ZlToiP+ Z(lrpjp + X + o, Pyj)

l 1
Zj:l uj and U = Hj:l Uj. i=1 j=1



International Journal of Network Security, Vol.20, No.3, PP.403-413, May 2018 (DOI: 10.6633/IJNS.201805.20(3).01) 408

n

- Z l(coi + toikoi)P
l
+ Z(l(cpj + tpikpi ) P+ Xj + a; Bpj)

= Z(Zsoi + lkoipoi)

=1

l
+ Z(ZSPJ + lkpjppj + Xj + Oljppj)
J

Il
-

n l
= IS+ X+ lkoiPoi + Y (lky; + ) Py
i=1 j=1

Ut =

n l
_ U Alhes 1 Alhpi+B;
= HToiQoi 'HijQPj YJ
i=1 j=1

n l
_ l lhoi lhpj+B;
- v Jlel T1e)

i=1 j=1

l
= @w)-v-T]aey.
j=1

4 Security Results

Theorem 1. The scheme is unforgeable against the type
I adversary Ay if the RSA problem is hard in random
oracle model.

Proof. Suppose the challenger C receives a random in-
stance (N,b,)) of the RSA problem and has to find an
element X' € Z3; such that X b=y, Challenger C will
run A; as a subroutine and act as A; ’s challenger in the
UNF-CLMPMS Game 1.

Setup: At the beginning of the game, C runs
the setup algorithm with the parameter k and
gives A; the system parameters params =
{]\/v7 b, G, P, Ho, Hl, H27 Hg, H4} and ./41 doesn’t know
the master secret key msk = (p, q, a).

Queries: Without loss of generality we assume that all
the queries are distinct and 4; will make Hy query
for ID; before ID; is used in any other queries.

1)

10)

Hy queries: C maintains the list Ly of tuple
(ID;, A;). The list is initially empty. When A;
makes a query Ho(ID;), C responds as follows:
At the j'* Hy query, C sets Ho(ID*) = ). For
i # j, C randomly picks a value 4; € Z% and
sets Ho(ID;) = AY. Then the query and the
answer will be stored in the list Lg.

H; queries: C maintains the list Ly of tuple
(i, k;). The list is initially empty. When A;
makes a query Hj(7;), C randomly picks a value
k; € Z} and sets Hi(y;) = k;. The query and
the answer will be stored in the list L;.

Hs queries: C maintains the list Lo of tuple
(i, hi). The list is initially empty. When A;
makes a query H(7;), C randomly picks a value
hi € Z} and sets Hay(7y;) = h;. The query and
the answer will be stored in the list Lo.

Hj queries: C maintains the list Lg of tuple
(i, ;). The list is initially empty. When A;
makes a query H3(n;), C randomly picks a value
a; € Zj and sets Hs(n;) = «;. The query and
the answer will be stored in the list Ls.

H, queries: C maintains the list Ly of tuple
(ni, Bi). The list is initially empty. When A;
makes a query Hy(n;), C randomly picks a value
B; € Z; and sets Hy(n;) = B;. The query and
the answer will be stored in the list Ly4.

User-Public-Key queries: C maintains the list
Ly of tuple (ID;,t;, P;). When A; makes user
public key query for ID;, C randomly chooses
t; € Zy, sets P; = t;P. Then sends the P; to
Aj. The tuple (ID;,t;, P;) will be stored in the
list Ly.

User-Public-Key-Replacement: C maintains the
list Lg of tuple (ID;, P;, P/). When A; makes
a user public key replacement for ID; with a
new value P/, C replaces the current public key
P; with the value P/ and the tuple (ID;, P;, P))
will be stored in the list Lg.

Partial-Private-Key queries: C maintains the
list Lk of tuple (ID;, A;). When A; makes a
partial private key query for ID;, If ID; = ID*,
C fails and stops, otherwise C finds the tuple
(ID;, A;) in list Ly and responds with A;. The
tuple (ID;, A;) will be stored in the list L.

Secret-Value queries: C maintains the list Lg of
tuple (ID;,t;). When A; makes a secret value
query for ID;, C finds the tuple (ID;,t;, P;) in
list Lyy and responds with ¢;. The tuple (ID;,t;)
will be stored in the list Lg. A; can’t query the
secret value for I D; whose public key has been
replaced.

Proxy-Certificate-Generation : When A; sub-
mits all signers’ identities/public keys (ID;, P;),
ID; € NUL and a warrant m,, to the challenger,
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11)

C responds by running the certificate generation
algorithm on the warrant m, and the signers’
full private key (¢;, D;),ID; € N'U L, then out-
puts a certificate as follows:
IfID*¢NULand (NUL)Lr =0, C gives
a certificate by calling the certificate generation
algorithm. Otherwise, C does the following;:

a. Randomly selects r € Z;, R € Z},.

b. Randomly selects k;, h; € Z} for each I D; €
NUL.

c. Computes S = rP — EID,;eNULkiPi and

T=R. HID,-ENULQi_hi'

d. Stores the relation k; = Hy(my, ID;, P;, S,
T) and h; = Ha(my,, ID;, P;, S, T') for each
ID; € N'UL. Repeats the steps (1)-(3) if
collision occurs.

e. Outputs 7 = (my,r, R, S,T) as the proxy
certificate.

Multi-proxy Multi-sign: When 4; submits cer-
tificate 7 = (my,r, R, S,T) and a message M
to the challenger, C outputs a signature by run-
ning the multi-proxy multi-sign algorithm on m
and M as follows: If ID* ¢ £ and L(Lgr = 0,
C gives a signature by calling the multi-proxy
multi-sign algorithm. Otherwise, C does the fol-
lowing:
a. Randomly selects v € Z;,U € Z};.
b. Randomly selects «;,8; € Z; for each
IDj eL.
c. Computes X = uP — 1S — Y0 | lkoi Py —
S (lkpj + @)Pp; and Y = Ub . T

j=1
n ~—lhoi T7l —lhp;—B;

Hi:l oi 'Hj:l ij T

d. Stores the relation o; = H3z(M, my,, ID,,,
P, S, T, X,Y) and 8; = Hs(M, my,
ID,., Py, S, T, X, Y). Repeats the steps
(1)-(3) if collision occurs.

e. Outputs o = (M, my,u,U,S,T,X,Y) as
the proxy signature.

Forge: A; outputs the tuple {m = (my,, r, R, S, T), L U
N’ UIDiGLUNPi} or {J = (Ma My, U, U, S> T, X,
Y)? LU Na UIDieLUNPi}'

Solve RSAP. If A;’s output satisfies none of the fol-

lowing 3 cases in UNF-CLMPMS Game I, C aborts.
Otherwise, C can solve the RSA problem as follows:

Case 1. The final output is {w = (m,,, r, R, S, T),

LUN, Urp,ecun Pi} and the output satisfies
the requirement of Case 1 as defined in UNF-
CLMPMS Game I. In fact, w is the signature
on my,. If ID* € N'U L, we can solve the RSA
problem as follows.

Without loss of generality, we may assume that
ID* = ID),. By Forking Lemma for generic
signature scheme, we can get another 7’ =

(my,r, R',S,T). To do so we maintain all the
random tapes in two invocations are the same
except the A" result returned by Hs query of
the forged message. In other words hy # h)
and h; = h} for i # A. The relation becomes
(R'- R™Y)> = Y"M =" mod N. Since hy, b} €
Z§, we have that |k, — hy| < b. By the element
b is a prime number, then ged(b, ), — hy) = 1.
This means that there exists two integers p, v
such that pb + v(h), — hy) = 1. Finally, the
value X = (R'R~1)”Y* mod N is the solution
of the given instance of the RSA problem.

Xb — (RIR—I)bebu
yr(a—hx) ybu
yblHV(h&*hx)

V.

Probability of success. Let gy, (i = 0,1,2,3,4),

qu, 9k, gc and gp be the number of H;(i =
0,1,2,3,4) queries, user public key queries,
partial private key queries, proxy certificate
generation queries, multi-proxy multi-signature
queries, respectively.

The probability that C doesn’t fail during the
queries is qHé’T_OqK. The probability that ID* €

LUN is 2=, L So the combined prob-
dK 9Hy —49K

ability is e—2K . ntl-l L = ntl-l

amy ax aH,—dK aK-qH,
Therefore, if A; can succeed with the proba-
bility € within time 7, then C can solve RSAP
with the probability %. The running time
required for C is: 27 + [gm, + (3n + 31 +2)gp +
2lgp|Tn +[qu+ (2n+21+2)gp +1gp)|TE, where
Ty denotes the time for a modular operation
and Tg denotes the time for a exponentiation
in G.

Case 2. The final output is {oc = (M, my, u, U, S,

T, X,Y), LUN, U;p,crun Pi} and the output
satisfies the requirement of Case 2 as defined in
UNF-CLMPMS Game 1. If ID* € N, we can
solve the RSA problem as follows.

Without loss of generality, we may assume that
ID* = ID). By the Forking Lemma for generic
signature scheme, we can get another signature
(M, my,u, U, S, T, X,Y). To do so we maintain
all the random tapes in two invocations are the
same except the A result returned by Hy query
of the forged message. In other words hy # h),
and h; = h} for i # A. The relation becomes
(U U1 = Yhi=hx mod N. Since hy, b\ €
Zy, we have that |k} — hy| < b. By the element
b is a prime number, then ged(b, ), — hy) = 1.
This means that there exists two integers u, v
such that ub+v(h), —hy) = 1. Finally, the value

X = (U'UY" "Y1 mod N is the solution of
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the given instance of the RSA problem.

Xb _ (U/U—l)blfluybu
— y”(h;*hx)ybu

yblﬁV(h&*hA)

Probability of success. Let qy, (i = 0,1,2,3,4),
qu, 9k, gc and gp be the number of H;(i =
0,1,2,3,4) queries, user public key queries,
partial private key queries, proxy certificate
generation queries, multi-proxy multi-signature
queries, respectively.

The probability that C doesn’t fail during the

queries is q(‘;iq}( The probability that ID* €
tq n—1
N is 0 7!11{ — So the combined probability
is MoK | n— 1- L_ — _n-l  Therefore,
qH 9H) — 9K dK"qH

if Ay can bucceed with the probablhty € within
time 7, then C can solve RSAP with the prob-
ability - (n 1)

is the Same as the time in Case 1.

Case 3. The final output is {o = (M, my,, u, U, S,
T, X,Y), LUN, Urp,crun Pi} and the output
satisfies the requirement of Case 3 as defined in
UNF-CLMPMS Game I. If ID* € L, we can
solve the RSA problem as follows.

. The running time required for C

Without loss of generality, we may assume that
ID* = ID). By the Forking Lemma for generic
signature scheme, we can get another signature
(M,my,u,U",S,T,X,Y). Todo so we maintain
all the random tapes in two invocations are the
same except the A" result returned by Hy query
of the forged message. In other words Sy # 3}

and 8; = ﬁ; for j # A. The relation becomes
(U"- U1 = YP=Bx mod N. Since By, B} €
Z}, we have that |} — 8| < b. By the element

b is a prime number, then ged(b, 55 — 5)) = 1.
This means that there exists two integers u, v
such that pb + 1/(5/\ Bx) = 1. Finally, the
value X = (U'U~1)*Y* mod N is the solution
of the given instance of the RSA problem.

Xb — (U/Ufl)bl/yb/i
yl’(ﬁ;*ﬂx)yb#
ybu+u(B;—[3A)

V.

Probability of success. Let qy,(: = 0,1,2,3,4), qu,
gr, 9c and gp be the number of H;(i = 0,1,2,3,4)
queries, user public key queries, partial private key
queries, proxy certificate generation queries, multi-
proxy multi-signature queries, respectively.

The probability that C doesn’t fail during the queries

is 209X = The probability that ID* € £ is &1
dH( 9K

410
L__ S0 the combined probability is M 1,
qH, qK qx
L = =1 Therefore, if A; can succeed with
qdHy) —49K 4K 9H(

the probability e within time 7, then C can solve

RSAP with the probability q(ll(.qlzf . The running time
0

required for C is the same as the time in Case 1.

O

Theorem 2. The scheme is unforgeable against the type
II adversary As if the DL problem is hard in randomly
oracle model.

Proof. Suppose the challenger C receives a random in-
stance (P,zP) of the DL problem and has to compute
x € Zj. Challenger C will run Ay as a subroutine and act
as As ’s challenger in the UNF-CLMPMS Game II.

Setup: At the beginning of the game, C runs
the setup algorithm with the parameter k& and
gives A, the system parameters params =
{N,b,G, P,Hy, H,, Hy, H3, Hy} and the master se-
cret key msk = (p, q,a).

Queries: Without loss of generality we assume that all
the queries are distinct and Ay will make user’s public
key query for ID; before ID; is used in any other
queries.

1) User-Public-Key queries: C maintains the list

Ly of tuple (ID;, t;, P;). When Az makes public
key query for ID;, C responds as follows:
At the j*" query, C sets ID; = ID* and P* =
zP. For i # j, C randomly chooses t; € Zj, sets
P; = t;P. Then the query and the answer will
be stored in the list L.

2) Hy queries: C maintains the list Ly of tuple
(ID;, A;). The list is initially empty. When
Ay makes a query Ho(ID;), C randomly picks a
value A; € Z% and sets Ho(ID;) = A?. Then
the query and the answer will be stored in the
list LQ.

3) Hq,Hy, Hs, Hy queries and User-Public-Key-
Replacement are the same as those in Theo-
rem 1.

4) Partial-Private-Key queries: C maintains the
list Lk of tuple (ID;, A;). When Ay makes a
partial private key query for ID;, C finds the
tuple (ID;, A;) in list Ly and responds with A;.
The tuple (ID;, A;) will be stored in the list L.

5) Secret-Value queries: C maintains the list Lg of
tuple (ID;,t;). When As makes a secret value
query for ID;, If ID; = ID*, C fails and stops,
otherwise C finds the tuple (ID;,t;, P;) in list
Ly and responds with ¢;. The tuple (ID;,t;)
will be stored in the list Lg. A5 can’t query the
secret value for ID; whose public key has been
replaced.



6) proxy certificate generation queries and Multi-
proxy Multi-sign queries are the same as those
in Theorem 1.

Forge: As outputs the tuple {x = (m,, r, R, S, T),

LUN, U;p,econ Pi} or {o = (M,;my, u, U, S, T,
X, Y), LUN, Urp,econ Pi}-

Solve DLP. If Ay’s output satisfies none of the following

3 cases in UNF-CLMPMS Game II, C aborts. Oth-
erwise, C can solve the DL problem as follows:

Case 1. The final output is {w = (m,,, v, R, S, T),
LUN, Urp,crun Pi} and the output satisfies
the requirement of Case 1 as defined in UNF-
CLMPMS Game II. In fact, 7 is the signature
on my,. If ID* € N'UL, we can solve the DL
problem as follows.

Without loss of generality, we may assume
that ID* = ID,. By Forking Lemma for
generic signature scheme, we can get another
7' (Mg, ", R,S,T). To do so we maintain all
the random tapes in two invocations are the
same except the A result returned by H;
query of the forged message. In other words
kx # k\ and k; = k] for i # A. We note that

r = o+ ki + ZIDiENU[:\{ID*}(Ci + kiti),
/

= cox+ KT + Y pienues (1o« (G + Kiti).-

It follows that x = krj’g, .
A A

Probability of success. Let ¢y, (i = 0,1,2,3,4),
qu, 4K, 4s, gc and gp be the number of H;(i =
0,1,2,3,4) queries, user public key queries, par-
tial private key queries, secret value queries,
proxy certificate generation queries, multi-proxy
multi-signature queries, respectively.

The probability that C doesn’t fail during the
queries is qu;qu. T he probability that ID* €

LUN is 2E=L. L _ 96 the combined prob-
gs (IU as

ability is L—95 . ”+l 1._1_ — "+lq L There-
fore, if As can succeed Wlth the probability e
within time 7, then C can solve DL problem
with the probability M The running time
required for C is: 2T+ [qHO +(Bn+3l+2)gp +
2lgp|Tn + [qu + (2n+214+2)gp +1qp)|TE, where
Tn denotes the time for a modular operation
and Tr denotes the time for a exponentiation
in G.

Case 2. The final output is {o = (M, my,, u, U, S,
T, X,Y), LUN, Urp,crun Pi} and the output
satisfies the requirement of Case 2 as defined in
UNF-CLMPMS Game II. If ID* € N, we can
solve the DL problem as follows.

Without loss of generality, we may assume that
ID* = ID). By the Forking Lemma for generic
signature scheme, we can get another signature
(M,my,, v, U,S,T,X,Y). To do so we main-
tain all the random tapes in two invocations are
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the same except the A" result returned by H,
query of the forged message. In other words
kx # K\ and k; = Kk} for i # X. We note
that u = l(cx + kaz + X rp,envucs rps (G +
kiti)) + 2 1p,ec(a; + ajty), u' = l(ex + Kz +
ipsenues (i (€ + kiti)) + 3rp epla; +
ajt;). It follows that o = ﬁ
Probability of success. Let ¢y, (1 = 0,1,2,3,4),
qu, 9K, 4s, 9c and gp be the number of H;(i =
0,1,2,3,4) queries, user public key queries, par-
tial private key queries, proxy certificate gener-
ation queries, secret value queries, multi-proxy
multi-signature queries, respectively.

The probability that C doesn’t fail during the
queries is qu;qs' The probability that ID* €

N s =L So the combined probability
qs qu—gs’
is u—gs . n-l. = =L Therefore, if

As cqan succeed w1th the proqbablhty € within
time 7T, then C can solve DL problem with the
probability (n— 1) . The running time required
for C is the same as the time in Case 1.

Case 3. The final output is {o = (M, m, u,
US,T,X,Y), LUN, Urp.crun Pi} and the
output satisfies the requirement of Case 3 as de-
fined in UNF-CLMPMS Game II. If ID* € L,
we can solve the DL problem as follows.

Without loss of generality, we may assume that
ID* = IDy. By the Forking Lemma for generic
signature scheme, we can get another signature
(M, my,w U, S, T, X,Y). To do so we maintain
all the random tapes in two invocations are the
same except the A" result returned by Hs query
of the forged message. In other words a) # o,
and a; = ) for j # A. We note that u =
ZT—’_ZID]E[,\{ID*}(aj +Oljtj)+((l)\+a)\1')7 u =
Ir+ 3 p,ec\rpy (@ + ajt;) + (ax + ofx), Tt

follows that z = “’“/, .
Oé)\—oc)\

Probability of success. Let ¢p,(i = 0,1,2,3,4), qu,

4Kk, qs, gc and gp be the number of H;(i =
0,1,2,3,4) queries, user public key queries, partial
private key queries, secret value queries, proxy certifi-
cate generation queries, multi-proxy multi-signature
queries, respectively.

The probability that C doesn’t fail during the queries

is qu;UqS The probability that ID* € L is q—s .
-1

s
Therefore, if Ay can succeed with
the probablhty € within time 7, then C can solve DL
Problem with the probability (l 1)5 The running

time required for C is the same as the time in Case 1.

So the combined probability is ‘IquqS .

qu—gs "’
1 l—1

O



International Journal of Network Security, Vol.20, No.3, PP.403-413, May 2018 (DOI: 10.6633/IJNS.201805.20(3).01)

5 Efficiency and Comparison

Our scheme is constructed without using bilinear pair-
ing. In the following, we compare the performance of our
scheme with several MPMS schemes in Table 2. We define
some notations as follows:

e Tp: A pairing operation.
e Ep: A pairing-based scalar multiplication operation.

e Tx: A scalar multiplication operation in the elliptic
curve group G.

e Tx: A modular exponent operation in Zy .

Through PIV 3-GHZ processor with 512-MB memory
and a Windows XP operation system. He et al. [5] ob-
tained the running time for cryptographic operations. To
achieve 1024-bit RSA level security, they use the Tate
pairing defined over a super singular curve E/F), : y*> =
2% 4+ x with embedding degree 2, where g is a 160-bit Soli-
nas prime ¢ = 2'%9 + 217 + 1 and p is a 512-bit prime
satisfying p + 1 = 12¢qr. To achieve the same security
level, they employed the parameter secp160r1 [18], where
p = 2160_931_1 The running times are listed in Table 1.

Table 1: Cryptographic operation time (in milliseconds)

[Tr [In [Ep [Te |
20.04 | 5.31 | 6.38 | 2.21 |

To evaluate the computation efficiency of different
schemes, we use a simple method. For example in [10],
system costs 3n+3[+2 pairing-based scalar multiplication
operations and 3n+3l pairing operations in Proxy Certifi-
cate Generation, system costs 3] + 3 pairing-based scalar
multiplication operations and 3/ 4 6 pairing operations in
Multi-Proxy Multi-Sign and Verify. Hence system costs
3n + 61 + 5 pairing-based scalar multiplication operations
and 3n+6[+6 pairing operations in total. To facilitate the
comparison, we let n = [ = 10. So the resulting computa-
tion time is 95 x 6.38 +96 x 11.20 = 2721.34. The detailed
comparison results of several different MPMS schemes are
illustrated in Table 2 and Table 3.

Table 2: Comparison of several CLMPMS schemes

’ Scheme ‘ Public key form ‘ Secure base ‘
Li [10] ID-base CDHP
Sahu [15] ID-base CDHP
Our scheme | Certificateless RSAP and DLP
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6 Conclusion

In a multi-proxy multi-signature scheme, the group of
original signers delegate their signing rights to the proxy
group. RSA is a key cryptography technique and pro-
vides various interfaces for the applied software in real-
life scenarios. Although some good results were achieved
in speeding up the computation of pairing function in re-
cent years, the computation cost of the pairing is much
higher than that of the exponentiation in a RSA group
and also much higher than the scalar multiplication over
the elliptic curve group. In this paper, we propose a cer-
tificateless multi-proxy multi-signature scheme and prove
that our scheme is unforgeable under the strongest se-
curity model where the Type I/II adversary is a super
Type I/IT adversary. The analysis shows that our scheme
is more efficient than the related schemes. Due to the
very good properties of our scheme, it is very useful for
practical applications.
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