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Abstract

In a multi-proxy multi-signature scheme, there is a group
of original signers who delegate their signing rights to an-
other group of persons called proxy group. Most of the
known cryptography schemes used bilinear pairings, the
computation cost of the which is much higher than that of
the exponentiation in a RSA group. In this paper, we pro-
pose a certificateless multi-proxy multi-signature scheme
based on the classic RSA and discrete logarithm (DL)
problem. Our scheme is also constructed without using
pairing which reduces the running time significantly, and
it is secure against chosen message attack in random ora-
cle model and more applicable for practical applications.

Keywords: Certificateless Cryptography; Multi-proxy;
Multi-signature; RSA

1 Introduction

In traditional public key cryptography, the users first need
to obtain the authenticated public keys from a certificate
authority, if they want to communicate a message. In
that system, the certificate management, storage space
and large overhead to transfer certificates lead to increase
the associated communication cost.
ID-Based Cryptography. To solve the certificate man-
agement problem in the traditional public key cryptogra-
phy, Shamir [16] introduced the ID-based cryptography
in 1984, which removed the need of certificate for pub-
lic key and thus reduced the associated communication
cost. In ID-based cryptography, the users’ public and pri-
vate keys are generated from their identities such as email
addresses, IP addresses, etc. There is a very important
problem in ID-based cryptosystem that user’s private key
is generated by a key generation center (KGC). It means

that KGC knows user’s private key. So ID-based public
key cryptography has to face with key escrow problem.

Certificateless Cryptography. In 2003, Al-Riyami et
al. [1] proposed the concept of certificateless public key
cryptosystem (CLPKC). In CLPKC, a user’s private key
is comprised of partial private key generated by KGC and
a secret value chosen by the user separately. The certifi-
cateless public key cryptography has attracted much at-
tention since it solves the certificate management problem
in the traditional public cryptography and the key escrow
problem in the ID-based cryptography.

Proxy Signatures. In 1996, Mambo et al. proposed the
first proxy signature scheme [13], which allows an entity,
called original signer, to delegate his/her signing right to
other entity, called proxy signer. The multi-proxy sig-
nature scheme allows a group of proxy signers generate
signatures, on behalf of one original signer — a company
or an organization, who delegates his/her signing right to
the proxy group [9, 11, 19]. Multi-proxy multi-signature
(MPMS) is a new kind of proxy signature, firstly proposed
by Tzeng et al. [20] in 2004, in which a group of original
signers can authorize a group of proxy signers under the
agreement of all original and proxy signers, so that a sig-
nature could be generated by the cooperation of all proxy
signers. It solves many real life problems. For example in
a company, there are some conflict between the employ-
ees and the employers. All employees want to depute a
lawyer group as their proxy agents.

Cryptography from RSA. RSA is one of the first prac-
tical asymmetric public-key cryptosystems and widely
used for secure data transmission. In RSA cryptosystem,
its asymmetry is based on the practical difficulty of fac-
toring the product of two large prime numbers. Being
as a classified difficult problem, RSA is widely used in
many aspects of cryptography. Shamir [16] constructed
the first ID-based signature scheme from RSA in 1985.
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Herranz [7] proposed an ID-based ring signature scheme
whose security is based on the hardness of RSA problem.

Using bilinear pairings, people proposed many new
proxy signature scheme [2, 10, 12, 14, 15, 21, 22, 23]. All
the above schemes are very practical, but they used bi-
linear pairings and the pairing is regarded as the most
expensive cryptography primitive. In 2011, He et al. [5]
proposed an ID-based proxy signature scheme without bi-
linear pairing. In 2013, He et al. [6] put forward a cer-
tificateless proxy signature scheme without bilinear pair-
ing. Kim et al. [8] constructed a provably secure ID-based
proxy signature scheme based on the lattice problems. In
2014, Deng et al. [4] constructed a certificateless proxy
signature based on RSA and discrete logarithm problem.
In 2015, Tiwari and Padhye [17] proposed a provable se-
cure multi-proxy signature scheme without bilinear map.
In 2017, Deng et al. [3] put forward an ID-based proxy
signature from RSA without bilinear pairing. The com-
putation cost of the pairing is much higher than that of
the exponentiation in a RSA group. Therefore, certifi-
cateless schemes based on RSA primitive would still be
appealing.
Our Contribution. By using the idea from [4], we
propose a new certificateless multi-proxy multi-signature
(CLMPMS) scheme. Security of the scheme is based on
the famous RSA problem and DL (discrete-logarithm)
problem. And our scheme is efficient in reducing the run-
ning time significantly because of its pairing-freeness. In
addition, we analyze the security of our scheme against
both of the super Type I and the super Type II adver-
saries. To the best of authors’ knowledge, our scheme is
the first certificateless multi-proxy multi-signature based
on RSA and DL problem.
Roadmap. The organization of the paper is sketched as
follows: The Section 2 gives some preliminaries and the
formal model. We present our proposed scheme in Sec-
tion 3. The security analysis and performance compar-
isons will be given in Sections 4 and 5 separately. Finally,
we give some conclusions in Section 6.

2 Preliminaries

2.1 Elliptic Curve Group

Let E/Fp denote an elliptic curve E over a prime finite
field Fp, defined by an equation

y2 = x3 + ax+ b(modp), a, b ∈ Fp and
4a3 + 27b2 6= 0(modp),

The points on E/Fp together with an extra point O called
the point at infinity form a group

G = {(x, y) : x, y ∈ Fp, E(x, y) = 0} ∪ {O}.

2.2 Notations

• N : A large composite number, the product of two
prime numbers p, q.

• G: A cyclic subgroup of G with prime order b and
gcd(b, ϕ(N)) = 1.

• P : A generator of group G.

• Di: The partial private key of user IDi generated by
KGC.

• ti: The secret value chosen by user IDi.

• Pi: The public key of user IDi.

• RSAP: Given a tuple (N, b,Y) to find X ∈ Z∗N such
that X b = Y mod N .

• DLP: Given a tuple (P, xP ) in G to compute x ∈ Z∗b .

2.3 System Model

The proposed model involves four parties: a set of n orig-
inal signers N = {IDo1, IDo2, · · · , IDon}, a set of l proxy
signers L = {IDp1, IDp2, · · · , IDpl}, a verifier V, and a
clerk B. Use of clerk reduces the communication cost.

Definition 1. A multi-proxy multi-signature scheme is
specified by the following polynomial time algorithms.

Setup. Given a security parameter k, this algorithm out-
puts the system parameters params, and keeps msk
as system’s master secret key.

Partial private key extract. Given an identity IDi ∈
{0, 1}∗, the master secret key msk, and parameters
params, the key generation center (KGC) generates
the partial private key Di for the identity IDi.

Set secret value. The user with identity IDi chooses a
random number as his secret value.

User’s public key generation. The user with identity
IDi computes his public key.

Proxy certificate generation. This algorithm takes
the warrant mω to be signed and generates the proxy
certificate with the cooperation of all original signers
and proxy signers.

Multi-proxy sign. This algorithm takes the certificate
and a message M ∈ {0, 1}∗ as input, and outputs
a multi-proxy multi-signature signed by the proxy
group L on behalf of the original group N .

Verify. This algorithm takes the identities of all original
signers, the identities of all proxy signers, and a proxy
signature as input, returns True if it is a valid signa-
ture on M signed by the proxy group L, on behalf of
the original group N . Otherwise, returns False.
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2.4 Security Model

For a certificateless multi-proxy multi-signature scheme,
there are two kinds of adversaries. The adversary A1

is not able to access the master key, but he could replace
users’ public keys at his will. The adversary A2 can access
the master key, but he is not able to replace users’ pub-
lic keys. The security of CLMPMS schemes are formally
defined through two games played between a challenger C
and an adversary A ∈ {A1, A2}.

Definition 2. A CLMPMS scheme is unforgeable if no
polynomially bounded adversary has a non-negligible ad-
vantage in the following two games against Type I and
Type II adversaries.

Game I: It performs between the challenger C and a
Type I adversary A1 for the CLMPMS scheme.

Initialization: C runs the setup algorithm, takes a secu-
rity parameter k as input to obtain a master key msk
and the system parameters params. C then sends
params to the adversary A1 and keeps msk secret.
The point is that adversary A1 doesn’t know msk.

Queries: A1 can get access to query the following or-
acles polynomially bounded number of times which
are controlled by C. Each query may depend on the
answers to the previous query.

• User-Public-Key-Oracle: This oracle takes a
user’s identity IDi as input. If IDi’s public
key has already been queried, nothing is to be
carried out. Otherwise, it generates the secret
value ti and the public key Pi. Then it returns
Pi and adds (IDi, Di, ti, Pi) to the list LU .

• Partial-Private-Key-Oracle: On inputting an
identity IDi, the oracle browses the list LU and
returns the partial private key Di as answer.
Otherwise, returns 0.

• Public-Key-Replacement-Oracle: Taking an
identity IDi and a new public key P ′i as input,
the oracle replaces the public key of the given
identity IDi with new one and updates the cor-
responding information in the list LU .

• Secret-Value-Oracle: On inputting a created
identity IDi, the oracle browses the list LU and
returns the secret value ti as answer. Otherwise
returns 0. Note that ti is the secret value asso-
ciated with the original public key Pi. A1 can’t
query the secret value for IDi whose public key
has been replaced.

• Proxy-Certificate-Generation-Oracle: When A1

submits all signers’ identities/public keys
(IDi, Pi), IDi ∈ N ∪ L and a warrant mω

to the challenger, C responds by running the
proxy certificate generation algorithm on the
warrant mω and the signers’ full private keys
(ti, Di), IDi ∈ N ∪ L.

• Proxy-Sign-Oracle: When A1 submits certifi-
cate π and a message M to the challenger, C
responds by running the proxy sign algorithm
on π, M and the proxy signers’ full private keys
(ti, Di), IDi ∈ L.

Forge: A1 outputs a tuple (π∗,N ∪ L,
⋃
IDi∈N∪L Pi) or

(M∗,m∗ω, σ
∗,N ∪ L,

⋃
IDi∈N∪L Pi). We say A1 wins

the game, if one of the following cases is satisfied:

Case 1: A1 outputs a tuple (π∗,N ∪
L,
⋃
IDi∈N∪L Pi) satisfying:

1) π∗ is a valid certificate.

2) π∗ is not generated from the certificate gen-
eration query.

3) There is at least one user ID ∈ N∪L whose
partial private key is not queried by A1.

Case 2: A1 outputs a tuple (M∗,m∗ω, σ
∗,N ∪

L,
⋃
IDi∈N∪L Pi) satisfying:

1) σ∗ is a valid proxy signature.

2) σ∗ is not generated from the proxy signa-
ture query.

3) (m∗ω,N ∪L,
⋃
IDi∈N∪L Pi) didn’t appear in

the certificate generation query.

4) There is at least one user ID ∈ N whose
partial private key is not queried by A1.

Case 3: A1 outputs a tuple (M∗,m∗ω, σ
∗,N ∪

L,
⋃
IDi∈N∪L Pi) satisfying:

1) σ∗ is a valid proxy signature.

2) σ∗ is not generated from the proxy signa-
ture query.

3) There is at least one user ID ∈ L whose
partial private key is not queried by A1.

The advantage of A1 is defined as

AdvUNF−CLMPMS
A1

= Pr[A1 wins].

Game II: It performs between the challenger C and a
Type II adversary A2 for the CLMPMS scheme.

Initialization. C runs the setup algorithm, takes a secu-
rity parameter k as input to obtain a master key msk
and the system parameters params. C then sends
msk, params to the adversary A2. It means that in
Game II adversary A2 knows msk, he/she just can’t
replace the public key.

Queries. A2 may adaptively make a polynomially
bounded number of queries as in Game I.

Forge. A2 outputs a tuple (π∗,N ∪ L,
⋃
IDi∈N∪L Pi) or

(M∗,m∗ω, σ
∗,N ∪ L,

⋃
IDi∈N∪L Pi). We say A2 wins

the game, if one of the following cases is satisfied:

Case 1: A2 outputs a tuple (π∗,N ∪
L,
⋃
IDi∈N∪L Pi) satisfying:

1) π∗ is a valid certificate.
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2) π∗ is not generated from the certificate gen-
eration query.

3) There is at least one user ID ∈ N∪L whose
secret value is not queried and whose public
key is not placed by A2.

4) A2 can’t query the secret value for any iden-
tity if the corresponding public key has al-
ready been replaced.

Case 2: If A2 outputs a tuple (M∗,m∗ω, σ
∗,N ∪

L,
⋃
IDi∈N∪L Pi) satisfying:

1) σ∗ is a valid proxy signature.

2) σ∗ is not generated from the proxy signa-
ture query.

3) (m∗ω,N ∪L,
⋃
IDi∈N∪L Pi) didn’t appear in

the certificate generation query.

4) There is at least one user ID ∈ N whose
secret value is not queried and whose public
key is not placed by A2.

5) A2 can’t query the secret value for any iden-
tity if the corresponding public key has been
replaced.

Case 3: If A2 outputs a tuple (M∗,m∗ω, σ
∗,N ∪

L,
⋃
IDi∈N∪L Pi) satisfying:

1) σ∗ is a valid proxy signature.

2) σ∗ is not generated from the proxy signa-
ture query.

3) There is at least one user ID ∈ L whose
secret is not queried and whose public key
is not placed by A2.

4) A2 can’t query the secret value for any iden-
tity if the corresponding public key has al-
ready been replaced.

The advantage of A2 is defined as

AdvUNF−CLMPMS
A2

= Pr[A2 wins].

3 Our Scheme

In this section we will propose a certificateless multi-proxy
multi-signature scheme based on RSA problem and DL
problem, with the clerk architecture and without pair-
ings. The scheme involves a set of n original signers
N = {IDo1, IDo2, · · · , IDon}, a set of l proxy signers
L = {IDp1, IDp2, · · · , IDpl}, a verifier V and a clerk B.
A cooperative clerk reduces the communication cost. Our
scheme is described as follows:

Setup. Given a security parameter k, KGC generates
two random k-bit prime numbers p and q, then it
computes N = pq. For some fixed parameter m
(for example m = 200), KGC randomly chooses a
prime number b satisfying 2m < b < 2m+1 and
gcd (b, ϕ(N)) = 1. Then it chooses group G of
prime order b, generator P of G, and computes
a = b−1 mod ϕ(N). Furthermore, KGC chooses

five hash functions as follows: H0 = {0, 1}∗ →
Z∗N , Hi : {0, 1}∗ → Z∗b (i = 1, 2, 3, 4). Finally
KGC outputs the set of public parameters params =
{N, b,G, P,H0, H1, H2, H3, H4}, and the master se-
cret key msk = (p, q, a).

Partial private key extract. For an identity IDi ∈
{0, 1}∗, KGC computes Qi = H0(IDi), Di = Qai ,
then sends Di to the user IDi via secure channel.

Secret value set. The user with identity IDi ∈ {0, 1}∗
randomly chooses ti ∈ Z∗b .

Public key generation. The user with identity IDi ∈
{0, 1}∗ computes his public key Pi = tiP .

Proxy certificate generation. mω is the warrant con-
sisting of the identities of n original signers IDoi (i =
1, 2, · · · , n), l proxy signers IDpj (j = 1, 2, · · · , l),
the certificate during and so on. On inputting the
warrant mω, all signers IDoi (i = 1, 2, · · · , n) and
IDpj (j = 1, 2, · · · , l) perform the following steps:

• Each IDoi randomly selects coi ∈ Z∗b , Aoi ∈
Z∗N . Computes Soi = coiP , Toi = Aboi mod N .
Broadcasts (Soi, Toi) to the other n− 1 original
signers, l proxy signers and clerk B.

• Each IDpj randomly selects cpj ∈ Z∗b , Apj ∈
Z∗N . Computes Spj = cpjP , Tpj = Abpj mod
N . Broadcasts (Spj , Tpj) to the other n original
signers, l − 1 proxy signers and clerk B.

• Clerk B and all signers compute S =
∑n
i=1 Soi+∑l

j=1 Spj , T =
∏n
i=1 Toi ·

∏l
j=1 Tpj .

• Each IDoi computes

koi = H1(mω, IDoi, Poi, S, T ),

hoi = H2(mω, IDoi, Poi, S, T ).

Computes roi = coi+toikoi, Roi = AoiD
hoi
oi mod

N . Broadcasts (roi, Roi) to clerk B.

• Each IDpj computes

kpj = H1(mω, IDpj , Ppj , S, T ),

hpj = H2(mω, IDpj , Ppj , S, T ).

Computes rpj = cpj + tpjkpj , Rpj = ApjD
hpj
pj

mod N . Broadcasts (rpj , Rpj) to clerk B.

• Clerk B does as follows:

1) Verifies the correctness of roi, Roi by check-
ing the equations: roiP = Soi + koiPoi,
Rboi = ToiQ

hoi
oi mod N for IDoi ∈ N .

2) Verifies the correctness of rpj , Rpj by check-
ing the equations: rpjP = Spj + kpjPpj ,

Rbpj = TpjQ
hpj
pj mod N for IDpj ∈ L.

3) If all equalities hold, B computes

r =

n∑
i=1

roi +

l∑
j=1

rpj , R =

n∏
i=1

Roi ·
l∏

j=1

Rpj .
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4) Sends π = (mω, r, R, S, T ) to n original
signers and l proxy signers.

Multi-proxy multi-sign. To sign a message M on be-
half of the n original signers, the l proxy signers per-
form the following steps:

• Each proxy signer IDpj selects aj ∈ Z∗b , Bj ∈
Z∗N . Computes Xj = ajP , Yj = Bbj mod N .
Broadcasts (Xj , Yj) to the other l−1 proxy sign-
ers.

• Each proxy signer IDpj computes

X =

l∑
j=1

Xj ,

Y =

l∏
j=1

Yj .

αj = H3(M,mω, IDpj , Ppj , S, T,X, Y ),

βj = H4(M,mω, IDpj , Ppj , S, T,X, Y ),

uj = r + aj + tpjαj ,

Uj = RBjD
βj
pj .

Sends (M,mω, uj , Uj , Xj , Yj , S, T ) to clerk B.

• The clerk B checks whether all the proxy sign-
ers’ partial signatures are correct.

1) Computes X =
∑l
j=1Xj , Y =

∏l
j=1 Yj .

2) Computes

koi = H1(mω, IDoi, Poi, S, T ),

hoi = H2(mω, IDoi, Poi, S, T )

for i = 1, 2, · · · , n.
kpj = H1(mω, IDpj , Ppj , S, T ),

hpj = H2(mω, IDpj , Ppj , S, T )

for j = 1, 2, · · · , l.
αj = H3(M,mω, IDpj , Ppj , S, T,X, Y ),

βj = H4(M,mω, IDpj , Ppj , S, T,X, Y )

for j = 1, 2, · · · , l.

3) Computes

V =

n∑
i=1

koiPoi +

l∑
j=1

kpjPpj ,

W =

n∏
i=1

Qhoioi ·
l∏

j=1

Q
hpj
pj .

4) Checks whether

ujP = S + V +Xj + αjPpj ,

U bj = T ·W · Yj ·Q
βj
pj for each IDj ∈ L.

If all equations hold, the clerk computes u =∑l
j=1 uj and U =

∏l
j=1 Uj .

• Outputs multi-proxy multi-signature σ =
(M,mω, u, U, S, T,X, Y ).

Multi-proxy multi-signature verify. To verify the
validity of the signature σ = (M,mω, u, U, S, T,X, Y )
on message M , the verifier does as follows:

1) Checks whether the message M conforms to the
warrant mω. If not, stops. Otherwise, contin-
ues.

2) Checks whether the l proxy signers are autho-
rized by the original group N in the warrant
mω. If not, stops. Otherwise, continues.

3) Computes

koi = H1(mω, IDoi, Poi, S, T ),

hoi = H2(mω, IDoi, Poi, S, T )

for i = 1, 2, · · · , n.
kpj = H1(mω, IDpj , Ppj , S, T ),

hpj = H2(mω, IDpj , Ppj , S, T )

for j = 1, 2, · · · , l.
αj = H3(M,mω, IDpj , Ppj , S, T,X, Y ),

βj = H4(M,mω, IDpj , Ppj , S, T,X, Y )

for j = 1, 2, · · · , l.

4) Computes

V =

n∑
i=1

koiPoi +

l∑
j=1

kpjPpj ,

W =

n∏
i=1

Qhoioi ·
l∏

j=1

Q
hpj
pj .

5) Checks whether the equations below hold. If
both hold, accepts. Otherwise, rejects.

uP = l(S + V ) +X +

l∑
j=1

(αjPpj),

U b = (TW )l · Y ·
l∏

j=1

Q
βj
pj .

Correctness:

uP =

l∑
j=1

ujP =

l∑
j=1

(
r + aj + tpjαj

)
P

= lrP +

l∑
j=1

(ajP + αjtpjP )

= lrP +

l∑
j=1

(Xj + αjPpj)

= l(

n∑
i=1

roi +

l∑
j=1

rpj)P +

l∑
j=1

(Xj + αjPpj)

=

n∑
i=1

lroiP +

l∑
j=1

(lrpjP +Xj + αjPpj)
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=

n∑
i=1

l(coi + toikoi)P

+

l∑
j=1

(l(cpj + tpjkpj)P +Xj + αjPpj)

=

n∑
i=1

(lSoi + lkoiPoi)

+

l∑
j=1

(lSpj + lkpjPpj +Xj + αjPpj)

= lS +X +

n∑
i=1

lkoiPoi +

l∑
j=1

(lkpj + αj)Ppj

= l(S + V ) +X +

l∑
j=1

(αjPpj).

U b =
( l∏
j=1

Uj
)b

=

l∏
j=1

(
RBjD

βj
pj

)b
= Rlb ·

l∏
j=1

YjQ
βj
pj

= (

n∏
i=1

Roi)
lb · (

l∏
j=1

Rpj)
lb ·

l∏
j=1

YjQ
βj
pj

=

n∏
i=1

(AoiD
hoi
oi )lb ·

l∏
j=1

(ApjD
hpj
pj )lbYjQ

βj
pj

=

n∏
i=1

T loiQ
lhoi
oi ·

l∏
j=1

T lpjQ
lhpj+βj
Pj Yj

= T l · Y ·
n∏
i=1

Qlhoioi ·
l∏

j=1

Q
lhpj+βj
pj

= (TW )l · Y ·
l∏

j=1

Q
βj
pj .

4 Security Results

Theorem 1. The scheme is unforgeable against the type
I adversary A1 if the RSA problem is hard in random
oracle model.

Proof. Suppose the challenger C receives a random in-
stance (N, b,Y) of the RSA problem and has to find an
element X ∈ Z∗N such that X b = Y. Challenger C will
run A1 as a subroutine and act as A1 ’s challenger in the
UNF-CLMPMS Game I.

Setup: At the beginning of the game, C runs
the setup algorithm with the parameter k and
gives A1 the system parameters params =
{N, b,G, P,H0, H1, H2, H3, H4} andA1 doesn’t know
the master secret key msk = (p, q, a).

Queries: Without loss of generality we assume that all
the queries are distinct and A1 will make H0 query
for IDi before IDi is used in any other queries.

1) H0 queries: C maintains the list L0 of tuple
(IDi, Ai). The list is initially empty. When A1

makes a query H0(IDi), C responds as follows:

At the jth H0 query, C sets H0(ID∗) = Y. For
i 6= j, C randomly picks a value Ai ∈ Z∗N and
sets H0(IDi) = Abi . Then the query and the
answer will be stored in the list L0.

2) H1 queries: C maintains the list L1 of tuple
(γi, ki). The list is initially empty. When A1

makes a query H1(γi), C randomly picks a value
ki ∈ Z∗b and sets H1(γi) = ki. The query and
the answer will be stored in the list L1.

3) H2 queries: C maintains the list L2 of tuple
(γi, hi). The list is initially empty. When A1

makes a query H2(γi), C randomly picks a value
hi ∈ Z∗b and sets H2(γi) = hi. The query and
the answer will be stored in the list L2.

4) H3 queries: C maintains the list L3 of tuple
(ηi, αi). The list is initially empty. When A1

makes a query H3(ηi), C randomly picks a value
αi ∈ Z∗b and sets H3(ηi) = αi. The query and
the answer will be stored in the list L3.

5) H4 queries: C maintains the list L4 of tuple
(ηi, βi). The list is initially empty. When A1

makes a query H4(ηi), C randomly picks a value
βi ∈ Z∗b and sets H4(ηi) = βi. The query and
the answer will be stored in the list L4.

6) User-Public-Key queries: C maintains the list
LU of tuple (IDi, ti, Pi). When A1 makes user
public key query for IDi, C randomly chooses
ti ∈ Z∗b , sets Pi = tiP . Then sends the Pi to
A1. The tuple (IDi, ti, Pi) will be stored in the
list LU .

7) User-Public-Key-Replacement: C maintains the
list LR of tuple (IDi, Pi, P

′
i ). When A1 makes

a user public key replacement for IDi with a
new value P ′i , C replaces the current public key
Pi with the value P ′i and the tuple (IDi, Pi, P

′
i )

will be stored in the list LR.

8) Partial-Private-Key queries: C maintains the
list LK of tuple (IDi, Ai). When A1 makes a
partial private key query for IDi, If IDi = ID∗,
C fails and stops, otherwise C finds the tuple
(IDi, Ai) in list L0 and responds with Ai. The
tuple (IDi, Ai) will be stored in the list LK .

9) Secret-Value queries: C maintains the list LS of
tuple (IDi, ti). When A1 makes a secret value
query for IDi, C finds the tuple (IDi, ti, Pi) in
list LU and responds with ti. The tuple (IDi, ti)
will be stored in the list LS . A1 can’t query the
secret value for IDi whose public key has been
replaced.

10) Proxy-Certificate-Generation : When A1 sub-
mits all signers’ identities/public keys (IDi, Pi),
IDi ∈ N∪L and a warrantmω to the challenger,
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C responds by running the certificate generation
algorithm on the warrant mω and the signers’
full private key (ti, Di), IDi ∈ N ∪L, then out-
puts a certificate as follows:

If ID∗ 6∈ N ∪ L and (N ∪ L)
⋂
LR = ∅, C gives

a certificate by calling the certificate generation
algorithm. Otherwise, C does the following:

a. Randomly selects r ∈ Z∗b , R ∈ Z∗N .

b. Randomly selects ki, hi ∈ Z∗b for each IDi ∈
N ∪ L.

c. Computes S = rP −
∑
IDi∈N

⋃
L kiPi and

T = Rb ·
∏
IDi∈N

⋃
LQ
−hi
i .

d. Stores the relation ki = H1(mω, IDi, Pi, S,
T ) and hi = H2(mω, IDi, Pi, S, T ) for each
IDi ∈ N ∪ L. Repeats the steps (1)-(3) if
collision occurs.

e. Outputs π = (mω, r, R, S, T ) as the proxy
certificate.

11) Multi-proxy Multi-sign: When A1 submits cer-
tificate π = (mω, r, R, S, T ) and a message M
to the challenger, C outputs a signature by run-
ning the multi-proxy multi-sign algorithm on π
and M as follows: If ID∗ 6∈ L and L

⋂
LR = ∅,

C gives a signature by calling the multi-proxy
multi-sign algorithm. Otherwise, C does the fol-
lowing:

a. Randomly selects u ∈ Z∗b , U ∈ Z∗N .

b. Randomly selects αj , βj ∈ Z∗b for each
IDj ∈ L.

c. Computes X = uP − lS −
∑n
i=1 lkoiPoi −∑l

j=1(lkpj + αj)Ppj and Y = U b · T−l ·∏n
i=1Q

−lhoi
oi ·

∏l
j=1Q

−lhpj−βj
pj .

d. Stores the relation αj = H3(M , mω, IDpj ,
Ppj , S, T , X, Y ) and βj = H4(M , mω,
IDpj , Ppj , S, T , X, Y ). Repeats the steps
(1)-(3) if collision occurs.

e. Outputs σ = (M,mω, u, U, S, T,X, Y ) as
the proxy signature.

Forge: A1 outputs the tuple {π = (mω, r, R, S, T ), L ∪
N ,

⋃
IDi∈L∪N Pi} or {σ = (M , mω, u, U , S, T , X,

Y ), L ∪ N ,
⋃
IDi∈L∪N Pi}.

Solve RSAP. If A1’s output satisfies none of the fol-
lowing 3 cases in UNF-CLMPMS Game I, C aborts.
Otherwise, C can solve the RSA problem as follows:

Case 1. The final output is {π = (mω, r, R, S, T ),
L ∪ N ,

⋃
IDi∈L∪N Pi} and the output satisfies

the requirement of Case 1 as defined in UNF-
CLMPMS Game I. In fact, π is the signature
on mω. If ID∗ ∈ N ∪ L, we can solve the RSA
problem as follows.

Without loss of generality, we may assume that
ID∗ = IDλ. By Forking Lemma for generic
signature scheme, we can get another π′ =

(mω, r, R
′, S, T ). To do so we maintain all the

random tapes in two invocations are the same
except the λth result returned by H2 query of
the forged message. In other words hλ 6= h′λ
and hi = h′i for i 6= λ. The relation becomes

(R′ · R−1)b = Yh′λ−hλ mod N . Since hλ, h
′
λ ∈

Z∗b , we have that |h′λ − hλ| < b. By the element
b is a prime number, then gcd(b, h′λ − hλ) = 1.
This means that there exists two integers µ, ν
such that µb + ν(h′λ − hλ) = 1. Finally, the
value X = (R′R−1)νYµ mod N is the solution
of the given instance of the RSA problem.

X b = (R′R−1)bνYbµ

= Yν(h
′
λ−hλ)Ybµ

= Ybµ+ν(h
′
λ−hλ)

= Y.

Probability of success. Let qHi (i = 0, 1, 2, 3, 4),
qU , qK , qC and qP be the number of Hi(i =
0, 1, 2, 3, 4) queries, user public key queries,
partial private key queries, proxy certificate
generation queries, multi-proxy multi-signature
queries, respectively.

The probability that C doesn’t fail during the
queries is

qH0
−qK

qH0
. The probability that ID∗ ∈

L∪N is n+l−1
qK
· 1
qH0
−qK . So the combined prob-

ability is
qH0
−qK

qH0
· n+l−1qK

· 1
qH0
−qK = n+l−1

qK ·qH0
.

Therefore, if A1 can succeed with the proba-
bility ε within time T , then C can solve RSAP

with the probability (n+l−1)ε
qK ·qH0

. The running time

required for C is: 2T + [qH0
+ (3n+ 3l+ 2)qD +

2lqP ]TN +[qU +(2n+2l+2)qD+ lqP )]TE , where
TN denotes the time for a modular operation
and TE denotes the time for a exponentiation
in G.

Case 2. The final output is {σ = (M , mω, u, U , S,
T , X, Y ), L∪N ,

⋃
IDi∈L∪N Pi} and the output

satisfies the requirement of Case 2 as defined in
UNF-CLMPMS Game I. If ID∗ ∈ N , we can
solve the RSA problem as follows.

Without loss of generality, we may assume that
ID∗ = IDλ. By the Forking Lemma for generic
signature scheme, we can get another signature
(M,mω, u, U

′, S, T,X, Y ). To do so we maintain
all the random tapes in two invocations are the
same except the λth result returned by H2 query
of the forged message. In other words hλ 6= h′λ
and hi = h′i for i 6= λ. The relation becomes

(U ′ ·U−1)bl
−1

= Yh′λ−hλ mod N . Since hλ, h
′
λ ∈

Z∗b , we have that |h′λ − hλ| < b. By the element
b is a prime number, then gcd(b, h′λ − hλ) = 1.
This means that there exists two integers µ, ν
such that µb+ν(h′λ−hλ) = 1. Finally, the value

X = (U ′U−1)l
−1νYµ mod N is the solution of
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the given instance of the RSA problem.

X b = (U ′U−1)bl
−1νYbµ

= Yν(h
′
λ−hλ)Ybµ

= Ybµ+ν(h
′
λ−hλ)

= Y.

Probability of success. Let qHi (i = 0, 1, 2, 3, 4),
qU , qK , qC and qP be the number of Hi(i =
0, 1, 2, 3, 4) queries, user public key queries,
partial private key queries, proxy certificate
generation queries, multi-proxy multi-signature
queries, respectively.

The probability that C doesn’t fail during the
queries is

qH0
−qK

qH0
. The probability that ID∗ ∈

N is n−1
qK
· 1
qH0
−qK . So the combined probability

is
qH0
−qK

qH0
· n−1qK

· 1
qH0
−qK = n−1

qK ·qH0
. Therefore,

if A1 can succeed with the probability ε within
time T , then C can solve RSAP with the prob-

ability (n−1)ε
qK ·qH0

. The running time required for C
is the same as the time in Case 1.

Case 3. The final output is {σ = (M , mω, u, U , S,
T , X, Y ), L∪N ,

⋃
IDi∈L∪N Pi} and the output

satisfies the requirement of Case 3 as defined in
UNF-CLMPMS Game I. If ID∗ ∈ L, we can
solve the RSA problem as follows.

Without loss of generality, we may assume that
ID∗ = IDλ. By the Forking Lemma for generic
signature scheme, we can get another signature
(M,mω, u, U

′, S, T,X, Y ). To do so we maintain
all the random tapes in two invocations are the
same except the λth result returned by H4 query
of the forged message. In other words βλ 6= β′λ
and βj = β′j for j 6= λ. The relation becomes

(U ′ · U−1)b = Yβ′λ−βλ mod N . Since βλ, β
′
λ ∈

Z∗b , we have that |β′λ − βλ| < b. By the element
b is a prime number, then gcd(b, β′λ − βλ) = 1.
This means that there exists two integers µ, ν
such that µb + ν(β′λ − βλ) = 1. Finally, the
value X = (U ′U−1)νYµ mod N is the solution
of the given instance of the RSA problem.

X b = (U ′U−1)bνYbµ

= Yν(β
′
λ−βλ)Ybµ

= Ybµ+ν(β
′
λ−βλ)

= Y.

Probability of success. Let qHi(i = 0, 1, 2, 3, 4), qU ,
qK , qC and qP be the number of Hi(i = 0, 1, 2, 3, 4)
queries, user public key queries, partial private key
queries, proxy certificate generation queries, multi-
proxy multi-signature queries, respectively.

The probability that C doesn’t fail during the queries
is

qH0
−qK

qH0
. The probability that ID∗ ∈ L is l−1

qK
·

1
qH0
−qK . So the combined probability is

qH0
−qK

qH0
· l−1qK
·

1
qH0
−qK = l−1

qK ·qH0
. Therefore, if A1 can succeed with

the probability ε within time T , then C can solve

RSAP with the probability (l−1)ε
qK ·qH0

. The running time

required for C is the same as the time in Case 1.

Theorem 2. The scheme is unforgeable against the type
II adversary A2 if the DL problem is hard in randomly
oracle model.

Proof. Suppose the challenger C receives a random in-
stance (P, xP ) of the DL problem and has to compute
x ∈ Z∗b . Challenger C will run A2 as a subroutine and act
as A2 ’s challenger in the UNF-CLMPMS Game II.

Setup: At the beginning of the game, C runs
the setup algorithm with the parameter k and
gives A2 the system parameters params =
{N, b,G, P,H0, H1, H2, H3, H4} and the master se-
cret key msk = (p, q, a).

Queries: Without loss of generality we assume that all
the queries are distinct andA2 will make user’s public
key query for IDi before IDi is used in any other
queries.

1) User-Public-Key queries: C maintains the list
LU of tuple (IDi, ti, Pi). WhenA2 makes public
key query for IDi, C responds as follows:

At the jth query, C sets IDj = ID∗ and P ∗ =
xP . For i 6= j, C randomly chooses ti ∈ Z∗b , sets
Pi = tiP . Then the query and the answer will
be stored in the list LU .

2) H0 queries: C maintains the list L0 of tuple
(IDi, Ai). The list is initially empty. When
A2 makes a query H0(IDi), C randomly picks a
value Ai ∈ Z∗N and sets H0(IDi) = Abi . Then
the query and the answer will be stored in the
list L0.

3) H1, H2, H3, H4 queries and User-Public-Key-
Replacement are the same as those in Theo-
rem 1.

4) Partial-Private-Key queries: C maintains the
list LK of tuple (IDi, Ai). When A2 makes a
partial private key query for IDi, C finds the
tuple (IDi, Ai) in list L0 and responds with Ai.
The tuple (IDi, Ai) will be stored in the list LK .

5) Secret-Value queries: C maintains the list LS of
tuple (IDi, ti). When A2 makes a secret value
query for IDi, If IDi = ID∗, C fails and stops,
otherwise C finds the tuple (IDi, ti, Pi) in list
LU and responds with ti. The tuple (IDi, ti)
will be stored in the list LS . A2 can’t query the
secret value for IDi whose public key has been
replaced.
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6) proxy certificate generation queries and Multi-
proxy Multi-sign queries are the same as those
in Theorem 1.

Forge: A2 outputs the tuple {π = (mω, r, R, S, T ),
L ∪ N ,

⋃
IDi∈L∪N Pi} or {σ = (M,mω, u, U , S, T ,

X, Y ), L ∪N ,
⋃
IDi∈L∪N Pi}.

Solve DLP. If A2’s output satisfies none of the following
3 cases in UNF-CLMPMS Game II, C aborts. Oth-
erwise, C can solve the DL problem as follows:

Case 1. The final output is {π = (mω, r, R, S, T ),
L ∪ N ,

⋃
IDi∈L∪N Pi} and the output satisfies

the requirement of Case 1 as defined in UNF-
CLMPMS Game II. In fact, π is the signature
on mω. If ID∗ ∈ N ∪ L, we can solve the DL
problem as follows.

Without loss of generality, we may assume
that ID∗ = IDλ. By Forking Lemma for
generic signature scheme, we can get another
π′(mω, r

′, R, S, T ). To do so we maintain all
the random tapes in two invocations are the
same except the λth result returned by H1

query of the forged message. In other words
kλ 6= k′λ and ki = k′i for i 6= λ. We note that
r = cλ + kλx +

∑
IDi∈N∪L�{ID∗}(ci + kiti),

r′ = cλ + k′λx +
∑
IDi∈N∪L�{ID∗}(ci + kiti).

It follows that x = r−r′
kλ−k′λ

.

Probability of success. Let qHi(i = 0, 1, 2, 3, 4),
qU , qK , qS , qC and qP be the number of Hi(i =
0, 1, 2, 3, 4) queries, user public key queries, par-
tial private key queries, secret value queries,
proxy certificate generation queries, multi-proxy
multi-signature queries, respectively.

The probability that C doesn’t fail during the
queries is qU−qS

qU
. The probability that ID∗ ∈

L ∪N is n+l−1
qS
· 1
qU−qS . So the combined prob-

ability is qU−qS
qU
· n+l−1qS

· 1
qU−qS = n+l−1

qS ·qU . There-
fore, if A2 can succeed with the probability ε
within time T , then C can solve DL problem

with the probability (n+l−1)ε
qS ·qU . The running time

required for C is: 2T + [qH0
+ (3n+ 3l+ 2)qD +

2lqP ]TN +[qU +(2n+2l+2)qD+ lqP )]TE , where
TN denotes the time for a modular operation
and TE denotes the time for a exponentiation
in G.

Case 2. The final output is {σ = (M , mω, u, U , S,
T , X, Y ), L∪N ,

⋃
IDi∈L∪N Pi} and the output

satisfies the requirement of Case 2 as defined in
UNF-CLMPMS Game II. If ID∗ ∈ N , we can
solve the DL problem as follows.

Without loss of generality, we may assume that
ID∗ = IDλ. By the Forking Lemma for generic
signature scheme, we can get another signature
(M,mω, u

′, U, S, T,X, Y ). To do so we main-
tain all the random tapes in two invocations are

the same except the λth result returned by H1

query of the forged message. In other words
kλ 6= k′λ and ki = k′i for i 6= λ. We note
that u = l(cλ + kλx +

∑
IDi∈N∪L�{ID∗}(ci +

kiti)) +
∑
IDj∈L(aj + αjtj), u

′ = l(cλ + k′λx +∑
IDi∈N∪L�{ID∗}(ci + kiti)) +

∑
IDj∈L(aj +

αjtj). It follows that x = u−u′
l(kλ−k′λ)

.

Probability of success. Let qHi(i = 0, 1, 2, 3, 4),
qU , qK , qS , qC and qP be the number of Hi(i =
0, 1, 2, 3, 4) queries, user public key queries, par-
tial private key queries, proxy certificate gener-
ation queries, secret value queries, multi-proxy
multi-signature queries, respectively.

The probability that C doesn’t fail during the
queries is qU−qS

qU
. The probability that ID∗ ∈

N is n−1
qS
· 1
qU−qS . So the combined probability

is qU−qS
qU

· n−1qS
· 1
qU−qS = n−1

qS ·qU . Therefore, if
A2 can succeed with the probability ε within
time T , then C can solve DL problem with the

probability (n−1)ε
qS ·qU . The running time required

for C is the same as the time in Case 1.

Case 3. The final output is {σ = (M , mω, u,
U, S, T,X, Y ), L ∪ N ,

⋃
IDi∈L∪N Pi} and the

output satisfies the requirement of Case 3 as de-
fined in UNF-CLMPMS Game II. If ID∗ ∈ L,
we can solve the DL problem as follows.

Without loss of generality, we may assume that
ID∗ = IDλ. By the Forking Lemma for generic
signature scheme, we can get another signature
(M,mω, u

′, U, S, T,X, Y ). To do so we maintain
all the random tapes in two invocations are the
same except the λth result returned by H3 query
of the forged message. In other words αλ 6= α′λ
and αj = α′j for j 6= λ. We note that u =
lr+

∑
IDj∈L\{ID∗}(aj+αjtj)+(aλ+αλx), u′ =

lr +
∑
IDj∈L\{ID∗}(aj + αjtj) + (aλ + α′λx), It

follows that x = u−u′
αλ−α′λ

.

Probability of success. Let qHi(i = 0, 1, 2, 3, 4), qU ,
qK , qS , qC and qP be the number of Hi(i =
0, 1, 2, 3, 4) queries, user public key queries, partial
private key queries, secret value queries, proxy certifi-
cate generation queries, multi-proxy multi-signature
queries, respectively.

The probability that C doesn’t fail during the queries
is qU−qS

qU
. The probability that ID∗ ∈ L is l−1

qS
·

1
qU−qS . So the combined probability is qU−qS

qU
· l−1qS ·

1
qU−qS = l−1

qS ·qU . Therefore, if A2 can succeed with
the probability ε within time T , then C can solve DL

Problem with the probability (l−1)ε
qS ·qU . The running

time required for C is the same as the time in Case 1.
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5 Efficiency and Comparison

Our scheme is constructed without using bilinear pair-
ing. In the following, we compare the performance of our
scheme with several MPMS schemes in Table 2. We define
some notations as follows:

• TP : A pairing operation.

• EP : A pairing-based scalar multiplication operation.

• TE : A scalar multiplication operation in the elliptic
curve group G.

• TN : A modular exponent operation in ZN .

Through PIV 3-GHZ processor with 512-MB memory
and a Windows XP operation system. He et al. [5] ob-
tained the running time for cryptographic operations. To
achieve 1024-bit RSA level security, they use the Tate
pairing defined over a super singular curve E/Fp : y2 =
x3 +x with embedding degree 2, where q is a 160-bit Soli-
nas prime q = 2159 + 217 + 1 and p is a 512-bit prime
satisfying p + 1 = 12qr. To achieve the same security
level, they employed the parameter secp160r1 [18], where
p = 2160−231−1. The running times are listed in Table 1.

Table 1: Cryptographic operation time (in milliseconds)

TP TN EP TE

20.04 5.31 6.38 2.21

To evaluate the computation efficiency of different
schemes, we use a simple method. For example in [10],
system costs 3n+3l+2 pairing-based scalar multiplication
operations and 3n+3l pairing operations in Proxy Certifi-
cate Generation, system costs 3l + 3 pairing-based scalar
multiplication operations and 3l+ 6 pairing operations in
Multi-Proxy Multi-Sign and Verify. Hence system costs
3n+ 6l+ 5 pairing-based scalar multiplication operations
and 3n+6l+6 pairing operations in total. To facilitate the
comparison, we let n = l = 10. So the resulting computa-
tion time is 95×6.38+96×11.20 = 2721.34. The detailed
comparison results of several different MPMS schemes are
illustrated in Table 2 and Table 3.

Table 2: Comparison of several CLMPMS schemes

Scheme Public key form Secure base

Li [10] ID-base CDHP
Sahu [15] ID-base CDHP
Our scheme Certificateless RSAP and DLP

6 Conclusion

In a multi-proxy multi-signature scheme, the group of
original signers delegate their signing rights to the proxy
group. RSA is a key cryptography technique and pro-
vides various interfaces for the applied software in real-
life scenarios. Although some good results were achieved
in speeding up the computation of pairing function in re-
cent years, the computation cost of the pairing is much
higher than that of the exponentiation in a RSA group
and also much higher than the scalar multiplication over
the elliptic curve group. In this paper, we propose a cer-
tificateless multi-proxy multi-signature scheme and prove
that our scheme is unforgeable under the strongest se-
curity model where the Type I/II adversary is a super
Type I/II adversary. The analysis shows that our scheme
is more efficient than the related schemes. Due to the
very good properties of our scheme, it is very useful for
practical applications.
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