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Abstract

After the Stuxnet security event in Iran, the security is-
sues on industrial Internet are very serious. Besides, there
are many flaws existing in the modern traffic modelling
approaches to the industrial field network. Aiming at
these problems, the traffic characteristic map-based intru-
sion detection model for industrial Internet was proposed.
Firstly, information entropy method was adopted to se-
lect vital traffic characteristics attributes set which is used
to form traffic characteristic vectors. Secondly, multiple
correlation analysis approach was applied to transform
traffic characteristics vector into triangle area mapping
matrix and traffic characteristic map can be established.
Finally, using discrete cosine transform (DCT) and singu-
lar value decomposition (SVD) methods, perceptual hash
digest database of normal and abnormal traffic charac-
teristics maps was obtained. Thereafter, the correspond-
ing intrusion detection rule set can be generated, which
is essential for the modelling of network traffic periodic
characteristics in industrial field network. In particular,
the robustness and discrimination of the traffic charac-
teristics map perceptual hash algorithm (TCM-PH) were
proved. Experimental results show that the proposed ap-
proach has a good performance of intrusion detection in
the industrial field network.

Keywords: Hash Digest; Industrial Control Network; In-
trusion Detection; Network Traffic Characteristics Map;
Rule Set

1 Introduction

The traditional industrial control system (ICS) is widely
used in many national critical infrastructures (NCI), for
instance, petrochemical industry, power and water con-
servancy industry, industrial production, nuclear energy
and transportation. According to the analysis of Security
Situation Report of ICS-CERT [6] in 2015, more than 80%
NCI rely on ICS to achieve the automation of production

process. Therefore, ICS plays a vital role in our daily life.
The ICS security issues directly affect national security
and economic development. In 2010, the Stuxnet virus
infected the Bushehr nuclear power station in Iran. Until
2015, a series of network security issues appeared, which
brought great influence on human’s life. The security sit-
uation of industrial Internet is very serious [1, 3, 12].

Industrial Internet includes three layers: enterprise
management network, supervisory network and field net-
work. In the research of security problems in field net-
work, the periodicity characteristic of network traffic in-
formation is the key point. The intrusion detection meth-
ods to field network can be divided into three kinds:
intrusion detection approaches based on model, fuzzing
detection and Snort rule. The Snort-based method is
mostly used to analyse the protocol used in the field
network. However, this kind of method highly relies on
the prior knowledge, which is mostly used in known at-
tacks [18, 23, 26]. The fuzzing-based method is mainly
used to test the protocol vulnerability [21].

Aiming at the above questions, from the image point,
the intrusion detection issues and relationships between
every two attributes are researched. The traffic charac-
teristic map-based intrusion detection model for indus-
trial Internet was proposed in this paper. The presented
method can meet the real-time and high efficiency of in-
trusion detection approach. Traditional text information
can be transformed into image via the traffic character-
istics map technique. In order to research traffic charac-
teristics from different point, the single attribute research
is replaced by the research about the relations between
attributes. By using image perceptual hash features ex-
traction method, hash digest can be obtained and intru-
sion detection rule set can be produced. The perceptual
hash features extraction method obtains robustness and
discrimination. The robustness ensures that the intrusion
detection approach can effectively find the known traffic
information. The discrimination keeps the distinguish-
ing characteristics of unknown attacks. Furthermore, the
time complexity of image perceptual hash algorithm is
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very low. Finally, the training and test processes can
take the testbed data set [9] and NSL-KDD [20].

This research deals with four issues. 1) By using traffic
characteristics map technique, the traffic text information
can be transformed into traffic characteristics map. 2) By
using image perceptual hash features extraction method,
the hash digest can be captured and intrusion detection
rule set can be produced. 3) Intrusion detection rule
matching operation includes three steps: strings-based
precise match, similarity measure based on Hamming dis-
tance and clustering based on Euclidean distance. These
three steps ensure the intrusion detection performance.
In the intrusion detection stage, three-level detection pat-
tern is set. The adaptability of the proposed method is
increased. The unknown attacks can be detected, which
decreases the false alarm rate resulted from fuzzy match-
ing. Our method has a good detection performance. 4)
The study proves the robustness and discrimination of
TCM-PH algorithm.

The rest of the paper is organized as follows: In Sec-
tion 2, the related works of intrusion detection method
based on traffic characteristics were described. The the-
ory of traffic characteristics map technique and the image
perceptual hash features extraction method were intro-
duced in Section 3. In Section 4, an industrial Internet
intrusion detection model based on traffic characteristics
map was proposed. And the robustness and discrimina-
tion of this algorithm are also proved. In Section 5, the
experimental results were analysed then the performances
of our method and other methods were compared. Finally,
we conclude our paper in Section 6.

2 Related Works

In industrial field network, intrusion detection method
based on model has adaptability, which is essential for
the detection of unknown attacks. Therefore, many
researchers achieve more works in intrusion detection
method based on traffic periodicity characteristics. In [5],
the research work of Modbus traffic periodicity features
was finished. According to the deep analysis of pack-
ets, the deterministic finite automation (DFA) approach
was used to establish Modbus normal behaviour model,
which displays a good abnormal detection performance
and adaptability. Yet, the study did not analyse the al-
gorithm complexity of the DFA. In [22], the researchers
analysed the normal traffic characteristics to get the Snort
rule set. Then, traffic white list was set and the abnormal
traffic information can be detected. But, the performance
verification of the proposed approach should have taken a
universal data set. In [23], according to the prior knowl-
edge, fuzzing detection method was applied to analyse the
structure of packets. Thereafter, the vulnerability can be
found.

In [26], fuzzing method was used to produce large num-
ber of malformed packets including function code, which
can be adopted to test the vulnerability of SCADA sys-

tem. The data space was compressed and fuzzing test
time was optimized. Mostly, the fuzzing test method was
used to find the vulnerability of industrial field network
protocol. In [21], Modbus traffic information and terminal
unit information were extracted to produce Snort rules.
The intrusion detection system based on Modbus proto-
col and Snort rule was established. But, the production of
Snort rule highly relies on prior knowledge. In [28], net-
work data was mapped into different dimension of hash
histogram to establish detection vector. Support vector
data description machine (SVDD) was used to detect net-
work abnormal information. And the comparing works
between several different classifiers were finished. In [16],
by using PSO-SVM method, in Modbus protocol packets,
the research of function code appearance frequency was
achieved.

In [27], aiming at network traffic top-down time series
characteristics, a network traffic analysis system based on
multi-view was established. In [19], the multiple correla-
tion analysis (MCA) method was used to transform text
information into corresponding traffic images. The differ-
ences between two traffic images were computed by Man-
hattan distance, which realized the abnormal intrusion
detection. By using MCA, the traffic data characteristics
can be kept. For the abnormal detection in field network,
in [24], cumulative sum (CUSUM) method was used to
deeply analyse network packet. According to [15], multi-
scale principal component analysis (MSPCA) method was
used to research traffic periodicity and traffic matrix
space-time correlation, which modelled the network nor-
mal traffic behaviours.

In [11], the active degree of input and output traffic
in researched network was counted and the active en-
tropy was computed via the active entropy method. This
method produced intrusion detection rule set, which re-
duced the false positive rate. By [7], the improved affinity
propagation (AP) method decreased the number of clus-
tering classes and the time cost and ensured true positive
rate, which increased intrusion detection performance.
In [17], the simulations of network intrusion detection at-
tacks were added into the testbed data proposed by [9].
The existing intrusion detection methods were evaluated.
In [10], the rule set was captured from the Modbus pro-
tocol contents and traffic packet periodicity characteris-
tics. And, the intrusion detection system was established.
In [4], according to the research of registers value change
characteristics in SCADA industrial control system, pa-
rameter models were established. These models can de-
tect network abnormal traffic information.

Image perceptual hash features extraction approaches
include DCT, SVD, wavelet transform and principal com-
ponent analysis (PCA). In this paper, image perceptual
hash features extraction methods based on SVD and DCT
were adopted. In [8], colourful histogram and DCT coef-
ficient matrix were regarded as perceptual features. The
image contents tamper localization was achieved via DCT
and PCA. This method demonstrated robustness and dis-
crimination. In [2], the robustness characteristics were
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captured via audio cochleogram. And the established
non-negative matrix was factorized to produce percep-
tual hash digest. By recurrence quantification method,
the hash digest was matched. In [14], audio clips were
mapped into hash digests. And the indexing and authen-
tication of audios were achieved by this method. This
method obtained robustness and discrimination.

3 Related Techniques and Theory

3.1 Modbus Traffic Characteristic Map
Techniques

The approaches of information collection and features ex-
traction in industrial Internet were researched. Based on
above research works, the attributes features set of ex-
perimental data can be captured. The traffic information
features space of Modbus protocol field network can be
established. By using traffic characteristic map (TCM)
technique, traffic characteristic map of field network traf-
fic information can be produced. The traffic characteristic
map is the input data for the image perceptual hash fea-
tures extraction method.

Traffic information of field network has a strong period-
icity, which leads to a fixed pattern. Traffic characteristics
are much different between normal and abnormal traf-
fics. The statistical characteristics of traffic information
can be used to describe traffic behaviours. In [9], for the
standardization of experimental data, a SCADA testbed
experimental data was proposed. However, the testbed
data and NSL-KDD [20] cannot be transformed into traf-
fic characteristics map directly. Before transformation,
the pre-processing works are needed to be finished. As
the Figure 1 shown, the technique road of Modbus traffic
characteristics map method is illustrated.

3.1.1 Compute Attributes Information Entropy
and Normalization

In the pre-processing stage of experimental data, the in-
complete traffic records are deleted. Then, the informa-
tion entropy [25] of traffic attributes is computed. The
vital attributes are selected. The definition of informa-
tion entropy is as follow.

H(x) = −
s∑
i=1

(
di
T

)log(
di
T

) (1)

where x is an attribute, and H (x ) is the information en-
tropy of attribute x. The total number of attributes is n.
The number of different traffic records is s. These traffic
records can be expressed as {a1, a2, · · · , as}. The corre-
sponding occurrence number is {d1, d2, · · · , ds}. The com-
puted information entropy of attributes can be sorted by
descending order. The experimental data [9] includes the
following data sets. Data 1 and Data 2 are collected from
gas pipeline system. Data 3 and Data 4 are collected from
water storage system. Data 1 and Data 3 are training

data, and Data 2 and Data 4 are tested data. The traffic
attributes number set of Data 1 and Data 2 is {1, 2, 3, 4,
5, 6, 12, 13, 24, 25, 26, 27}. The traffic attributes number
set of Data 3 and Data 4 is {1, 2, 3, 4, 5, 6, 10, 12, 13, 18,
20, 21, 22, 23, 24}. The traffic attributes number set of
NSL-KDD is {1,2,3,4,5,6,10,12,13,18,20,21,22,23,24}, the
attributes tables are shown in Tables 3, 4 and 5.

The normalization of attributes set is defined as follow.

f(x) =


0 x ∈ [0,m)
255x
n−m x ∈ [m,n]

255 x ∈ (n,∞)

. (2)

where n and m represent maximum and minimum, re-
spectively. f(x) is the normalization value, which is within
the range of grey value, f(x) ∈ [0, 255].

3.1.2 Multiple Correlation Analysis

In [19], adopting MCA method and triangle area method,
normal and abnormal traffic characteristics were ob-
tained. The correlations between attributes were also ob-
tained. The flow steps are listed as follows.

Experimental data can be expressed as X =
{x1, x2, · · · , xn}. According to the obtained traffic at-
tributes sets, xi = [x1, x2, · · · , xn], (1 ≤ i ≤ n), expresses
the i -th m dimension traffic record. Triangle area method
is used to capture the correlation between attributes j and
k in vector xj .

Vector xj is mapped into (j − k) dimension Euclidean
subspace. (1 ≤ i ≤ n, 1 ≤ j ≤ m, 1 ≤ k ≤ m, j 6= k),
yi,j,k = [εjεk]T = [fijf

i
k]T , εj = [ej,1, ej,2, .., ej,n], εk =

[ek,1ek,2..ek,n]T , ej,j = ek,k = 1, and other elements equal
to zero. yi,j,k is a 2-dimension vector, which can be ex-

pressed as one point (fijf
i
k) in (j− k) dimension Euclidean

subspace. On the Cartesian coordinate system, a trian-
gle area ∆fijOfik is formed by the origin and the projected

points of the coordinate (fijf
i
k) are found on the k and j

axis. The triangle area can be expressed as following.

Trij,k = (‖ (fij , 0)− (0, 0) ‖ × ‖ (0, fik)− (0, 0) ‖)/2. (3)

where 1 ≤ i ≤ n, 1 ≤ j ≤ m, 1 ≤ k ≤ m, and j 6= k.
For the complete analysis of traffic records, xi repre-

sents correlation between every two attributes. And, the
corresponding triangle area is computed. The complete
triangle area map (TAM) of traffic record including all tri-
angle area is computed on the basis of every two attributes
correlation. In i -th traffic record, Trij,k expresses j -th row

and k -th column triangle area. When j = k, Trij,k = 0.
Therefore, the research focus on the correlations between
every two attributes. When j 6= k, Trij,k = Trik,j . The
obtained TAM is a symmetric matrix, whose main di-
agonal vector equal to zero. 4-dimension TAM can be
expressed as follow.

TAMi
x =


0 Tri1,2 Tri1,3 Tri1,4

Tri2,1 0 Tri2,3 Tri2,4
Tri3,1 Tri3,2 0 Tri3,4
Tri4,1 Tri4,2 Tri4,3 0

 (4)
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Figure 1: Technique rode of Modbus traffic characteristics map method

There are several merits of MCA method. 1) There is
no need of prior knowledge. 2) The MCA which is based
on triangle area is not vulnerable to linear changes of all
features. 3) Provide individual network traffic records. 4)
Analyse the correlation between every two attributes.

Algorithm 1 TCM Algorithm

1: Input: Training data
2: Output: Traffic Characteristics Map TAMi

3: According to Equation (1), compute the information
entropy of attributes and select vital attributes set

4: According to Equation (2), normalize attributes set
to [0, 255]

5: Get width and height of the dimension
6: for i from 1 to height do
7: for j from 1 to width do
8: According to Equation (3), compute Trij,k, and

send value to the corresponding place in TAMi

9: end for
10: end for
11: Output the traffic characteristics map TAMi

3.2 Image Perceptual Hash Features Ex-
traction

3.2.1 Discrete Cosine Transform

DCT method has several merits: explicit physical mean-
ing, middle complexity, swift calculation and separable
property. DCT is regarded as the optimization method
used in audio and image transformation. The transfor-
mation of image is achieved via DCT. According to [8],
DCT can be defined as follow.

F (u, v) =
C(u)C(v)

4

N∑
x=0

N∑
y=0

f(x, y) ·

cos(
π(2x+ 1)u

N2
) cos(

π(2y + 1)v

N2
) (5)

where f expresses N × N pixels matrix, and F is N ×
N coefficient matrix. C expresses the cosine coefficient
matrix.

The steps of algorithm as follow:

1) In Data 1, Data 2 and NSL-KDD train data set, by
using TCM method, the 11 × 11, 14 × 14 and 14 ×
14 traffic characteristics maps are obtained. And,
in Data 3, Data 4 and NSL-KDD test data set, the
11 × 11, 14 × 14 and 14 × 14 traffic characteristics
maps are got.

2) According to Equation (5), by using DCT method,
11×11, 14×14 and 14×14 DCT coefficient matrices
are obtained.

3) For the discrimination of perceptual hash digest, the
complete DCT coefficient matrix including low and
high frequency domains is used to produce hash di-
gest. And, the mean value of coefficient matrix is
computed, named mean.

4) According to Equation (7), SVD is used to decom-
pose and reconstruct DCT coefficient matrix. The
useful information can be obtained and the data noise
is removed. N = 11 and 14, the left singular value
u3 and the right singular v3, which are corresponded
to 3, are used to produce hash digest DCT m.

DCT m

= [u1, u2, .., uN ]

 λ1
λ2

. . .
λN

 [v1, v2, .., vN ]T (6)

SVD matrix = [uT3 , v
T
3 ] (7)

5) From left to right, the traversal work of SVD matrix
is achieved. The hash rule is defined as follow.

h(x) =

{
1, x ≥ m
0, x < m

. (8)

where x is the SVD result, and h(x) is the corresponding
hash code. After the matrix traversal, the hash digests
database can be obtained. And, the corresponding rule
set is produced.
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3.2.2 Match Hash Digest

The hash digests of test data are captured. These hash di-
gests are the input data for hash match algorithm. By this
way, the abnormal traffic information can be detected.

The image contents match methods include Euclidean
distance, Hamming distance and norm. Hamming dis-
tance method is adapted to measure similarity of differ-
ent images. Before hash matching, by using traffic char-
acteristics map method, traffic text information can be
transformed into traffic characteristics map. There are
three matching stages in the improved matching algo-
rithm. The three-level matching method increases adapt-
ability of the TCM-PH algorithm.

1) Precise matching based on string

The hash digest of test data is captured, named Hs1.
Adopting the precise matching method, the normal
traffic hash digest Hs2 and abnormal traffic hash di-
gest Hs3 are matched with Hs1. Then, the matching
results are output. After the precise matching, some
traffic hash digests don’t have any detection result.
These hash digests take part in the second matching
stage.

2) Similarity matching based Hamming distance

By using Hamming distance Equation (9), the simi-
larity between Hs1 and normal traffic Hs2 can be com-
puted. And, the distance between Hs1 and Hs3 can
also be calculated. According to the computed re-
sults, in condition to meet the match threshold value,
the Hs1 can obtain the matching result. However,
some unknown intrusion traffic digests cannot meet
this threshold. These unknown attacks participate
in the third matching stage. The similarity can be
expressed by DH or bit error rate BER.

DH(Hs1,Hs2) =

∑L
w=1 | Hs1(w)−Hs2(w) |

L
(9)

where BER = DH(Hs1,Hs2), Hs1 and Hs2 have equal
length. In Data 1 and Data 2, L = 22. In Data 3
and Data 4, L = 28, In NSL-KDD, L = 28. w is
one hash code in hash digest. The threshold value of
similarity matching is set.

3) Clustering matching based on Euclidean distance

The Euclidean distance can be expressed as follow.

d(x, y) =

√√√√ n∑
j=1

(xj − yj)
2 (10)

According to Equation (10), the distance from hash
digest clustering centre to test hash digests can be
computed. The test digest can be detected by the
smallest Euclidean distance. The clustering method
has adaptability, which is essential for the detection
of unknown intrusion.

4 The Proposed Model

4.1 Intrusion Detection Model Based on
TCM-PH

In the existing intrusion detection methods to industrial
Internet, the nature of intrusion detection method based
on traffic is to find the abnormal change rules of traf-
fic. By the establishment of network traffic characteristics
map in SCADA and field network, the intrusion detection
model based on traffic characteristics map is established.
The network intrusion detection issues are solved via im-
age features extraction methods. Traffic characteristics
map perceptual hash (TCM-PH) algorithm is a supervi-
sory learning method. The intrusion detection thought is
illustrated in Figure 2.

Algorithm 2 TCM-PH

1: Input: Training data and test data
2: Output: Intrusion detection results
3: Get training data set.
4: while the number of training data do
5: The TCM algorithm is adopted to produce traffic

characteristics map.
6: By DCT method, the normal and abnormal hash

digest are captured.
7: Produce intrusion detection rule set.
8: end while
9: Get test traffic data set.

10: while test data do
11: By TCM algorithm, the traffic characteristics map

is produced.
12: Adopting DCT method, the hash digest is cap-

tured.
13: if meet precise matching then
14: while rule do
15: Hash digest match rule set, output detection

result
16: end while
17: else if Meet similarity measure then
18: According to Equation (9), the similarity be-

tween hash digest and intrusion detection rule
set is computed.

19: if matching threshold then
20: Output intrusion detection result
21: else if Meet similarity measure then
22: According to Equation (10), compute distance

between hash digest and clustering centre, out-
put intrusion detection result

23: end if
24: end if
25: end while

4.2 The Property Proof of TCM-PH

When perceptual hash is applied in network intrusion de-
tection, the robustness and discrimination [8] of TCM-PH
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Figure 2: Intrusion detection model based on traffic characteristics map

algorithm are proved. The perceptual hash function has
robustness and discrimination [13]. The details are illus-
trated as follows.

Property 1. (Robustness) After the content hold op-
erations, the different media digital representation which
possessed same perceptual content can produce one same
hash digest.

Property 2. (Discrimination) The different media
digital representation which possessed different content
produce different hash digests.

Assume that x, y, z ∈ M is experimental data, and hx,
hy, hz ∈ Hp are normal and abnormal traffic hash digests.
hx = PH(x), hy = PH(y), hz = PH(z), PH is hash func-
tion. dis(·, ·) is perceptual distance (or false accept rate),
and τ is matching threshold value. dis(·, ·) is geometric
distance, and Tp is perceptual threshold. In data M , x
is the traffic characteristics map transformed from traf-
fic text information. In 3.2 Section, traffic characteristics
map method is illustrated carefully. x can be expressed
as Equation (4). By DCT perceptual hash function, the
hash digest is produced, and the hash digest can be ex-
pressed as hx = {hx1, hx2, hx3, hx4}.

The theory of geometric distance is Hamming distance
in Equation (9). The matching threshold τ meet the range
(0, 1]. The perceptual distance describes the differences
between multi-media data, which can be defined as fol-
lows.

disp(x, y) =

{
1, x 6= y

0, x = y
. (11)

where perceptual distance T
p
∈ (0, 1). When x and y are

same x = y, disp(x, y) < Tp. When x and y are different,
x 6= y, disp(x, y) > Tp. Let assume that x = y and x 6= z.

Prove 1. (Robustness) When the perceptual hash-based
intrusion detection method has robustness, ∀x, y ∈ M ,
event A = {(x, y) : disp(x, y) < Tp and dis(hx, hy) < τ)},
P (A) = 1.

It demonstrates the fact that x and y are same, x = y.
Therefore, disp(x, y) = 0, disp(x, y) < Tp. When the
perceptual hash is used in intrusion detection, there is
no any content keeping manipulations. According to the
robustness of perceptual hash function, the same media
digital representation map into the same hash digest,
hx = hy. According to Equation ( 10), dis(hx, hy) = 0,
dis(hx, hy) < τ . So, the probability of event A is 1,
P (A) = 1. It means that x and y produce the same hash
digest. The robustness of TCM-PH is proved.

Prove 2. (Discrimination) When the perceptual hash-
based intrusion detection method has discrimination,
∀x, z ∈ M , B = {(x, z) : disp(x, z) > Tp and
dis(hx, hz) < τ}, P (B) = 0.

Let assume that P (B) = 1, dis(hx, hz) < τ , according
to Equation ( 10), hx = hz. Considering the robustness
of TCM-PH algorithm, we can judge that x and z are
same traffic data, x = z. And, according to P (B) = 1,
we can learn that disp(x, z) > Tp, by perceptual distance
Equation ( 11). Therefore, x and z are different traffic
data. According to the theory of reduction to absurdity,
there is a contradiction in the mathematical reasoning. In
fact, the original mathematical hypothesis is wrong. And,
P (B) = 0. The discrimination of TCM-PH algorithm is
proved, which ensure that different traffic data has differ-
ent hash digest.
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5 Experimental Results and Anal-
ysis

5.1 Selection of Experimental Data

The experimental data [9] and NSL-KDD [20] are
adopted in our research to test the performance of TCM-
PH algorithm. There are three merits in the testbed data.
1) This data provide more research opportunities with
general researchers. 2) The data ensure that other re-
searchers can test more vital studies and experimental
results. 3) The proposed data provide the general test
platform, which is helpful for researchers to compare and
analyse every related methods. The merits of NSL-KDD
data set include: 1) The redundancy data and the re-
peated data were removed for the objective evaluation. 2)
The percentage and kinds of the records are same with the
KDD Cup 99 data set. 3) The number of the NSL-KDD
is feasible which decreases the payloads of the intrusion
detection method.

Comparing with KDD99 data set, the proposed data [9]
also sign every record with information type in 0 to 7
numbers. There are 8 kinds of traffic records. 0 repre-
sents normal data. Other numbers represent attack in-
formation. The normal traffic information is captured
from the testbed SCADA system. And, abnormal traf-
fic information can be divided into four kinds, reconnais-
sance, response injection, command injection and denial-
of-service. There are total eight kinds of testbed data in
Table 1.

NSL-KDD data is the improved version of the original
KDD99 data set. Each value of label expresses different
kinds of data. 0 is normal and others are abnormal. NSL-
KDD includes four kinds of abnormal: Dos, Probe, U2R
and R2L, shown in Table 2.

Table 2: The kinds of NSL-KDD data set

Label Value Description
Normal 0 Normal data

Dos 1 Deny of service attack
Probe 2 Probe attack
U2R 3 User to root attack
R2L 4 Remote to login attack

The features selection result of gas data set is
{1, 2, 3, 4, 5, 6, 12, 13, 24, 25, 26, 27}, shown as Table 3.

The features selection result of water data set is
{1, 2, 3, 4, 5, 6, 12, 13, 24, 25, 26, 27}, shown as Table 4.

The features selection result of NSL-KDD data set
is {3, 5, 6, 23, 24, 29, 30, 31, 32, 33, 34, 35, 36, 37}, shown as
Table 5.

The Modbus protocol is widely used in field network.
Considering the structure of protocol, data features and
information entropy, the above attributes were selected,
as Table 3, Table 4 and Table 5 shown. Table 1 and Table
2 illustrate data composition, for example, the kinds of
attacks. Table 6 shows the base condition of data set.

5.2 The Analysis of The Traffic Charac-
teristics Map

Adopting traffic characteristics map method [19], traffic
characteristics are extracted to produce traffic character-
istics map.

Figure 3: The traffic characteristic map of Dos, MPCI
and normal traffic record in Data 1

According to the proposed method TCM-PH in Sec-
tion 4, the experimental programs are realized in MAT-
LAB. The testbed data and NSL-KDD data are chosen
as the test data. The simulation results are shown in Fig-
ure 3. The subfigures express the different features in grey
values. Dos attack and normal records are much different.
The difference between MPCI and normal record is not
much apparent. The reason is that the little difference
in grey value can be recognized by TCM-PH method but
not human vision.

Figure 4: The traffic characteristic map of reconnaissance
and normal traffic record in Data 3

In Figure 4, the difference between these two kinds
traffic map is apparent. TCM-PH can also capture the
features in the maps. The length of gas data is L = 22,
and the length of water storage data is L = 28. The
format of hash digest is binary strings. Table 7 describes
the detection performance. TP is true positive rate, and
FP is false positive rate.

In Figure 5, 5 kinds of records in the training data are
shown. According to the results of the features selection
method, the size of the map is 14 × 14. The difference
between every map is obvious. These maps are the input
data for the next operation.
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Table 1: The kinds of Gas and Water data set

Label Value Description
Normal 0 Instance not part of an attack
NMRI 1 Naive malicious response injection attack
CMRI 2 Complex malicious response injection attack
MSCI 3 Malicious state command injection attack
MPCI 4 Malicious parameter command injection attack
MFCI 5 Malicious function command injection attack
Dos 6 Denial-of-service attack

Reconnaissance 7 Reconnaissance attack

Table 3: Attributes of gas data

Number Attribute name Description
1 command address Device ID in command packet
2 response address Device ID in response packet
3 command memory Memory start position in command packet
4 response memory Memory start position in response packet
5 command memory count Number of memory bytes for R/W command
6 response memory count Number of memory bytes for R/W response
12 command length Command packet length
13 response length Response packet length
24 CRC rate CRC error rate
25 measurement Pipeline pressure or water level
26 time Time interval between two packets
27 result Kinds of data

Table 4: Attributes of water data

Number Attribute name Description
1 command address Device ID in command packet
2 response address Device ID in response packet
3 command memory Memory start position in command packet
4 response memory Memory start position in response packet
5 command memory count Number of memory bytes for R/W command
6 response memory count Number of memory bytes for R/W response
10 resp fun Response function code
12 command length Command packet length
13 response length Response packet length
18 control model Automatic, manual or shutdown
20 pump-state Compressor/pump state
21 CRC rate CRC error rate
22 measurement Pipeline pressure or water level
23 time Time interval between two packets
24 result Kinds of data

Figure 5: The traffic characteristic map of NSL-KDD train data set
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Table 5: Attributes of NSL-KDD data

Number Attribute name Description
3 service Service Type
5 src bytes The number of bits from source to destination
6 dst bytes The number of bits from destination to source
23 count Number of connecting same hosts in past 2s
24 Srv count Number of connecting same services in past 2s
29 same srv rate Rate of same connecting service
30 diff srv rate Rate of different connecting service
31 srv diff host rate Rate of different connecting host
32 dst host count Number of connecting same host
33 dst host srv count Number of same host and same service
34 dst host same srv rate Rate of same host and same service
35 dst host diff srv rate Rate of different service in different host
36 dst host same src port rate Rate of connecting host in same src port
37 dst host diff src port rate Rate of connecting host in different src port
42 type Kinds of data

Table 6: Experimental data composition

Name Dimension Normal Record Number Abnormal Record Number Attack Kinds
Data 1 2027 × 27 1732 295 MPCI&Dos
Data 2 2844 × 27 2594 250 MPCI&Dos
Data 3 23673 × 24 9554 14119 Reconnaissance
Data 4 1664 × 24 657 1007 Reconnaissance

NSL-KDD train 25192 × 42 13449 11743 Dos&Probe&U2R&R2L
NSL-KDD test 22544 × 42 9711 12833 Dos&Probe&U2R&R2L

Table 7: Rule set captured from Data 1 and Data 3.

Name Normal Rule Set Abnormal Rule Set TP(mean) FP(mean)
Data 1 75 103 0.9866 0.014
Data 3 76 67 0.9925 0.015

NSL-KDD train 471 535 0.9893 0.0012

5.3 Discrimination Experiments

The robustness and discrimination of TCM-PH are essen-
tial and vital for the abnormal intrusion detection. The
robustness ensures that the same traffic record can pro-
duce same hash digest. The discrimination ensures that
different and unknown attacks can map into different hash
digests. The evaluation of discrimination is the false ac-
cepting rate (FAR) [8].

FRA =
1

σ
√

2π

∫ τ

−∞
exp[
−(x− µ)2

2σ2
] (12)

where µ is the mean of normal distribution and σ is the
standard deviation. τ is the matching threshold.

In total, 143 different hash digests were taken to test
the discrimination of TCM-PH algorithm. The total
matching times is 10,153. Figure 6 is the normal distri-
bution curve of the false accepting rate. The blue curve
is coincided with the mean straight line. But, there are
still some fluctuations.

The mean is 0.4991, and the theoretical standard de-
viation is 0.0418. And, the real standard deviation is

Figure 6: Normplot image of our scheme
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0.1791. Both ends of the curve appear aggregation phe-
nomenon. The aggregation in lower left quarter expresses
that the discrimination of hash digest is very high. An-
other aggregation in upper right corner expresses that
there indeed exist many analogical traffic characteristics
maps, which is corresponding to the periodicity of traffic
information.

Table 8: Comparing with FAR

Threshold τ 0.0357 0.02 0.01 0.005
FAR 0.0048 0.0037 0.0032 0.0029

When τ = 0.0357, FAR = 0.0048. That is to say that
there happen 4.8 false accepting intrusion attacks in 1000
traffic records, which meets the network detection request.
Table 8 shows the correlations between FAR and τ .

The format of the hash digest is binary string. Ac-
cording to Equation (9), the hash distance is the nor-
malized Hamming distance. It is also named as BER.
We can think that every bit of hash digest is indepen-
dent and identically distributed. Each bit can take the
value at 0 or 1. The probability of these two values is
equal. The probability is 0.5. The normalization Ham-
ming distance obeys to normal distribution, which has 0.5
mean value and σ = 0.5/

√
N standard deviation. When

the attributes transform into binary string, the redundant
information between attributes are kept. Therefore, the
real standard deviation has little difference with the the-
oretical standard deviation. Figure 7 is the bit error rate
(BER) colour histogram of discrimination of TCM-PH.
The centre of BER distribution is close to 0.5, which is
0.4991. And standard deviation is 0.1791. The proposed
algorithm has a good discrimination.

Figure 7: Colour histogram of BER

5.4 Algorithm Performance Analysis

The gas pipeline data, water storage data and NSL-KDD
data set are adopted in experiments. The performance of
the proposed method is shown in Table 9. The average
TP of gas data is 0.986, and the corresponding average FP
is 0.014. The average TP of water storage data is 0.9925,
and the corresponding average FP is 0.015. The average
TP of NSL-KDD is 0.9893, and the average FP is 0.0012.
The TP of water storage data and NSL-KDD data are
higher than gas pipeline data, which demonstrates that
the precise detection needs more training data.

The number of training records is N1 and the number
of test records is N2. The number of attributes is M. The
number of normal hash digests is nhash and the number
of abnormal hash digests is ahash. The time complexity
of TCM-PH algorithm is O(N1 + N2)(M2 + 5M) which
is little bigger than MCA [19], and TP is 0.993. The
FP of proposed method is minimum value. In [19], the
complexity of MCA is O(M4). In [15], the complexity is
O((N1+N2)M2). The complexity of the proposed method
is better than Ref. [7, 16, 28].

6 Conclusions

In this paper, our study deal with three issues, transfor-
mation and features extraction of traffic characteristics
map, intrusion detection rule matching problem and the
proof of the robustness and discrimination of TCM-PH.
By using traffic characteristics map technology, the text
data are transformed into figure information. The fea-
tures of the figure can be captured via perceptual hash
features extraction method, which provides the new so-
lutions from the figure features extraction point to deal
with intrusion detection in industrial internet area. The
three-level detection pattern adds the adaptability of our
method. With this help, many unknown attacks can be
recognized. The experimental results proved the robust-
ness and discrimination of TCM-PH method, which pro-
vides theoretical support to our research. The experi-
ments prove the feasibility of TCM-PH algorithm. The
most vital result is that traffic characteristics map method
provides network intrusion detection with new solutions.
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Table 9: Detection performance analysis

Method TP FP Time Complexity

AP [7] 0.9436 0.08 O(N1N2M
2)

MSPCA [15] 0.9 0.2 O((N1 + N2)M2)
PSO-SVM [16] 0.9583 - O(200 ×N1N2)

MCA [19] 0.993 0.018 O(M4)

SVDD [28] 0.970 0.070 O(N2
1N2)

TCM-PH of our scheme (gas data) 0.986 0.014 O((N1 + N2)(M2 + 5M))

TCM-PH of our scheme (water data) 0.9925 0.015 O((N1 + N2)(M2 + 5M))

TCM-PH of our scheme (NSL-KDD) 0.9893 0.0012 O((N1 + N2)(M2 + 5M))
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