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Abstract

Group signature scheme could be applied to the valid
members to represent the group. The validity of the signa-
ture could be verified by the receiver. On the other hand,
the member who signs the message could not be found.
However, the group manager could reveal and identify the
signer if it is necessary. Concerning with a high perfor-
mance on security, a new group signature scheme based
on a discrete logarithm problem to achieve the character-
istics of group signatures is proposed. With this proposed
scheme, the signature could be generated rapidly. Also,
the verification procedure of the group signature could
be spent in a short time. This group signature scheme
can protect important messages. Compare with other
schemes, the proposed scheme is more secure and efficient
than others. The analysis of the security and the perfor-
mance evaluation of the proposed scheme are provided.
The proposed group signature scheme could be suitable
for e-commerce applications.
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1 Introduction

A digital signature is used to prove the signed message
that no non-valid person could sign [7, 38]. Anyone has
the ability to verify the signature is signed or not by the
signer. The basic requirements of the digital signature
are the non-repudiation and unforgeable. No one can
deny that he/she sign the message and forge a valid signa-
ture [9, 11, 30]. Furthermore, a group signature is a vari-
ation of the digital signature [4, 15, 16, 21, 25, 34, 37] that
allows the valid member of the group to sign a message to
represent the group. Hence, a group signature scheme has
the following characters [2]. First, the valid members of
the group could use the signature to sign messages. Sec-
ond, the group signature could be verified. However, the

exact signer could not be found. Finally, the identity of
the signer could be revealed if it is necessary.

Based on the discrete logarithm problem, an efficient
group signature scheme has been proposed [19]. How-
ever, some insecure questions in that scheme were pointed
out [32]. Then, two improved group signature schemes
were proposed by Tseng and Jan, respectively [32]. How-
ever, the proposed schemes did not satisfy the require-
ment of unlinkability and unforgeability [23,35]. Although
there were some schemes proposed [3, 5, 19, 20, 26, 28, 29,
35], there exit insecure concerns. Based on the Diffie-
Hellman technique, the contributory group key exchange
protocol was proposed [33]. However, the protocol is weak
to a man-in-the-middle attack [24]. Without bilinear pair-
ings, an anonymous ID-based group key agreement pro-
tocol was proposed [14]. A group key agreement protocol
based on braid groups which require only multiplication
operations was provided [8].

In this paper, based on the discrete logarithm prob-
lem, the group signature scheme is proposed with the se-
cure and efficient concerns. With an authenticated en-
cryption, the signer might generate the signature for a
message. The signed message could be recovered by the
only specified receiver to verify. The concept of the en-
cryption scheme desires to achieve the authenticity, the
confidentiality, the integration, and the property of non-
repudiation. Therefore, if the message with a group signa-
ture belongs to an important message, it is not expected
to let unrelated others learn. By the way, a group sig-
nature has to be generated at the first step. Then, it
encrypts the group signature and the relative message.
In order to achieve this goal, this work proposes a group
signature scheme based on authenticated encryption. It is
expected to generate the group signature and the cipher-
text simultaneously. The validity of the group signature
could be verified and the encrypted message could be re-
covered [6, 13].

Hence, the expected secure group signature scheme has
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to meet the characteristics of correction, unforgeability,
anonymity, unlinkability, exculpability, traceability and
Coalition-resistance [1, 10, 12, 27]. The signature gener-
ated by the group member must be accepted by verifica-
tion process. The only valid members in the group have
an ability to sign the messages on behalf of the group.
To find the exact signer is difficult within the computing
sense. However, it could be revealed by the group man-
ager. Besides, it is hard to tell if the two different sig-
natures have been computed by the same member. The
only valid member could use the signature on behalf of
the belonged group. The group manager could identify
the valid member to use the signature. Moreover, the
group member of a colluding subset could not generate
a valid signature. With the mentioned above, the secure
group signature scheme is developing in this paper.

The following section describes the proposed scheme.
The performance and the security analysis of the proposed
scheme are shown in Section 3 and Section 4, respectively.
Finally, the conclusion is given in Section 5.

2 Discrete Logarithm Problem

Based Scheme Based on discrete logarithm problem [17,
18,22,31], the group signature scheme is proposed in this
paper. The proposed scheme includes three portions, ini-
tial phase, generation and verification, and identification.

2.1 Initiation Phase

Let p and q be two large primes such that q|p − 1, and
let g be a generator with order q in GF (p). Each group
member Ui selects a secret key xi and computes the public
key yi = gxi mod p. The group manager T has the secret
key xT and the public key yT = gxT mod p. For each
group member Ui, the group manager randomly chooses
an integer ki in Zq∗ and computes ri = yiki − xT mod q
and si = yiki mod p. Then, the group manager sends
(ri, si) to the group member Ui discreetly. After receiv-
ing (ri, si), Ui may verify the validity by checking the
equation siyi = (griyT )xi mod p.

2.2 Generation and Verification

A group member Ui signs the message M with the follow-
ing steps,

1) choose two random numbers R1, R2 in Zq∗.

2) Compute A,B,C, and D as follows:

A = xi ·R1 ·R2 mod q. (1)

B = h−1(M ||A||D)g−R1·A·h(M ||A||D) mod p.

C = gR1−ri·h(B) mod p.

D = sR1·R2·yi

i mod p. (2)

where h() and || denote a collision-resistant hash
function and a concatenation, respectively.

3) The group signature becomes {A,B,C,D,M}.

The verification to the group signature is hold with the
following the equation,

[Bh(M ||A||D)]−e ?
= [CA(yT

−AD)h(B)]Ch(M ||A||D)

modp. (3)

2.3 Identification

The signature has to be revealed to identify the signer if
it is needed. The group manager accesses the (yi, ki) of
each member Ui, it require all (yi, ki)s to satisfying the
following equation:

D == gAkiyi mod p, for i = 1, 2, · · · , n, (4)

where n is the number of group members. By the way,
the group manager could determine who the signer is.

3 Performance Evaluation

The complexity of computing time is usually employed
for the performance evaluation of the proposed scheme.
In this work, some notations are used for convenience.

1) Th denotes the time used for executing the one-way
hash function h().

2) Texp is the time to execute a modular exponentiation
operation.

3) TNmul is the time for multiplication with modulo N .

In the proposed group signature scheme based on a
discrete logarithm problem, the signer requires 3Texp +
8TNmul + 2Th to generate a group signature. The verifier
requires 5Texp + 4TNmul + 2Th to verify the group signa-
ture. Compared with our scheme and other schemes, the
proposed scheme is better than that of the others schemes
in performance.

4 Security Analysis

Based on the difficulty of the discrete logarithm problem,
the security analysis to the proposed scheme is provided.
The proposed scheme should meet all the security prop-
erties requests.

Correctness.
The receiver could verify the group signature
{A,B,C,D,M} by Equation (3).

Unforgeability and Exculpability.
A valid group signature could be generated by the
valid membership (ri, si) and the corresponding se-
cret key xi. In the case, the eavesdropper intercepts
a valid member-ship (ri, si) and intends to forge a
group signature. According to the proposed scheme,
he has to compute the parameters A,B,C and D
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from Equation (1) to Equation (2). Without the se-
cret key xi, the eavesdropper could not forge a group
signature. Either, Equation (3) could not be hold.

Anonymity.
Since the group signature scheme is designed for the
group manager to identify the exact signer, all confi-
dential information is protected by random parame-
ters. Within a valid group signature {A,B,C,D,M},
A and D relates the identity information. Hence,
the anonymity of A and D should be examined.
With a valid group signature, Equation (1): A =
xi ·R1 ·R2 mod q,

gA = gxi·R1·R2 = yR1·R2
i mod p, (5)

where R1 and R2 are integers. If R1 and R2 are
known, yi could be found, i.e. the exact signer could
be identified. However, since the number R1 and R2

are unknown, no one could find the exact signer, i.e.
the proposed scheme has anonymity.

Unlinkability.
Similarly to anonymity, to identify whether the
signatures {A,B,C,D,M} and the signature
{A′, B′, C ′, D′,M ′} are generated by the same group
member is difficult. With Equations (3) and (4), the
modified equations is given as the following,

gA/gA
′

= gxi·R1·R2/gxi·R′
1·R

′
2 mod p (6)

and

D/D′ = syi·R1·R2

i /s
yi·R′

1·R
′
2

i

= (gxi·R1·R2/gxi·R′
1·R

′
2)

ki·yi

mod p. (7)

If one desired to check whether the two signatures
are generated by the same signer, the equation

(gA/gA
′
)
ki·yi

= D/D′ mod p, (8)

should be hold. However, ki and yi are unknown.
No one could determine whether the two group sig-
natures are generated by the same signature.

Traceability.
The group manager could access the (yi, ki) for each
member Ui. Hence, the group manager can request
the (yi, ki) of Ui to meet the requirement in Equa-
tion (4). For the traceability, the group manager can
determine the exact signer.

Coalition-resistance.
The group manager generates the (ri, si) with the
secret key xT for each group member. Then, the
group manager sends (ri, si) to the group member
j. If the colluding subset of the group members de-
sires to generate a valid group signature, they have
to keep the secret key xT . However, the colluding
subset of group members does not keep the secret

key. The valid (ri, si) could not be forged. Hence,
a valid group signature could not be generated. The
group manager could not link to any member in the
colluding group.

Based on the above security analysis of the proposed
scheme, it is shown the proposed scheme could ap-
proach all security property requirements.

5 Conclusions

Group signature scheme functions to protect the impor-
tant messages. In this paper, a new group signature
scheme based on discrete logarithm problem has been pro-
posed. The performance and security analysis are given to
show the proposed scheme has a superior capacity. With
the proposed scheme, the signers could generate a group
signature swiftly, and the verification could be quickly
complemented. For the applications with the time effi-
ciency concern, the proposed scheme could be employed
in the e-commerce.
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