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Abstract

The first dynamic threshold decryption scheme from pair-
ing is presented. It is secure in groups equipped with a
bilinear map, and caters to some important requirements
in real application; including the needs to renew the mas-
ter key, or to add/remove or update a decryption sever,
without leaking any information on the master key and
changing other decryption servers’ secret keys.
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1 Introduction

In 2001, Boneh and Franklin [1] proposed a practical iden-
tity based (ID-based) encryption scheme from the weil
paring, which provides a public key encryption mecha-
nism that a public key is an arbitrary string. Then, ID-
based threshold decryption from pairing has been con-
sidered in [2, 3]. However, these schemes do not solve
the problem of updating the system’s master key without
additional security communications between the trusted
third party and every decryption server, and they are
hard to be applied. The main idea underlying a thresh-
old decryption scheme is that the ciphertext cannot be
decrypted unless of decryption servers collude. In [5], a
dynamic threshold scheme was proposed. It has the ad-
vantage that the shared secret can be renewed without
changing the shares. However, if shareholders collude, the
shared secret can be recovered by Lagrange interpolation
as described in [5].

In this paper, we construct a successful dynamic
threshold decryption scheme from pairing which not only
keeps merits of [5], but also solves the problem of decrypt-
ing the ciphertext without betraying the master key.

2 Preliminaries

2.1 Bilinear Pairings

Let G be a cyclic additive group and G be a cyclic mul-
tiplicative group of the same prime order ¢q. Assuming
that the discrete logarithm problems in both G and G;
are hard. A bilinear pairing is a map e : G x G — G;
which satisfies the following properties:

Z*

1) Bilinear: for any P,Q € G, and a,b € Z,

e(P®, Q%) = e(P, Q).

2) Non-degenerate: there exists P € G and @) € G such
that e(P, @) # 1.

we have

3) Computable: Given P,@Q € G, there is an efficient
algorithm to compute e(P, Q) € G;.

Such a bilinear pairing may be realized using the mod-
ified Weil pairing and Tate pairing associated with super-
singular elliptic curve.

2.2 Threshold Scheme

The idea of (k,n) threshold secret sharing was proposed
in [4]. In a (k,n) threshold scheme, the secret is divided
into n pieces, and:

1) The shared secret s is recoverable from any k pieces
(k <n).

2) Knowledge of k—1 or fewer pieces provides absolutely
no information about s.

In conventional (k,n) threshold decryption schemes,
the private key for decryption is divided into n parts. Less
than k decryption servers can’t reveal any information
on the ciphertext, and k£ or more of them can decrypt
the ciphertext with their secret shares. However, when
the private key is renewed, n decryption servers’ secret
shares must be updated accordingly, by secure channels.
It is time-consuming and very inconvenient.
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2.3 Dynamic Threshold Decryption

One dynamic secret sharing scheme was proposed in [5],
applying the idea to decryption, a dynamic (k,n) thresh-
old decryption scheme should satisfy four properties:

)

2)

3

Renewing the private key for decryption without
change n decryption server’s secret shares.

Adding a decryption server without changing other
decryption servers’ secret shares and with leaking no
information about the private key.

Removing a decryption server without changing
other decryption severs’ secret shares and leaking no
information about the decryption private key.

Renewing one decryption server’s secret share with-
out changing other decryption servers’ secret shares
and with leaking no information about the private
key.

Dynamic Threshold Decryption
Scheme from Pairing

Our scheme can be described in terms of following five
phases:

1)

Setup:

In our setting, there exists a trusted authority pri-
vate key generator (PKG), who chooses two bilinear
groups G and G of the same prime order p, and g
be a generator of G. Let e : G x G — G; be a bilin-
ear map (e.g., weil pairing). The plaintext M € Gy,
and the public key ID € Z7. ID can be an ar-
bitrary string such as the hash value of telephone
number. PKG randomly selects z,y € Z; and com-
pute X = ¢*,Y = ¢g¥, . The public parameters cp
and the master key are given by: ¢p = (g9,X,Y),
mkey = (x,y). Where z is kept in secret for long
term and y needs to be renewed periodically.

KeyGen:

Assume n decryption servers are I'1,I's, -+, I';,. The
PKG takes the following steps to set up the relation-
ship between y and T';:

a. Each I'; chooses a secret key s; € Z; and com-
putes a public key

b. The PKG picks randomly a polynomial of de-
gree k—1over Z, : f(a) = y—l—Zf:_ll bial,by_1 €
Z:.

)
c. The PKG computes k; = gUP+aIeav |y, =
e(g,9)7™ and then publishes k;, v;.

Encryption:

To encrypt a message M under public key I D, pick a
random S € Z; and output ciphertext: C' = (g5 1P .
ste(gay)s ! M) = (AaB)

4)

4

I';’s Sub-decryption:

To compute a decryption share d; of the ciphertext
C = (A, B), using its private key s;, decryption sever
I'; calculates:

9;

I
o

Decryption:

Without loss of generality, assume I'y, T's, -+, T'g
are k decryption servers who want to decrypt the
ciphertext. A dealer (one of the servers) collects 41,

b2, -+, 0) and computes
k . N
A = H((Sj) i=1ij T
j=1
= e(g’g)S{Z?:l f(j)'H:;lai#j j_—i%)
= e(g,9)°"
by employing Lagrange interpolation. Therefore,
.S
M can be recovered by £ = %. Note

g, X, Y, ID,p;, k;,v; for 1 <4 <n 1 are public infor-
mation of our scheme. I'; could examine the validity
of k; by checking e(g'? - X, (ki)ysi) = ;.

Security and Dynamic

4.1 Security Discussion

For 1 < i < n, I';can obtain only public information k;,
vi(= e(g,9)7@), Y(= ¢¥), X. However, to derive f(i)
or y from v; or y, I'; has to cope with the difficulty of
solving the discrete logarithm problem in G. Thus even
k members of our dynamic (k,n) threshold decryption
scheme collude, a valid single share f(¢) of y could not be
obtained. Thus y cannot be derived.

4.2 Dynamic Analysis

)

Consider the case when y is renewed. Assume (z,y’)
is the new master key. The PKG picks another poly-
nomial over Zy : f'(z) = y' + Zf;ll bial, and re-
freshes public information Y, k;, v; to be Y/ = ¢¥,
(i=1,2,---,n).

Adding decryption sever I';,11. I'y11 selects sp41 €

Z, to calculate and publish p,1; = g¢*»+*. The
F(n+1)
PKG computes kpy1 = gUPT»@nt? 0 gy =

e(g,9)7™ Y and then publishes k11, vpy1-

Removing decryption sever T'; (i € {1,2,---,n}).
The PKG selects another polynomial f/(«) of de-
gree k — 1 in Z, with f/(0) y, and refreshes
(k1,kay -+ kn), (v1,v2, -+, v,) accordingly. Set the
value of v; and k; to be “NULL”.
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4) Consider the case when T';’s secret key s; is renewed.
T'; chooses s;” as the new secret key. Then I'; refreshes
public information to be k;, and the PKG refresh to

£(i)
be k} = gIP+n@HY (1=1,2,---,n).

5 Conclusions

In this paper, we propose a secure dynamic (k,n) thresh-
old decryption scheme from pairing, which allows the mas-
ter key and n decryption servers’ secret keys to be re-
newed, or to add/remove a decryption server, without
secure channels between PKG and decryption servers. In
addition, k£ of n decryption servers can decrypt the ci-
phertext without revealing the master key.
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