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Abstract

Copyright of e-Education material is valuable. The need
for protecting it is prominent. In the past two years,
we have developed an infrastructure called e-Course eX-
change (eCX) for protecting the copyrights of e-Courses,
right from its development phase to its delivery phase.
It has been adopted by an education institute, with a
user-base of over 70,000 students, and has been receiving
positive feedback from students. To design a secure and
effective copyright protection infrastructure is not trivial.
In particular, for efficiency purpose, one may allow stu-
dents to retain a local copy of the e-Course material in
their own computers; on the other hand, we should make
it difficult for them to make illegal copies of the material.
Only storing the material in encrypted form is not enough
to protect the material. In this paper, we summarize
some principles and knowledge we have gained through
this project that should be observed for designing a se-
cure copyright protection system. We believe that these
principles would be useful to developers and researchers
for designing and developing such a system.

Keywords: Copyright protection, software protection, re-
verse engineering, e-Fducation, e-Learning

1 Introduction

With the advent of the digital age, e-Education has be-
come one of the most important channels for students to
acquire knowledge. Students of different levels are one
way or the other making use of this new channel to learn,
and researchers are actively working on this area to make

*This paper represents the personal opinion of the authors and
does not represent the official standpoint of HKU SPACE.

the best use of it. However, as pointed out by Furnell
[9, 10], little attention has been devoted to the security
concerns of e-Education. Among these security concerns,
the copyright protection problem for the e-Education ma-
terial is one of the most important concerns that are vital
to the operation of e-Education institutes.

Almost in all e-Business sectors, the intellectual prop-
erty of material or content could be the most valuable
asset of the business itself, and this is undoubtedly true
for the e-Education sector. Many organizations rely on
the income generated from students studying e-Courses.
Registered students infringing the copyrights of the course
materials by passing the materials to non-registered stu-
dents can severely jeopardize the income of the organi-
zation. Hence, copyrights of e-Course materials must be
securely protected.

About three years ago, we initiated a study of the prob-
lem of protecting the copyrights of e-Education materials.
We proposed an infrastructure, called e-Course eXchange
- eCX [26, 27, 28, 29]. This infrastructure has been devel-
oped and deployed to a large group of users. In this paper,
we will use eCX as a case study, and discuss the lessons
we have learned from it. In Sections 2 and 3, we will take
a closer look at e-Education, its security concerns, and, in
particular, its domain specific requirements for copyright
protection. In Section 4, we will give a brief survey on the
existing copyright protection solutions. In Section 5, we
will present the design of eCX. In Section 6, we will dis-
cuss the issues and design principles we learned from our
experience with eCX. Section 7 then concludes the paper.
Although eCX may seem to be a solution specific to the
e-Education segment, the lessons we have learned are gen-
eral enough and applicable to other copyright protection
systems.
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2 Background

As e-Education is gaining its popularity, it is also gaining
the attention from the research community. Even though
the research on e-Education is active, the research on the
e-Education related security issues has been studied lit-
tle. There are quite a number of security concerns in e-
Education systems, for example, user authentication and
access control, non-repudiation for critical actions, such
as course registration, course tuition fee payment, con-
fidentiality of user personal information, course material
copyright protection, etc. The paper presented by Yang
et al. [25] discusses about privacy protection in an e-
Education system, while the paper by Furnell et al. [9]
has given a security framework for e-Education systems.
The papers by Cheung et al. [4, 5] propose a viable solu-
tion to solve the problem of user authentication and access
control. In particular, [4] provides a security model such
that registered student cannot easily share the account
with non-registered students.

Although copyright protection is an active research,
the problem of protecting the copyright of e-Course ma-
terial has not been studied that much. Only Furnell et
al. [10] briefly studied this problem. However, it does
not provide an effective approach for copyright protection
and copyright detection in the domain of e-Education. In
2001, a study on protecting the copyrights of e-Course
material was initiated by the SPACE Online Universal
Learning (SOUL) Project Group of the School of Pro-
fessional and Continuing Education of the University of
Hong Kong (HKU SPACE), one of the leading adult edu-
cation providers in Hong Kong!. This study gives birth to
an infrastructure, called e-Course eXchange - eCX. It has
been designed, developed and deployed to a large group of
students, and has been receiving positive feedback from
them.

In this paper, we will present our experience and share
with readers the lessons we have learned from developing a
copyright protection solution for the e-Education sector.
In fact, some of the lessons we have learned from eCX
could also be treated as general guidelines for the design
of copyright protection systems.

3 Particularities of e-Course De-
livery

After some research on the accessing pattern and behav-
ior of students participating in e-Education (particularly
for students in some parts of the world, such as Mainland
China), we discovered that (1) they are not always con-
nected to the Internet; (2) many Internet providers are
charging their users based on connection time (in another
words, it would be best to minimize students’ Internet
connection time to save money); and (3) not all of the

THKU SPACE was estimated to have more than 70,000 registered
students as of 2004.
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students enjoy high bandwidth connections to the Inter-
net and accessing bandwidth demanding materials (e.g.,
multimedia material like audio or video clips) would not
be feasible for these students. It is, therefore, an advan-
tage for an e-Education system to allow its students to
download the e-Course material onto their own comput-
ers and view the material offline. This will allow students
to study the material anytime, anywhere, even when they
are not connected to the Internet. It is for the same rea-
son that students are relieved from the financial burden of
Internet connection time. In the case where the material
of the e-Course requires high bandwidth, since the ma-
terial is already downloaded to students’ computers, the
connection bandwidth problem will not hinder students
from studying.

Even though this notion of allowing students to down-
load e-Course material may seem attractive, it gives great
worries to copyright owners of the materials. Caution
must be taken to stop users from making illegal copies of
the downloaded materials. We need a copyright protec-
tion system. In light of this, eCX was designed to address
this particular concern.

4 Existing Copyright Protection
Systems

As people’s awareness on intellectual property rights in-
creases, more and more solutions for protecting copyrights
become available in the market. However, most of these
solutions are domain specific, and may not meet the needs
of the e-Education domain. For example, many of the
eBook solutions [18, 19, 20] support only text-based ma-
terials, offering limited support for graphics, and even less
support for audio and video materials, and are not suf-
ficient for e-Education. More importantly, most eBooks
solutions are tightly coupled with physical, dedicated elec-
tronic book appliances, making them very restrictive and
not commercially viable.

On the other hand, major computer technology ven-
dors (e.g., IBM, Intel, Matsushita, Toshiba, and Hi-
tachi) have been joining hands, forming alliances to fos-
ter solutions to the problem (e.g., the 4C Entity [1],
and the 5C Entity [2]). Solutions that they have pro-
posed are mostly for the storage and the transmission
of valuable material. An example for secure storage
is Content Protection for Pre-Recordable/Recordable Me-
dia (CPPM/CPRM) [3], and another example for secure
transmission is Digital Transmission Content Protection
(DTCP) [15]. On the other hand, the system, eXtensible
Content Protection (xCP) proposed by IBM [12], is pri-
marily used for protecting entertainment content. It aims
at providing a way to enable unfettered ”domestic” fair
use by grouping networked domestic devices into a single
DRM domain.

Although we have that many solutions available, they
all tend to serve contents of specific domains. As many
of the e-Course materials are presented via some web-
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Figure 1: An overview of the SOUL platform

enabled technologies, we find these copy protection solu-
tions insufficient. It is crucial to protect web-delivered
materials, and the quest for such a solution is imminent.

5 Our Copyright Protection In-
frastructure - eCX

Regarding the system design of eCX, a number of papers
have been published, describing its design details. Inter-
ested readers please refer to [26, 27, 28, 29]. In this sec-
tion, we will give a brief overview of its design to facilitate
our discussion in the next section.

5.1 The SOUL Platform

eCX is an infrastructure designed for the delivery of e-
Courses. It is integrated into the SOUL Platform [21],
which is designed to support three different types of
e-Education participants: (1) e-Course authors, (2) e-
Education providers (e.g., HKU SPACE), and (3) stu-
dents taking e-Courses. Figure 1 depicts an overview of
the platform.

The SOUL Platform is composed of three software
suites, and eCX is integrated into these software suites
to protect the copyrights of e-Course material. The three
software suites are as follows:

e Content Engineering System: The Content En-
gineering System is a software suite used by e-Course
authors (namely, teachers and instructors) for e-
Course authoring. It assists e-Course authors in pub-
lishing e-Courses that they have finished creating to
an affiliated eCX Server.

e eCX Server: The eCX Server (also known as e-
Institute) is a server-software, used by e-Education
providers for hosting e-Courses for students to down-
load.

e Personal Classroom: The Personal Classroom
(also known as e-Learning Platform) is a software
suite that assists users in downloading and viewing
the material of downloaded e-Courses.
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The eCX infrastructure is designed to protect the copy-
right of e-Course material. It plays the role of copy pro-
tection to protect the material in the following 3 areas:

(i) when the e-Course is being transmitted between the
three software suites.

(ii) when the e-Course is stored in the computer of the
e-Education participants, and

(iii) when the e-Education participants access the e-
Courses that are stored on their own computers.

Under the design of eCX, an e-Course could be trans-
mitted from its author to an eCX Server, or from the
eCX Server to the students. In both cases, there are
specially designed protocol for these transmissions, which
make use of Public Key Infrastructure (PKI) and other
cryptographic technologies (e.g., Secure Sockets Layer -
SSL). For details about these protocols, please refer to
[29].

Please note that eCX does not protect e-Courses when
they are stored in their authors’ computers because they
are the copyright owners of the e-Courses. That is, eCX
will provide protection to e-Course material only when the
e-Course is under the custody of e-Education providers or
the students.

For the protection of the material when it is under the
custody of e-Education providers, it is a typical problem
of tightening the security of servers on the Internet. Mea-
sures like firewall, closing unused ports, disabling unused
services, frequent OS patches, etec. should all be applied.
For the rest of this paper, we will focus on protecting
the material that is under students’ custody, and give a
security analysis in this area.

5.2 What is an e-Course?

We have been loosely using the term e-Course to refer to
” electronic courseware”. But what exactly is an e-Course
in the context of eCX? An e-Course in the eCX context
is any material that can be delivered via the web. In
another words, all materials that can be viewed using a
web browser can be used as materials for an e-Course.
This includes material of different media types (e.g., text,
image, audio and video clips) and web-enabled presenta-
tions that involve browser plugins (e.g., Flash, Author-
ware, Java Applets, etc.). There could be many files to
an e-Course. The only requirement is that all materials
to an e-Course should be self-contained. Also, the files
to an e-Course should all reside within a single directory
tree. In Section 5.3.1, details about how an e-Course is
packaged will be given.

Most e-Course materials we have listed in the previous
paragraph are static material. In addition to these static
materials, eCX e-Courses are also supported by an intel-
ligent tutoring system (ITS), called SmartTutor [6, 30].
SmartTutor provides interactivity to students when stu-
dents are viewing the course material. It also provides
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guidance to students, imitating a human tutor, assisting
students in their learning activities.

5.3 Personal Classroom

The Personal Classroom is a software suite used by the
students. It provides two functions to students: (1)
downloading e-Courses, and (2) viewing e-Courses. Also,
there are two key technologies in Personal Classroom: (1)
Offline-online Course, and (2) Hardware Profile. In this
section, we will explain about these functions and key
technologies.

5.3.1 Offline-online Course

In the context of eCX, e-Courses are given a special name:
” Offtine-online Course”. This is because an e-Course,
which is often referred as ” online course”, is downloaded
and viewed by students offiine. An Offline-online Course
is composed of two objects: Course Package and Course
Voucher. The Course Package is a package that contains
all of the files in an e-Course. Files in this package are
symmetrically encrypted. To access the e-Course mate-
rial in a Course Package, student must possess the pack-
age’s decryption key. The decryption key is stored in the
Course Voucher. Therefore, a student must possess both
the Course Package and the Course Voucher in order to
access the material in the e-Course. Please refer to for
[29] details of Offline-online Course.

5.3.2 Hardware Profile

At the time of installation of the Personal Classroom, a
snapshot of the configuration of the student’s computer
is taken for creating a Hardware Profile. This Hardware
Profile is stored in the Computer License, and is checked
against whenever the Personal Classroom is invoked. The
Personal Classroom will continue with its invocation only
if the Hardware Profile is successfully verified (that is,
it is invoked on the computer where it is originally in-
stalled). By using the Hardware Profile mechanism, we
can prohibit adversaries from making illegal copies of e-
Course by making replication of the student’s hard-disk
and install the replica onto another computer.

The Hardware Profile is stored in the Computer Li-
cense of the student’s computer. The Computer License
is a digital certificate stored in the student’s computer.
It is issued by the eCX Server that the student affiliates
with. It contains various information including student’s
personal information and the Hardware Profile of the stu-
dent’s computer. Please refer to [29] for details about
Computer License.

5.3.3 Downloading e-Courses

The Downloader is a software module of the Personal
Classroom used by students to download e-Courses. As
shown in Figure 2 , the Downloader connects to the eCX
Server via the Internet for downloading e-Courses.
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For each e-Course that the Downloader downloads, it
will obtain both the Course Package and the Course
Voucher of the e-Course. After the Course Package is
downloaded, these files will be unpacked and stored in
the Package Database. Note that all of these files are
symmetrically encrypted, and the decryption key is stored
in the Course Voucher. All downloaded Course Vouchers
are stored in the Voucher Database, which is an encrypted
database. The decryption key, which is essential for ac-
cessing this database, is stored somewhere in the student’s
computer, hidden from the student.

5.3.4 Viewing e-Courses

Students can make use of the Personal Classroom to view
e-Courses that they have downloaded. When a student
invokes the Personal Classroom for viewing e-Course, the
Hardware Profile will first be verified. Once this verifi-
cation is successful, the Personal Classroom will continue
with its invocation and operate under the course-viewing
mode, as illustrated in Figure 3.

When Personal Classroom operates in the course-
viewing mode, it will invoke a client-side web server. This
client-side web server is a customized web server that
knows how to access files in the Package Database, and re-
trieve Course Vouchers from the Voucher Database. Since
the Course Voucher contains the encryption key for the
files of the e-Course, the client-side web server is capa-
ble of decrypting the e-Course material. Note that for a
student to view the e-Course material, the student has to
invoke a web browser to connect to the client-side web
server, and browses the material as if the student is ac-
cessing the material from an ordinary website.
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6 Security of eCX

Since the deployment of the eCX infrastructure in HKU
SPACE a few years ago, it has undergone some minor
revisions. From a technical point of view, we have ob-
served a few principles on designing copyright protection
systems. In this section, we will try to analyze eCX, and
list the pitfalls we encountered when implementing this
system.

6.1 The Danger of an Un-secure Reader

As described in Section 5.3.4, all of the material of an
e-Course is installed on the student’s computer and ac-
cessed via the Personal Classroom, which makes use of a
customized client-side web server running on the student’s
computer. One possible attack would be for an adversary
to make use of a web browser to access the material, and
invoke the save function of the web browser to obtain
copies of the material. Please note that if the content of
the e-Course involves many different files, the adversary
would only be able to save one web page at a time, and
would have to invoke the save function many times in or-
der get a complete copy of all the files of the e-Course.
Or, better yet, the adversary can use some command line
based web client that is capable of downloading web con-
tent recursively (e.g., ?wget” [24], which can greatly speed
up the process of pirating a copy of the material.

This type of attack to a copyright protection system
is quite common, and can defeat the system by making
illegal copies of the content. In fact, this attack could be
generalized to other copy protection systems. Many copy
protection systems protect the material by encrypting it.
The system then in turn protects the encryption key itself,
which is usually much smaller in size than the material
itself. For the case of eCX, the material is packaged and
encrypted to become the Course Package, and the en-
cryption key is stored in the Course Voucher itself, which
can only be accessed by the Personal Classroom. In other
words, we can be certain that the material is securely pro-
tected while it is stored in the user’s computer. However,
when the material is viewed/accessed with some reader
application (in the case of eCX, it is the web browser),
the material must still be carefully protected.

One lesson we can learn from this is that the material
must be protected from end to end. When a user views
the material, it is important that the material should only
be viewed with web browsers that are secure (namely, the
web browser will protect the copyright of the material).
Typically, a copyright protection system should develop
its own reader application to access the material.

To solve this problem, eCX was revised. We have built
for eCX a customized web browser. Certain functions,
including saving, printing, copying, and many other func-
tions, are disabled and removed from this customized web
browser. Also, we have modified our client-side web server
so that it will only serve requests from our customized web
browser, and not any other.
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A general rule for designing copyright protection sys-
tems is for the system to have its own ”reader application”
for accessing or viewing the protected material. An exam-
ple of such a ”reader application” would be the Windows
Media Player [13] produced by Microsoft for protecting
streamed and downloaded audio and video content. The
content is protected all the way from the content hosting
server to the application for accessing or manipulating the
content.

6.2 Capturing of Localhost Traffic

Besides tightening our security at the ”reader applica-
tion” level, we also find that securing the communica-
tion between our customized web browser and our client-
side web server to be important. Since we are relying on
HTTP for the communication between these two software
components, it would be insecure if this communication
were not carefully protected. Imagine that if an adver-
sary captures the traffic between these two components,
it would be easy for the adversary to reconstruct the orig-
inal content sent between the two components. There are
many tools available on the Internet that can be used
for capturing network traffic. In particular, the Ethereal
network protocol analyzer [7] is capable of capturing the
network traffic and reconstruct the content of the com-
munication.

After some detailed investigation, we discovered that
not all operating systems permit the capturing of local-
host communication [11, 17]. In particular, the Windows
operating systems from Microsoft, target operating sys-
tems of our Personal Classroom, do not support the cap-
turing of localhost traffic, and that means we are not vul-
nerable in this regard. However, the general rule we find
for protecting material being transmitted is by using some
secure communication protocol (e.g., SSL or HTTPS).
Even if the traffic is captured, the adversary would not
be able to decrypt the traffic.

6.3 Reverse Engineering

Another possible attack to eCX is by reverse engineering.
Typically, crackers would use software hacking tools, such
as SoftICE [21] or some low level debugger, whereby the
cracker can detect entry points to dynamic link library
(dll), make patches to the software, and hence bypass-
ing critical processes like invocation validation. Skillful
crackers could also trace the workflow of the software and
uncover hidden data (such as decryption keys) from the
software. Since Personal Classroom is a software suite
that is deployed and executes on students’ computers, it
imposes threats to the system if crackers can reverse en-
gineer Personal Classroom and illegally make copies of
downloaded e-Courses.

There is no single principle to protect software from
reverse engineering. In fact, it is another huge research
topic. However, one principle we have learned during the
development of eCX is that it is important for develop-
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ers to adhere to principles for the development of secure
software [8, 16]. For example, the integrity of important
files (e.g., executable files, shared library files, etc.) are
checked before they are loaded; sensitive information (e.g.,
checksums or encryption keys) that must be hard-coded
are stored in their encrypted form, and are decrypted only
when they are in use; security checking functions and val-
idation functions do not just return boolean information,
but return data that are to be used somewhere else in the
processing of a later stage so that bypassing the valida-
tion by simple modification to the programs would not be
possible.

There are many more principles and techniques for the
development of anti-reverse engineering software. It is a
matter of good software development practice, security
awareness and experience that cannot be easily confined
in a couple of written rules. It is an area that requires the
attention of researchers.

6.4 Virtual Machine Attack

Another security threat to eCX is by installing the Per-
sonal Classroom onto virtual machines. There are, nowa-
days, many software for computer virtualization [14, 23].
They could be used for virtualizing a computer system on
the host computer, and has its own hardware configura-
tion. This implies that within the virtual machine, the
hardware configuration is identical, regardless the config-
uration of the underlying host computer. This computer
virtualization software typically saves the state of the vir-
tual machine in the form of ordinary disk files onto the
hard-disk of the host computer. Hence, it is very easy to
make a perfect duplication of the virtual machine by just
making copies of those disk files.

This notion of computer virtualization poses a problem
for eCX. Since the virtual machine has its own hardware
configuration, our Hardware Profile mechanism described
in Section 5.3.2 may not be effective. Also, it is diffi-
cult for a software program to detect if it is running on
a virtual machine. If an adversary installs the Personal
Classroom in a virtual machine, and downloads e-Courses
onto this virtual machine, it is possible for the adversary
to redistribute the whole virtual machine to others by just
making copies of the disk files of the virtual machine. In
general, due to the nature of virtual machines, it creates
lots of problems for researchers of copyright protection.

This is in fact a very hard to solve problem. Many
people have been looking into the problem of detecting
virtual machine execution environment. However, this
detection depends on the concerned machine virtualiza-
tion software, and cannot be easily generalized. But, at
the moment, machine virtualization software is still not
very popular. Redistributing the Personal Classroom in
the form of a virtual machine is a very expensive and
heavy approach. It requires the person using the pirated
copy of eCX to have the machine virtualization software
installed, which the virtualization software itself is ex-
pensive and cannot be easily comprehended by general
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or inexperienced computer users. Also, the size of the
disk files for a virtual machine is typically in the range
of a few gigabytes, which incurs quite an expensive cost
for the redistribution of Personal Classroom. However,
this type of attack still poses a very dangerous threat to
copyright protection systems.

7 Conclusion

In this paper, we study the importance of protecting the
copyrights of e-Education material. We also study design
concerns that are specific to the e-Education domain. We
briefly introduce our solution, called e-Course eXchange
(eCX), which allows students to retain a local copy of the
e-Course material in their own computer, and yet difficult
for making illegal copies of the material. We also analyze
the design of eCX, and present a number of principles we
have observed during the development of eCX that are
important for the design of copyright protection systems
in general. In particular, a copyright protection system
should provide its own ”reader” or application for access-
ing the protected content. It should also be carefully de-
signed to avoid reverse engineering attacks. We also point
out that attacking a copyright protection system by us-
ing virtual machines is very difficult to defend, and yet, a
very experience and heavy approach for attacking.

eCX has been deployed in HKU SPACE and has been
receiving positive comments from instructors and stu-
dents. However, from a technical point of view, there
are yet many areas that worth further studies: how can
we better protect our software from reverse engineering?
How can we detect if our software is running on a vir-
tual machine? These are interesting problems that worth
further research.
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