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Abstract

In recent years, distributed systems, including cloud com-
puting, are becoming increasingly popular. They are
based on traditional security mechanisms that focus on
access control policies and the use of cryptographic primi-
tives. However, these mechanisms do not implement some
more advanced security properties, including authentica-
tion policies. Kerberos V5, the most recent version, is a
successful protocol that is designed to authenticate clients
to multiple networked services. In this paper we propose
a new mutuel Kerberos authentication protocol for dis-
tributed systems based upon Kerberos V5 and Diffie Hell-
man models. it is composed of three phases: 1) registra-
tion phase, based on the Diffie Hellman model, enabling
the design and reliable exchange of client’s authentication
parameters to the authentication server side; 2) commu-
nication phase, based upon the two functions S2KexS ()
and DKexS (), which aims to the exchange of encryption
keys and creates a secure the communication channel be-
tween client and server of services and 3) renewal phase
for updating the client authentication parameters. Our
security analysis and performance evaluation demonstrate
that our scheme creates a secure channel to a more secure
password exchange. Hence, it reduces the chance that
a password will be guessed from the parameters stored
or exchanged between client and authentication server,
which make our proposed protocol efficient against dic-
tionary and brute force attacks. The results proved by
the behavior study show the success of our scheme and
the easily of implementation. Keywords: Authentication;
Cloud Computing; Cryptographic Primitives; Diffie Hell-
man Model; Distributed Systems; Kerberos V5

1 Introduction and Notations

Most authentication mechanisms are based only on pass-
word [8, 11, 20, 26]. In these regimes, the distant

server maintains a table to record information of each
user’s password, and exploits them to verify the corre-
sponding user privileges. However, although they are
widely used in many applications in real life, authenti-
cation systems based on password suffer from several at-
tacks [1, 3, 20, 27|, such as dictionary attacks [23] brute
force, steals data, Guessing Attacks [4, 14, 22, 27], etc.
to respond to these issues, Kerberos V5 presents a strong
protocol of network authentication for client/ server ap-
plications [13, 31]. It uses a (KDC), and tickets dis-
tribution center (TDC) [12, 24, 25]; in the sense that
it never transmits passwords [21, 25, 31]. It exchanges
encrypted messages with limited life by adding entities
called tickets [12, 25]. All authentication requests are
routed through the centralized KDC server [24, 25]. The
latter defines a unique namespace for different clients [12].
In our approach, we assume that the communication be-
tween realms and service servers is based on Single Sign
On.

In this paper, we begin by presenting the authentica-
tion dialog and the different cryptographic primitives for
keys generation. In the third section, we propose a new
communication scheme with a description of the three
phases: 1)the registration phase based on Diffie Hellman
model [7] and a dynamic salt generator (RGSCS) [2]);
2)the communication phase based upon the two functions
S2KexS () and DKexS ().

The first function aims to generate a basic key from the
footprint of the password and a dynamic salt per session.
Based on this basic key, the second function is designed to
generate encryption keys and 3)the renewal phase for up-
dating the clients authentication parameters. The fourth
section describes a behavioral study of the three phases
with the use of regenerator of salts (RGSCS), dynamic
and cryptographically secure. The five section studies
the security analysis of our approach by evaluating the
impact of its three phases on the robustness of the Ker-
beros V5 protocol. We end this paper with a conclusion.
In all that follows, we denote by Table 1.
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Table 1: Notations

[ Symbols  Meaning ‘

C: Client.
S:  Server of services.

KDC: Key Distribution Center.
ID: Identity of client.

IDpg: Identity of releam.

Pwd: User’s password.

N: The set of natural numbers.

salt;:  Dynamic pseudorandom sequence.
||:  Concatenation.
==: Comparaison.
mod: Modulo operation.
K, ,: Session key shared between x and y.
{m}K,: m encrypted by the secret key.
Tyy: Ticket of x to use y.
A,y Authenticator of x for y.

F,: Finite field of order a prime number p.
Cyclic multiplicative group of all non
zero elements in ), of order p — 1.

(i + 1)** binary string position of S.

2 Related Work

The modern Kerberos has undergone several major re-
visions. In each review, significant improvements have
been made like scalability and security. The version 1
through 3 were used internally and as to version 4 was
the first version distributed to the public was Kerberos
V4, which has been limited in some nations due to the
limitations of used encryption algorithms. These limita-
tions made norms to evolve a new protocol that contains
all the features presented in the Kerberos V4, with the
addition of features such as extensible encryption types
and more transparent authentication to create the ver-
sion 5 of Keberos [13, 25]. After all these changes and
with the development of computer system, Kerberos V5
still vulnerable against attacks such as attacks by brute
force and dictionary. They still represent a real challenge
for this protocol. These conclusions made thinking several
researchers to propose solutions such as the use of asym-
metric cryptographic primitives [17], in order to make the
keys generation more reliable, or the introducing of new
technologies such as smart card [16]. In this section, we
present the communication phase based on two strong
points: cryptographic primitives and tickets, and the var-
ious requests exchanged between a client and the KDC
server to access a service.

2.1 Communication Dialogue

The communication dialogue in Kerberos V5 introduces
three entities: a client, a centralized KDC server and
a server of services. Authentication requests are routed
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Figure 1: Description of Kerberos V5 queries

through the centralized server KDC [12, 25] as described
in Figure 1.

In Kerberos V5, the ticket distribution center acts as
an intermediary of various requests exchanged between
client and server of services to authenticate the client be-
fore access to the wanted service, based on two entities:
tickets, which are used to authenticate client to the ticket
distribution center and an authenticator to validate the
client’s identity to the server of services.

2.2 Cryptographic Primitives and Diffie
Hellman Problem

Kerberos V5, in its communication phase, uses three en-
cryption keys. Referring to [12, 25], the steps to generate
these three keys are as follows:

e Regeneration of the basic key either by the random-
to-key () function from a random bit string, or by the
String-to-key() function from a password and a salt.

e Regeneration of these three keys associated to this
based key by the key derivation function called
Derived-key ().

The Diffie-Hellman protocol is a method for two computer
users to generate a shared private key with which they
can then exchange information across an insecure channel.
We refer to [15, 19] and we deduce the following results.

Definition 1. A primitive element of Fp, is a generator
of a cyclic units group Fy.

Definition 2. The Diffie Helman problem is the following
: given a prime number, a primitive element g of Fp, and
g* mod p and g° mod p, find g** mod p.

Definition 3. The generated Diffie Helman problem is
the following : given a finite cyclic group G, a primitive
element g of G, and group elements g* and ¢°, find g®°.
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Figure 2: Description of the new registration phase

According to Definitionss [1, 2, 3] the use of Diffie-
Hellman causes some problems at the implementation
level: 1) the problem to determine with effective way the
primitive elements of a finite field [5, 6]; 2) the difficulty of
implementation specifically the complexity of the compu-
tation time and performance especially in systems require
the notion of time [10], and 3) the synchronization prob-
lem relatively to the time system. In our approach, we
have took into consideration these problems with using
the Diffie-hellman principle by the choice of a finite field
F, with p = 2" + 1 and its primitive elements which are
the form 32" *! modulo p for all m € N.

3 Description of Our Approach

The scheme of our conception consists of three entities:
1) Kerberos client that belongs to the KDC realm; 2)
Browser that supports HT'TPS for a more secure data ex-
change and cryptographic primitives, virtualisation func-
tions and hash functions; 3) KDC server, which is the
key distribution center, provides symmetric cryptographic
primitives, virtualization functions and hash functions. It
is composed of a basic three storing identification parame-
ters assigned to each user identified by ID. These param-
eters are used to authenticate users during the commu-
nication phase and can be easily changed in the renewal
phase, and which are successively rated:

’ID‘pwv‘N‘

e [D: User identification.

e pwv: Footprint of the password. In our proposal, it
will be used for generating keys encryption / decryp-
tion to ensure:

1) The user identification during communication
and renewal phases.

2) The confidentiality of messages exchanged be-
tween users and the KDC server.

3) The confidentiality of the new password chosen
by users in the renewal phase.

e N: Integer number regenerated from the password.

3.1 Conception of Our Approach

Our authentication scheme is based on three phases: reg-
istration, communication and renewal phases.

3.1.1 Registration Phase

This phase, regenerates its own authentication settings
using a username and password of user not shared be-
tween the browser and the KDC, as described in Figure 2.

In this process, the KDC generates for each user three
authentication parameters, based on a salt generator
which generates different salts for each user. At the client
side, each client must have a valid password and a unique
ID that does not exist in the database. The dialogue of
the registration phase is described as follows:

e The client sends its ID and I Dg of releam Which he
wants to register to the KDC.

e The KDC server checks the existence of the ID.

— If it exists, it returns an error message.
— Otherwise, it

* Generates a first salti.
x Calculates M that is equal to the sum of the
bits of salti and salti length.

*x Chooses two prime numbers p and ¢ with p
upper than M and ¢ lower than M.
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Figure 3: Description of the

* Chooses a number g in order that g is a
divisor of M.

x Calculates gxq. = g2 mod p
* Sends qqc, g and g to the client.

e The client:

Calculates N, which is equal to the sum of the
password bits and the password length.

Chooses a prime number r upper than N.

Calculates g. = ¢" mod p.

Calculates pwv = f(pwd) where f is a virtual-
ization function.

Calculates the key K, = qj,;, mod p.
Sends ¢., {pwv, N} K, to KDC .

The KDC server:

— Calculates the key K, = ¢ mod p.
— Decrypts {pwv, N}K; and obtains pwv, and N.
— Stores ID, pwv and N.

3.1.2 Authentication and Identification Phase
(Communication)

In this phase each user must prove his identity (ID) to
the KDC server, specifically the KDC that must authen-
ticate the user because the Kerberos system is based on
a trusted third party [8, 20, 24, 25]. For this reason the
client sends his ID and the IDg of its realm (authentica-
tion without sending the password [12, 21]) to the KDC

new communication phase

server. it last checks the ID in the database, if it exists,
the KDC generates a basic key from client authentica-
tion parameters stored in the database if not it returns
a message error. The key generation has been enhanced
by new features S2KexS and DKexS [30] to make the
generation key dynamic.

The dialogue of the communication phase is described
as follows (see Figure 3):

e Client :

— Sends his I D and the I Dy of its releam to KDC
server.

— Calculates N.

— Enters the password pwd and calculates pwv =

f(pwd).
e The KDC server:

— Verifies his own IDpr and checks the existence
of user ID, if doesn’t exist the KDC sends an
error message, otherwise.

— Calculates a based key with the function
S2KexS from pwv stored in the database and
a new regenerated salt;

— Calculates three derived keys K¢ pdc Krqe and
K. s with the key derivation function from the
based key DKexS(besed key).

— Calculates a
H (pwv||salt;).

temporary key K,

— Encrypts K¢ pqc with K.
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Figure 4: Description of the renewal phase

Encrypts Tt kqe with Kpqc.
Sends {T¢ kdc} Kkde, {Ke¢ kdc } K1 and salt; to the
client.

client:

Calculates K, = H (pwv||salt;).
Finds the K. jqc.

Generates an authenticator A. 4. which con-
tains the requested service, the calculated num-
ber N and others authentication parameters.

Sends {Ac’kdc}chde and {Tc,kdc}dec to KDC
KDC server:

Finds Ac,kdc and Tc,kdc-

Checks the validity of the ticket time and the
client’s identity from A rq. parameters.

Encrypts K. s with K¢ pdec-

Creates a ticket T s that will be shared between
the client and the server of services.

Encrypts T, s with Kj.
Sends {T¢ s} Ks and {K. s} K, pac to the client.

e Client:

Decrypts { K¢ s } Kc kae and gets K. ;.

Generates A. s which contains the service and
client authentication parameters and encrypts
it with K ;.

Sends {A. s} K. s and {T, ¢} s to server of ser-

vices.

e Server of services:

— Decrypts {T.s}K, with K, and checks the
client’s identity and the validity of the ticket
time..

— If the identification is successful, it encrypts the
requested service with the key K., and sends
the message to the client. Otherwise the server
of services sends an error message.

3.1.3 Renewal Phase

This phase allows the renewal of client authentication pa-
rameters. It represents the most important phase espe-
cially for new users, because it enables the exchange of
the new parameters in an environment more secure than
the registration phase. In this phase, we must ensure the
identity of the user, mutual authentication and validity of
the new password as described in Figure 4.

In this phase, it should be noted that the client is al-
ready logged into his session so the encryption keys are
already shared. So the client must enter his old password
to validate the authentication parameters with the KDC
server, then he enters his new password.

e Client sends his ID and IDp of releam to the KDC.
e The KDC server:

— Verifies his I D and checks the existence of ID.
if doesn’t exist, it returns an error message, oth-
erwise:

— Generates two new salts salt,e., and salt;.

— Calculates K; which is equal to hashed pwv con-
catenated with salt;.

— Sends salt; to the client.
e Client:

— Enters his pwd.
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Figure 5: Behavioral study of the registration phase for three iterations

— Calculates puwv’

H(pwv'||salt;).

= f(pwd) and K

— Sends {pwv'}K; to the KDC.

e The KDC server:

— Decrypts {pwv'}K; and compares pwv’ with

pwo:

— If pwv’ == pwv then K; == K] therefore the
server sends the salt; encrypted with K; to the
client. Otherwise it sends an error message ask-

ing him to send his ID.

e Client:

— Gets the saltyeq, using K.

Calculates the new value of N.

Calculates pwonew = f(pwdnpew)-

— Sends {pwvpew, N'} K¢ to KDC.

e Server KDC:

— Decrypts {pwvnew, N'} Kt with K.

— Updates the server database with new values of

PWUpew and N'.

4 Behavior Study

After presenting the purpose of the integrated regener-
ator RGSCS [2] in different phases, in this section, we
focus on behavioral study of registration and communi-
cation phases to test the influence of RGSCS on our pro-
posal. We begin then by studying the impact of salts
regenerated by RGSCS for a low and redundant given
password ’aaaaaa’, on the generation of encryption keys
in the registration phase, and generation of session key in
the communication phase by studying the correlation of
the generated binary sequences.

4.1 Behavioral Study of the Registration
Phase

In the figure Figure 5, we have implemented the registra-
tion phase using PHP 5 to program the various functions;
DES mode CBC as an encryption algorithm, a virtual-
ization function based on the dynamic rotation [1], the
RGSCS generator and the Diffie Helmman protocol based
on a finite field F,, of characteristic p = 2" 4+ 1 [7] having
as primitive elements the numbers 32! modulo p for
all m € N. The hardware used in our experiments is a
AMD FE — 300 CPU 1.3 GHz and 4Go as RAM running
under Windows 7. In our case, we took the number 3
as a small primitive element of I, to evaluate our results
even this primitive element make our protocol dynamic
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and per user.

For three iterations and a given password, we analyze
the entities regenerated for the client and the KDC server
and we deduce the following results:

e The sent messages are not related to the original
password.

e The footprint of the password is unpredictable.

e The encryption keys are dynamic and per session.

4.2 Behavioral Study of the Communica-
tion Phase

In our approach the session keys are dynamic, per session
and have a variable size. However, the behavioral study

of these keys requires a normalized Hamming distance,
named D, defined in [2] by:

S (86 mod K) + (G mod K')) mod 2)

D(S,8") = =°

k

(1)
with S and S’ are two binary strings having period suc-
cessively K and K’ not necessary the same and k =
lem(K,K'). This function D allows the estimation of
correlation between binary sequences not necessary with
the same length. Asimi et al [2] found that two binary
strings S and S’ are weakly correlated if D ~ 0.5.

Propriety 1. Let S and S’ be two periodic binary
strings. we say that S and S’ are weakly correlated if
D(S,S") ~0.5.

In Figure 6, even under restricted cases the results are
accumulated in the vicinity of 0.5, which means that the
keys used and associated to the same password are not
correlated. Therefore, knowledge of information on the
key gives no information on the other. This is due to
the uncorrelation of binary signals calculated by the hash
function applied to the fingerprint password concatenated
with a dynamic salt per session.

200 sessions with the same password, and different salts

5 Security Analysis

The evolution of the computer system and the develop-
ment of new technologies, the attacks become increasingly
efficient. For these reasons, Kerberos has known several
modifications to the levels of performance and function-
ality against these attacks. However Kerberos V5, the
current version, with all its amelioration, was discussed
by several security analysis [9, 13, 33, 31], those show its
weaknesses specifically against the dictionary attack only
in the communication phase.

In this section, we evaluate the security of our proto-
col by analyzing the level of influence using addition salt
to the password, and the impact of the Diffie Hellman
principle [7] against different types of attacks. Further,
we discuss the impact of adding dynamic salt per session
to the password in both client side and KDC server side.
In the client side, the addition of a dynamic salt per ses-
sion to the password, and the application of virtualization
function make the authentication process by password un-
breakable. They reduce the chance of password divination
attacks such as brute force and dictionary attacks. In the
other hand, storing the password footprint (dynamic pass-
word disturbed by salt in our case) is stronger than storing
the clear password in KDC database server. This makes
storage of password more reliable in the KDC server side.

5.1 Impact of Salt Upon Password

The majority of the applications users are conscious of
authentication by passwords. It requires the storage of
simple passwords in most cases [20, 26]. In parallel,
other authentication alternatives have been proposed [34].
However, their use is too limited especially in web appli-
cations [32]. The description of Kerberos integrated a
static salt (client address or the domain name) to dis-
rupt the password used for the generation of encryption
keys [12, 13].

This technique does not solve the problem of dictio-
nary attack that represents a real challenge against the
Kerberos authentication techniques [17, 31, 33]. To ad-
dress this type of attack, our approach is based on the
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Table 2: Comparison between our protocol and previous versions of Kerberos

Parameters Previous version of Kerberos Our protocol
Mutual authentication OK OK
Portability OK OK
Use of ticket OK OK
Use of expiration time OK OK
Use of Deffie Helman OK

salt static and per user dynamic and per session
Session key K, = H(pwd) pwv = f(pwd) and K, = H(pwv||salt;)
Based key based on string-to-key function based on S2KexS function
Derived key based on derived key function based on DKexS function
N New authentication number calculated from password

RGSCS regenerator making the use of keys generation
functions more robust, and who’s their different outputs
from a session to another.

As for the registration phase, the impact of salt used
to disrupt the password makes it communication phase
more reliable (registration of password footprint). There-
fore the guess of original password either by listening to
requests exchanged between the client and the KDC or
by brute force is almost impossible.

5.2 Impact of the Diffie Hellman Princi-
ple

The principle of Diffie Hellman solved several types of at-
tacks such as man in the middle [7]. It has undergone
several changes [5, 6, 10] with the development of com-
puters (computing speed, performance processors). The
conjunction of this principle and the dynamic salt per ses-
sion made the parameters used in our protocol more com-
plicated and indefinable. This allows us to create a secure
channel to a more secure password exchange. with this
technology we have reduced the chance that a password
will be guessed from the parameters stored or exchanged
between client and KDC.

5.3 Robustness to the Dictionary Attack

Most password crackers are provided with standard dic-
tionaries [23]. The experience allows that the Kerberos
realm had already the strength of the password, reflect-
ing authentication without sending it [12]. Although, the
description of registration phase is not written in any ref-
erence, and the communication phase is based on a clearly
stored password [18, 25, 28]. Our principle reduces the
probability of finding the password is in the registration
phase and communication phase. It is caused by distur-
bance by adding the dynamic salt per session and appli-
cation virtualization function. Even if a hacker succeeded
in capturing several messages, he will not have the oppor-
tunity to find the password in question by the dictionary
attack.

6 Comparison Between Our Pro-
tocol and Previous Versions

Our protocol, which is a Kerberos V5 improvement, aims
to ensure the confidential exchange between clients, au-
thentication servers and services server. For these reasons
our approach is based on tickets, the Diffie Hellman proto-
col and other functions namely: S2KexS function, DKexS
function [30].

e Diffie Hellman algorithm allows confidential ex-
change of credentials authentication without require-
ment HTTPS.

e S2KexS function calculates a more robust and undev-
inable base key from a dynamic salt and a password
digital print.

e DKexS function calculates three encryption keys
used in the communication phase to ensure the con-
fidentiality and integrity of data exchanged between
clients, servers and services.

However the adding of pseudorandom regenerator,
S2KexS function, DKexS function and Diffie Hellman pro-
tocol makes our protocol more robust. The comparison
between our approach and the traditional Kerberos de-
fined in [25] is described as follows:

7 Conclusion

Several extended authentication protocols have been de-
scribed for strong password authentication [20, 27, 29].
For Kerberos, several solutions have been proposed such
as using the smart card [16] or public keys [17] etc, but
these techniques do not reduce the chance that the pass-
word is guessed and the rest of the protocol becomes
breakable. In this article, we presented a new protocol
based on the principle of Diffie Hellman [7] and the re-
generator of salt RGSCS [2] cryptographically secure and
per session. Our principal objective, however, was to pro-
tect users even with weak passwords. This leads us to use
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these techniques to face the current known attacks by Ker-
beros V5 such as dictionary attack [33]. Our authentica-
tion scheme provides a more reliable model with uncorre-
lated authentication parameters between different clients
in the same realm even if they have identical passwords.
This is proved by the behavioral study who presented an
encouraging results with unpredictable keys even with the
use of a weak password.
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