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Abstract

In today’s communications over Internet Protocol (IP),
Session Initiation Protocol (SIP) is using establish, mod-
ify and terminate the sessions multimedia among partic-
ipants. Authentication is the most security service re-
quired for SIP. Authentication HTTP Digest is the orig-
inal authentication protocol proposed for SIP. However,
this protocol is demonstrated insecure against different at-
tacks. To improve the authentication, a different authen-
tication protocols have being proposed. Very recently,
Jiang et al. demonstrate that Zhang et al.’s scheme can-
not resist to impersonation attack. Then, Jiang et al.
proposed their protocol. However, in this paper we show
that Jiang et al.’s protocol suffer from server spoofing at-
tack. In order to overcome this problem we propose an
improved SIP authentication protocol. The security anal-
ysis shows that the proposed protocol is more secure and
can deal with several attacks.

Keywords: Authentication Protocol; Elliptic Curve Cryp-
tography; Session Initiation Protocol; Smart Card

1 Introduction

Telephony over IP (TolP) is a service that allows transfer-
ring voice communications flow on IP (Internet Protocol).
This is the application that will require the IP infrastruc-
ture as the standard for all types of information or media.
IP telephony is based on open standards. To establish
ToIP communication two types of protocols are required
which are signaling protocol and transport protocol. In
recently decade, Session Initiation Protocol (SIP) is the
most signaling protocol used for establishing, altering and
terminating session multimedia between different users.
Authentication is the most security service required by
SIP. The original SIP authentication protocol is HTTP
Digest Authentication. This protocol was found vulner-

able to deferent attacks. In order to reinforce SIP au-
thentication, a large community has been participated by
proposing the different protocols based on various mech-
anisms. Generally, authentication protocol can be cate-
gorized as Password Authentication protocol [17, 21, 22],
ID-based protocol [7] and Elliptic Curve Cryptography
based protocol [2].

In 2005, Yang et al. [25] demonstrated that the origi-
nal SIP authentication protocol is vulnerable to Off-line
password guessing attack and stolen verifier attack. So,
they based on Diffie-Hellman Key Exchange [3] to propose
their protocol which is secure against Off-line password
guessing attack, server spoofing attack and replay attack.
However, the protocol of Yang et al. requires maintenance
and configuration of the passwords table. In addition, it
based on the discrete logarithm problem which requires
an important computation time cost. Therefore, it is not
suitable for applications with low memory and limited
computing capability. In 2006, Huang et al. [9] proposed
a new protocol based on one-way hash functions. After
comparing the computational complexity of their protocol
with the Yang et al.’s protocol they concluded that their
protocol is the fastest. Moreover, Jo et al. [12] demon-
strated that the protocol of Yang et al. and the protocol
of Huang et al. are both vulnerable to Off-line password
guessing attack.

To overcome this weakness, Durlanik and
Sogukpinar [4] based on the Yang et al.’s protocol
to propose another SIP authentication protocol using
the Elliptic Curve Cryptography Diffie-Hellman (EC-
CDH) [13]. They demonstrated that their protocol
reduces the computation time cost. Because it uses a
small size key but offer the same security offered by
the Diffie-Hellman large key size. However, Yoon et
al. [27, 29] introduced that the protocol of Durlanik and
Sogukpinar cannot resist the stolen verifier attack and
Denning-Sacco attack.In 2008, Wu et al. [23] proposed a
new SIP authentication and key exchange protocol based
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on elliptic curve cryptography (ECC). Wu et al. prove
that their protocol is secure against man-in-the-middle
attack, replay attack, Off-line password guessing attack
and server spoofing attack. Unfortunately, this protocol
is vulnerable to Off-line password guessing attack,
Denning-Sacco attack and stolen verifier attack [26].
In the same year, Tsai [19] proposed an authentication
protocol for SIP based on random nonce. The protocol
uses one-way hash functions, and a bit-wise exclusive-
or(XOR) operation to encrypt and decrypt messages.
As result, the calculation time cost is reduced when it
compared with the existing protocols. For this, it is
desirable for applications with low computing capability.
However, Yoon et al. [28], then Arshad and Ikram [1]
found that Tsai’s protocol is vulnerable to Off-line
password guessing attack, server spoofing attack and
stolen verifier attack. One year later, Yoon and Yoo
[28] proposed a new secure SIP authentication protocol.
They demonstrated that their protocol is secure against
the man-in-the-middle attack, Off-line password guessing
attack, replay attack, modification attack, Denning-Sacco
attack and stolen verifier attack. In addition, it provides
mutual authentication, known key secrecy, session key
secrecy and perfect forward secrecy. However, Liu and
Koenig [14] demonstrated that this protocol is vulnerable
to Off-line password guessing attack and partition attack.
In 2011, Arshad and Ikram [1] demonstrated that Tsai et
al.’s protocol is vulnerable to Off-line password guessing
attack and stolen verifier attack, and it does not provide
key known secrecy and perfect forward secrecy. As
result, Arshad and Ikram presented an authentication
protocol for SIP based on ECC. In 2012, Xie [24] showed
that the protocol of Yoon and Yoo is insecure against
stolen verifier attack and Off-line password guessing
attack. Based on these attacks Xie proposes a new SIP
authentication protocol. Then, he demonstrated that his
protocol is more secure, and it is faster when it compared
with existing protocols. However, Xie’s protocol is shown
vulnerable to Off-line password guessing attack. In
the same year, Tang et al. [18] noted that the protocol
introduced by Arshad and Ikram is not secure against
Off-line password guessing attack. In order to deal with
this problem, they suggested another secure and efficient
SIP authentication protocol based on Elliptic Curve
Discrete Logarithm Problem (ECDLP).

In 2013, Zhang et al. [30] introduced for the first
time smart-card-based protocol and key exchange for SIP.
Then, they demonstrated that their protocol is secured
against different attacks. However, Tu et al. [20], Irshad
et al. [10], Zhang et al. [31], and Jiang et al. [11] demon-
strated that Zhang et al.’s scheme is insecure against im-
personation attacks. To solve the problem Jiang et al. [11]
proposed a new SIP authentication protocol. Then, they
proved that their scheme resist to various attacks. How-
ever, in this paper we demonstrate that Jiang et al.’s pro-
tocol is vulnerable to server spoofing attack. In order to
overcome this weakness, we propose a secure and efficient
SIP authentication protocol using smart card and based
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on elliptic curve cryptography.

The remainder of this paper is organized as follows.
Section 2 delivers general information on the architecture
and the original STP authentication protocol. In Section 3,
we review briefly Jiang et al.’s scheme. A cryptanalysis of
Jiang et al.’s scheme is given in Section 4. In Section 5, we
present our secure and efficient SIP authentication proto-
col. The security analysis and performance comparison
are presented in Sections 6 and 7, respectively. Finally,
section 8 concludes the paper.

2 Preliminaries

Session Initialization Protocol was initiated by the Mul-
tiparty Multimedia Session Control Group (MUSICG) in
RFC 2543 [5]; then it was taken over and maintained by
the SIP Group of the Internet Engineering Task Force
(IETF). The first works are started from 1995, which re-
sulted in a first version of SIP with the publication of RFC
2543 [6] in 1999; then a second version of SIP was pub-
lished in 2002 to correct certain defects of the previous
version.

SIP is a text-based protocol built on the basis of pro-
tocols such as HTTP or SMTP. The exchanges are in
the form of dialogues (peer-to-peer relationships between
agents) that include transactions (request/response). It is
a widely used protocol, mainly for telephony applications
on IP.

2.1 SIP Architecture

The architecture of SIP consists of a proxy server, redirect
server, register server, location server, and User agents.
The role of each component is described as follows.

User Agent Client (UAC): generates SIP requests
before they were sent;

User Agent Server (UAS): generates answers to SIP
requests (accepting, refusing, or redirecting);

User Agent (UA): it can be a SoftPhone (software) or
HardPhone (IP phone). It is able to generate, send
and receive SIP requests. It can act at the same time
as a UAC and UAS;

Registrar Server: handles the registration of SIP ter-
minals. This is a server that accepts SIP REGISTER
requests;

Proxy Server: is a server which is connected to fixed or
mobile terminals (UA). It plays the role of a server
and client;

Redirect Server: is a server that accepts SIP requests,
translates the SIP address of a destination network
IP address and returns them to the client;
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Location Server: The responsibility of the location
server is to maintain information on the current loca-
tion of the user agent. It provides the proxy server,
redirect server, and register server, it allows for them
to look up or register the location of the user agent.

2.2 HTTP Digest Authentication Proto-
col

The authentication of SIP is the most security service
recommended by the IETF in RFC 2617 [16]. If a user
wants to get access into the SIP services, he/she must be
authenticated by server. In addition to needing to know if
a user’s identity is legitimate or not. The user also needs
to know if the server with which it communicates is the
legal server or not.

HTTP Digest Authentication for SIP is based on the
mechanism challenge/response. Before the protocol exe-
cution, the client and the server share the password, the
latter is used to verify the client’s identity. The messages
exchanged between the server and the clients during au-
thentication procedure are illustrated in Figure 1. and
they are described as follows:

Step 1. Client — Server: REQUEST
The client sends a REQUEST to the server;

Step 2. Server — Client: CHALLENGE (nonce, realm)

After receiving REQUEST; the server generates
CHALLENGE that includes a nonce and the client’s
realm. Note that realm is used to verify username
and password. Then the server sends back CHAL-
LENGE to the client;

Step 3. Client — Server: RESPONSE (nonce, realm,
username, response)

After receiving CHALLENGE from the server, the
client computes the response by using received
nonce, username, secret password, and realm. re-
sponse=F (nonce, username, password, realm). Note
that F'(-) is a one-way hash function. Next, the client
sends back the original REQUEST with the com-
puted response, username, nonce and realm;

Step 4. According to username the server extracts the
client’s password. Then, the server verifies wither
nonce is correct or not. If it is correct, the server com-
putes F(nonce, username, password, realm) and uses
it to compare it with the response. If they match,
the server authenticates the identity of the client.

2.3 Elliptic Curve Cryptography

Elliptic curve cryptography (ECC) was introduced by
Neal Koblitz in 1985 [25]. ECC proposed as an alternative
to established public-key systems such as DSA and RSA.
ECC have lately received a lot attention in information
security. The main reason for the attractiveness of ECC is
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Figure 1: HTTP digest authentication

the fact that there is no sub-exponential algorithm known
to solve the discrete logarithm problem on a properly cho-
sen elliptic curve. This means that ECC uses the keys of
small size but offer the same levels of security offered by
the Diffie-Hellman key large size. Some benefits of having
smaller key size include faster computations, and reduc-
tions in processing power, storage space and bandwidth.
This makes ECC ideal for constrained environments such
as cellular phones and smart cards [15].

The elliptic curve is a cubic equation of the form in
Equation (1):

E:y’4ary+by=a+ca’+dx+e (1)

where a, b, c and e are real numbers.

In cryptosystem, the elliptic curve equation is defined
as the form in Equation (2) over a prim finite field (F'),,
where (a,b) € F, and 4a® + 27b? # 0(mod p). Given an
integer k € (Fp)* and a point P € Ey(a,b), the scalar
multiplication kP over E,(a,b) can be computed as in
Equation (3).

Ep(a7 b) : y2 =
kP

x> 4 ax + b(mod p)
(P+PH ...+ P)i times)

(2)
(3)

Definition 1. Given two points P and Q over (E),(a,b),
the elliptic curve discrete logarithm problem (ECDLP) is
to find an integer k € (F,)* such as Q = kP.

Definition 2. Given three points P,sP and kP over
E,(a,b)for s,k € (F,)*, the computational Diffie-Hellman
problem (DHP) is to find the point skP over E,(a,b).

Definition 3. Given two points P and QQ = sP+kP over
E,(a,b) for s,k € (Fp)*, the elliptic curve factorization
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problem (ECFP) is to find two points sP and kP over
E,(a,b).

3 Review of Zhang et al.’s Scheme

In this section we briefly review the Jiang et al.’s [30]
authentication scheme for SIP. The Jiang et al.’s scheme
consists of four phases: the setup phase, the registration
phase, and the authentication phase. The notations used
in this paper are shown in Table 1.

Table 1: Notions and their explanations

Notations | Explanations
U | The remote user
S | The remote server

X — Y:M | X sends a message M to Y
username | The identity of user U
PW | The password of user U
E,(a,b) | An elliptic curve equation

with order n
s | The long-live secret key of server S

P,ub = sP | The long-live public key of server S
SK | A session key
h(-),h1(+),ha(-) | Three secure one-way hash functions
Zy | Multiplication group of Z;
I | The string concatenation operator
E(e) | Symmetric key encryption

under the key s

3.1 System Setup Phase

Step 1. The server selects an elliptic curve equation
E,(a,b) with the order n, and chooses a base point
P over (E),(a,b), where n is a large number for the
security consideration. Then, it chooses a random
number s €g (Z,)* as the secret key and computes
the public key (P)pup = sP;

Step 2. The server selects three one-way hash functions,
h(-) 0,1} = {0,1}F, hy (1) : Gx{0,1}" x{0,1}" —
{0,1}%, ho(+) : Gx G x{0,1}* — {0,1}* where G is a
cyclic addition group generated by P over (E),(a,b);

Step 3. The server publishes {E,(a,b), P, Ppu, h(-),
hi(), ha(-)} and keeps s in secret.

3.2 Registration Phase

In this phase, the user registers on the SIP server through
a secure channel. When a user wants to login into the
remote server, he/she firstly should register to the remote
server.. The details of this phase are as follows.

R1: The user U selects his or her username, pass-
word PW and a random number a €r Z,.
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After that, U computes h(PW|a) and sends
{h(PW||a),username} to the server through a se-
cure channel.

R2: after receiving the registration information, the
server computes R = h(h(PW|a)||username)s' —
1)P and X = h(usernamel|s)P. Then the server
stores R and X into the smart card and issues it to

U.

R3: Upon receiving the card, U stores a in the card.

Then the card contains (R, X, a).

3.3 Authentication Phase

Whenever the user wants to login into the remote server,
he/she performs the following.

Al1: U — S REQUEST (username, V,W) U in-
serts his/her smart card into a card reader and in-
puts his/her username and password PW. Then,
U’s smart card picks a random number b €pr
(Z,)*, and computes V= bR + X and W =
h(h(PW||a)|lusername)Pp,p. Next, the card sends
a request message REQU EST (username, V, W) to
the server.

S — U : CHALLENGE(realm, Auths, S,r) Af-
ter receiving the request message, the server S
computes (X) = h(usernamel||s)P and W' =
s2(V — X'). Then, it checks W = W', if true
it chooses two random integers ¢ €r Z, and
r €r Z,. Then computes S = cP, K =
es(V — X"YP, SK = hy(K|r|username) and
Auths = ho(K||W||r||SK). Next, it sends message
CHALLENGE(realm, Authsg, S,r) to U over a pub-
lic channel.

U — S: RESPONSE(realm, Auth,) Upon receiv-
ing message CHALLENGE(realm, Auths, S,r), U
computes K = bh(h(PW/a)|lusername)S and

SK = hi(K||r|lusername) and verifies if Auths L
ho(K||h(R(PW ||a)||username)bPyys|r||SK).

If so, U computes Auth, = hao(K || h(h(PW ||
a) || username) bP,u || r + 1||SK) and sends
RESPON SE(realm, Auth,,) back to the server over
public channel. Otherwise, it deletes received infor-
mation and the protocol stops.

A2:

A3:

A4: After receiving the RESPONSE message, the server

verifies Auth, = ho(K||W!||r + 1||SK). If the mes-
sage is authenticated, the server sets SK a shared
session key with user U. Otherwise, it deletes re-
ceived information and the protocol stops.

3.4 Password Changing Phase

This phase is similar to the Zhang et al.’s password chang-
ing phase. When the user U wants to update its password,
it needs to agree on a session key with the server via the
authentication phase in advance.
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User U Attacker A
b€gZ,
V=bR+X
W = bh(h(PW||a)|| username)Py,,
REQUEST(username, V, W)
Sy
K'—W

Select randomly r €, Z},
SK' = hy(K' || r|| username)

Authl = ha(K' ||W]|r||SK'
3 A

CHALLENGE(realm Auth.,5" 1}

-
|

K = bh( h(PW||@)||username)s’

SK =hy (K || r|| username)

Authl £ hy (K ||h(h(W||@) | [username) bP,,|I7|[SK ).

The equation will be true because (K=K, SK=5K' and

W= h(h(PW||a}||username)bPy;)

Auth, =Ry (K ||h(R(PW||a)||username)bPy,,|Ir + 11|SK )

RESPONSE(realm Auth,)

[
>

The shared session key is SK

Figure 2: Server spoofing attack on Jiang et al.’s scheme

4 Cryptanalysis of Jiang et al.’s
Scheme

Jiang et al. claimed that their protocols can resist vari-
ous attacks. However, in this section, we will show that
the Server spoofing attack, not as they claimed, is still
effective in Jiang et al.’s protocol.

Let A be an attacker. A can eavesdrops the message
REQUESTusername,V,W transmitted between server S
and user U. A can get server’s public key, because S has
published it with other parameters. Then, A can execute
server spoofing attack. The detail of attack is illustrated
in Figure 2 and is presented as follows.

Step 1. U inputs his username and password PW
after inserting his smart card in card reader.
The card generates randomly a number b €p
Z, and computes V = bR + X and W =
bh(h(PW ||la), username)Ppyp. Then, the card sends
a request message REQUEST (username, V, W)
to S.

Step 2. A eavesdrops message REQUEST (username,
V, W) and get username, V, W. he/she gener-
ates a random number r €g Z,. Next he/she get
server public key, put its value in S’(S" < Ppyup)
and put value of W in K'(K’ <~ W). Then he/she
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computes SK’ = hy(K'||rllusername) and Auth!, =
ho(K'||W||r||]SK"). Next, A sends message CHAL-
LENGE(realm, Auth’, S’ ,r) to U.

Step 3. Upon  receiving message CHALLENGE
(realm,  Awth!,S’,r), U computes K =
bh(h(PW || a) | wusername)S’ and SK

(=1l

hi(K || r || username) and verifies if Auth/
ho(K||h(R(PW |a)||username)bPyy||r||SK).  The
user will find true because:
K = bh(h(PW]a)|username)S’
= bh(h(PW|a)||lusername)Pyyp
W
K‘/

hi(K||r||username)

SK =
hy (K'||r||username)
= SK’
W = bh(h(PW]|a)|username)Pypys
= h(h(PW||a)|lusername)bPyys.

Then user U authenticates attacker A and sends to
him RESPONSE thinking that he/she communicate
with a legal server S.

According to previous analysis, the adversary can eas-
ily impersonate identity of server at any time. The user
U does not know whether the one he contacts is that the
valid server or not. So the adversary can impersonate the
server successfully. Therefore, Jiang et al.’s protocol is
vulnerable to the server spoofing attack.

5 Our Proposed Protocol

In this section, in order to overcome weakness in Jiang
et al.s protocol, we propose an improved and efficient
authentication and key agreement protocol for SIP. Our
protocol consists of four phases, which are system setup
phase, registration phase, authentication and key agree-
ment phase, and password changing phase. These phases
are described as follows.

5.1 System Setup Phase

In this section, the server selects an elliptic curve equation
E,(a,b), over a finite field Fy, an additive group G of
order p and P a base point generator with order n over
equation Ep(a,b), n is a large prime of height entropy.
Then, the server picks a random integer s €r Z as its
secrete key, and computes its public key P, = sP. Next,
the server chooses three one-way hash functions h(-), hq(+)
and ho(-). Finally, the server publishes all parameters
except its private key, which it is saved secretly.

5.2 Registration Phase

When user wants to register in server and become a legal
user, he has to perform the following steps.
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R1: The user U selects his or her username, pass-
word PW and a random number a €r Z.
After that, U computes h(PW]|a) and sends
{h(PW||a), username} to the server over a secure
channel.

R2: after receiving the registration information, the
server computes R = h(h(PW]||a)|username)s—! P
and X = h(username||s)P. Then, the server stores

R and X into the smart card and issues it to U.

R3: Upon receiving the card, U stores a in the card.

Therefore, user card contains (R,X,a).

5.3 Authentication and Key Agreement
Phase

As illustrated in Figure 3, whenever a legal user U wishes
to log into the server, he/she have to inserts his/her smart
card in card reader and inputs his/her username and pass-
word PW. Next, the following steps will be executed be-
tween server S and user U.

Auth 1: U — S:REQUEST (username, V, W)

After inserting the smart card in card reader and in-
putting the username and password; the smart card
of user U chooses a random b €r Z,, and com-
putes V = bR+ X, Y = bh(h(PW||a), username)
and W = Y P,,;, then, he/she sends a request mes-
sage REQU EST (username, V, W) to the server over
a public channel.

Auth 2: S - U: CHALLENGE((realm, Auths, S,r)

When server S gets the request message, it com-
putes X’ = h(usernamel|s)P and W' = s*(V — X').
Then, it verifies W Zw.oI true, U is authen-
ticated and the server S picks randomly two in-
tegers ¢,r €r Z;. Then, it computes S = cP,
K =¢s(V—-X'), SK = hi(K|r|lusername|| X’) and
Auths = ho(K||W/|r||SK||X’). Next, it sends mes-
sage CHALLENGE((realm, Auths, S,7) to U over a
public channel.

Auth 3: U —» S:RESPONSE(realm, Auth,,

Once the user U receives the CHAL-
LENGE message, it calculates K = YS and
SK = hi(K|r|lusername|X).  Then, checks

ho(K||W||r||SK||X) if is true, the server is au-
thenticated. Then, user U computes Auth, as
following Auth, = ho(K||W|r + 1||SK]|X) and
sends RESPONSE(realm, Auth,) back to the
server over public channel. Otherwise, it stops
the protocol and deletes received and calculated
parameters.

Auth 4: After receiving the RESPONSE message, the
server computes ho(K||W'||r + 1||SK||X’) and ver-
ifies that it equal to received Auth,. If successful,
the server sets SK a shared session key with user U.

875

Otherwise, it stops the protocol and deletes received
and calculated parameters

5.4 Password Changing Phase

This phase is similar to Zhang et al.s password changing
phase. When the user U wants to update its password,
it needs to agree on a session key with the server via the
authentication phase in advance. The details of this phase
are described as following.

Pass 1. U — S: (username, e, New,,)

The wuser U chooses its new password PW*
and two random integers a*, e €r Zj
and computes h(PW*|la*) and tagy =
h(usernamel|e||h(PW*||a*)), it then uses SK
to encrypt the mnew parameters: New, =
Egs(usernamel|e||h(PW*||a*)||tagy,)- Next, it

sends message(username, e, New,,) to server.

Pass 2. S — U: (News)

Upon receiving the information, the server decrypts
the message and then checks the validity of the au-
thentication tag, L h(usernamel|le||h(PW*||a*)). If
it is valid, the server computes the new secret in-
formation R* = h(h(PW*|a*)||username)s= P and
tags = h(usernamelle + 1||R*). Then, it sends en-
cryption information News; = FExg(R*|tags) to the
user U.

Pass 3. The user U decrypts received message and veri-

fies the validity of tags < h(username|e + 1||R*). If
it is valid, the user U stores R* and a* in its smart
card.

6 Security Analysis

In this section we will prove that our protocol provide
mutual authentication and session key secrecy. Moreover,
we will show that its secure against several attacks espe-
cially server spoofing attack, user impersonation attack,
Denning-Sacco attack, replay attack, stolen verifier at-
tack, offline password guessing attack, and man-in-the-
middle attack.

6.1 Mutual Authentication

Mutual authentication means that both the user and
server are authenticated to each other within the same
protocol. In the proposed scheme the server can authen-
ticate user after receiving REQUEST by checking W, and
after receiving RESPONSE by checking Auth,. Upon re-
ceiving message CHALLENGE user can authenticate the
server by testing validity of Auths. Consequently, the
proposed protocol provides mutual authentication.
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User U Server S
b€y Z,'
V=BR+X
Y = bh(h(PW||a)|| username)
W =YP,,,;
REQUEST(username, vV, W)
X" = h{username||s)P
W =s(V—-X) W LW,
If equation holds, c €5 Z} , r €5 Z)
S=ePK=cs(V=-X')
SK = hy(K || r|| username||X")
Auth, = hy(K ||W/|r||SK||X")
CHALLENGE(realm Auth,,5,7)
K=YS

SK =hy (K || || username||X)

Auth, = hy (K ||W|lr||SK |1X).

If equation holds,

Auth, = hy (K ||W]lr+ 1]|SK |1X)
RESPONSE(realm Auth,)

.
-

ChectAuth, = Ra(K||W'||r+ 1]|SK1X0)
Figure 3: Authentication phase of our proposed scheme

6.2 Session Key Secrecy

Session key security means that at the end of the key ex-
change anyone cannot know the session key excepting the
legal communication parties (the user and the server).
In the proposed scheme the session key is computed
in this way SK = hy(K|r|lusername X) where X' =
h(username||s)P and K = bh(h(PW/|a)|lusername)S.
Since, PW, a and s are secret the session key cannot cal-
culate by anyone except the server and the client. There-
fore, our proposed protocol provides session key secrecy.

6.3 Server Spoofing Attack

The proposed scheme can resist against server spoofing
attack. Assume that attacker Alice wants to imperson-
ate the server and spoof user U, Alice has to computes
Auths = hao(K||W'||r|| S| K| X”). However, Alice does not
have any information about a server secret key s. Then,
she cannot compute K,SK and X’. Therefore, Alice can-
not forge a valid CHALLENGE message.

6.4 User Impersonation Attack

Assume that attacker Alice wishes to connect to the server
as legitimate user U. Alice has to prove its validity by
forging two messages REQU EST (username,V, W) and
RESPONSE(realm, Auth,). While Alice need to know
some secret information PW,a and X. Therefore, Alice is
not capable to send the two validate messages. As result,
our scheme can resist user impersonation attack.
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6.5 Denning-Sacco Attack

The Denning-Sacco attack is when User or Server com-
promises an old session key and an attacker tries to find
a long-term private key (e.g. user password or server pri-
vate key) or other session keys.

In our scheme, the session key is calculated in
this way SK = hi(K|r|username||X) or SK =
hi(K||r|lusername||X"). If an attacker obtains a ses-
sion key, he will have to break the one-way hash func-
tion to get K,r and X or X. Then he have to know
a secrete a and face the ECDLP if he want to guess

password (PW') and verify the validity of Auth/ <
ho(K||h(R(PW||a)||username)bPyys||r||SK||X). So, the
proposed scheme is secure against Denning Sacco attack.

6.6 Replay Attack

A replay attack is applied when an adversary reuse the
information obtained in a protocol, trying to imper-
sonate or deceive another legitimate participant. The
following explain why the proposed protocol can re-
sist to this attack. = The adversary Alice may in-
tercept the messages REQU EST (username,V, W) and
RESPON SE(realm, Auth,) from the User U and try
to impersonate a legitimate user. However, she can-
not calculate V, W and Auth, since she don’t know
server secret key. Alice has to face the ECDLP, if she
wants get the correct one by guessing the secret key
s from V or W. after replaying REQUEST or RE-
SPONSE the server will detect the attack via compar-
ing if W = s2(V — X') or Authy, = ho(K||W'||r +
1/|SK||X"). Now, Suppose that Alive intercepts the mes-
sage CHALLENGE(realm, Auths, S,r) and try to re-
plays it to impersonate the legal server. In order, to
be authenticated by the user, Alice have to computes
the value of ho(K||W||r||SK]||X) using secret PW, X a,
K =YS and SK = hy(K|r||lusername|| X). Since Al-
ice don’t have information about secret parameters she
cannot computes a valid Auth,. As result the proposed
protocol withstand replay attack.

6.7 Stolen Verifier Attack

The stolen verifier attack means that an adversary steals
the secret information from the server, like user’s pass-
word. Then, the adversary uses it directly to masquerade
as a legitimate user in a user authentication connection.

In the proposed scheme, any user’s secret is stored in
server database, so the attackers cannot obtain the user’s
secret information from server. Therefore, our proposed
protocol is secure against stolen verifier attack.

6.8 Offline Password Guessing Attack

Password guessing attacks means that when an attacker
interposes the communication between user and server
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then he can guess the correct secret password by repeat-
edly guessing possible passwords and verifying the cor-
rectness of the guesses.

Suppose an attacker records all messages (REQUEST,
CHALLENGE and RESPONSE) transmitted between
user and server, then extract username, V, W, realm,
Authg, S, r and Auth,, and tries to guess the pass-
word PW?* and verifies its correctness.  Since the
attacker does not know any information about wval-
ues of s, a and b he cant compute K, X, SK and
h(h(PW ||a)||lusername)bPpy,,. Then, he cant verify the
calculated V', W, Auth, or Auth,,.

If attacker steals user card he can get R, a and X, he
must to know s to checks h(h(PW*||a)||username)s—*P.
However, he will face ECDLP to extract s from X =
h(username||s)P. Therefore, our proposed scheme is safe
against password guessing attack.

6.9 Man-in-the-Middle Attack

Man-in-the-middle attacks means that the attacker makes
independent connections with the victims and relays mes-
sages between them, making them believe that they are
talking directly to each other over a private connection.
However, the entire conversation is controlled by the at-
tacker.

In our protocol all messages are authenticated by server
or user, to know their origin. In addition, at the end of
authentication, the session key is shared between user and
server, so the following messages will be encrypt using
session key. To replay these messages, an attacker needs
to know a session key. But, he cannot calculate it since he
does not know s, a, X, PW and b. As result, our protocol
is secure against Man-in-the-middle attack.

7 Performance Comparison

In this section, the performance of our proposed authenti-
cation and key agreement schemes is compared with other
related authentication protocols. In this comparison a
very lightweight operations like string concatenation op-
eration, Exclusive-OR operation are not examined, be-
cause there computation cost is negligible. The notations
used are illustrated as follows.

e Tj,: Computational cost of one-way hash operation.

e T,,: Computational cost of elliptic curve point mul-
tiplication.

e T,,: Computational cost of elliptic curve point addi-
tion.

e T;,,: Computational cost of modular inversion.
e Tris: Computational cost of symmetric encryption.

e Thi,s: Computational cost of symmetric decryption.
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In the registration phase of our protocol the user uses
one hash function and the server computes 27}, + 27}, +
1T, When the user need to be authenticated by server,
it calculates 5T}, + 3T}, + 1T}, and the server computes
4Ty, + 4T, + 1T),. In the password changing phase the
user computes 37y, + 1Trxs + 1Tpks and the server com-
putes 31} + 1Tpm + 1T + 1 Teprs + 1ThKs.

In Table 2, we have illustrated the security performance
of related schemes, as we can show ours protocol is se-
cure against stolen verifier attack, Denning-Sacco attack,
off-line password guessing attack, replay attack, man in
the middle attack, server spoofing attack, insider attack,
impersonation attack and denial of service attack. But,
the Jiang et al. protocol is not secured against Server
Spoofing attack and suffer from impersonation attack,
and don’t provide security against man-in-the middle at-
tack and Denning Sacco attack. So, we can say that our
protocol is more secured if it is compared with Jiang et
al.’s scheme.

According to Table 3, we can observe that our protocol
reduce the number of T}, from 4 to 3 in the authentica-
tion phase, if it’s comparede with the same phase of Jiang
et al. protocol. Hence, we can say that authentication
phase of our protocol is faster than the same phase of
Jiang et al.’s protocol. So, our protocol is more efficient
than Jiang et al.’s protocol.

Table 2: Security comparison

Attacks Zhang | Tu | Jiang | Lin et | Ours
et al. | et al. | et al. | al. [§]
Stolen
Verifier Yes Yes Yes Yes Yes
Denning
Sacco Yes - - - Yes
Password
Guessing Yes Yes Yes Yes Yes
replay Yes Yes Yes Yes Yes
Man in
the Middle Yes No - - Yes
Server
Spoofing - No No Yes Yes
Impersonation No No No Yes Yes
Mutual
Authentication Yes Yes Yes Yes Yes
Session
Key Secrecy Yes - Yes Yes Yes

8 Conclusion

In this article, we demonstrated that the protocol pro-
posed by Jiang et al. cannot withstand server spoofing
attacks. In order to overcome this weakness we proposed
an efficient and secure SIP authentication scheme. By
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Table 3: Computational comparisons between our protocol and related protocols
Phases Entities Zhang et al. Tu et al. Jiang et al. Lin et al. Ours
User 1Th 1Th 1Th 1Th 1Th
Registration
Phase Server 1T, + 1Tpm 2T + 2Tpm 2T + 2T pm
+1T;nv 1Ty + 1Tpm +1T;nv 2Ty + 1Tgks +1T 00
User 6T + 4T pm 5Th + 4Tpm ATpm 6Th + 3Tpm+ 5Th + 3Tpm
Authentication F1Tpa F1Tpa 1Texs + 1Toxs +1T)a
Phase Server 4Ty + 4T pm 4Ty, + 4T pm 5Th + 3Tpm ATy + 4Tpm
+1Tpa 5Th + 3Tpm +1Tpa +2TEKs + 2T DK s +1Tpa
User 3T, + 1Teks 3T, + 1Teks 6Th + 3Tpm 3Th + 1Tk
Password +1Tpks +1Tpks — +1TEks + 11Dk +1Tp ks
Changing Phase Server 3Th + 1Tpm 3Th + 1Tpm — 5T + 3T pm~+ 3Ty + 1Tpm+
+1Tegxs + 1Tprs | +1TEKs + 1TDKS 2Texs + 2TDKs 1Ters + 1TDKs
+1T im0 +1T %m0
18T, + 10T pm+ 18T) + 9Tpm+ | 12Th + 10Tpm | 25T + 12Tpm 18T}, + 10Tpm
Total 2Tpa + 2Tno 1Tpa + 2TEKs +2Tpa + 1T +7TeKks +6TDKs +2Tpa + 2Tnw
+2TeKks + 2TDK s +2TpKs +2TeKrs +2TDK s

analyzing our scheme, we show that it is secure against
various attacks and can provide many security services.
Then, we conclude that our proposed protocol is suitable
for Telephony over IP applications
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