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Abstract
Remote user authentication scheme is one of the most convenient authentication schemes to deal with secret data
over public communication channel. In order to satisfy
the security requirements, the smart card has become an
essential device, one that is widely used. This is because its low computational cost and expedient portability. Recently, Liu et al. pointed out some security
weaknesses in Li et al.’s scheme, such as man-in-the middle attack and insider attack. They hence claimed that
their scheme is more secure and practical remote user authentication scheme. However, we find that Liu et al.’s
scheme is still insecure against outsider attack and offline password guessing attack. To overcome these security vulnerabilities, we propose a new authentication
and key agreement scheme using smart card. In addition,
we demonstrate that proposed authentication scheme has
strong resistance to the various attacks. Finally, we compare the performance and functionality of the proposed
scheme with other related schemes.
Keywords: Authentication; Biometrics; Elliptic Curve
Cryptosystem; Smart Card

1

Introduction

Since Lamport [14] proposed the first password-based authentication scheme over insecure communication in 1981,
password-based authentication schemes [1, 9, 10, 22, 25]
have been extensively investigated. However, a main
problem of password-based remote user authentication
scheme is that a server must maintain a password table for
verifying the legitimacy of a remote user. Therefore, the
server requires additional memory space for storing the
password table for verifying user identity. Furthermore,
password is generally simple and can be easily broken or
forgotten. For this reason, many researchers has proposed
a new remote user authentication scheme by using bio-

logical characteristics of persons such as fingerprint, iris
and so on. The main property of using biometric is its
uniqueness. In the view of the fact that many remote
user authentication schemes using biological characteristics [3, 16, 19, 20] have been proposed. In 2009, Xu et
al. [21] proposed a novel user authentication and claimed
that their scheme is secure against various attacks. However, Song [23] and Sood et al. [24] found that Xu et al.’s
scheme has some weaknesses, and Sood et al. proposed an
improved schemes. Subsequently, Chen et al. [2] pointed
out that there are vulnerabilities on Song and Sood et
al.’s schemes. Chen et al. then presented an enhanced
version to solve the weaknesses. Recently, Li et al. [15]
claimed that Chen et al.’s scheme is still insecure and
proposed a modified smart card based remote user password authentication scheme. Unfortunately, Liu et al. [17]
found that there are weaknesses in Li et al.’s scheme, such
as the man-in-the-middle attack and insider attack, and
proposed a novel scheme to defend against these security
weaknesses. However, we found that Liu et al.’s scheme
is still insecure against the outsider attack and off-line
password guessing attack.
In this paper, we find that the security weaknesses of
the two-factor authentication scheme by Liu et al. After
careful analysis, we demonstrated their scheme does not
actually resist off-line password guessing and user impersonation attacks. To overcome these security vulnerabilities, we propose a new biometrics-based authentication
and key agreement scheme using smart card. In addition,
we demonstrate that the proposed authentication scheme
has strong resistance to various attacks, and compare the
performance and functionality with other related schemes.
The rest of this paper is organized as follows. In
Section 2, we briefly introduce some cryptographic definitions. In Section 3, we briefly review Liu et al.’s
smart card-based password authentication scheme, and
Section 4 analyzes its weaknesses. In Section 5, we propose new authentication scheme. Section 6 and 7 gives security and performance analysis of the proposed scheme.

International Journal of Network Security, Vol.19, No.6, PP.1053-1061, Nov. 2017 (DOI: 10.6633/IJNS.201711.19(6).22) 1054

Finally, we present the conclusion in Section 8.

2

• Rep(BIO∗ , P ) = R if BIO∗ is reasonable close to
BIO.

Preliminaries

The function Gen is a probabilistic generation procedure, which on biometric input BIO outputs an “exIn this section, we briefly introduce the Elliptic curve tracted” string R ∈ {0, 1}l and an auxiliary string P ∈ {0,
cryptosystem, threat assumptions and fuzzy-extractor.
1}∗ and the function Rep is a deterministic reproduction
procedure, which allows to recover R from the corresponding auxiliary string P and any vector BIO∗ close to BIO.
2.1 Elliptic Curve Cryptosystem
The detailed information about fuzzy extractor can be
The elliptic curve cryptosystem (ECC) was first pro- founded in literature [6].
posed by Koblitz [11] and Miller [18] to design public
key cryptosystem, and presently it is widely used in
several cryptographic schemes to provide desired level 3
Review of Liu et al.’s Scheme
of security and performance [13]. For example, 160-bit
ECC and 1024-bit RSA have the same security level in In this section, we demonstrate Liu et al.’s smart cardpractice [8]. An elliptic curve EK defined over a field K based password authentication scheme [17] before demonof the characteristic 6= 2 or 3 is the set of solutions (x, y) strating its weaknesses. Their scheme is an improvement
∈ K 2 to the equation:
of Li et al.’s scheme [15]. The notations used in Liu et
al.’s scheme are listed in Table 1. Their scheme involves
two entities, i.e., the user Ui and the server S, to communicate with each other to perform the following four
Cryptosystems based on GF(q)∗ can be translated to phases: (1) The registration phase; (2) the login phase;
systems using the group E, where E is an elliptic curve (3) the authentication phase; and (4) the password change
defined over GF(q). The point multiplications kP = (P + phase.
P + ... + P , k times) that means k times addition of point
P . Given an elliptic curve E defined over GF(q) and two
points P , Q ∈ E, find an integer x such that Q = xP if
Table 1: The notations used in Liu et al.’s scheme
such x exists. This problem proved to be more intractable
than the typically discrete logarithm problem. The details
Term
Description
of the ECC definitions can be found in [11].
Ui
The ith user
y 2 = x3 + ax + b,

2.2

a, b ∈ K, 4a3 +27b2 6= 0.

Threat Assumptions

We introduce the Dolev-Yao threat model [7] and consider
the risk of side-channel attack [12] to construct the threat
assumptions which are described as follows:.
1) An adversary A can be either a user or a server. A
registered user can act as an adversary.

IDi , P Wi

The identity and password of the user i

S

The server

x

The naster secret key stored in the S

Ti

The timestamp of the Ui

Ti0

The time of receiving the login request
message

2) An adversary A can eavesdrop every communication
in public channels. He/she can capture any message
exchanged between user and server.

Ts

The timestamp of the server S

Ts0

The time of receiving the mutual authen-

3) An adversary A has the ability to alter, delete or
reroute the captured message.

h(·)

A secure hash function

⊕

Exclusive-or operation

4) Information can be extracted from the smart card by
examining the power consumption of the card.

k

Concatenation operation

sk

The shared session key

2.3

tication message

Fuzzy Extractor

We describe the basis of a biometric-based fuzzy extractor, which converts biometric information data into a ran- 3.1 Registration Phase
dom value. Based on Refs. [4, 5, 26], the fuzzy extractor is
given by two procedures (Gen, Rep). The fuzzy extractor At the beginning of the proposed scheme, the server S
selects the master secret key x and a collision-free oneconsists of two procedures (Gen, Rep).
way hash function h(·). The user Ui then registers to the
server S by the way below:
• Gen(BIO) → hR, P i .
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S1. The user Ui first selects his/her identity IDi , password P Wi and a random number r, and then
computes h(r||P Wi ). The Ui then submits {IDi ,
h(r||P Wi )} to the server S for registration over a
secure channel.

S2. The server S then computes the following parameters:

S2. The server S computes the following parameters:
Ai

=

h(IDi ⊕ x)||h(x),

Bi

=

Ai ⊕ h(r||P Wi ),

Ci

=

h(Ai ||IDi ||h(r||P Wi )).

S3. The server S stores the data {Bi , Ci , h(·)} on a new
smart card and issues the smart card to the user Ui
over a secure channel.

= h(IDi ⊕ x)||h(x),

α0

= Ei ⊕ A0i ⊕ Ti ,

Di0

= h(IDi ⊕ α0 ).

Then, the server S checks whether Di0 is equal to the
received Di . If this holds, the server S confirms that
the user Ui is valid and the login request is accepted;
otherwise, the login request is rejected.
S3. The server S randomly generates a number β, and
computes the following parameters:

S4. The user Ui stores the random number r into the
smart card.

3.2

A0i

Fi

=

h(IDi ⊕ β),

Gi

=

A0i ⊕ β ⊕ Ts ,

where Ts is the current timestamp of the server S.

Login Phase

This phase is invoked whenever the user Ui wants to login to the server S. These steps of the login phase are
conducted as follows:
S1. The user Ui inserts his/her smart card into a card
reader, and inputs his/her identity IDi and password
P Wi .
S2. The smart card first computes two parameters: A0i =
Bi ⊕ h(r||P Wi ) and Ci0 = h(A0i ||IDi ||h(r||P Wi )).
Then, the smart card checks whether Ci0 is equal to
the stored Ci . If this holds, the smart card continues
to perform the next step; otherwise, the smart card
terminates this session.
S3. The smart card randomly generates a number α, and
computes the following parameters:
Di

= h(IDi ⊕ α),

Ei

= A0i ⊕ α ⊕ Ti ,

S4. The server S sends the mutual authentication message {Fi , Gi , Ts } to the user Ui .
S5. Upon receiving the message {Fi , Gi , Ts } from the
S, the user Ui checks the validity of the Ts . If
Ts0 − Ts ≤ 4T , where Ts0 is the time of receiving the
mutual authentication message, the user Ui continues
to perform Step 6; otherwise, the user Ui terminates
this connection.
S6. The user Ui computes β 0 = Gi ⊕ A0i ⊕ Ts and Fi0 =
h(IDi ⊕ β 0 ), then checks whether Fi0 equals to the
received Fi . If they are equal, the validity of the
server S is authenticated; otherwise, the session is
terminated.
S7. The user Ui and the server S construct a shared session key sk = h(α0 ||β||h(Ai ⊕ IDi )) to ensure the
secret communication.

where Ti is the current timestamp of the user Ui .
S4. The smart card sends the login request message {IDi ,
Di , Ei , Ti } to the server S.

3.3

Authentication Phase

After completing this phase, the user Ui and the server
S can mutually authenticate each other and establish a
shared session key for the subsequent secret communication. These steps of the authentication phase are shown
as follows:
S1. The server S verifies whether IDi is valid and Ti0 −
Ti ≤ 4T , where Ti0 is the time of receiving the login
request message and 4T is a valid time threshold. If
both conditions are true, the server S continues to
execute Step 2; otherwise, the server S rejects the
login request.

3.4

Password Change Phase

S1. The user Ui inserts his/her smart card into a card
reader, enters his/her old identity IDi and password
P Wi , and requests to change the password.
S2. The smart card computes A∗i = Bi ⊕ h(r||P Wi )
and Ci∗ = h(A∗i ||IDi ||h(r||P Wi )), and then checks
whether Ci∗ is equal to Ci that is stored in the smart
card. If the equation holds, the user Ui submits the
new password P Winew ; otherwise, the smart card rejects the password change request.
S3. The smart card computes Binew = A∗i ⊕h(r||P Winew )
and Cinew = h(A∗i ||IDi ||h(r||P Winew )). Then, the
smart card replaces Bi andCi with Binew and Cinew ,
respectively.
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4

Security Analysis of Liu et al.’s 4.4 Not Support Perfect Forward Secrecy
Scheme
Liu et al. claimed that even if an adversary obtained

Liu et al. claimed that their scheme could resist the various attacks. However, we find that their scheme is still
insecure against the outsider and off-line password guessing attacks. The following attacks are based on the threat
assumptions that a malicious adversary A was completely
monitored through the communication channel connecting the Ui and S in the login and authentication phases,
and obtained the information saved in their own smart
card [7]. Thus, the A can eavesdrop, modify, insert, or
delete any message transmitted via a public channel [14].
We now reveal the details of these problems.

the server S’s master secret key x, he/she cannot derive
the previous session key sk because α and β are encrypted
into the ciphertext Di and Fi , respectively. Therefore, the
A cannot obtain α and β. However, if the A obtain the
server S’s master secret key x, then he/she can easily obtain α and β. Suppose that an adversary A intercepts the
communication messages {IDi , Di , Ei , Ti , Fi , Gi , Ts }.
The A can then compute α = Ei ⊕ (h(IDi ⊕ x)||h(x)) ⊕ Ti
and β = Gi ⊕ (h(IDi ⊕ x)||h(x)) ⊕ Ts .

5
4.1

Outsider Attack

The outsider is the person who has registered with the
server S, not the person who is not the user of the system. In the registration phase, the server S stores {Bi ,
Ci , h(·)} on a smart card, and submits them to the user
Ui . After receiving the smart card, the Ui stores the random number r into the smart card. Let A be an active
adversary who is a legal user and owns a smart card to
extract information {BA , CA , rA , h(·)}. The A then can
easily obtain h(x) which is the same for each legal user
belonging to the S.
h(IDA ⊕ x)||h(x) = BA ⊕ h(rA ||P WA ).

The Proposed Scheme

In this section, we propose a new biometric-based password authentication scheme using smart card. In the proposed scheme, there are also two participants, the user
Ui and the server S. The proposed scheme consists of
four phases: registration, login, authentication, password
changing phase. For convenience, some notations used in
the proposed scheme are described in Table 2.

Table 2: The notations used in the proposed scheme
Term

Description

Ui

The ith user

IDi , P Wi

4.2

Off-line Password Guessing Attack

Suppose that an adversary A intercepts the communication messages {IDi , Di , Ei , Ti , Fi , Gi , Ts } between the
user Ui and the S, and steals the smart card of the Ui
after login and authentication phase. The A then can
extract the data {Bi , Ci , r, h(·)}, and now perform an
off-line password guessing to obtain the current password
of the user Ui .
P Wi∗ ,

S1. The A selects a random password
calculates
h(IDi ⊕ Ei ⊕ Bi ⊕ h(r||P Wi∗ ) ⊕ Ti ), and compares
it with Di . If this holds, the adversary A infers that
P Wi∗ is the user Ui ’s password; otherwise, the A selects another password nominee, and performs the
same processes, until he/she locates the valid password.

The identity and password of the user i

S

The server

x

The master secret key stored in the S

P

The base point of the elliptic curve E

rP

The point multiplication defined as
rP = P + P + · · · + P
|
{z
}
r times

Ti

The timestamp of the user Ui

Ti0

The time of receiving the login request
message

Ts

The timestamp of the S

Ts0

The time of receiving the mutual authentication message

R i , Pi

The Ui ’s nearly random binary string and
auxiliary binary string

4.3

Not Support User Anonymity

Suppose an adversary A intercepts the communication
messages {IDi , Di , Ei , Ti , Fi , Gi , Ts }, and then he/she
can easily obtain the identity IDi of the user Ui . We
therefore concluded that Liu et al.’s scheme cannot provide user anonymity.

h(·)

A collision-resistant hash function

⊕

Exclusive-or operation

k

Concatenation operation

sk

The shared session key
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5.1

Registration Phase

S4. The smart card sends the login request message
{AIDi , Di , Ei , Fi , Ti } to the server S.

At the beginning of the proposed scheme, the server S selects the master secret key x, the base point P of the elliptic curve E and a collision-resistant one-way hash function 5.3 Authentication Phase
h(·). Then, the user Ui registers to the server S by the
Upon completing this phase, the user Ui and the server
way below:
S can mutually authenticate each other and establish a
S1. The Ui imprints the personal biometric information shared session key for the subsequent secret communicaBIOi at the sensor. The sensor then scans the tion. These steps of the authentication phase are shown
BIOi , extracts (Ri , Pi ) from Gen(BIOi ) → (Ri , Pi ), as follows:
and stores Pi in the memory. Next, the Ui selects
server S verifies whether Ti0 − Ti ≤ 4T , where
the identity IDi and password P Wi , and computes S1. The
0
Ti is the time of receiving the login request message
RP Wi = h(P Wi ||Ri ). Lastly, the Ui sends the regisand 4T is a valid time threshold. If both conditions
tration request message {IDi , RP Wi } to the S over
are true, the server S continues to execute Step 2;
a secure channel.
otherwise, the server S rejects the login request.
S2. After receiving the registration request message from
the Ui , the server S verifies whether IDi is valid, and S2. The server S computes the following parameters:
computes the following parameters:
A0i = Di ⊕ x ⊕ h(x),
Ai = h(IDi ⊕ x),
ID0 = AIDi ⊕ h(A0 ),
i

Bi

= h(Ai ) ⊕ RP Wi ,

Ci

= h(IDi ||RP Wi ),

Di

= x ⊕ Ai ⊕ h(x).

S3. The server S stores the data {Bi , Ci , Di , h(·), P } on
a new smart card and issues the smart card to the
user Ui over a secure channel.
S4. The user Ui stores the random string Pi into the
smart card.

5.2

Fi0

The server S then compares whether Fi0 is equals Fi .
If this holds, the server S confirms that the user Ui
is valid and the login request is accepted; otherwise,
the server S rejects the login request.
S3. Next, the server S randomly generates a number β
and computes the following parameters:

Login Phase

This phase is invoked whenever the user Ui wants to login
to the server S. The steps of this phase are conducted as
follows.
S1. The Ui inserts his/her smart card into the card reader
and enters the identity IDi and password P Wi , and
imprints the biometrics BIOi∗ at the sensor. The
sensor then sketches BIOi∗ and recovers Ri from
Rep(BIOi∗ , Pi ) → Ri .
S2. The smart card first computes two parameters:
RP Wi = h(P Wi ||Ri ) and Ci0 = h(IDi ||RP Wi ). The
smart card then examines whether Ci0 is equal to the
stored Ci . If this holds, the smart card continues to
perform Step 3; otherwise, the smart card terminates
this session.
S3. The smart card randomly generates a number α and
ni , and computes the following parameters:
Bi ⊕ RP Wi ,

h(Ai )

=

AIDi

= IDi ⊕ h(Ai ),

Ei

= αP,

Fi

= h(IDi ||h(Ai )||Ei ||Ti ),

where Ti is the current timestamp of the user Ui .

i

= h(IDi0 ||h(A0i )||Ei ||Ti ).

Fi

= βP,

Gi

= h(IDi0 ||h(A0i )||Fi ||Ts ),

where Ts is the current timestamp of the server S.
S4. The server S sends the mutual authentication message {Fi , Gi , Ts } to the user Ui .
S5. Upon receiving the message {Fi , Gi , Ts } from the
S, the user Ui checks the validity of the Ts . If
Ts0 − Ts ≤ 4T , where Ts0 is the time of receiving the
mutual authentication message, the user Ui continues
to perform Step 6; otherwise, the user Ui terminates
this connection.
S6. The user Ui computes G0i = h(IDi ||h(Ai )||Fi ||Ts ),
then checks whether G0i is equal to the received Gi .
If this holds, the validity of the server S is authenticated; otherwise, the session is terminated.
S7. Finally, the user Ui and the server S construct a
shared session key sk = αβP to ensure the secret
communication.

5.4

Password Change Phase

During the password change phase, Ui updates the password without any assistance from server Sj . This phase
consists of the following steps:
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S1. The Ui enters the identity IDi and password P Wi , 6.3 Resisting User Impersonation Attack
and imprints the biometrics BIOi∗ at the sensor.
The sensor then scans BIOi∗ , and recovers Ri from Suppose an adversary A intercepts all of the message {Di ,
Ei , Fi , Ti , Fi , Gi , Ts } transmitted in public channel beRep(BIOi∗ , Pi ) → Ri .
tween the Ui and S, and steals the smart card of the
Ui , then extracts the all of the information {Bi , Ci , Di ,
S2. Next, the SCi calculates RP Wi = h(P Wi ||Ri ), and
h(·), P , Pi }. However, the A cannot generate the lechecks whether h(IDi ||RP Wi ) is equal to the stored
gal login request message {AIDi , Di , Ei , Fi , Ti }, where
Ci . If this holds, the smart card asks the Ui for a
AIDi = Bi ⊕ h(Ai ), Di = x ⊕ Ai ⊕ h(x), Ei = αP ,
new password; otherwise, the SCi immediately terand Fi = h(IDi ||h(Ai )||Ei ||Ti ). This is because the value
minates the password change phase.
h(Ai ) is protected by RP Wi = h(P Wi ||Ri ), and the Ai
is
protected by server S’s master key x. The user Ui ’s
S3. The Ui inputs new password P Winew , and the smart
password
is protected by collision resistant one-way hash
card further computes RP Winew = h(P Winew ||Ri ),
function,
such as, h(P Wi ||Ri ), where Ri possesses high
Binew = Bi ⊕ RP Wi ⊕ RP Winew and Cinew = Ci ⊕
entropy.
Moreover,
there is no the same biometric temRP Wi ⊕ RP Winew .
plates between any two people. The A cannot generate
the mutual authentication message {Fi , Gi , Ts } without
S4. Finally, the smart card replaces Bi with Binew and the value h(A ). The proposed scheme can therefore resist
i
Ci with Cinew in memory.
user impersonation attack.

6

Security Analysis of The Pro- 6.4 Providing Perfect Forward Secrecy
The perfect forward secrecy means that if one of longposed Scheme

term keys is compromised, a session key which is derived
In this section, we demonstrate that the proposed scheme, from these long-term keys will not be compromised in the
which retains the merits of Liu et al.’s scheme, can with- future [27]. In the proposed scheme, a session key between
stand several types of possible attacks; and we also show the user Ui and server S is calculated as follows:
that the proposed scheme supports several security propEi = αP,
erties. The security analysis of the proposed scheme was
conducted with the threat assumptions made in the SecFi = βP,
tion 2.
sk = αβP.

6.1

Resisting Outsider Attack

Even if the server S’s long-term key x is compromised,
the adversary A cannot retrieve α and β to generate the
session keys between the Ui and S. The session key of
the proposed scheme is based on elliptic curve discrete
logarithm problem. The adversary A cannot obtain αβP
from the αP and βP . Above all, the scheme achieves the
perfect forward secrecy.

The outsider is the person who has registered with the
server S, not the person who is not the user of the system. Suppose an outsider adversary A extracts all of the
information {BA , CA , DA , h(·), P , PA } from own smart
card by side channel attack [12]. However, he/she cannot obtain any secret information of the S. The A can
compute h(AA ) = BA ⊕ RP WA . However, the value x
Performance Analysis
is a master secret key stored in the server S. Therefore, 7
A does not know, and the proposed scheme can resist
In this section, we compare the functionality between the
outsider attack.
proposed scheme and the other recent schemes [2, 10, 15,
16, 17, 23, 25]. From Table 4, we can see that all of other
existing schemes involve some time-consuming operations,
6.2 Resisting Insider Attack
such as modulus exponential operations, symmetric enThe insider is the authorized users of the server who ac- cryption/decryption operations, multiplication/division
cess data or resources. In the registration phase, the user operations and scalar multiplication. From this comparconceals the password in a ciphertext from the server S ison, we can see that the hash operation costs of the
to resist an insider attack. More specifically, the user proposed scheme are slightly lower than the authentiUi first selects their password P Wi , and then submits cation scheme by Liu et al., and the proposed scheme
RP Wi = h(P Wi ||Ri ) to the server S for the registration performs four further scalar multiplication functions and
over a secure channel. The S cannot retrieve the password four fuzzy-extraction functions than Liu et al.’s scheme
P Wi or biometrics BIOi from RP Wi = h(P Wi ||Ri ). In to accomplish mutual authentication and key agreement;
addition, the S does not store RP Wi in the database. however, the proposed scheme archives perfect forward
The proposed scheme therefore can resist insider attack. secrecy.
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Table 3: Functionality comparison of the proposed scheme and other related schemes
F1

F2

F3

F4

F5

F6

F7

F8

F9

×

Juang et al. [10]
×

Sun et al. [25]
Li et al. [16]
Song [23]

×

×

Chen et al. [2]

×

×

×

Li et al. [15]

×
×

Liu et al. [17]

×

The proposed
F1: Mutual authentication; F2: Session key agreement; F3: Freely chosen and exchanged password; F4: Withstanding man in the middle attack; F5: Withstanding insider attack; F6: Withstanding replay attack; F7: Providing
perfect forward secrecy; F8: Satisfying known-key security; F9: User impersonation attack.
Table 4: Computational cost comparison of the proposed scheme and other related schemes
C1

C2

C3

C4

C5

C6

Total

1H

2H+3S

3H+3S

4H+6S+1M

1H+5S

1H+5S

12H+22S+1M

-

2H+1S

4H+2M

4H+1S+2M

2H

-

12H+2S+4M

1H

2H+3S

8H+4S

10H+10S+1M

1H+6S

1H+9S

23H+32S+1M

Song [23]

-

2H+1E

3H+1S

3H+1S+1E

-

-

8H+2S+2E

Chen et al. [2]

-

1H+1E

2H+2M+4E

1H+1M+4E

3H+2M+2E

3H+2M+3E

10H+14E+7M

Li et al. [15]

-

2H+2E

4H+1M+4E

3H+3E

3H+2M+4E

-

12H+3M+13E

Liu et al. [17]

1H

3H

6H

6H

4H

-

20H

The proposed

1H+1F

4H

4H+1F+2P

3H+1F+2P

3H+1F

-

15H+4F+4P

Juang et al. [10]
Sun et al. [25]
Li et al. [16]

C1: Computational cost of the user in registration phase; C2: Computational cost of the server in registration phase;
C3: Computational cost of the user in login and authentication phases; C4: Computational cost of the server in
login and authentication phases; C5: Computational cost of the user in password change phase; C6: Computational
cost of the server in password change phase; H: Hashing operation; E: Modulus exponential operation; S: Symmetric
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