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Abstract
By sharing the personal health information (PHI) in
the healthcare provider (HP) which is equipped with
cloud servers, mobile-healthcare (m-healthcare) significantly promotes a huge revolution of medical consultation. Nonetheless there is a series of challenges such
as PHI confidentiality and the attribute revocation. To
deal with these problems, we propose a scheme based on
the attribute-based encryption. The scheme which supports non-monotonic access structures and fine-grained
attribute revocation is established over the composite order bilinear groups. By utilizing this scheme, we can well
protect PHI and achieve the goal of revocation. Furthermore, the security analysis and comparison show that our
scheme is more expressive despite of the lower efficiency.
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1

Introduction

M-healthcare cloud computing system has been spread
widely all over the world. Due to its high efficiency and
accessibility for medical consultation, it has been increasingly adopted by world-renowned organizations such as
the European Commission activities. Both patients and
HP greatly benefit from its great convenience [11, 24].
M-healthcare cloud computing system can be considered as a huge social network. PHI collected by body
area networks (BANs) should be securely transmitted to
HP and shared among the authorized physicians. The
authorized physicians may access the PHI to accomplish
medical treatment [27, 36, 40].
In such situation, many issues should be considered,
especially preventing the patients’ PHI from being eavesdropped and tampered, and having the authorities of au-

thorized physicians revoked.
In terms of the security aspects, access control for patients’ PHI is one of the most important issues. Namely,
only the authorized physicians can recover the patients’
PHI . Therefore, how to share the patients’ PHI and who
should be shared with should be considered carefully. To
solve these challenges, there were a variety of achievements [16, 23, 29, 31, 32, 37, 40].
Recently, the scheme [40] is constructed for securing
the PHI along with a multi-level model which contains
four entities - patient, directly authorized physician, indirectly authorized physician and unauthorized physician.
The directly authorized physician can access the patient’s
PHI. The indirectly physician can only access the data
authorized by the directly authorized physician. So the
directly authorized physician owns all the privileges of patient and controls the data which the indirectly authorized
physician can access. However, if the directly authorized
physician is bribed, he can be capable of colluding with
the indirectly physicians who do not satisfy the access
control. Moreover, the directly authorized physician who
is bribed can share the fake information with the indirectly authorized physicians [39]. As a result, this scheme
may suffer from collusion attack and forgery attack.
In order to solve the problems mentioned above, we
proposed a scheme. In this scheme, PHI confidentiality
and the revocation of authorities can be achieved with
high flexibility by utilizing the fine-grained attribute revocation and non-monotonic access structures. With the
non-monotonic access structures [26], private keys can
represent any access structures involving AND, OR, NOT,
and threshold operations. To accomplish it, a set of attributes was selected as the universe. Then a set of d attributes was selected from the universe which was used
to encrypt the ciphertext and the negation of remaining attributes represented the negated attributes. As
for the normal Attribute-based Encryption (ABE) supporting NOT operation over access structures, there is no
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choice but to add more negated attributes to the set, like
”Not Nurse”. Therefore, by utilizing our scheme, we can
encrypt the patients’ PHI flexibly with a smaller attribute
set.
Moreover, we implemented fine-grained attribute revocation [34] in our scheme. By providing a revocation list
for every attribute, the scheme supports attribute/user
revocation. So access control of PHI confidentiality can
be achieved flexibly. By making use of the above methods, the authorities of physicians can be well controlled.
Our contributions are outlined below:
1) We propose a new attribute-based encryption with
non-monotonic access structures supporting finegrained attribute revocation. our scheme achieves
the goals of PHI confidentiality and the revocation
of authorities.
2) For the first time, we bring attribute-based encryption with non-monotonic access structures and finegrained attribute revocation into m-healthcare cloud
computing system, which can flexibly achieve PHI
confidentiality.
3) The security analysis is provided in this paper and
we compared it with existing works to show the advantages and disadvantages of our scheme.

2
2.1

Related Work
Attribute-based Encryption

In the identity-based encryption (IBE) system, the public key to encrypt the message is the unique identity of
user [6]. In order to send the ciphertext to the user, the
data owner has to know the user’s identity. Biometrics
are always considered as the best carrier for user identity. In the Fuzzy IBE (FIBE) [30] which was Sahai and
Waters firstly proposed, the identity was characterized as
a set of attributes. The ciphertext which was encrypted
by the set ω T
could be decrypted by the attributes set
ω 0 only if |ω 0 ω| > d, where d denotes the threshold.
In 2006, Goyal, Sahai and Waters et al. [13] expanded
the FIBE to ABE. In ABE, the identity information of
user was generalized to attributes related to user identity.
According to the relation between access structure and
ciphertext or private key, ABE was categorized into key
policy ABE (KP-ABE) and ciphertext policy ABE (CPABE) [3]. Moreover, they also provided a basic security
property namely collusion resistance which could prevent
adversary from decrypting the ciphertext illegally by cooperation. Then Chase et al. [7] made use of a certificate
authority (CA) and multi authorities to prevent single
authority from being corrupted. In this scheme they utilized globally unique identifier (GUID) to defend collusion
attack.
In 2008, Bethencourt, Sahai and Waters [4] proposed
the first CP-ABE scheme supporting tree access structure.
The scheme defended collusion attack by using different

random numbers for various private keys. In the same
year, Cheung and Newport [9] introduced a provably secure CP-ABE based on standard model and the decisional
bilinear Diffie-Hellman (DBDH) assumption. However,
the scheme only supported AND operation. Considering
the adaptive security, partitioning reduction could not
be well applied into ABE. Dual system encryption [35]
provided a new way to solve this problem. Lewko and
Waters [17] constructed the first adaptive security ABE
scheme by utilizing the dual system encryption. Due to
involving the composite order bilinear maps, the scheme
requires an extremely large group order which also results
in low efficiency. Subsequently, the first adaptive security
ABE based on prime order was proposed by Okamoto
and Takashima [25]. The scheme effectively implemented
the dual system encryption by using dual paring vector
space. Although its efficiency had been greatly improved,
there was always existing a gap comparing with selective security model. To improve the efficiency, various
constant-size ciphertext ABE schemes [21, 33, 38] were
constructed in different ways. Furthermore, in 2015, Gorbunov et al. [12] presented an ABE scheme for circuits
of any arbitrary polynomial size, which could be a new
framework for constructing ABE schemes.

2.2

Attribute Revocation

Attribute revocation can be classified as direct revocation and indirect revocation. Direct revocation performs
revocation directly by the encryptor who establishes and
updates the revocation list. Indirect revocation performs
revocation indirectly by the private key authority which
publishes private keys periodically. In practical scenarios, attribute revocation is conundrum waiting to be addressed [8, 22].
In 2006, Pirretti et al. [28] introduced a scheme to implement indirect revocation by revoking the latest version of users’ attributes to achieve the goal. Prior to encryption, encryptor should negotiate with the authority
to confirm the validity duration of attributes. Furthermore, users and authority must accomplish key update
periodically online. Then Bethencourt et al. [4] put the
expiry date of attributes into ciphertext to implement revocation and solved the problem of negotiation between
encryptor and authority. Afterward, binary tree was used
to revoke user [5] through updating the minimum set of
unrevoked users. However, the drawback was that it only
supported user revocation.
In 2007, Ostrovsky et al. [26], for the first time, presented a direct revocation scheme based on the ABE. But
the size of ciphertext and key was slightly large. To reduce
the expense of revocation, Attrapadung et al. [2] proposed
a direct revocation scheme on KP-ABE and CP-ABE
in conjunction with broadcast encryption. The advantage was that revocation would not influence other users.
In 2011, Asim et al. [1] constructed a direct revocation
scheme by taking advantage of polynomial to share secret.
In this scheme, all revoked users’ secret shares were put
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into ciphertext, so that only authorized users can get message when decrypting. However the complexity of pairing
calculation involved the count of revoked users, which resulted in its low efficiency. Then, [20] were proposed to
achieve fine-grained revocation. However, the defect was
that only an attribute of user could be revoked in an encryption. Until 2012, the direct revocation [34] was firstly
introduced to supporting fully fine-grained attribute revocation by specifying a revocation list for every attribute.
Recently, several applications of healthcare [10, 14] based
on the fine-grained attribute revocation have been constructed.

decryptor must have at least d + 1 attributes to perform
an interpolation. Moreover the decryptor has to check the
rest namely the one point, if the point differs from the d
attributes and it is in the negated attributes, then decryptor has the privilege to achieve the share of message.
Otherwise, the decryptor can not obtain the message.
At first, there is a set of attributes P in which the attribute x̆ can be positive like x or negated (the negation
of attribute) like x0 . A is a set of monotonic access structures over P for which we given a LSSS {ΠA }A∈A . Ã is a
family of non-monotonic access structures over P̃ including all positive attributes of P. For ∀A ∈ A, there exists a
non-monotonic access structure Ã. Let S̃ ⊂ P̃, N (S̃) ⊂ P,
namely, the attributes in S̃ are positive, but the attributes
3 Preliminaries
in N (S̃) may be positive or negated. Then let S̃ ⊂ N (S̃).
For every attribute x ∈ P̃ but x ∈
/ S̃, we have x0 ∈ N (S̃).
3.1 Definitions
Therefore, N (S̃) include all attributes in S and the other
Definition 1 (Access Structure). Let {P1 , ..., Pn } be negated attributes not in S. So corresponding to the
a set of parties. A collection A ⊆ 2{P 1,...,P n} is mono- monotonic access structure A over N (S̃) there is a nontonic, for ∀B and C, if B ⊆ A and B ⊆ C then C ⊆ A. monotonic access structure Ã over S̃.
An monotonic access structure is a monotonic collection A of non-empty subsets of {P1 , P2 , ..., Pn }, namely, 3.3 Mathematical Background
A ⊆ 2{P1 ,P2 ,...,Pn } \ {∅}. The sets in A are regarded as
authorized sets and the sets not in A are unauthorized Composite Order Bilinear Maps. Let N = p1 p2 p3
(p1 , p2 , p3 are primes and different from each other),
sets.
Definition 2 (Linear Secret-Sharing Schemes [26]). G, GT are cyclic groups of order N . Let e : G × G → GT
Call a secret-sharing scheme Π which depends on a set of denote a bilinear map. e is a valid bilinear map from G
parties P as linear (over Zp ), if it satisfies the followings. to GT if e satisfies the properties as follows:
1) A vector over Zp is composed by the shares for each
party.
2) The share-generating matrix for Π is the name of
A matrix M which consists of n + 1 columns and
l rows. For all i = 1, ..., l, mark the i0 th row
of M with a party x̆i ⊆ P. The column vector
v = (s, r1 , r2 , ..., rn ), in which s ⊆ Zp is the secret
to be shared, r1 , r2 , ..., rn ⊆ Zp are chosen at random. Based on Π, l shares of which M υ is the vector
make up the secret s. Correspond to x̆i there exists
a (M υ)i .
On the basic of the above definitions there is a linear
secret sharing-scheme (LSSS), which observes the definitions as follows: assume that for the access structure A
there exists a LSSS Π. S is an authorized set that belongs
to A. Let I = {i : x̆i ∈ S} andP
let {λi } is a valid share of
s, there is {ωi ∈ Zp }i∈I , then i∈I ωi λi = s.

3.2

1) Bilinear: ∀a, b ∈ ZN ,e(g a , g b ) = e(g, g)ab
2) Non-degenerate: There exists g ∈ G that make N
is the order of e(g, g).
3) Computable: For ∀u, v ∈ G, e(u, v) is computable.
Lagrange Coefficients.
For ∀i ∈ Zp and a set S ∈ Zp ,
Q
there is 4i,S = j∈S,j6=i x−j
i−j . By utilizing the collisionresistant hash function H : {0, 1}∗ → Z∗p , we can link
every attribute with one and only element in Z∗p .

3.4

Assumption

The Decisional Bilinear Diffie-Hellman (BDH) Assumption. The decisional BDH assumption is that:
Choose randomly a, b, c, z ∈ Zp , any polynomial-time adversaries can not distinguish the tuple (A = g a , B =
g b , C = g c , Z = e(g, g)abc ) from the tuple (A = g a , B =
g b , C = g c , Z = e(g, g)z ).

Non-Monotonic Access Structures

With the negated attributes, we can construct nonmonotonic access structures based on the ABE monotonic
access structures. To accomplish it, a set of attributes is
selected as the universe. From the universe, a set of d attributes is selected to encrypt a ciphertext was setup by
the authority. Attributes in the set were called positive
attributes and the negation of remaining attributes were
called negated attributes. To recover the ciphertext, the

4

System Model

HP is honest but curious, which means HP will try to
find as much PHI stored in cloud servers as possible, but
it will observe the rules honestly. In a sense, the HP may
be corrupted by some malicious users, moreover, some
users may want to achieve authories beyond theirs. Since
the HP is not considered to be fully trusted, the HP must
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support patient to specify the access structure to con- ID is not in the revocation list, HP will generate private
trol the data decryption. The main requirements of this key for physician. The authorized physicians may gain
scheme are presented as follows:
PHI.
1) Confidentiality. Since the data storage is provided by
the HP, the data should not be leaked even though 5
Our Construction
HP is attacked by malicious users. At the same time,
the unauthorized physicians who do not satisfy the In this section, we will give concrete construction of ABE
with non-monotonic access structures supporting fineaccess policy can not gain the plaintext of PHI.
grained attribute revocation, which involves quadrupli2) Revocability. While patient has updated the revoca- cate algorithm: Setup, Encryption, Key Generation and
tion list, the physicians who possess the attributes Decryption. In our system, we consider the two users parevoked by patient can not decrypt ciphertext suc- tient and physician as the encryptor and the decryptor
cessfully.
respectively.
Let N = p1 p2 p3 (p1 , p2 , p3 are primes and different),
In this paper, to guarantee the correctness of the
G, GT are cyclic groups of order N . Let e : G × G → GT
scheme, we consider the transport channel is fully sedenote a bilinear map where e is the generation of Gp1 ,
cure. Before giving the concrete construction, we illusand Y is the generation of Gp2 .
trate our framework in Figure 1. There are five entities
in our framework:
Setup(1λ , d, n): The parameter d specifies the count of
• Patient: Patient is equipped with sensors in body attributes for every ciphertext. Let positive attributes set
area. Sensors can collect PHI of patient and trans- S̃ = {1, 2, ..., d} and the user identity set U = {1, 2, ..., n}.
mit the PHI to mobile. Patient who owns the PHI, Choose ti , µi ∈ Zp1 randomly, for any attribute i ∈ S̃,
ti
µi
has the privilege to specify the access structure and compute Ti = g , hi = g . Then, choose c ∈ Zp1
randomly, for any i ∈ {1, 2, ..., n, n + 2, ..., 2n}, compute
update the revocation list.
i
fi = g c . Choose two secrets α, β ∈ Zp1 uniformly at
• Mobile: Mobile is a transmitter which is used to ac- random, and compute g1 = g α and g2 = g β . Choose two
cept the PHI and transmit ciphertext of PHI to Base polynomials h(x) and q(x) of degree d randomly with the
Station.
constraint is that q(0) = β. (h(x) has no constraint.) Finally, choose a from Zp1 randomly. The published public
• Base Station: Base station is the repeater between
parameters are:
Mobile and HP. Via base station, data is sent by
Mobile can be transmitted to HP.
P K = (N, g, g a , g1 , g2 ; g q(1) , g q(2) , ..., g q(d) ; g h(0) ,
g h(1) , ..., g h(d) ; {Ti }i∈S̃ , {hi }i∈S̃ ,
• Healthcare Provider (HP): The cloud infrastructures
including processors, bandwidth, storage etc are pre{fi }i∈{1,2,...,n,n+2,...,2n} ).
served by HP. We suppose that the storage space,
bandwidth, computing performance of HP can be ex- The master key is:
pandable, so that HP owns powerful performance. In
M K = (α, a, c, {ti , µi }i∈S̃ , Y ).
our system, HP provides several functions as follows:
data storage, key distribution, data transmission, an The functions T, V :Zp1 →Gp1 are defined by the public parameters, which are public and computable. Then, comupdate of revocation list.
pute:
• Physician: Serving as the end of the system, physid
T (x) = g2x · g h(x) , V (x) = g q(x) .
cian is the decryptor who can achieve PHI depending
on his attributes.
Encryption(M, S̃, P K): Message M ∈ GT , then encrypt
The basic architecture of M-healthcare includes three M (M can be PHI) under S̃. Then,choose s, y ∈ Zp1 at
components: body area networks (BANs), wireless trans- random, and computes:
mission and healthcare which are illustrated in Figure 1.
E (1) = M e(g1 , g2 )s · e(f1 , fn )y , E (2) = g s , E (3) = (g a )y
Via wireless transmission, the ciphertext of PHI is transmitted from BANs to healthcare. The system operates as For any x ∈ S̃, then computes:
follows:
(4)
(5)
Ex = T (x)s , Ex = V (x)s
At first, the sensors in body area collect the patient’s
PHI and transmit PHI securely to Mobile. Mobile will Choose a d degree polynomial l(x) randomly with the conencrypt the PHI based on various sets of attributes which straint is l(0) = y. For any x∈S̃, S is the non-revocation
x
are chosen from the universe negotiated by patient and list, R is the revocation list, let S = U − R (S 6= ∅),
x
x
x
x
HP. Then mobile transmits the encrypted data to HP then computes:
via base station. Finally, if the attributes that physician
(6)
(7)
l(x)
possesses satisfy the access structure and the physician’s
Ex = g l(x) , Ex = Tx
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Figure 1: A basic architecture of M-healthcare
(1)
(2)
If Sx 6= U namely Rx 6= ∅, choose ηx , sx from Zp1 at
Di = g2λi · T (xi )ri , Di = g ri
random and computes:
The fine-grained attribute revocation performs under
Y
the set of positive attributes. At first, choose t, ξi from
Ex(8) = g ηx (hx
fn+1−j )l(x) ,
Zp1 and Y0 from Gp3 randomly. Then compute:
j∈Sx

Ex(9)
Ex(10)

= g sx ,

(3)

Di

ηx

= g (

Y

sx

fn+1−j )

(10)

(8)

are used to randomize Ex
Remark: ηx , sx , Ex , Ex
which is used for revocation to prevent e(g1 , gn )l(x) from
being computed by the potential adversary. If Sx = U
namely Rx = ∅, then computes:
Q
(10)
(8)
(9)
Ex = (hx
fn+1−j )l(x) , Ex = Ex = 1
j∈Sx

Namely:

Then output the ciphertext as:
=

ID

µi +ti ξi

(5)

Yi,1 , Di

= g ξi Yi,2

(1)

(2)

(γ, E (1) , E (2) , {Ex(3) , Ex(4) , Ex(5) , Ex(6) , Ex(7) , Ex(8) ,
Ex(9) , Ex(10) }x∈S̃ ).

Key Generation(Ã, M K, P K): Except for the attributes which are in Ã(suppose that can be checked efficiently), if the negation of remaining attributes are not
the negated attributes of N (S̃), this algorithm will generate the private components for user with which the users
can decrypt the ciphertext and obtain the data. By utilizing the LSSS to obtain the shares {λi } of the secret α.
We also select a ri ∈ Zp1 for each i.
For each i, x̃i is positive, we have:

(3)

(4)

(5)

Di = (Di , Di , Di , Di , Di )
For each i, x̃i is negated, we have:
(6)

Di

(7)

= g2λi +ri , Di

(8)

= V (xi )ri , Di

= g ri

Then we can get the key component for negated attribute x0 :
(1)

ηx = sx = 0

E

= g at+c

Then we can achieve the key component for positive
attribute x:

j∈Rx
(9)

(4)

= g t Y0 , Di

(2)

(6)

(7)

(8)

Di = (Di , Di , Di , Di , Di )
For all of the shares i, the private key D for decryptor
to decrypt the ciphertext is made up of Di .
Decryption(E, D): E and D are given as a ciphertext
and private key. The decryption perform as follows: Let
I = {i : x̃ ∈ N (S̃)}. An efficient process related to the
LSSS can generate a set of coefficients Ω = {ωi }i∈I which
satisfy Σi∈I ωi λi = α (the λi , α is unknown to the decryption).
For each i, x̃ ∈ N (S̃) and xi ∈ S̃, namely the attribute
is positive, we have:
(1)

(2)

(2)

Zi = e(Di , E (2) )/e(Di , Ei )
= e(g2λi · T (xi )ri , g s )/e(g ri , T (x)s )
= e(g2 , g)sλi
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For each i, x̃ ∈ N (S̃) and x0i ∈
/ S̃, namely the attribute
is negated. Let S̃i = S̃ ∪ {x0i }, then |S̃i | = d + 1. Based
on the function V (x) and S̃i , compute lagrangian coefficients {σx }x∈S̃i which satisfy Σx∈S̃i σx qx = q(0) = β,
then compute:

At first, from the aspect of revocation, the adversary
is an revoked user. If he wants to recover the data from
E (1) , what he must compute is e(f1 , fn )y which is for revocation. But for y, there is a d degree polynomial l(x)
and the constraint is l(0) = y. Moreover, y, l(x) are chosen randomly and the scope of y, l(x) is the encryption
(6)
e(Di , E (2) )
algorithm. Therefore the y can not be computed. The
Zi =
(8) Q
(5)
(7)
only way to compute e(f1 , fn )y is relying on the Xi . Note
e(Di ,
(Ex )σx ) · e(Di , E (2) )σxi
that if an attribute of the set of adversary is revoked, then
x∈S̃
he can only compute the result e(g at , g l(x) ) · e(f1 , fn )sx .
e(g2λi +ri , g s )
Q
=
Due to the sx is a random value, that is to say, the adver(V (x)s )σx ) · e(V (xi )ri , g s )σxi
e(g ri ,
sary can not compute e(g at , g l(x) ). Namely the adversary
x∈S̃
can
not compute e(f1 , fn )y .
e(g2λi , g s ) · e(g2ri , g s )
P
Then, from the aspect of decryption, the adversary is
=
e(g ri , g s x∈S̃ σx q(x) ) · e(g ri σxi q(xi ) , g s )
an unrevoked user without valid authority, so he can gain
e(g2 , g)sλi · e(g, g)ri sβ
the e(f1 , fn )y legitimately. To prove he can attack the
P
=
ri s x∈N (S̃) σx q(x)
scheme, he should recover M from M e(g1 , g2 )s . Accorde(g, g)
ing to the decisional BDH assumption, think of A = g1 =
= e(g2 , g)sλi
g α , B = g2 = g β , C = g s , Z = e(g1 , g2 )s = e(g, g)αβs ,
0
Then compute the revocation component. At first, let namely a = α, b = β, c = s. Considering the M is the
0
L = {xi |xi ∈ S̃, ID ∈
/ Rx }. For each x ∈ L, then com- message which is achieved by the adversary, if M 6= M ,
then
the
adversary
can
not
recover
the
message,
otherpute:
wise M 0 = M , where z = αβs, namely the adversary
Q
(10)
(6)
(4)
(6)
) distinguish the tuple (A = g a , B = g b , C = g c , Z =
fn+1−j+ID )e(fID , Ex can
e(Di , Ex )e(Ex ,
j∈Sx ,j6=ID
e(g,
g)abc ) from the tuple (A = g a , B = g b , C = g c , Z =
Xi =
(9) Q
(8)
(5)
(7)
e(g,
g)z ). In other words, the adversary can solve the
fn+1−j+ID )
e(Di , Ex )e(fID , Ex )e(Ex ,
j∈Rx
decisional BDH assumption. As a result, the semantic security of our scheme is that the construction can be easily
e(g at , g l(x) )
=
broken by the adversary who can solve the decisional BDH
e(f1 , fn )l(x)
assumption. However, the decisional BDH assumption is
Finally, let A = {i : xi ∈ S̃}, the message is achieved proven to be a hard problem to be solved.
by decryption as follows:
Q
6.2 Comparison
Xi
(1)
M e(g1 , g2 )s e(f1 , fn )y · e(g at , g y )
E
i∈A
Q
·
=
In this section, we compare our scheme with some existing
Zi e(D(3) , E (3) )
e(g2 , g)sα · e(f1 , fn )y e(g t , g ay )
i
i∈I
works which are similar to our scheme in attribute-based
encryption and healthcare.
=M
There are three schemes [15, 18, 19] to be comDiscussion. By utilizing our scheme, the patient can en- pared with our scheme. The first scheme [15] is a
crypt the PHI by specifying a set of attributes. The fine- ciphertext-policy attribute-based encryption (CP-ABE)
grained attribute revocation supports that the patient re- scheme, which applies direct revocation to revoke user or
vokes the attribute of physicians, such as revoking the attribute. The difference of revocation between this paper
physicians who possess the attribute ”Nursing Care”. So and our scheme is that this paper makes use of a mediator
the physicians who hold the attribute can not access the who holds a revocation list to implement revocation. In
PHI. According to the non-monotonic access structures, the revocation list, there is a set of user identities which
not only the encryption of the PHI was using less at- are respectively related to a set of attributes. The second
tributes but also NOT operation over the access structure scheme [18] is a multi-authority attribute-based encrypcan be achieved. The goal of PHI confidentiality can be tion (MA-ABE) scheme and the third scheme [19] is a
attained flexibly.
key-policy attribute-based encryption (KP-ABE) scheme,
which all take advantage of the indirect revocation. Based
on the indirect revocation, the second and third scheme
6 Analysis
have to rely on the authority to enforce revocation, which
means the ciphertext and users’ private key must be up6.1 Security Analysis
dated. Moreover the second scheme does not support reIn our scheme, a physician who can recover the data from voking attributes. Further, the three schemes do not supciphertext, must be an unrevoked user with valid author- port non-monotonic access structures which means they
ity. Therefore, we will analyse the security from two as- can not support NOT operation over access structure. If a
pects that revocation and decryption.
patient wants to encrypt the PHI with negated attributes
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Table 1: Property comparison
Schemes
Encryption type
Revocation type
User revocation
Attribute revocation
Non-monotonic

[15]
CP-ABE
Direct
√
√
×

[18]
MA-ABE
Indirect
√
×
×

[19]
KP-ABE
Indirect
√

Ours
KP-ABE
Direct
√

√

√
√

×

Table 2: Computation comparison
Schemes
Key generation
Encryption
Decryption

[15]
(2n + 1)e
(n + 1)e + eT
(3n + 1)eT + 2np

[18]
(n + 1)e
eT + (n + 1)e
(n + 1)(p + eT )

by utilizing the above schemes, he has to input more attributes, for example, ”Nurse” and ”Not Nurse” and so
on. Certainly, to accomplish the non-monotonic access
structures in our scheme, we must sacrifice efficiency.
In addition, we present the theoretical comparison with
the above schemes in Table 1 and Table 2 respectively for
property and computation. The explanation of notations
defined by us in tables are as follows: p, eT and e represent
the computation cost of a bilinear pairing, an exponentiation in GT and an exponentiation in G, respectively.
Due to positive attributes and negated attributes in our
scheme, k denotes the count of positive attributes.

7

Conclusions

In the paper, for the first time, we proposed an ABE
scheme with non-monotonic access structures supporting
fine-grained attribute revocation in m-healthcare. The
advantage is that we provide a flexible solution for access control of m-healthcare. However, there exists some
problems such as the slightly large size of ciphertext and
the lower efficiency. The next step is to reduce the size of
ciphertext and improve the efficiency while ensuring the
properties of the scheme.
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(n + 1)e
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