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Abstract
The attackers may discover the existence of the secret
information or even get it by analyzing the cover’s statistical characteristics, changes of which often occur due to
the embedding. In this paper, a novel coverless text information hiding method was proposed. By using the words
rank map and the frequent words hash, normal texts containing the secret information could be retrieved from the
text database, and will be sent to the receiver without any
modification. Because the embedding is not needed, the
proposed method could be able to escape from almost all
state-of-the-art steganalysis methods.
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1

Introduction

Steganography, also known as information hiding, is a
secure communication method that conveys secret messages in the form of plaintexts so that the appearances of
the secret messages will not draw eavesdroppers’ attention while they are being transmitted through an open
channel [17]. It can be used for intellectual property protection and secret communications [9]. For example, reference [20, 25] introduced two methods of detecting illegal copies of copyrighted images. For information hiding,
there are many kinds of covers, such as texts [15], images [7, 18], videos [16], etc. [1, 12, 21].
Compared to the image or other covers, text information hiding is the most difficult kind of steganography
due to the lack of redundancy. Because the text is frequently used in people’s daily lives, however, text information hiding has attracted many researchers’ interest,
and has many results [23]. Classified by the covers, text
steganography could be put into three types: text format-

based [3, 10, 11], generating-based and embedding-based
natural language information hiding. For text formatbased information hiding, the embedded information will
no longer exist if the document is generated without format after extracting the text content. Generating-based
natural language information hiding methods can fool the
computer statistical analysis, but is relatively easy to be
identified by people [2]. Embedding-based natural language information hiding methods have more robust and
better concealment than text format-based information
hiding, but the hiding algorithm is difficult to implement, and there are some deviations and distortions in
the statistic and linguistics because of the limitation of
the natural language processing [13].
Once the information hiding algorithm is public, the
steganalysis methods will be appearing. So attackers will
know the existence of the secret information by analyzing
changes of statistical characteristics of the covers caused
by the embedded information. Be there an algorithm with
which the secret information could be hidden without any
modification of the covers. Coverless information hiding [24, 6], firstly proposed by Xingming Sun et al., is the
best answer to the above question. Reference [24] presented a coverless image steganography framework, and
Reference [6] proposed a coverless text information hiding method. These two methods can directly retrieve the
stego-image (stego-text) without any modification of the
covers. Recently, coverless information hiding, which requires no modification on covers and could resist various
steganalysis technologies, draws more and more attention
from researchers [5, 22].
In this paper, a novel coverless text information hiding method is proposed. Firstly, a text database is constructed by collecting a large number of texts from the
Internet. Then the word rank maps of the words will
be calculated by statistically analyzing the text big data,
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meanwhile, the frequent words distance of every text is the words’ occurrence in a text database (or in a text), the
calculated. When a certain information will be transmit- Word Rank Map of a text database (or a text) is defined
ted, a normal text containing the secret information is as:
retrieved from the text database by using the frequent
RM = {(wi , fi )|i = 1, 2, · · · , U }
(1)
words distance and the word rank maps, and sent to the
receiver without any modification.
where U is the number of unique words in a text database
(or in a text), i is the rank of a word wi , and fi is the
2 Coverless Information Hiding
frequency of wi . Figure 2 shows the word rank map of a
text database. For the example in Figure 2, we can obtain
Coverless information hiding is a new challenging research
field. In fact, “coverless” is not to say that there is no
RM = {(the, 124020), (and, 55654),
carrier, but compared with the conventional information
(of, 54550), (to, 52331), · · · } (2)
hiding, coverless information hiding requires no other carries [6]. The idea of coverless information hiding is often Obviously, the top frequent words are: the, and, of, to,
used in our daily life, and the acrostic poem is a classic ex- in, a, on, for, and etc.
ample. An acrostic poem is shown in Figure 1 form which
we can learn that the secret information is ”TREE”. Coverless information hiding is essentially the disclosure of
secret information in the text. Its distinctive characteristic is ”no embedding”, that is, a carrier cannot embed
secret information by modifying it [6].

Figure 2: Part of a text database word rank map

Figure 1: An acrostic poem

3
3.1

The Proposed Method

For each text in a text database, we can obtain its
word rank map defined as Equation (1). Figure 3 shows
the rank map of a text named as ”2.1 million Audi cars affected by emissions cheating scandal.txt”, in which there
are 185 words, 113 unique words. From the rank map, we
learn that the top frequent words are: the, in, software,
emission, cars, etc.
For the top frequent words in the text database, we can
calculate their occurrences in a text in the same collection.
So, the Frequent Words Hash Function is defined as:
Hk (t) = {h1 h2 h3 · · · hk }

(3)

Preparation of the Text Database

where k is the number of the top frequent words chose
We construct a natural text database by fetching the news form the vocabulary of a text database, t is a text in the
from the normal news web sites. For each word of the text database, and hi is defined by:
vocabulary, we calculate the frequency of its occurrence,

and then rank the words with the descending way (Most
1 the i-th frequent word



frequent word has rank 1, next frequent word has rank 2
appears in text t
hi =
(4)
...). Figure 2 shows the ranking result of words in a text
0
the
i-th
frequent
word
does not



database. In order to make good use of the information of
appear in text t
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of each word. For each word wi appearing in the text
database, its word rank map is defined as
RM Wi

= {(rwij , f wij , wtij )|i = 1, 2, · · · , U ;
j = 1, 2, · · · , N }

(7)

where rwij is the rank of the word wi in a text wtij according to its occurrence, f wij is the frequency of wi ’s
occurrence in wtij , and N is the number of the texts in
which wi appears. Figure 5 shows the word rank map of
”from”, whose rank is 20 in the word rank map as shown
in the Figure 2.

Figure 3: Part of a text’s word rank map

For the top 30 frequent words shown in Figure 2, we
can calculate the hash value of a text named as ”2.1 million Audi cars affected by emissions cheating scandal.txt”.
The hash value is:
Hk (t) = {111111101110111101001010010010}

(5)

So, we map a text into a 30 bits string. Figure 4 shows
the hash values of some texts in a text database. In order
to measure the occurrence of the frequent words in a text
t, we define the Frequent Words Distance of a text as:
DF Wk (t)

=

HD(Hk (t), (b1 , b2 , · · · , bk ))

bi

=

0,

i = 1, 2, · · · , k.

(6)

Figure 5: Part of the rank map of ”from”

3.2

Information Hiding

The information hiding process is shown in Figure 6. Dewhere k is the number of the top frequent words, t is a tail procedures are introduced as follows. Suppose the
text in the text database, and HD is Hamming Distance constructed text database is T , and the communication
calculating operation.
key is k. We can calculate the word rank map of T by
using Equation (1), and get the vocabulary of T ,and let
it be W = {wi |i = 1, 2, · · · , U } where i is the rank of
wi , and U is the number of unique words in T . For each
text ti in T , we can calculate its word rank map by using
Equation (1), and let it be RMti .

Figure 4: The hash values of some texts in a text database

Figure 6: The process of information hiding

By statistical analyzing the occurrence of each word in
Because the key is k, we arrange the top frequent k × k
the text database, we can calculate the word rank map words in W as the right part of Figure 7. Suppose the
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((Rmi − 1)%k + 1). There may be some texts sathidden message is M = m1 , m2 , · · · , mn where mi is a
isfying this condition, then, we can select a text from
word, and n is the number of words in the hidden message.
those texts as the stego-text for m0i .
For each word mi in M , it is chosen from the top frequent
k × k words in W . Obviously, the selection range of mi
depends on k. Therefore, both sides of communication Finally, as described above, we can search a stego-text
set for each m0i in M 0 . These stego-texts is a normal
can choose more k so that mi has more options.
text set that contains the converted secret message,
and they can be sent to the receiver without any
modifying.

3.3

Figure 7: The words conversion table

3.2.1

Words Conversion

The process of extraction is shown in Figure 8. Suppose
the stego-text is S, so S is a set of normal texts. The
number of texts in S is the number of words in secret
message M . Let k be the communication key. Because
the text database T is open for all users, receiver can
calculate the word rank map of T , and get the top k
frequent words in W by using the communication key k.
Certainly, receiver can get the same word conversion table
shown in Figure 7. For each stego-text t in S, the details
of information extraction will be introduced as follows.

In order to enhance the security of the secret message,
we convert each word in M into one of the top frequent
k words in W before the information hiding. The conversion rule is shown in Figure 7. For each word in
{w1 , w2 , · · · , wk }, it will be converted into w1 . For each
word in {w(k+1) , w(k+2) , · · · , wk }, it will be converted into
w2 . And so on.
For each word mi in M , we can get its rank by using
the word rank map of T , and let it be Rmi . Then, it is
located in the ((Rmi − 1)/k + 1) row, ((Rmi − 1)%k + 1)
column in the word conversion table shown in Figure 7,
where ”%” is a remainder operation. Therefore it will be
converted into m0i = w((Rmi −1)/k+1) . In this way, we can
convert the secret information M = m1 , m2 , · · · , mn into
M 0 = m01 , m02 , · · · , m0n , and M 0 is a subset of the k top
frequent words in W .
3.2.2

Searching the Stego-text

Information Extraction

Figure 8: Secret message extracting process

3.3.1

Get the Candidate Word

Receiver can calculate the word rank map of t by using
For each word m0i = w((Rmi −1)/k+1) in M 0 , the stego-text
Equation (1), and the frequent words distance of t by usis get as follows:
ing Equation (6) and let it be DF Wk (t). By retrieving the
Firstly, for each text t in the text database, we calcu- word rank map of t, receiver can get the candidate word
DF Wk (t) in text t. Obviously, the
late the hash value of Hk (t), defined as Equation (3), whose rank is equal to
0
candidate
word
is
m
=
w((Rmi −1)/k+1) .
i
where k is the communication key. Then, we can
get the frequent words distance of t by using Equation (6), ant let it be DF Wk (t).
3.3.2

Get the Secret Message

Secondly, because m0i is in the top k frequent words in By using the word rank map of t, receiver can find the
0
0
the word rank map of T , we can get the rank map of word frequency of mi in t, and let it be F mi . Obviously,
0
0
F mi is equal to ((Rmi − 1)%k + 1). Receiver can find the
mi by using Equation (7), and let it be RM Wm0i .
secret message mi that is located in the ”w((Rmi −1)/k+1) ”
Thirdly, by using the word rank map RM Wm0i , we row, the ((Rmi −1)%k +1) column in the word conversion
retrieve all texts containing m0i to search a text table shown in Figure 7.
t in which the rank of m0i is equal to DF Wk (t),
So, receiver can get every word mi in M . and then get
and the frequency of m0i ’s occurrence is equal to the secret message M = m1 , m2 , · · · , mn .
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4

Discussion

4.1

An Example

In order to clearly explain the above coverless text information hiding process, we illustrate it by a simple example. We have constructed a text database which can be
expanded constantly, and it is open for all users. Suppose
the communication key is 30 and the secret information
M is ”mutual visit”. It is worth mentioning that, however, M is a subset of the top 900 frequent words in the
text database. Both sides of communication may choose
larger k, so that words of M have more options. The operating procedure of information hiding is introduced as
follows:
Firstly, sender computes the rank map of the text
database and ones of each text in it. Because
the communication key is 30, sender can obtain the top 30 frequent words set Wtop30 =
{wi |i = 1, 2, · · · , 30}, and the Wtop30 is: {the,
and, of, to, in, a, on, f or, that, said, is, China,
with, as, by, at, it, will, he, f orm, has, was, s,
be, have, are, an, Chinese, its, his}.

of ”on” is 25 and its frequency is 3 in text t2
whose frequent words distance is 25, and the
frequent words are {the, and, of, to, in, a, on, f or,
that, is, China, with, as, by, it, will, he, f rom, has, be,
have, are, an, Chinese, its} in it.

Figure 10: The word rank map of a stego-text

So, sender can get the word conversion table shown
in Figure 9. By retrieving the word rank map of
Finally, sender sends the two texts t1 , t2 as the stegotext database, sender finds the rank of ”mutual” is
texts to the receiver.
605, and the rank of ”visit” is 183. According to the
word conversion table shown in Figure 9, therefore,
“mutual” is located in 21st row, 5th column, and
”visit” is located in 7th row, 3rd column. Hence,
“mutual” will be converted into ”has”, and ”visit”
will be converted into ”on”.

Figure 9: The word conversion table when key is 30

Secondly, sender calculates the word rank map of ”has”
and ones of ”on”. By retrieving the two word rank
maps, sender can find a text named ”25reuters-golfryder-usa-north.txt”, and let it be t1 , and a text
named ”155 Chinese loggers’ release not victory of
diplomacy.txt”, and let it be t2 . Their word rank
maps are shown in Figure 10 and Figure 11. From
Figure 10, we learn that the rank of ”has” is 24
and its frequency is 5 in text t1 whose frequent
words distance is 24, and the frequent words are
{the, a, and, of , in, on, at, to, with, has, was,
is, that, as, his, f or, be, an, it, by, will, he, s, have}
in it. From Figure 11, we learn that the rank

Figure 11: The word rank map of a stego-text

Because the text database is open to all users, receiver
can calculate its word rank map, the top 30 frequent
words and the word conversion table shown in Figure 9
by using the communication key k = 30. Then, he (or
she) calculates the frequent words distance of t1 and ones
of t2 , and finds that they are 24 and 25. So, receiver
retrieves the word rank maps of t1 and t2 , and gets the
candidate words ”has” and ”on” whose ranks are 24 and
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25. From the word rank map of the stego-texts, he (or
she ) also learns that the candidate words’ frequency are 5
and 3. Finally, receiver gets the secret message ”mutual”
located in ”has” row, 5th column in the word conversion
table shown in Figure 9, and ”visit” located in ”on” row,
3rd column. Hence, receiver successfully extract the secret message ”mutual visit” from the stego-texts.

4.2

Security Analysis

Steganalysis is usually performed through the use of irrelevance between the embedded information and the carriers. Attackers often make steganalysis by analyzing the
difference of their statistical distributions [19]. In our proposed hiding method, however, the carriers are normal
pure text and the secret information is not been embedded in the carriers. The carriers can be sent to receiver
without any modification. So the information hiding does
not change the probability distribution of the carriers.
According to the definition of the security of an information hiding system in [4], the proposed information hiding method is theoretically safe. At the same time, the
proposed approach is also followed the Kerckhoffs Principle [8] in cryptography, and detail of information hiding
is open. If he does not know the communication key, the
attacker cannot gain any information about the hidden
information [14]. Therefore, the proposed method could
resist almost all kinds of current steganalysis method.

4.3

The Importance of Big Data

However, it is worth mentioning that, in order to enhance
security, there are two works must be done: one is to
change periodically the communication key to ensure that
the secret message may be converted into different subsets
of the top frequent words in the text database. The second
is to establish a large text database (text big data) to
increase the probability of the frequent words distance
is equal to the rank of a word in a text, and so there
are more choices of the stego-texts [23]. For example, in
the chose text database, for the word ”China”, there are
3258 texts in which it appears, and their frequent words
distance are shown in Figure 12. From the Figure 12, we
learn that these values are not evenly distributed. There
are 37 texts whose frequent words distance is 12, and
there is only one text in which the rank of ”China” is 12.
Therefore, the text big data is necessary to ensure the
smoothly implement of the proposed method.
Because the text big data is an important guarantee
of the smooth implementation of the proposed method,
some files should reside in the memory buffer when the
big data is handling. We firstly calculate the word rank
map of each text in the text big data, then the word
rank map of the text database, and finally the ones of
each word of the vocabulary, so the computing cost is
expensive especially when computing the word rank map
of the text database. In order to reduce the complexity,
we will use the ”inverted index” for storage optimization.

Figure 12: The distribution of frequent words distances
of texts containing ”China”

Because the location lab is simply designed, the capacity
of the proposed method is one word per text. In order to
increase the capacity of information hiding, we will design
better lab location methods in the future.

5

Conclusion

This paper presented a coverless text information hiding
method based on the frequent words hash. By using the
words rank map and the frequent words hash, normal
texts containing the secret information could be retrieved
from the text database, and will be sent to the receiver
without any modification. Because there is no embedding, the information hiding does not change the probability distribution of the covers. Therefore, the proposed
method is theoretically safe, and could be able to escape
from almost all state-of-the-art steganalysis methods.

Acknowledgments
This work is supported by National Natural Science Foundation of China (61304208), Open Fund of Demonstration Base of Internet Application Innovative Open Platform of Department of Education (KJRP1402), Open
Fund of China-USA Computer Science Research Center
(KJR16239), Open Fund of China-USA Computer Science Research Center (KJR16239), Hunan Province Science And Technology Plan Project Fund (2012GK3120),
Scientific Research Fund of Hunan Province Education Department (13CY003, 14B106), Changsha City
Science and Technology Plan Program (K1501013-11),
Hunan Normal University University-Industry Cooperation Fund, and Youth Scientific Research Foundation
of Central South University of Forestry & Technology
(QJ2012009A)

International Journal of Network Security, Vol.19, No.6, PP.1016-1023, Nov. 2017 (DOI: 10.6633/IJNS.201711.19(6).18) 1022

References
[1] E. O. Blass, T. Mayberry, G. Noubir, and K. Onarlioglu, ”Toward robust hidden volumes using writeonly oblivious RAM,” in ACM SIGSAC Conference on Computer and Communications Security
(CCS’14), pp. 203–214, Scottsdale, USA, 2014.
[2] S. Bo, Z. Hu, L. Wu, and H. Zhou, Steganography of
Telecommunication Information, Beijing: National
Defense University Press, 2005.
[3] J. T. Brassil, S. H. Low, and N. F. Maxemchuk,
”Copyright protection for the electronic distribution
of text documents,” Proceedings of the IEEE, vol. 87,
no. 7, pp. 1181–1196, 1999.
[4] C. Cachin, “An information-theoretic model for
steganography,” in The Second Workshop on Information Hiding, pp. 306–318, Oregon, USA, 1998.
[5] X. Chen, S. Chen, and Y. Wu, “Coverless information hiding method based on the chinese character
encoding,” Journal of Internet Technology, vol. 18,
no. 2, pp. 91–98, 2017.
[6] X. Chen, H. Sun, Y. Tobe, Z. Zhou, and X. Sun,
“Coverless information hiding method based on the
chinese mathematical express,” in The First International Conference on Cloud Computing and Security
(ICCCS’15), pp. 133–143, Nanjing, China, 2015.
[7] L. Huang, L. Tseng, and M. Hwang, “The study on
data hiding in medical images,” International Journal of Network Security, vol. 14, no. 6, pp. 301–309,
2012.
[8] S. Katzenbeisser, F. Petitcolas, Information Hiding Techniques for Steganography and Digital Watermarking, Artech House Publishers, 2000.
[9] T. Y. Liu, W. H. Tsai, “A new steganographic
method for data hiding in microsoft word documents
by a change tracking technique,” IEEE Transactions
on Information Forensics and Security, vol. 2, no. 1,
pp. 24–30, 2007.
[10] S. H. Low, N. F. Maxemchuk, and J. T. Brassil,
“Document marking and identification using both
line and word shifting,” in IEEE International Conference on Computer Communications (Infocom’95),
pp. 853–860, Boston, USA, 1995.
[11] S. H. Low, N. F. Maxemchuk, and A. M. Lapone,
“Document identification for copyright protection using centroid detection,” IEEE Transactions on Communications, vol. 46, no. 3, pp. 372–383, 1998.
[12] T. Mayberry, E. O. Blass, and A. H. Chan, “Efficient
private file retrieval by combining ORAM and PIR,”
in The Twentieth Annual Network & Distributed System Security Symposium, pp. 1–11, San Diego, USA,
2013.
[13] P. Meng, L. Huang, Z. Chen, W. Yang, and M.
Yang, “Analysis and detection of translation based
steganography,” ACTA Electronica Sinica, vol. 38,
no. 8, pp. 1748–1852, 2012.
[14] F. A. Petitcolas, R. Anderson, and M. Kuhn, “Information hiding - A survey,” Proceedings of the IEEE,
vol. 87, no. 7, pp. 1062–1078, 1999.

[15] L. Y. Por, T. F. Ang, and B. Delina, “WhiteSteg:
A new scheme in information hiding using text
steganography,” WSEAS Transactions on Computers, vol. 7, no. 6, pp. 735–745, 2008.
[16] S. Wang, C. Xiao, and Y. Lin, “A high bitrate information hiding algorithm for video in video,” International Journal of Computer, Electrical, Automation,
Control and Information Engineering, vol. 3, no. 11,
pp. 2572–2577, 2009.
[17] N. Wu, M. Hwang, “Data hiding: Current status
and key issues,” International Journal of Network
Security, vol. 4, no. 1, pp. 1–9, Jan. 2007.
[18] Z. Xia, X. Wang, X. Sun, Q. Liu, and N. Xiong, “Steganalysis of LSB matching using differences between
nonadjacent pixels,” Multimedia Tools and Applications, vol. 75, no. 4, pp. 1947–1962, 2016.
[19] Z. Xia, X. Wang, X. Sun, and B. Wang, “Steganalysis of least significant bit matching using multi-order
differences,” Security and Communication Networks,
vol. 7, no. 8, pp. 1283–1291, 2014.
[20] Z. Xia, X. Wang, L. Zhang, Z. Qin, X. Sun, and
K. Ren, “A privacy-preserving and copy-deterrence
content-based image retrieval scheme in cloud computing,” IEEE Transactions on Information Forensics and Security, vol. 11, no. 11, pp. 2594–2608,
2016.
[21] C. Yuan, X. Sun, and R. Lv, “Fingerprint liveness detection based on multi-scale LPQ and PCA,” China
Communications, vol. 13, no. 7, pp. 60–65, 2016.
[22] C. Yuan, Z. Xia, and X. Sun, “Coverless image
steganography based on SIFT and BOF,” Journal
of Internet Technology, vol. 18, no. 2, pp. 209–216,
2017.
[23] J. Zhang, J. Shen, L. Wang, and H. Lin, ”Coverless
text information hiding method based on the word
rank map,” in The Second International Conference
on Cloud Computing and Security (ICCCS’16), pp.
145–155, Nanjing, China, 2016.
[24] Z. Zhou, H. Sun, R. Harit, X. Chen, and X.
Sun, “Coverless image steganography without embedding,” in The First International Conference on
Cloud Computing and Security (ICCCS’15), pp. 123–
132, Nanjing, China, 2015.
[25] Z. Zhou, Y. Wang, Q.M. Jonathan Wu, C. Yang, and
X. Sun, “Effective and efficient global context verification for image copy detection,” IEEE Transactions
on Information Forensics and Security, vol. 12, no.
1, pp. 48–63, 2017.

Biography
Jianjun Zhang works as an associate professor in
Hunan Normal University, China, and is currently
working towards the PhD degree in computer science
and technology at the College of Computer Science and
Electronic Engineering, in Hunan University, China.
His research interests include network and information

International Journal of Network Security, Vol.19, No.6, PP.1016-1023, Nov. 2017 (DOI: 10.6633/IJNS.201711.19(6).18) 1023

security.
Huajun Huang is currently a faculty member in the
college of Computer and Information Engineering at
Central South University of Forestry & Technology. His
overall research area include of Webpage information
hiding and hidden information detection, XML Watermarking, Anti-phishing, Mobile Device Forensics. Dr.
Huang received his Ph.D. from Hunan University in
2007, M.S. degrees from Hunan University in Software
Engineering (2004), and a B.A. in Applied Physics from
Yunnan University (2001).

Haijun Lin received the BE degree in Hunan Normal
University, China, in 2004, the PhD degree in Electronic
Information Engineering from Hunan University, China,
in 2009. He works as an associate professor in the College
of Engineering and Design, Hunan Normal University. His
research interests include intelligent information processing.

Deng Gao is currently a faculty member in the college
of Software at Hunan Vocational College of Science and
Technology. She received her M.S. degree from Central
South University in Software Engineering in 2016. Her
research interests include data mining and semantic netLucai Wang received the BE degree in Hunan Uniworks.
versity, China, in 1990, the PhD degree in Electronic
Information Engineering from Hunan University, China,
in 2006. He works as a professor in the College of
Engineering and Design, Hunan Normal University.
His research interests include intelligent information
processing.

