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Abstract
A novel multi secret sharing scheme is proposed in this
paper. In the scheme, n secret images are firstly encrypted by hyper-chaos whose initial values are hash of
the image itself. Then the encrypted images are shuffled
into n confused images; lastly, the confused images are
used to generate n sharing images using the random grid
method. The proposed scheme has the advantage such
that it can lossless restore the original secret image, and
have the double verification ability, that is to say, it can
verify whether the anyone of the sharing is modified, and
it can also verify the whether the anyone of the original
secret image is completely reconstructed. The above advantages make it especially suitable for secret sharing of
important images such as medical and military images.
Experimental results and some comparison analysis are
given to testify the effectiveness of the proposed scheme.
Keywords: Hash-256; Hyper-chaos; Lossless Restoration;
Random Grid; Visual Secret Sharing

1

Introduction

In general, a secret is regarded as safer when it is given
two or more participants than that it is kept by only one
person. Based on this kind of idea, Blakley and Shamir
proposed the concept of secret sharing, respectively, in
1979 [2, 24]. As a kind of secret sharing, Naor and Shamir
(1995) proposed a new type of secret sharing called visual
cryptography (VC) or visual secret sharing (VSS) for images [21]. VC can encrypt a secret image into numerous
meaningless sharing images, and anyone of the shared images does not reveal any information about the secret,
In a general threshold VC scheme, a secret image is encoded into n meaningless random shares. The n shares
are distributed to n corresponding participants. In order to reconstruct the original secret image, at least k or

more participants are needed to share their shares, but
any k?1 or fewer shares have no means to give clue about
the secret.
In the last two decades, VC algorithm has aroused
many interests among the researchers. Various proposals of the VC schemes for different situation have been
proposed [6, 7, 9, 13, 20, 26, 31]. For example, people
have presented extended VC schemes to encode the secret image into natural-looking shares [26, 31]; the progressive VC schemes is that the restored secret image can
be shown in a progressive perceptual quality [9, 13]; prevention of cheating in VC is the scheme that break the
misleading secret by dishonest participants [6, 7].
Another interesting VSS scheme is random grid (RG)
based algorithm which has the advantages such as no pixel
expansion in sharing secret. RG is firstly proposed by
Kafri and Keren in 1987 [15]. Since then, some new researches have been made to probe extensive application
scene of the RG based VSS scheme. Among them, Shyu
proposed a RG-based scheme for gray-level and color images, and Chen et al. proposed a Threshold RG-based
scheme for color images [3, 25]. In the study of meaningful shares in RG-based VCC, Chen and Tsao proposed a
novel RG-based VSS scheme by skillfully designing a procedure of distinguishing different light transmissions on
shared images, and the visual quality between meaningful
random-grids and superimposed results can be adjusted
to be more friendly [4]. Abd El-Latif, et al. proposed a
scheme combines the error diffusion technique, RG and
chaotic encryption to encode a secret binary image into
meaningful shadow images [1]. Yan et al. proposed a
generalized RG-based VC with meaningful shares which
can support (k,n) threshold and provide adaptive visual
quality, at the cost of slightly decreasing visual quality
of shared images [28], and Chen proposed a lossless RGbased VSS scheme [5].
In recent years, security of VSS in different scenarios
has aroused people’s attentions [12, 16]. As different ap-
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plication situations have different requirements. In 2006,
Horng et al. showed that cheating is possible in (k,n)
VSS scheme, the cheating problem will happen when dishonest participants collude to cheat honest ones by enabling the latter to accept the wrong secret information
generated by the former [12]. Lee demonstrated that the
inside collusion attacks to the RG-based VSS schemes is
possible, and gives some examples for verifying feasibility of cheating [16]. In order to cope with cheating in
VSS, some people proposed schemes to verify the genuineness of shares through generating extra verification
shares [8, 18, 19, 27], for example, Wu et al. proposed
a cheating immune method to provided extra ability of
cheat-preventing for RG-based VSS [27]. Lin et al. exploited the hybrid codebook to hide the additional verification images into the share images to prevent cheating [18]; in order not to resort to any additional dedicated
verification share, Lin et al. proposed a VC-based scheme
with the ability to prevent cheating, the scheme designed
an authentication pattern stamping process to detect the
faked shares provided by malicious participants [19].
In real application of image encryption, for medical,
satellite and military image, it is demanded that the encryption algorithm is safe. Moreover, the decrypted image
must be lossless restored and verifiable. Inspired by the
above algorithm, we proposed a RG-based VSS scheme for
grey image, the main advantages of scheme include mini
pixel expansions in sharing secret, verification of sharing
secret and verification of restored secret image. Besides,
the proposed algorithm can lossless restore secret image,
the above features of the proposed scheme make it especially suitable for application of important images such as
medical, satellite and military.
The rest of the paper is organized as follows. Some
preliminaries are introduced in Section 2. The proposed
scheme is describe in Section 3 and experimental results
and analysis are given in Section 4, in the last, some conclusions are described in Section 5.

2

Preliminaries

conditions, diffusion and confusion, collision resistance.
This means that it should be very difficult to find two different sequences that produce the same hash value. These
characteristics make it can be used for verification of data
integrity. It has played an important role in the field of
information security [34].
At present, some typical hash function includes MD5,
SHA-1 and SHA-2. Among them, and the most important
hash functions is the SHA family, which shares the same
functional structure with some variation in the internal
operations, message size, message block size, word size,
number of security bits and message hash size [22]. In
this paper, SHA-1 with the 256 bits output is used for
generation of verification information.

2.2

RG-based VSS

The RG-based VSS was firstly proposed by Kafri, in the
scheme, for a given secret binary image, two random grids
and were generated, and anyone of them will leak no information about the binary image individually, yet they
reveal the secret binary image when the two grids were
superimposed. One of the three algorithms is given in
follows.
1) For a binary secret image B with the size of N × M ,
generate a random grid R1 which includes only 0 and
1, the size of R1 is the same as that of secret image.
2) For every pixel value B(i,j) , i = 1, 2, · · · , N , j =
1, 2, · · · , M , if B(i,j) is 0, then the value of R2 (i, j) is
equal to R1 (i, j), else R2 (i, j) is equal to the complement of R1 (i, j).
3) R1 and R2 are the random grid.
The original secret binary image can be restored by
superimposing R1 and R2 together. For example, in Figure 1, Figure 1(a) is the original secret image, Figures 1(b)
and (c) are random grids, and the Figure 1(d) is the restored image by Figures 1(b) and (c).

2.3

The Hyper-chaotic System

In this section, some relative technology such as Hash In the proposed scheme, a hyper-chaos system which is
function, RG-based VSS and the hyper-chaotic system modeled by Equation (1) is used for generation of random
based encryption algorithm are firstly introduced.
grid.
.
x1 = a(x2 − x1 )



 ẋ = −x x + dx + cx − x
2
1 3
1
2
4
2.1 Hash Function
(1)

ẋ3 = −x1 x2 − bx3


In computer science, one-way functions is a function that

ẋ4 = x1 + k
is easy to compute on every input, but it is very difficult
to compute their inverse functions. That is to say, for a where a, b, c, d and k are parameters, when a = 36, b =
given data x, it is easy to calculate one-way function of 3, c = 28, d = −16 and −0.7 ≤ k ≤ 0.7, the system is
x, on the other hand, knowing the value of one-way of x, hyper-chaotic, and its attractors are shown in Figure 2
it is quite difficult to calculate the value of x.
with parameters a = 36, b = 3, c = 28, d = −16 and
Hash functions is one-way function that converts in- k = 0.2, its Lyapunov exponents are λ1 = 1.552, λ2 =
put messages of any length into output sequences of fixed 0.023, λ3 = 0, λ4 = −12.573.
length, the output sequence is often called a hash value.
Because the hyper-chaos has two positive Lyapunov exA hash function has the properties of sensitivity to initial ponents, so the prediction time of a hyper-chaotic system
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shadow images in recovery, avoids the design of complex
codebook, and avoids the pixel expansion problem.

3

(a) Secret image

(b) Random grid R1

In this section, we give detailed description of the process
of sharing secret generation and restoration of original
secret image, and for simplicity,we only discuss the algorithm for grey image. The general flowchar of the scheme
can be described in Figure 3.

3.1

(c) Random grid R2

(d) Restored secret image

Figure 1: Experimental results of random grid

The Proposed Scheme

The Generation of Sharing Secret

Step 1: For secret images I1 , I1 , · · · , Im , firstly, the message authentication code (MAC) with the size of 256
bit for every image is calculated, thus m message authentication codes (MAC) H1 , H2 , · · · , Hm are obtained.
Step 2: For every Hi , i = 1, 2, · · · , m, assume its 256 bits
are expressed by h1 , h2 , · · · , h256 , then it is truncated
into 64 bit by Equation (2).
(

0

hi = hi ⊗ hi+128 , i = 1, 2, · · · , 128,
00

0

0

hi = hi ⊗ hi+64 , i = 1, 2, · · · , 64,

(2)

Step 3: For the produced 64 bit data, it is divided into 4
sections, every section includes 16 bits, apply Equation (3) to turn the 16 bits data into a integer which
(a) x1 − x3 plane
(b) x1 − x2 plane
belongs to [0, 65535]. Thus, we can get 4 integer
numbers.

Figure 2: Hyper-chaos attractors of System (1) with k =
00 00
00

x1 = Bin2dec(h1 h2 , · · · , h16 )

0.2



 x2 = Bin2dec(h00 h00 , · · · , h00 )
17 18
32
(3)
00
00
00

x
=
Bin2dec(h
h
,
·
·
·
,
h

3
33 34
48 )



is shorter than that of a chaotic system [29], as a result,
00
00
00

x4 = Bin2dec(h49 h50 , · · · , h64 )
it is safer than chaos in security algorithm. For more detailed analysis of the complex dynamics of the system,
Step 4: Multiply the above generated 4 number
please see relative reference [10].
by 10−5 , and give it to four initial values
As the hyper-chaos has the ergodicity, sensitive feax1 (0), x2 (0), x3 (0), x4 (0).
tures on initial conditions and control parameters of
chaotic maps and random-like behaviors, these features

x1 (0) = x1 × 10−5

make it suitable for generating pseudo-random sequences



 x2 (0) = x2 × 10−5
and key sequences in cryptography [11, 23, 32, 33].
(4)
Among various image encryption algorithm based on
−5

x
(0)
=
x
×
10

3
3

hyper-chaos, it has been shown that some scheme can be


x4 (0) = x4 × 10−5
effectively broken with known plaintext and chosen plaintext attacks, and people have given detailed both mathematical analysis and experimental results to testify the Step 5: Implement encryption of secrets image
security weakness and potential risk of suffering statistical
I1 , I1 , · · · , Im based on hyper-chaos using the
attacks [14, 17, 30].
method proposed by Gao [11], that is to say, for
In application of random grid based secret sharevery image Ii , the following steps are done.
ing, Ahmed A. proposed a novel secret image sharing
scheme [1]. The scheme combines random grids (RG),
1) Iterate the hyper-chaotic system for N0 times
error diffusion (ED) and chaotic permutation, it has the
by Runge-Kutta algorithm to avoid the harmful
advantages of simple computation, alternative order of
effect of transient procedure.
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Figure 3: The general flowchart of the proposed scheme

2) The hyper-chaotic System (1) is iterated, and
as a result, four decimal fractions x1 , x2 , x3 , x4
will be generated. These decimal values are preprocessed firstly as follows

in the same way, take the remainder columns in order
from the m encrypted images, every column is combined into one image. Finally, m confused images
00
Ii , i = 1, 2, · · · , m are generated.

xi = mod((Abs(xi )−f loor(Abs(xi ))×1014 , 256) Step 8: For every confused image of I 00 , i = 1, 2, · · · , m,
i
(5)
repeat Step 1, then another m message authentica0
whereAbs(xi ) returns the absolute value of
tion code (MAC) Hi , i = 1, 2, · · · , m which belongs
00
xi .F loor(x) returns the value of x to the nearto Ii , i = 1, 2, · · · , m are obtained.
est integers less than or equal to x,mod(x, y)
returns the remainder after division.
0
Step 9: For every MAC Hi , i = 1, 2, · · · , m, repeat
3) Encrypt the image by formula according to
Step 2 to Step 4, then four initial values of hyperEquation (6):
chaos are generated.

C
= P3×(i−1)+1 ⊗ x1

 3×(i−1)+1
Step 10: For above four initial values x1 (0), x2 (0), x3 (0),

C
3×(i−1)+2 = P3×(i−1)+2 ⊗ x2
x4 (0). Iterate the hyper-chaotic system by Runge(6)

C3×(i−1)+3 = P3×(i−1)+3 ⊗ x3
Kutta algorithm with initial parameters, the step of



progression is 0.01, and the number of iterations is
C3×(i−1)+4 = P3×(i−1)+4 ⊗ x4
M × (N + 1). Then we will get four decimal fractions
in each iteration, and then preprocesses the four decwhere i = 1, 2, · · · represents the ith iteraimal fractions as follows
tion of the hyper-chaotic system. The symbol⊗
represents the exclusive OR operation bit-byx∗i = mod((Abs(xi ) − f loor(Abs(xi )) × 1014 , 256)
bit.Pi , i = 1, 2, · · · , N × M represents pixel values of the secret image, The process does not
(7)
end until the set is all encrypted. Then the
encrypted pixel set Ci , i = 1, 2, · · · , N × M is
where Abs(x) returns the absolute value of x.
written to the cipher-image.
F loor(x) returns the value of x to the nearest inWhen all the secret image are encrypted, m entegers less than or equal to x, mod(x, y)returns the
0
crypted image Ii , i = 1, 2, · · · , m are gotten.
remainder after division. As a result, x∗1 , x∗2 , x∗3 and
Obviously, as the initial values of hyper-chaos
x∗4 , which belong to will be used in generation of RG.
are different, so it means that the encryption algorithm is One-Time Pad, which is information- Step 11: Arrange the resulted x∗1 in M rows and N + 1
theoretically secure in that the encrypted mescolumns. As a result, a random grid generated by
sage provides no information about the original
hyper-chaos will be gotten.
message to a cryptanalyst (except the length of
00
the message).
Step 12: Repeat Steps 9 to 11 for every Ii , i =
0
1, 2, · · · , m, m random grids will be obtained. They
Step 6: Put the images Ii , i = 1, 2, · · · , m in a row, so a
are called Ri , i = 1, 2, · · · , m, with the size of M ×
matrix with the size M row and N × m column are
(N + 1).
presented. For convenience, it is assumed that every
image is with the size of M × N .
Step 13: Generation of sharing secret. For confused im00
age I1 . Firstly, convert the MAC H1 into 32 decStep 7: Shuffle the encrypted image. Take one column
imal values labeled by a1i , i = 1, 2, · · · , 32. In the
from every image in turn until column are obtained,
00
0
these columns are combined into a image Ii . Then
same way, Hi , i = 1, 2, · · · , m are also converted into
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b1i , i = 1, 2, · · · , 32.

a11 = Bin2dec(h11 h12 , · · · , h18 )






a12 = Bin2dec(h19 h110 , · · · , h116 )





······




 a132 = Bin2dec(h1249 h1250 , · · · , h1256 )

0

0

(8)

0

b11 = Bin2dec(hI1 hI2 , · · · , hI8 )




0
0
0


1
I I
I

)
b
=
Bin2dec(h
h
,
·
·
·
,
h

16
2
9
10




·
·
·
·
·
·



0
0
0


b132 = Bin2dec(hI249 hI250 , · · · , hI56 )

where as, h1i , i = 1, 2, · · · , 256 represents 256 bits of
0

0

H1 , and hiI , i = 1, 2, · · · , 256 is the 256 bits of H1 .
Obviously, a1i , b1i i = 1, 2, · · · , 32 all are in the scope
of [0, 255]. Then, put them into the last position of
the last column of R1 . Lastly, carry out the exclusive
or operation between the ahead N columns of R1 and
00
I1 , thus get the shared images E1 .
00

In the same way, for other confused images Ii , i =
00
2, 3, · · · , m, the sharing secret Ei , i = 2, 3, · · · , m can be
derived. all are with the size of M × (N + 1).
The detail flowchart of the generation of sharing secret
is shown in Figure 4.

3.2

Process of Secret Image Restoration

For every shared image Ei , i = 1, 2, · · · , m, the two groups
MAC can be collected from the last column, then use the
same way as that in the generation stage of sharing image,
0
we can obtain random grid Ri , i = 1, 2, · · · , m, then, the
following steps are executed in order to restore the secret
images.
Step 1: Implement the exclusive or operation between
0
the ahead N columns of generated Ri and Ei , i =
00
1, 2, · · · , m, then, image Ui , i = 1, 2, · · · , m with the
size of M × N are produced.
00

0

Step 2: Transform Ui , i = 1, 2, · · · , m into the Ui , i =
1, 2, · · · , m in the reverse order with the Step 7 of
generation stage of sharing.
Step 3: Use the MAC to execute Steps 2-4 in the generation stage of sharing secret to perform decryption
0
for every Ui , i = 1, 2, · · · , m, then the original secret Figure 4: The flowchart of the generation of sharing secret
images Ii , i = 1, 2, · · · , m are restored.

4

Experimental Results and Dis- 4.1 Experimental Results
cussions

Firstly, the secret images are calculated by MAC, and
The experiment was done by Mathworks MATLAB verthen MAC generated by the secret images is given in Tasion 12b. Some grey images such as ”Lenna, Bird, Aerial
ble 1, respectively.
and Camera” with the size of 256×256 are used for secret
The initial values of hyper-chaos converted from the
image; they are shown in Figure 5.
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Table 1: The MAC of original secret image
Secret Image
Lenna
Bird
Aerial
Camera

MAC
CD77462213222E005C31767595E33417FB1C78DB8570837C769E8A7AB4E754F8
A0C7B83460A68AE1DB97FFD9F98E0CB993FFAAACAB595012DA784833365D65F7
05B44DC1F9BEE57B656651A62E2A7389D8774AF93FF133A7E9C11D0AF8F67814
CB629BACC15E52D202567C47421D0368B92FE25B475FFABFFE9FBEB1C9415A17

above MAC are as follows:

x1 (0) = 0.07364



 x (0) = 0.49910
2

x3 (0) = 0.46934



x4 (0) = 0.52627

x1 (0) = 0.13105



 x (0) = 0.42354
2

x3 (0) = 0.01068



x4 (0) = 0.46013

(a) Lenna

(b) Bird

(c) Aerial

(d) Camera


x1 (0) = 0.14164



 x (0) = 0.15432
2

x
 3 (0) = 0.01257


x4 (0) = 0.49200

x (0) = 0.36484

 1

 x (0) = 0.47873
2

x3 (0) = 0.03421



x4 (0) = 0.61714

Figure 5: The image for test
(9)

So, the encrypted image and the final sharing secret image
can be got and are shown in Figure 6. Here the size of
encrypted image is with 256 × 256, and the sharing secret
image is with the size of 256 × 257.

4.2

Security of the Proposed Scheme

In the proposed scheme, the security of algorithm lies in
two aspects. One is that the hash values of original secret images are used to generate the initial values of the
hyper-chaos system and initial values decides the security
of encryption. It can be obviously seen from the generation processing of sharing secret, the initial values of
hyper-chaos (secret keys) are strongly related to secret
images. In the third stage of the scheme, the MAC of
shuffled image is used to generate another group initial
value of hyper-chaos, which affects the generation of final
sharing secret. This is a combination of two one-time pads
from the point of encryption, and the two MAC codes all
have 512 bits, this makes the secret space reaches, which
ensures the security of the scheme.

Another aspects lies in the generation of sharing secret based on hyper-chaos diffusion. One has shown that
image encryption algorithm based on hyper-chaotic system with only one round diffusion process has some kind
of weak security [32]. The proposed scheme achieves the
security through two rounds of diffusion process and one
position confusion.
From the description of the proposed scheme, it can be
seen that, the sharing secret can be used to restore the
original secret image, but the scheme need all the sharing
secret images to take part in. From the point of security,
once anyone of the sharing secret images is modified, the
original image will not be restored. The data position in
the sharing secret image is shown in Figure 7.
Obviously, the some original secret images will not be
completely restored if the ”Sharing image data” is tampered with from the scheme. Even if only one bit are
modified, some original secret images will not restored
completely.
For example, the value of the 30th position in Sharing
image data in sharing secret 1 is 45. If it is modified to
be 46, other data in all sharing secrets are all kept intact,
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(a)

(b)

Figure 7: Data position information in sharing secret

(c)

(d)

(e)

(f)

(g)

(h)

”MAC of Shuffled Image” affects the generation of random grid, if it is falsified, the sharing secret will become
useless, because if it is modified, the initial values of
hyper-chaos will be altered, thus the random grid generated by hyper-chaos will be different from the original
one, this will result in the mistakenly restoration of original secret image. In the same sense, ”MAC of Secret
Image” affects the decryption of original secret image, if
it is falsified, the original secret image will not be correctly
decrypted. ”Random Grid Data” in the sharing secret is
redundant; it can be replaced by some valuables, which
will be studied in future works.
For example, for sharing secret 1, the data of ”MAC
of Secret Image” is ”205, 119, 70, 34, 19, 34, 46, 0, 92,
49, 118, 117, 149, 227, 52, 23, 251, 28, 120, 219, 133, 112,
131, 124, 118, 158, 138, 122, 180, 231, 84, 248”, if the
first number ”205” is modified to be ”206”, other data
in sharing secret 1 and other sharing secret are all not
modified. In this situation, the four shuffled images are
all correctly restored, and when restore the original secret
image, the initial values of hyper-chaos for the first group
become:

x1 (0) = 0.08132



 x (0) = 0.49910
2
(10)

x
3 (0) = 0.46934



x4 (0) = 0.52627

It is obviously different from the original initial value in
Figure 6: The encrypted and sharing secret images, (a)- Equation (7), so we get the restored secret image, which
(d) the encrypted image (e)-(h) the sharing secret
are shown in Figure 8.

4.3

Double Verification

then it is found that the image ”Aerial” is not lossless It can be seen from the generation of sharing secret, the
restored when we restore the original secret image, as the proposed scheme has verification of two stages. One is the
MAC of restored ”Aerial” is
integrity verification of sharing secret image; the other is
the integrity verification of restored original secret image.
”1C3132BE45A60A4E544F 39E29803B03A477C6
For anyone of sharing images, it is with the size of
C4B2D9F 0557AD217C6168BD3DA0”
256 × 257, in order to verify the integrity of sharing secret
image; we can perform the following steps:
It is totally different from that in table 1. Although the
image has no distinct changes from the visual effect, it is 1) Convert the ”MAC of Shuffled Image” into initial
indeed altered from the computation, so it is not lossless
value of hyper-chaos, and generate the random grid
R.
restore for the algorithm in real sense.
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3) Convert to original secret image from the shuffled
image, only the fourth image is altered, and the other
three are lossless.
To clearly explain the verification process, two examples are given in the following. The example1 illustrates
the verification of sharing secret, another one is for verification of restored secret image.
(a) Restored ”Lenna”

(b) Restored ”Bird”

(c) Restored ”Aerial”

(d) Restored ”Camera”

Figure 8: The recovered secret images when sharing secret
is modified

2) Carry out the exclusive or operation between R and
the sharing secret image, and the resulting image is
00
represented by I .
00

3) Calculate the MAC of I , and compared it with
”MAC of Shuffled Image”, if they are identical, it
proves the ”MAC of Shuffled Image” is intact; else
we can think the ”MAC of Shuffled Image” is modified.
Of course, if the ”Sharing image data” are modified, then
00
the MAC of I and that of ”MAC of Shuffled Image”
must be different from the properties of MAC. Similarly,
we can also judge whether the Sharing secret is tampered
with.
For the second verification stage, assume that the restored original image is I s , then, calculate the MAC of the
restored image, and compare it with that of the ”MAC of
Secret Image”, thus we can also judge the integrity of the
restored secret image.
The necessity of the second verification can be explained by the following example.
Assume the four sharing secret image are Iir , i =
1, 2, 3, 4, and the 20th column data in is tampered with,
and other any data in are all not modified.
From the processing of sharing image generation and
decryption, it can be concluded that
1) The first sharing secret image is modified through
the verification of ”MAC of Shuffled Image”, and the
other three sharing secret images are intact.

Example 1. For sharing image 2, the 32 decimal values
corresponding to ”MAC of Shuffled Image” are ”231, 30,
203, 231, 35, 111, 191, 127, 186, 197, 47, 240, 131, 114,
102, 156, 1, 136, 108, 248, 15, 215, 160, 183, 15, 170,
183, 44, 127, 237, 110, 231”. If the last two numbers
are modified into ”111, 230” from ”110 230”, then, the
original initial value of hyper-chaos and that of modified
one will become the following, respectively:

x1 (0) = 0.21497



 x (0) = 0.16323
2

x3 (0) = 0.53287



x4 (0) = 0.06067


x1 (0) = 0.21497



 x (0) = 0.16323
2

x
3 (0) = 0.53287



x4 (0) = 0.05810

(11)

Thus, the random grid generated by hyper-chaos with the
initial values of modified one is different from that generated by original initial values. In this case, the restored
secret images are shown in Figure 9. it can also be verified
that the restored images are damaging.

Example 2. In order to testify the necessity of integrity
verification of the restored secret image, it is assumed that
the first sharing image is inserted by two white lines, such
as shown in Figure 10. Then, the decryption process is
used to retrieve the secret images; the restored secret images are shown in Figure 10. It can be concluded that
from the verification process that, the image ”Lenna” and
”Camera” are lossless restored, because the MAC of the
two restored image and that in the sharing images are the
same, but the MAC of restored ”Bird” and ”Aerial ” are:
”E3D53BB3C4324F A6E023F 4CDEE4A7F 4CD956
CBB36E9523403B83C436049552D4”
”F 8F 7944EF E837387F 9C56C0CB8EEA19077337
09115D0F DAA23C6505B8D31ADC0”

Obviously, they are different from the MAC of secret
2) For the four shuffled images, only the first shuffled images (Table 1), so, it is regarded that the image ”Bird”
image is modified.
and ”Aerial” are damaging restored.
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(a) Restored ”Lenna”

(b) Restored ”Camera”

(c) Restored ”Aerial”

(d) Restored ”Bird”

(a) The first sharing secret of
damaged

(b) Restored ”Lenna”

(c) Restored ”Bird”

(d) Restored ”Aerial”

Figure 9: Restored secret image when the second sharing
secret is modified

4.4

Comparison
rithms

with

Existing

Algo-

It can be seen from the description of the scheme, the final
sharing secret is with the size of M × (N + 1), the pixel
expansion is 1 + N1M . Obviously, the pixel expansion is
(e) Restored ”Camera”
mini with the larger M and N .
Table 2 gives some comparisons with existing algo- Figure 10: Restored secret image when the first sharing
rithms in application type of images, size of sharing secret, secret is modified
property of restored secret image and verification of the
scheme.
Apparently, the proposed scheme has the following advantages when it is compared with some published liter- 4) Every right sharing secret can help to restore one
part of original secret image, the more sharing secret
atures.
takes part in, the better that original secret image
1) The generated sharing secrets have only mini expanrestore, if all the sharing secret are used, the secret
sions than original secret image, if the original secret
image can be restored completely. So the proposed
image is with the size of M × N , then the expansion
scheme can progressively recover the original secret
is only N1M compared with the original secret image.
image.
2) The sharing secret is generated by One-Time Pad,
which is information-theoretically secure in that the
Conclusions
encrypted message provides no information about the 5
original message to a cryptanalyst (except the length
A novel multi secret sharing scheme is proposed in this paof the message).
per. Generation of sharing secret includes three stages in
3) The proposed algorithm can not only verify the in- the scheme. The first stage is encryption of secret image
tegrity of the sharing secret, it can also verify the based on hyper-chaos, the encryption algorithm rely on
integrity of the restored secret image. If the sharing the secret image self. The second stage is shuffling of enimage is not modified, the restored stored image is cryption. The third stage is generation of sharing secret.
completely the same as the original one, parts of the In this stage, MAC of shuffled encryption image are used
sharing images are modified may not means that the for initial values of hyper-chaos, then the hyper-chaos is
original secret images are lossless restored or not, it used to generate random grid, finally, the sharing secret is
can be testified through the verification process.
generated through XOR operation between random grid
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Table 2: Some comparisons with existing scheme
The scheme

Type of secret image

Shyu’s method (2009)
Chen’s method (2011)
Wu’s method (2012)
Chen’s method (2013)
Lin’s method (2015)
Ours method

B, G, C
B
B
G
B, G, C
G

Pixel
expansion
N
N
N
N
N
Mini

Recovered
image

Type
VSS

of

Lossy
Lossy
Lossy
Lossless
Lossy
Lossless

RG-based
RG-based
RG-based
RG-based
RG-based
RG-based

Verification

No
No
No
No
No
Yes
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