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Abstract
Today’s universities are on the forefront of technological advancement which makes University’ computing
environment vulnerable because of its large open networks. This paper analyzed the security threats specifically evolve in University’s network, and with consideration of these issues, proposed risk assessment framework for University computing environment. The proposed framework reduces the risk of security breach by
supporting three phase activities; the first phase assesses
the threats and vulnerabilities in order to identify the
weak point in educational environment, the second phase
focuses on the highest risk and create actionable remediation plan, the third phase of risk assessment model recognizes the vulnerability management compliance requirement in order to improve University’s security position.
The proposed framework is applied on Vikram University
Ujjain India’s, computing environment and the evaluation result showed the proposed framework enhances the
security level of University campus network. This model
can be used by risk analyst and security manager of University to perform reliable and repeatable risk analysis in
realistic and affordable manner.
Keywords: Security Risk; Security Threats; University
Campus Network; Vulnerability

1

Introduction

With increasing development of Information Technology,
computing and network applications have become an integral part of universities environment. Today’s universities
are on the forefront of technological advancement. The
greater access to technology results in valuable learning
environment, on the other hand can also results vulner-

able computing environment with more security threats.
University campuses are proving themselves to be some of
the most technologically advanced places in the world by
providing facilities like extensive Wi-Fi support, online
learning using lecture capture software, digital library,
classroom virtualization, web conferencing etc [23]. All
these advancement makes University’s computing environment particularly vulnerable because in contrast to
hacking targets like banks, college and university computing environments are often large open networks. Protecting open large university campus against constantly
evolving threats and vulnerabilities presents major challenges. On the other hand, the open computing university
environment also supports diverse users; mainly the three
distinct types of users of university are students, faculty
and administration. Each of the user accesses university
computing environment with varying level of university
resources. Therefore, University campus network must
not only provide the secure access to users but also defend them from vulnerabilities and security breaches. In
the large University campus network there is need of improving risk posture and security effectiveness. It requires
identification of operationally critical threats, assessment
of vulnerabilities for measurement of risk level by continuous network monitoring of University campus network.
This paper proposes Quantitative Information Security
Risk Assessment Model designed specifically for University computing environment, with the consideration of security dangers presents in large open campus network of
University. The proposed model quantitatively measures
the security risks by identifying potential threats and information processes within Universities network configuration. This model can be used by risk analyst and security manager of University to perform reliable and repeatable risk analysis in realistic and affordable manner.
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2

Related Work

There are various risk assessment models available, some
of which are qualitative while others are quantitative in
nature; having a common goal of estimating the overall
risk value [15]. OCTAVE (Operationally Critical Threat,
Asset and Vulnerability Evaluation), developed by CERT
is a model for risk-based infosec strategic assessment and
planning [1]. OCTAVE defines assets as including people, hardware, software, information and systems. One
of the major drawbacks of OCTAVATE is its complexity and it doesn’t allow organizations to quantitatively
model risk. In order to improve security organization system some standard principles are needed, Joshi et al. [8]
analyzed the prominent taxonomies of attacks and vulnerability of computer system and network to improve
vulnerability categorization and proposed novel approach
towards Standardization of Network and Computer [7].
Harini et al. [5] proposed a simple, fast and efficient
protocol for enhanced network architecture for authentication. One another prominent risk assessment model
is [4] FAIR (Factor Analysis of Information Risk), provides framework for understanding, analyzing and measuring information risk. FAIR is built to address security
concern weaknesses. The framework allows organizations
to standardize the risk, apply risk assessment, view in
total organizational risk, defend risk determination using
advanced analysis and understand how time and money
will affect the organization’s security profile. The main
shortcoming of FAIR is the lack of information about
methodology and examples of how the methodology is applied. [6, 12] NIST RMF (National Institute of Standards
and Technology’s Risk Management Framework) covers
a series of activities related to managing organizational
risk. [21, 24, 25] TARA (Threat Agent Risk Assessment)
is a risk assessment framework created by Intel that helps
companies to manage risk by distilling the possible information about security attacks. The major drawback is to
be prohibitively expensive and impractical to defend possible vulnerability. One of the primary tasks of risk assessment process is vulnerability scanning; Joshi et al. [9, 10]
evaluated the efficiency of web application vulnerability
scanners by designing a vulnerable web application. This
evaluation assists in choosing vulnerability scanner during
first phase of proposed model.
There are numerous risk assessment models; however,
there is no mechanism to assist organizations in determining which model is the best to be employed within
an organization; also these models considered the security challenges identified in hacking target organizations
like banks. Although security risk assessment is crucial
for these organizations but these organizations have secure and close network environment. On the other hand,
higher educational institutions like Universities where information security risk assessment is major and high priority job are having large and open computing environment. The next section describes the typical scenario
of University network environment comprises of diverse
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small network.

3

University
Setup

Campus

Network

Figure 1 shows an ideal, large and open, University campus network setup, comprises of diverse small networks.
With the rapid development of technology, universities
strive to develop a convenient and valuable learning environment through IT technologies. University large computing environment includes diverse network devices, various software applications and many servers. University
network is large and open, so instead of trying to scan an
entire network, we classify the hosts into groups and the
scan each group.
• External Scan: Scanning through a router or firewall,
208.91.199.121.
• Internal Scan: The internal scan took place at the
School of Engineering and Technology (SoET) location, and was plugged into a server that resides inside
Vikram University’s network.
In Figure 1 the placement of the blue scanner is inside
the firewall, so it can scan internal vulnerabilities and
the red scanner is used for external vulnerabilities scan.
These internal and external vulnerability scans are used
to collect data to assess the effectiveness of current security measures taken at the Vikram University’s network.
The internal scan took place at the School of Engineering and Technology (SoET) location, and was plugged
into a server that resides inside Vikram University’s network. The objective is to avoid external security counter
measures to get a detailed view at system configurations.
The external scan is for determining the security posture
through Internet users view. The point behind external
scanning is to identify what a hacker would see if he were
trying to probe Vikram University’s network.

4

Proposed Quantitative Information Security Risk Management
Model

The main objective behind designing a security risk assessment framework is, ”Security controls should be selected based on real risks to an organization’s assets and
operation”. Numerous of security risks assessment models are available but University computing environment is
differ from other organizations as it is large, open and consists of several small diverse network with various users.
Selecting risk assessment model without analysis, results
in implementation of security controls in the wrong places,
wasting of resources and leaving an organization vulnerable to unanticipated threats. The proposed risk assessment model initially analyses what is to be assessed, who

International Journal of Network Security, Vol.19, No.5, PP.742-751, Sept. 2017 (DOI: 10.6633/IJNS.201709.19(5).12)

744

Figure 1: Network setup for Vikram university computing environment

needs to be involved and the criteria for quantifying, qualifying, and comparing severity of risks. The assessment
results must be documented properly. The goal of proposed framework is to measure risk level quantitatively
that will allow higher educational institutes to understand
security risks. The proposed model is based on the most
popular risk frameworks in use today, OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation), developed at Carnegie Mellon University. The proposed framework performs three phase activities to make
standard model more absolute, and provides a practical
approach which can be used in real educational environment.

anism that collects input regarding vulnerabilities and
threats and produces quantitative risk level that can be
measured and treated. General steps for the proposed
framework are: identifying assets and stakeholders, understanding security requirements, assessing vulnerabilities, analyzing the effectiveness of controls, evaluation of
risks by estimating frequency and impact of exploit, designing remediation plans and finally drive decisions using
powerful reporting. Figure 3 shows the proposed framework for Quantitative Information Security Risk Assessment.

Figure 2 shows the abstract three phase view of the
proposed model: The goal of proposed model is to reduce risks of security breach, this means understanding
the cause that makes system vulnerable. The first phase
focuses on knowing weak points, even in constantly changing and challenging University’s environment. Then the
second phase concentrates on understanding which areas
are having the highest risks, based on reliable and granular real risk scoring. The proposed framework uses Common Vulnerability Scoring System (CVSS) [13, 14] to validate which vulnerability can be actively exploited. The
third phase pivot along the creation of actionable remediation plan over with University environment’s unique
Figure 2: Three phases quantitative information security
factor to and finally generate powerful reporting to track
risk assessment model
recursive risk measurement activities. The central of the
proposed risk assessment framework is an objective of
assessing University’s campus network, recursive mech-
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Analysis of Effectiveness of Controls

In this step of assessment technical controls like authentication and authorization, intrusion detection, network
filtering and routing, and encryption are considered and
a document is prepared as an output which describes the
effectiveness of system in defending against the particular
threats.

4.5

Estimation of Frequency of Exploit

In this step, the likelihood that vulnerability can be exploited by the attacker is determined. Frequency of exploit will be calculated using mathematical formula and
will be used in determining the quantitative security risk
magnitude.

4.6

Estimation of Impact of Exploit

The impact can be measured by using Confidentiality Impact, Integrity Impact, and Availability Impact metrics
of the CVSS [20]. The impact estimates how exploitation
of a configuration issue could directly affect a targeted
system and reflects the degree of loss of confidentiality,
Figure 3: The proposed framework for quantitative inforintegrity, and availability. This step measures the impact
mation security risk assessment
of exploit onto the system.

4.1

4.7 Quantitative Risk Measurement
Assets and Stakeholders IdentificaBy the convergence of frequency and impact of exploit,
tion
quantitative security risk level can be measured. With the

The risk assessment techniques require to clearly specify- calculated risk magnitude the qualitative risk level can be
ing the assets. This step of proposed model defines the determined in the range low to high. This risk level will
boundaries and contents of the asset to be assessed. In be further used in creation of remediation plans.
proposed framework information is taken as an asset.

4.8
4.2

Understanding
ments

Security

Require-

In this step, along with the resources and the information
that constitute the system, the boundaries of the IT system will be identified. This step defines the scope of the
risk assessment effort and provides information essential
to defining the risk. The input for this step is information
about hardware, software, data and information, network
connections and system interfaces; and the output is a
document that describes system mission, system boundary, system functions and information about criticality
and sensitivity of data.

Creation of Actionable Remediation
Plan

Risk magnitude calculated in previous step prioritize the
vulnerabilities which assists in defining remediation plans
to validate identified vulnerabilities in order to improve
system’s security level. Second phase of the proposed
identifies the areas are having the highest risks using
Common Vulnerability Scoring System (CVSS) [20]. This
risk magnitude can be used to estimate which vulnerability can be actively exploited and remediation plans will
be designed using this information.

4.9

Drive Decisions Using Powerful Reporting

After completion of risk assessment procedure the results

4.3

Threats and Vulnerabilities Identifi- should be documented in an official report format. This
report will help senior management, the mission owners in
cation

In this step, threat scenarios are created by listing the
most common combinations of attack paths, attack goals
and attack actor (attackers or hackers), that might lead
to the compromise an asset.

making decisions on policy, procedural, budget, and system operational and management changes. As risk assessment is recursive procedure, this final generated report
will be used as an input of phase1 of proposed framework
in the next cycle of risk assessment procedure.

International Journal of Network Security, Vol.19, No.5, PP.742-751, Sept. 2017 (DOI: 10.6633/IJNS.201709.19(5).12)

746

that spoof official mailings for financial gain [18].
University’s young students are at most of being the
victim of a phishing attack that results in malware
or ransomware downloads.
Wi-Fi. Vikram University provides Wi-Fi access on the
University campus which is great in technology advancement view, but it can cause security problems
in surprising ways.
Viruses Spreading through Social Media. Young
adults of University are most avid users of social
media like Facebook, Twitter and YouTube. This
implies that in University’s network malware can
spread like wildfire through social media sites.

Figure 4: Ongoing risk assessment process

5

Evaluation of Proposed Quantitative Information Security
Risk Assessment Model

As discussed in previous Section 2, University’s network
environment is continuously expanded and modified, its
components changed, and its software applications replaced or updated with newer versions; these changes
indicate that new risks will emerge and the previously
mitigated risks may again become an issue. Thus, the
risk management is ongoing and evolving process. This
section emphasizes the good practice and need for an ongoing risk evaluation and assessment in order to improve
security level. Figure 4 shows recursive model of ongoing
risk assessment process.
In order to evaluate the importance and effectiveness of
proposed model, it is applied on Vikram University Computing Environment (network setup of Vikram University
shown in Figure 1).

5.1

Defining System Boundaries

The first phase of the proposed model identifies weaknesses and vulnerabilities visible and exploitable on the
University computing environment. In the first step of
first phase, the proposed approach for securing University campus network, determines information as an asset.
The second step defines the scope of the effort, in risk
assessment process. Characterizing the University’s computing system establishes the scope of the risk assessment
effort by identifying limits of the computing system along
with resources and the information that constitute the
network environment. The large and open network environment of Vikram University campus mainly suffers
following security threats:
Phishing, ransomware, and malware.
Cybercriminals uses emails or Web

accounts

So Many Diverse Mobile Devices, so Much Risk.
Students are early adopters of technology, and new
devices are frequently visible in campus; from iPads
to new android phones, daily new launched devices
are having upgraded versions of operating systems
that can easily infected by smart attacker and also
ready to infect University’s network.
Embedded Devices are Risks Prone. Embedded
connectivity improves the risks for viruses and more
threats for network.

5.2

Vulnerability Identification and Assessment

After identification of the plausible security threats in university environment, the next step is to perform vulnerability assessment, which determines the potential impact
of loss from a successful attack. Vulnerability scans apprised the administrator to the actual state of security
on network and assist in defining remediation before an
attacker discovers any vulnerability first. University network is large and open, so instead of trying to scan an
entire network, we classify the hosts into groups and the
scan each group. It will make scanning process easier.
The scanning process is performed in two steps: external
scan and internal scan. Since scanning through a router
or firewall could hide internal vulnerabilities, therefore, as
shown in Figure 1 of Vikram University network setup,
the placement of the blue scanner is inside the firewall so
it can scan internal vulnerabilities and the red scanner is
used for external vulnerabilities scan. These internal and
external vulnerability scans are used to collect data to assess the effectiveness of current security measures taken at
the Vikram University’s network. The internal scan took
place at the School of Engineering and Technology (SoET)
location, and was plugged into a server that resides inside
Vikram University’s network. The objective is to avoid
external security counter measures to get a detailed view
at system configurations. The external scan is for determining the security posture through Internet user’s view.
The point behind external scanning is to identify what a
hacker would see if he were trying to probe Vikram University’s network. The vulnerability scan requires the use
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Discovered
12/8/16 5:31 PM
12/8/16 5:31 PM
13/8/16 12:44 AM

Table 1: Discovered hosts by Nexpose
IP address
Host Name
OS
208.91.199.121 vikramuniv.net
Unknown
192.168.1.4
ICS
Windows Vista
192.168.1.1
192.168.1.1
Linux

of scanning tools. The tools used to scan Vikram University were [16] Nexpose, [11] Metasploit and [9] Acunetix.
The tool Nexpose is used to find hosts on the network
have to be scanned for vulnerabilities. Acunetix is used
for scanning web vulnerabilities while Metasploit is used
along with Nexpose for penetration testing.

5.3

Services
465
7
4
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Vulns
72
23
0

exposures and it is up to security teams to understand the
severity of risks, which require knowledge of existing security infrastructure and additional manual effort. After
identification of vulnerabilities present in Vikram University network environment, the next phase prioritized security vulnerabilities by calculating risk magnitude, along
with estimation of frequency and impact of exploit.

Major Findings

Nexpose placed within contact range of University’s
router, to find hosts and services on the network, discovered 35 hosts having 587 services, among which the main
server of University is running with 27 high, 15 medium
and 9 low vulnerability. Table 1 represents the format
of result generated by Nexpose with some of the host’s
details.
Along with these details Nexpose generates details
about active services, credentials and successful attacks.
Details of vulnerabilities identified by Acunetix at host
208.91.199.121 are shown in Figure 5.
The snap shot of external scan results that summarized
the identified alerts of the host 208.91.199.121 shown in
Figure 6.

Figure 6: Web scan result of the host 208.91.199.121 by
Acunetix web scanner1
Metasploit found 11 vulnerabilities during scan of the
same host 208.91.199.121. Of these, 5 were critical, require immediate action because they are relatively easy
for attacker to exploit and may provide them full control over the system. 5 vulnerabilities were severe, often
harder to exploit and may not provide same access to
affected systems. There was one moderate vulnerability
discovered, provide information to attacker that may assist them in mounting subsequent attack in University
network, so it should also be fixed in timely manner, but
not urgent as other vulnerabilities.
Vulnerability scanners simply identify large numbers of

5.4

Quantitative Risk Level Measurement

Risk assessment needed skilled individuals that understand probabilities, statistics and information technology.
The first step in risk measurement requires integrating all
scan results obtained from different scanners, Nexpose,
Acunetix and Metasploit. Table 2 shows the scan results
obtained by scanners Nexpose, Acunetix and Metasploit.
With all this vulnerability data gathered from scan results, security professional need to be able to prioritize
risk by using as the Common Vulnerability Scoring System (CVSS) along with local network activity and device configurations. The risk level determines, among
the identified vulnerabilities which of them actually create danger to the system and further, vulnerabilities are
remediated according to the risk magnitude. Risk magnitude depends on the likelihood of the exploit, as the
more frequent occurrences of vulnerability make system
riskier; also, the Frequency of vulnerability depends on
the date of emergence of vulnerability in the system [19].
The frequency and quantitative risk level of vulnerabilities determined by using the mathematical equations of
Quantitative Security Risk Level Estimation Model [22],
that computed temporal and environmental metrics to
augment base CVSS scores and then derived a final risk
value. The quantitative risk level score is ranging from
0 to 10; this numerical score can then be translated into
a qualitative representation (such as low, medium, high,
and critical) to help organizations properly assess and prioritize their vulnerability management processes. Table 3
interprets the risk rating values.
In quantitative risk level measurement along with
severity of exploit, we are considering many factors like
total number of alerts, affected item by exploit, affected
parameter and variants identified during vulnerabilities
scan. In Vikram University’s computing environment the
risk assessment method identified SQL injection, weak
password and CSRF attacks at High risks.
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Figure 5: Acunetix Web scan result of the host 208.91.199.121

Table 2: Integrated scan results
Vulnerability
Severity Total Alerts
Weak password
7.5
2
Weak password
7.5
2
Cross-site Scripting(verified)
4.4
1
Blind SQL Injection
7.8
6
SQL injection (verified)
7.8
15
Microsoft IIS tilde directory enumeration
2.6
1
Script source code disclosure
2.6
1
Weak password
7.5
2
Application error message
5.0
10
ASP.NET version disclosure
0.0
1
Microsoft IIS version disclosure
0.0
1
Password type input with auto-complete enabled
0.0
4
Directory traversal
6.8
1
HTML form without CSRF protection
8.6
6
Clickjacking: X-Frame-Options header missing
6.8
1
Login page password-guessing attack
6.8
4

Category
A Brute Force attack
Insufficient Authentication
Cross-site Scripting
SQL Injection

Information
Leakage

Path Traversal
Abuse of
Functionality
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Quantitative
Risk Magnitude
9.0 to 10.0

Risk Category
Critical

7.0 to 8.9

High

4.0 to 6.9

Medium

0.1 to 3.9

0Low

5.5
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Table 3: Qualitative risk rating scale
Description
Risk is totally unacceptable; must require immediate action to reduce likelihood of occurrence.
Risk is unacceptable; should require remediation plan to be implemented as soon as possible.
Risk may be acceptable over the short period of time; require that
in future actions and budget plans to reduce risk should be included.
Risks are acceptable; plans to further reduction of risk should be
implemented with other security upgrades.

Recommendations for Up-gradations

data is in the URL, it is displayed in the browser’s
address bar, and information leakage occurs. The
simplest solution is the use of POST method, while
using the POST method, form data appears within
the message body of the HTTP request, not the URL.

Based on the findings from the risk assessment, the next
phase of the proposed framework is to identify countermeasure upgrades that will reduce the risk levels. The
previous phase of risk assessment identifies SQL injection, weak password and CSRF attacks at High risks in
And finally, the risk assessment results are documented
Vikram University’s network. This section presents recommendations about identified risks in order to improve in an official report format which help senior management,
the mission owners in making decisions on policy, proceUniversity network’s security.
dural, budget, and system operational and management
SQL injection. Vikram University computing environ- changes. As risk assessment is recursive procedure, this
ment identified total 21 SQL injection security final generated report will be used as an input of phase1 of
alerts and the affected items are: /Login.asp, proposed framework in the next cycle of risk assessment
/Register.asp, /Search.asp, /showforum.asp and procedure.
/showthread.asp. SQL injection attacks reshape the
SQL queries which alter the nature of the program
for the benefit of the hacker [2]. Server Side defense
using Prepared Statement [9] is the most effective 6
Conclusions
way to protect from SQL Injections, because it ensures that intent of query is not changed.
This paper proposed Quantitative Information Security
Weak Password. In University network 6 alerts of weak
password are detected in /Login.asp. There are several accounts with passwords older than thirty days
and some are even close to a year old. Password
cracking is one of the most common elements used
to assess the current security posture [3]. The simpler way to overcome weak password vulnerability
is to enforce password policies, such as password
length should be more than 8 characters, contains
at least one capital and one small latter, at least one
numeric and one special symbol should be included
while choosing password.
CSRF Attacks. Total 6 variants detected with affected
items /Login.asp, /Register.asp and /Search.asp.
The CSRF vulnerabilities occur when applications
allow every valid session identifier request to be processes by the application business logic [17]. The
main threat is concerned to the way the browser handles requests. A simple example is a web application
uses the GET method in an HTTP request for transferring password information; the browser encodes
form data into a URL while using GET. Since form

Risk Assessment framework for University’s Computing
Environment. The goal of proposed model is to reduce
risks of security breach, this means understanding the
cause that makes University’s campus network vulnerable. Applying the proposed framework onto the Vikram
University campus network, it is clear that the current
approaches of securing the network are ineffective in University environment’s concern; as University’s computing
environment is differ in contrast to hacking targets like
banks. The evaluation study addresses the issues found in
Vikram University’s network, such as enforcement of password policies, remote access management and restricting
permissions to mandatory accounts. The proposed model
quantitatively measured the risk magnitude for University’s network configuration and can be used by risk analyst and security manager of University to perform reliable and repeatable risk analysis in realistic and affordable
manner. The proposed framework can be applied to any
higher educational organization or University’s IT environments; it enables Universities to stay a step ahead of
security threats and also to get more value from their security budget, by focusing on critical assets that are truly
at risk.
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