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Abstract

By access structure and attribute set, attribute-based en-
cryption realizes fine-grained access control and one to
many encryption. The expression of access structure di-
rectly decides the application range of one scheme and the
general circuit reaches the best form. Since the safety of
multilinear maps is suffered question, using relatively effi-
cient and safe bilinear maps to construct circuit attribute-
based encryption becomes popular. In this paper, we first
propose a method that can convert any monotone circuit
to an equivalent access tree. Then based on it, we pro-
pose a key-policy attribute-based encryption for general
circuit from bilinear maps. Moreover, combining exiting
method that can convert any access tree into LSSS struc-
ture and plenty of well-developed LSSS schemes, we can
directly obtain corresponding circuit schemes. Compared
with currently scheme from bilinear maps, our work is
more efficient and expandable. In the standard model,
selective security of our scheme is proved under the deci-
sional bilinear Diffie-Hellman assumption.
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1 Introduction

With the Internet more and more developed, the appli-
cation of cloud storing and cloud computing are more
and more widely. And the security problem also becomes
more and more serious [3, 21]. In traditional public key
encryption, the message is encrypted to a specific individ-
ual. The efficiency becomes extremely low when sharing
a message with multi users. Attribute-Based Encryption
(ABE) as a new type public key primitive realizes one to
many encryption and fine grand access control.

Sahai and Waters [18] proposed the concept of ABE
in EUROCYPT 2005. Different with traditional public
key encryption, there are attribute set and access struc-

ture in encryption and key generation phase. And ac-
cording to the position, the ABE can be divided into two
types: when attribute set associate with ciphertext and
access structure associate with private key, it is called
Key-Policy ABE (KP-ABE); when attribute set associate
with private key and access structure associate with ci-
phertext, it is called Ciphertext-Policy ABE (CP-ABE).
Only when attribute set satisfy access structure, the user
can decrypt the encrypted message. In 2006, Goyal et
al. [10] proposed the first KP-ABE scheme, and the ac-
cess structure of this scheme is access tree with highly
efficient secret sharing approach.

How to improve the expression of the access structure
is an important research field in ABE, and the progress
of the improvement is really slow. After first access tree
ABE was proposed in 2006, Lewko and Waters [12] con-
verted it into Linear Secret Sharing Scheme (LSSS) as ac-
cess structure until 2011. In 2013, Garg et al. [9] utilized
the multilinear maps [8] built in ideal lattice to construct a
KP-ABE scheme that supported general circuit as access
structure. The general circuit can express any fixed run-
ning time program and reach the strongest expression in
ABE [23]. After that, Tiplea et al. [20] proposed the first
circuit KP-ABE scheme from bilinear maps. Until now, it
is still the only one work that achieves the general circuit
by bilinear maps. Recently, Hu and Jia [11] pointed out
that the multilinear maps they used are not safe and gave
a valid attack. Therefore, we build the scheme on mature
bilinear maps and its assumption.

2 Related Work

Unlike other fast developing branches in the ABE sys-
tem, the most important one which aim to achieve bet-
ter expression improves really slowly. The first KP-
ABE [10] scheme used access tree as structure in 2006.
The access tree can be used to represent any mono-
tone Boolean formulas which is a special case in mono-
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tone circuit with limitation of fan-out one for every
node. In 2011, [12] proposed a KP-ABE scheme with
LSSS as structure, and in their scheme, they proposed
a method that can convert any access tree into a LSSS
matrix. Due the flexible and efficiency of LSSS, many
schemes [1, 7, 13, 14, 15, 16, 17, 22] used LSSS structure
to achieve additional property based on [12]. In 2013, [9]
explained that the “backtracking attack” was the main
barrier to extent access tree’s single fan-out into circuit’s
multi fan-out. And they used level multilinear maps to
prevent the attack, but the private key size and com-
putation complexity of paring is extremely high. After
that, there appeared many optimization and extensions
schemes [4, 5, 6] based on [9]. However, [11] found a weak-
ness on the multilinear maps they used and give a valid
attack, leading their scheme unsafe. As for now, there
is only one scheme achieved circuit ABE from bilinear
maps. But its complexity is still high and has limitation
on extension.

In this work, we propose a method that can converts
any monotone circuit into a corresponding access tree,
and then use the secret sharing method in [10] to con-
struct a KP-ABE scheme. Selective security of our scheme
in the standard model is proved under the decisional bi-
linear Diffie-Hellman assumption. Compared with [20],
our scheme do not have extra gate (FANOUT gate) and
its components, therefore our scheme is more efficient.
More important, combining with the method proposed
in [22] that converts any access tree into a corresponding
LSSS, we can directly get plenty of circuit schemes with
additional property based on current schemes like CP-
ABE [24], private key tracing [14, 15], revoke [16], large
universe [17], etc.

3 Preliminary

Definition 1. Access Structure [19]: For a given non-
empty finite set U, any non-empty subset S of U is called
an access structure definite on U. S is called monotone
if for VB € S satisfies:

(A€ S)(ACB)=BeS.

If a subset of U also belongs to .5, it is called autho-
rized set; otherwise, it is called unauthorized set. In ABE
scheme, we call the elements of U as attributes.

Definition 2. Access Tree: An access tree is combined
by leaf nodes and gates. Fach leaf node has one outgoing
wire and associates with one attribute. The gate type is
either OR gate (1 of 2 threshold gate) or AND gate (2 of
2 threshold gate) which has two incoming wires and one
out going wire.

Definition 3. General Circuit [9]: A general circuit is
combined by input nodes and gates. Each input node has
arbitrary numbers outgoing wires (at least one) and as-
sociates with one attribute. The gate type is either OR
gate, AND gate which has two incoming wires, or NOT
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gate which has one incoming wire and one outgoing wire,
and those gates can have arbitrary numbers outgoing wires
(at least one).

In our scheme, we use notation C,(T';) to represent
a sub-circuit (sub-tree) with root node z, and abuse
the subscript r to express entire circuit (tree). For in-
put attribute set A, we use Cy(4) = 1 (I'y;(A) = 1)
to represent A satisfy sub-circuit (sub-tree) C,(T';), and
Cy(A) =0(I';(A) = 1) to represent it is not. We use tu-
ple (w, w1, ws) to represent a node w and its left and right
child nodes wy, we, and use S (w), R (w) to represent the
sharing attaches and recovery value to outgoing wires of
node w respectively.

Definition 4. Monotone Circuit [9]: A general circuit is
monotone if it does not have any NOT gate.

Like [9] said, we can use De Morgan’s rule to convert
any general circuit into an equivalent circuit with NOT
gates only appear at input level, and above is a monotone
one. Then we combine those NOT gates with attributes
associated in input nodes. Therefore, we just consider
monotone circuit in the scheme. In circuit or access tree,
if the number of a node’s outgoing wire is one, we call it
a single fan-out node; otherwise we call it a multi fan-out
node.

3.1 Definition for Circuit KP-ABE

There are four algorithms in a KP-ABE scheme for cir-
cuit, including three probabilistic polynomial-time (PPT)
algorithms and one deterministic polynomial-time (DPT)
algorithm as follows:

Setup(\,n) — (PP, MSK): The setup is a PPT algo-
rithm. It inputs the security parameter A\ and num-
ber of system attribute n. It outputs the public pa-
rameters PP and master secret key M SK.

Encrypt(PP, A,m) — CT: The encryption is a PPT al-
gorithm. It inputs the public parameters PP, an at-
tribute set A and a message m. It outputs ciphertext

CT.

KeyGen(MSK,C) — PK: The key generation is a
PPT algorithm. It inputs the master secret key
MSK and a circuit C. It outputs private key PK.

Decrypt(PK,E) — m/L : The decryption is a DPT al-
gorithm. It inputs private key PK and a ciphertext
CT. Tt outputs a message m or the special symbol
L.

3.2 Security Model for Circuit KP-ABE

The selective security model of circuit KP-ABE can be
seen as a game between a challenger and an attacker. At
the end, the attacker will give a guess. If the guess is
right, the attacker wins the game; otherwise, the chal-
lenger wins.
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Init. The attacker declares the attribute set A*.

Setup. The challenger runs the Setup algorithm, then
publishes the public parameters PP, and keeps the
master secret key MSK.

Phase 1. The attacker requests any polynomial number
times private key queries for any circuit C' under the
limitation that C'(A*) = 0, and the challenger return
the corresponding private key to the attacker.

Challenge. The attacker issues two equal length mes-
sages mg, my, then challenger flips a random bit
b € {0,1}, and return the corresponding ciphertext
to the attacker.

Phase 2. Same as the Phase 1.

Guess. The attacker gives a guess b’ of b. The advantage

of the attacker in the game is defined by Pr[b = b'] —
1

5
Definition 5. Selective Security: If for all PPT attackers

at most have a negligible advantage in above game, we call
this circuit KP-ABFE scheme is selective secure.

3.3 Bilinear Maps and Assumption

Definition 6. Bilinear Maps [2]: For two multiplicative
cyclic group of prime order p G1, Gy with generator g of
G1 and a map e : G1 X G1 — Go. We call e is a bilinear
map and Gy is bilinear group if they satisfy:

1) Bi-linearity: for all u,v € Gy and a,b € Z,,, we have

e(u®, o) = e(u, v)";

2) Non-degeneracy: e(g,q) # 1;

3) Computable: the group operation in G1 and map e
are both efficiently computable.

Definition 7. Decisional Bilinear Diffie-Hellman
(DBDH) Assumption: Given two bilinear groups G, Gs
and g,9%, 9", 9, e(9,9)", e(9,9)° (a,b,¢, 2 are randomly
chosen from Z,), there is no polynomial-time algorithm

can distinguish e(g,9)™ and a random element e(g, g)?

m G]_.

4 Circuit Conversion

The secret sharing of our scheme is based on [10]. But
because of “backtracking attack”, it cannot directly used
in circuit. Therefore, our idea is to convert each multi
fan-out node into equivalent form of several single fan-out
nodes, and then use the method in [10] to build a KP-
ABE scheme while still resists attack. Our conversion’s
direction is in a bottom up direction in circuit. For a
node z with fan-out I[(I > 2), we use [ copies of sub-
circuits C, but only has single fan-out for root node, to
replace the original sub-circuit C,. Then move to the
next node. For better understanding, we give a simple
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example in Figure 1(abc). As shown in Figure 1(a), there
are two multi fan-out nodes, and we first use two nodes 1
with single fan-out to link its two parents which turns into
Figure 1(b). Then we use same method to convert AND
gate in upper level and get circuit in Figure 1(c). We can

easily find that Figure 1(a) and 1(c) are equivalent.
& @
@O @ e
SIS,

(a) (b) Step 1 (c) Step 2
circuit

&

Original

Figure 1: Circuit conversion

Here we explain why our scheme can resist the “back-
tracking attack”. The attack only takes place in multi
fan-out gate that its outgoing wire links to an OR gate.
As we can see in Figure 2, due to the sharing of incom-
ing wires in OR gate and outgoing wires in multi fan-out
gate (marked as X) are equal. When someone knows the
left wire’s sharing of OR gate, it can directly know the left
wire’s sharing of AND gate even though the multi fan-out
gate is not satisfied and its sharing of outgoing wires is not
supposed to know. In our scheme, we convert all multi
fan-out gates to single fan-out. And in secret sharing
phase, we attach different sharing to those wires; there-
fore the attacker cannot use the multi fan-out as bridge
to attack other gates.

Figure 2: Backtracking attack

5 Our Construction

Setup(\,n): In system setup phase, it inputs the se-
curity parameter A to choose prime p and number
of attributes n to choose attribute universe U =
{1,--- ,n}. Then it generates two bilinear groups G1,
G5 with order p and a bilinear map e : G; xG1 — Gs.
Suppose the generator of G is g. At last, it randomly
chooses y € Z,, t; € Z, for every ¢ € U and publishes
the public parameters:

PP=(Y =c(g.9)",(Ti = g"li € U)) (1)
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keeps the master secret key:

MSK = (yatla"' 7tn)

(2)

Encrypt(m, A, PP): In encryption phase, it inputs the
public parameters PP, an attribute set A C U and a
message m € Gs. Then it randomly chooses s € Z,
and outputs the ciphertext:

CT = (AvgsaE/7Ei)
E = me(g,9)"”
E, = Tf=g"licA

KeyGen(C, MSK): In key generation phase, it inputs
the master secret key M SK and a circuit C. Then it
converts the circuit C into an equivalent access tree.
After that, it sets S (r) = y for the root node and
shares the y in a top down manner as follows:

OR gate (w,wy,ws): If S (w) =4, then it sets:
S(wl) = S(UJQ) = 5
AND gate (w,w;,ws): If S(w) = ¢, then it ran-

domly chooses ¢ € Z,, and sets:
S (wl) = ¢
S(wy) = 06—

Finally, it generates the private key at each leaf node
by the sharing it gets. For each leaf node = and its
attached attribute t., it outputs the private key:

SK = {SK, = g%/ }.
Decryption(CT, PK): In decryption phase, it inputs
the ciphertext C'T" with structure I' and user’s pri-

vate key PK with attribute set A. Then it does the
follow to calculate the message:

Leaf node (w): If T',,(A) = 1, it calculates:
— & (gSI/tI 7gstz)

)sSm

= elg,9
AND gate (w,w,ws): If T, (A) = 1, it calculates:

R(w) = R(wl) . R(w2>

= e(g,9)"elg. )"
= e(g.9)".
OR gate (w,wy,ws): If T'y(A) = Ty, (A) = 1, it
sets:
R(w) = R (wy).
Orif I'y(A) =T, (A) =1, it sets:
R(w) = R (ws).

Finally, it will get Y = e(g, 9)¥* at the root node if
I'(A) =1, and get message m = E'/Y.
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6 Security Proof

In this section, we give the security proof of our KP-ABE
scheme by DBDH assumption under the standard model.
As described in Section 3.2, it is a game between a poly-
time attacker and a challenger.

Theorem 1. If there exists a poly-time attacker who can
break our KP-ABE scheme with advantage €, the chal-
lenger can solve the DBDH problem with advantage /2.

Proof. The challenger first receives an instance of a
BDHE assumption, which includes (g2, ¢°, g, 7) and the
challenger will decide whether T = e(g,¢)* or T =
e(g,9)°. Next it will use the attacker’s ability to solve
the problem.

Init. The attacker announces the challenge attribute set
A*.

Setup. The challenger sets Y = e(g% ¢°) = e(g, g)ab

then it randomly chooses r; for all i € U and sets:

e A*
nz{g

)

grig A

Finally it publishes the public parameters:

PP (p7G17G239767naY7T'i)
Y = elg,9)"
T, = ghliel.

Phase 1. The attacker can submit any poly numbers cir-
cuits with limitation C'(A*) = 0. After receiving the
circuit, the challenger converts it into access tree I'
and starts the secret sharing procedure.

The challenger first implicitly sets y = S(r) = ab for
the root node and sharing y by access tree in a top
down manner as following (note that for a node w,
if T, (A*) = 0, the sharing form of its outgoing wire
would be an element in Z,; otherwise it would be an
element in Gy).

OR gate (w,w;,ws): Suppose S (w) = L, it sets:

AND gate (w,w;,ws): Suppose S (w) = L, it first
randomly chooses K € Z,. Then if I",(A*) =
Ly, (A%) =T, (A%) =1, it sets:

S(wl) = K,

S(’LUQ) = L-K.
If T\ (A*) = 0,T,, (A%) = 1,T,,(A*) = 0, it
sets:

S(wl) = Ka

S(wz) L/gK.
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If Fw(A*) = O,I‘wl(A*) = O,FwZ(A*) =1, it
sets:

S(wy) = L/g"¥

S(wg) = K.

If Ty(A*) =Ty, (A*) =T, (A*) =0, it sets:

S(wl) = gKa
S(wp) = L/g*.

For each leaf node, it sets:

S(x)/r;
s, [@)" " wea
S(x)V/ri x g A

At last, the challenger sends the private key SK =
{SK,} to the attacker.

Challenge. The attacker submits two equal length mes-
sages mg, my to the challenger. Then the challenger
flips a random coin b € {0,1} and outputs the fol-
lowing ciphertext to the attacker:

E=(AE =m,T {Ei =g} ;e p0)-

Phase 2. This phase is same as Phase 1.

Guess. The attacker gives a guess ' about b. If b = b,
the challenger decides T = e(g, g)*"; otherwise, it
decides T' = e(g,9)”.

Next, we calculate the advantage that challenger
has. We use Pr[C] to represent the probability that
the challenger’s decision is right, use Pr[Cyp.] to
represent the probability that the challenger decide
T = e(g,9)™ and use Pr[C.] to represent the prob-
ability that challenger decides T' = e(g, g)*. Suppose
the attacker can break this scheme with advantage ¢,
then:

Pr[Cape|T = e(g,9)™]

Pr[T = e(g,9)™"]

+Pr[C.|T = e(g,9)7] - Pr[T = e(g,9)"]
= Pr[t =b|T =e(g,9)"]

Pr[T = e(g, 9)™"]

+Pr[b # b|T = e(g,9)°] - Pr[T = e(g, 9)°]

(1, )1
2 27f) T3 %3

Pr[C] =

DN =
DO ™

7 Efficiency Analysis

In this section, we give the efficiency analysis by compar-
ing our scheme with [20] since it is the only one work that
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achieved circuit ABE from bilinear maps. The efficiency
of [20] and our scheme both rely on the distribution and
numbers of multi fan-out nodes in circuit. Therefore, we
give the comparison in a more concrete circuit as follows.

Table 1: Private key size in [20] and our scheme

Scheme | Worst case Best case
[20] | mj+n+5" | njtntr(G-—1)
Our n+j" n+r(—1)

Suppose there are n input nodes, » multi fan-out nodes
all with j outgoing wires. The best case in both [20] and
our is that there is no path between any two multi fan-out
nodes, and the private key size of [20] isnj+n+7r (j — 1)
and our is n + 7 (j — 1). The worst case is that there is
a path through all multi fan-out nodes, and the private
key size of [20] is nj + n + j” and our is n + j". The
private key size is between this two in other cases. We
give a summary in the Table 1. The private key size also
means the paring times in decryption phase, therefore our
scheme is more efficiency than [20].

8 Conclusion

In this work, we first propose a method that can convert
any monotone circuit into an equivalence access tree, and
then based on that, we propose a KP-ABE scheme for
general circuit from bilinear maps that can resist “back-
tracking attack”, and prove its selective security under
DBDH assumption in standard model. Compared with
the only one circuit KP-ABE from bilinear, our scheme
is more efficient than that. More important, based on ex-
isting method that can convert any access tree into LSSS
matrix and plenty of efficient LSSS ABE schemes with
different additional property, we can directly obtain the
corresponding circuit ABE schemes.

Currently, multilinear maps are not safe and the com-
plexity of circuit ABE from bilinear maps are still too
high for practical use. How to optimize the secret sharing
procedure for circuit still need further research.
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