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Abstract

Recently Lee-Chang proposed a new strong designated
verifier signature scheme. They claimed that their pro-
posed scheme is more secure and suitable for the purpose
of a strong designated verifier signature scheme. This
paper shows that Lee-Chang scheme cannot withstand
forgery attack which an adversary can forge a signature
without knowing the secret key of the signer or the des-
ignated verifier and an improved scheme is presented to
overcome the security weaknesses of their scheme.The se-
curity of the scheme is enhanced by adding the secret key
of the signer in signature generation phase. The analysis
shows that the new scheme resolves security problems in
the previous scheme, meets the aspects of security feath-
ers needed by strong designated verifier signature scheme.
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1 Introduction

Next generation wireless network is expected to include
many applications and services such as voice, data and
multimedia online gaming, software distribution with very
high data rate. Use of new technologies and services such
as internet of things cloud computing are growing rapidly
day by day where numerous network based services and
applications are provided through internet. Further in-
ternet of things (IOT) is the big revolution in the future
networking technologies where communication for appli-
cation, data and services can take place any where any
time through any device. Providing guaranteed quality
of service (QOS) to these applications and services is an
important objective in the design of next generation net-
work. At the same time various types of security threats
in the network based services are increasing. Providing
security such as confidentiality, authenticity and data in-
tegrity is a must in order to achieve guaranteed QOS.

A digital signature is very important in modern elec-
tronic data processing systems. Recently, to provide se-
curity services such as user authentication, data integrity,
and non-repudiation, digital signature schemes are widely
used in distributed network environments such as Inter-
net or web. There are many variations of digital signature
schemes such as proxy signature, blind signature; ring sig-
nature discussed in the papers [1, 2, 3, 10, 17, 20]. In
an ordinary digital signature scheme, anyone can verify
the validity of a signature using the signer’s public key.
However, in some scenarios, this public verification is not
desired, if the signer does not want the recipient of a dig-
ital signature to show this signature to a third party at
will. To address this problem above, in [6] authors in-
troduced undeniable signature which allowed a signer to
have complete control over his signature. In an unde-
niable signature scheme, the verification of a signature
requires the participation of the signer, in order to avoid
undesirable verifiers getting convinced of the validity of
the signature. Motivated by the above problem, in [6]
Jakobsson et al. proposed the concept of designated ver-
ifier signature (DVS) schemes. A DVS scheme is special
type of digital signature which provides message authen-
tication without non-repudiation. These signatures have
several applications such as in E-voting, call for tenders
and software licensing. Suppose Alice has sent a DVS
to Bob. Unlike the conventional digital signatures, Bob
cannot prove to a third party that Alice has created the
signature. This is accomplished by the Bob’s capability
of creating another signature designated to him which is
indistinguishable from Alice’s signature. In [6] Jakobsson
et al. also introduced a stronger version of DVS. In this
stronger scheme, no third party can even verify the valid-
ity of a designated verifier signature, since the designated
verifier’s private key is required in the verifying phase. In
2003, Saeednia et al. [11] proposed a strong designated
verifier signature scheme based on the Schnorr signature
scheme [12] and Zheng’s signcryption scheme [21].

In 2008, Lee-Chang [8], however, pointed out that
Saeednia et al.’s scheme would reveal the identity of
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the signer if the secret key of the signer is compro-
mised. Then, they proposed a new strong designated
verifier signature scheme based on the Schnorr signature
scheme [12] and Wang et el.’s authenticated encryption
scheme [15] which can be verified only with the desig-
nated verifier’s secret key. Obviously, Lee-Chang’s scheme
provides signer ambiguity even in the situation in which
the secret key of the signer is compromised since each se-
cret key is protected under the DLP (Discrete Logarithm
Problem) assumption. Lee-Chang claimed that their pro-
posed scheme is more secure and suitable for the pur-
pose of a strong designated verifier signature scheme,but
in [5] Hyun, Suhng-Ill, Eun-Jun Yoon etal shown several
attacks on Lee-Chang’s scheme.In this paper we discuss
the forgery attack on Lee- Chang’s scheme and show that
their scheme still cannot withstand forgery attack which
an adversary can forge a signature without knowing the
secret key of the signer or the designated verifier based
on [5] and we then propose an improved designated veri-
fier signature scheme which is more secure and safe.

The paper is organized as follows:In section-2 we dis-
cuss the related work, Section-3 reviews Lee-Chang’s des-
ignated verifier signature scheme. Section-4 shows forgery
attack on Lee-Chang’s scheme. Section-5 shows the
improved scheme, section-6 shows analysis of improved
scheme and finally the conclusion comes in Section-7.

2 Related Work

Several researches have been conducted to design efficient
strong designated verifier signature scheme (SDVS) for
achieving Quality of service (QOS) for the next generation
networks. In this section, we discuss the recent develop-
ments in SDVS. In [7] authors propose a strong designated
verifier signature scheme with message recovery mecha-
nism based on the discrete logarithm problem.In [18] a
novel construction of a SDVS scheme with secure disavow
ability is proposed which utilizes a chameleon hash func-
tion and supports the signer to have a complete control of
his signature. In [9] authors propose an efficient ID-based
strong designated verifier signature schemes with message
recovery and give its rigorous security proof in the ran-
dom oracle model based on the hardness assumptions
of the computational Bilinear Diffie-Hellman problem.
This scheme can be used in some special environments
where the bandwidth is one of the main concerns, such as
PDAs, cell phones, RFID etc.[16] proposed a strong des-
ignated verifier signature in certificateless public key set-
tings strong designated verifier signature in certificateless
public key settings. [13] present a stronger security notion
for the SDVS schemes, full non-delegatability, which not
only needs the non-delegatability of signing, but also re-
quires that non-delegatability of verifying. In [4], Huang,
Susilo, Mu et.al proposed a variant of designated veri-
fier signature scheme, i.e short strong designated veri-
fier signature scheme and its variant scheme which is a
identity based scheme. In [19] Yang and Liao proposed

a strong designated verifier signature scheme, using key
distribution mechanism where both sender and designated
receiver share encryption/decryption key to fulfill encryp-
tion/decryption algorithm with low cost of communica-
tion and computation respectively and they proved their
security based on Deffi-Helman assumptions. [14] pro-
vides general CL-SDVS schemes and instances, and dis-
cusses their security briefly.

3 Review of Lee-Chang’s Strong
Designated Verifier Scheme

This section reviews Lee-Chang’s strong designated veri-
fier signature scheme as shown in Figure 1. The common
parameters used in Lee-Chang’s scheme are as follows:

• Alice: The signer.

• Bob: The designated verifier.

• p : A large prime.

• q : A prime factor of p− 1.

• g : A generator ε Zq∗ of order q.

• m : A message.

• H(.) : A secure one-way hash function such as SHA-2
that outputs values in Zq∗

• (xA, yA) : Alice’s key pair, where xA is a randomly se-
lected secret key in Zq∗ and the corresponding Public
key yA = gxA mod p.

• (xB , yB) : Bob’s key pair, where xB is a randomly se-
lected secret key in Zq∗ and the corresponding public
key yB = gxB mod p.

There are three phases in Lee-Chang’s strong desig-
nated verifier signature scheme ie. signature generation,
signature verification and signature simulation.

3.1 Signature Generation

1) Alice selects a random value k ε Zq∗;

2) Alice computes r, s and t as follows:

r = gk mod p

s = k + xAr mod q

t = H(m, ysB mod p).

3) The signature is then σ = (r, t).

3.2 Signature Verification

Upon receiving m and σ = (r, t), Bob can verify the va-
lidity of the signature by checking whether

t = H(m, (ryA
r)xB mod p).
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Figure 1: Lee-Chang’s scheme

3.3 Signature Simulation

Now Bob can simulate the transcript (rs, ts) for the mes-
sage m by selecting a random number ks ε Zq

∗ and com-
putes rs and ts as follows

rs = gks mod p

ts = H(m, (rsyA
rs)xB ) mod p).

4 Forgery Attack on Lee-Chang’s
Scheme

Based on [5] this section shows that Lee-Chang’s scheme
still cannot withstand forgery attack which an adversary
can forge a signature without knowing the secret key of
the signer or the designated verifier.

Suppose that an adversary E intercepts the signature
m, σ = (r, t) sent from Alice to Bob and then E can
per-form the following forgery attack:

1) Chooses a forged message m∗.

2) Find an integer r∗ which satisfies r∗yr∗A mod p = g

3) Compute t∗ = H(m∗, yB mod p).

4) Send a forged signature σ∗ = (r∗, t∗) with m∗ to Bob.

5) Upon receiving the forged message m∗ and the mod-
ified signature σ∗ = (r∗, t∗), Bob will verify the va-
lidity of the signature by checking whether

t∗ = H(m∗, (r∗, yAr
∗)xB mod p). (1)

Its correctness can be seen as follows: Left hand side
is

t∗ = H(m∗, yB mod p)

and the right-hand side is

H(m∗, (r∗yr
∗

A )xB mod p) = H(m∗, (g)xB mod p)

= H(m∗, yB mod p).

We can see that Equation (1) is always confirmed as a
legal signature of Alice by Bob. Therefore, Bob will be-
lieve that the real singer is Alice. However, the signature

Figure 2: Forgery attack on Lee-Chang’s scheme

σ∗ = (r∗, t∗) is signed by an adversary E. As a result,
since the message m∗ is obviously not the Alice’s origi-
nal message m, Lee-Chang’s scheme is vulnerable to the
forgery attack.Figure 2 shows the attack on Lee-Chang’s
scheme. The following example taken from [5] shows the
forgery attack.

Let the parameters p = 23, q = 11, g = 2, x = 8, yA =
28 mod 23 = 3, then it is easy to find an integer r∗ which
satisfies r∗yr

∗

A mod p = g. For example, If r = 4, then
r∗yr

∗

A mod p = 4.34 mod 23 = 324 mod 23 = 2 = g. If
r = 8, then r∗yr

∗

A mod p = 8.38 mod 23 = 52488 mod
23 = 2 = g. If r = 13, then r∗yr

∗

A mod p = 13.313 mod
23 = 20726199 mod 23 = 2 = g.

5 Improved Scheme

Since Lee-Chang scheme is not secure against forgery at-
tack, in this section we propose an improved scheme which
is more secure than the previous one. Figure 3 illustrate
the improved scheme.

The common parameters used in the improved scheme
can be summarized as follows:

• Alice: The signer;

• Bob: The designated verifier;

• p : A large prime;

• q : A prime factor of p− 1;

• g : A generator ε Zq∗ of order q which is greater
than 2;

• m : A message;

• H(.) : A secure one-way hash function such as SHA-2
that outputs values in Zq∗;
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Figure 3: Improved scheme

• (xA, yA) : Alice’s key pair, where xA is a randomly se-
lected secret key in Zq∗ and the corresponding Public
key yA = gxA mod p;

• (xB , yB) : Bob’s key pair, where xB is a randomly se-
lected secret key in Zq∗ and the corresponding public
key yB = gxB mod p.

There are three phases in the improved scheme. The
security is enhanced by adding the secret key of Alice in
signature generation phase during calculating r and s as
follows.

5.1 Signature Generation

1) Alice selects a random value k ε Zq∗;

2) Alice computes r, s and t as follows:

r = (g + xA)k+xA mod p

s = (k + xA) + xAr mod q

t = H(m, ysB mod p).

3) The signature is then σ = (r, t).

5.2 Signature Verification

Upon receiving m and σ = (r, t), Bob can verify the va-
lidity of the signature by checking whether

t = H(m, (ryA
r)xB mod p). (2)

5.3 Signature Simulation

Now Bob can simulate the transcript (rs, ts) for the mes-
sage m by selecting a random number ks ε Zq

∗ and com-
putes rs and ts as follows.

rΨ = gkΨ mod p

tΨ = H(m, (rΨy
rΨ)xB

A mod p).

5.4 Correctness Proof

In order to verify the signature as mentioned in Equa-
tion (2), we have to prove that

t = H(m, (ryrA)xB mod p).

But t = H(m, ysB mod p), so if we can prove that ysB =
(ryrA)xB , then Equation (2) is proved.

(ryrA)xB = (r(gxA)r)xB

ysB = y
(k+xA)+xAr
B

= (gxB )(k+xA)+xAr

= (gxB )(k+xA).(gxB )xAr

= (g(k+xA))xB .((gxA)r)xB

= rxB .((yA)r)xB

= (ryrA)xB .

So from the above we observe that Equation (2) is proved
and the signature is verified.

6 Analysis of The Improved
Scheme

6.1 Security Analysis

Basic Unforgeability: Because the problem of getting Pri-
vate Key xA from the public key yA equals to solving
DLP, no one else can create normal digital signature of
the original signer.

6.2 Unforgeability

Because the private key xA of the signer Alice is added ie
r = (g + xA)k+xA mod p and s = (k + xA) + xAr mod q,
any adversary cannot forge the signature without know-
ing xA and also finding xA from yA is same as solving
DLP which is a hard problem. Therefore our scheme is
provably secure.In the previous example of we have seen
that Adversary can only forge the signature if he/she find
r∗ such that r∗yr

∗

A mod p = g.

In the improved scheme the private key xA of the signer
Alice is added ie ie r = (g + xA)k+xA mod p and s =
(k + xA) + xAr mod q in Step-2.

In order to do forgery attack adversary has to guess r∗

such that r∗yAr
∗ mod p = g + xA.

Because of addition of xA in Step-2 of signature genera-
tion adversary cannot guess r∗ which satisfies r∗yAr

∗ mod
p = g + xA, as it does not know the value of xA which is
used in signature generation phase,only the original signer
knows the value of xA. Adversary can only forge the sig-
nature if and only if he/she get xA from yA which is same
as DLP a Hard problem with large prime. Hence this
proves that our improved scheme is safe and secure.
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Table 1: Performance comparison between improved scheme and Lee Chang’s scheme

Computations Cost Lee-Chang’s Scheme Improved Scheme
Signature Generation 2TE+TM+TH 2TE+TM+TH
Signature Verification 2TE+TM+TH 2TE+TM+TH
Signature Simulation 3TE+TM+TH 3TE+TM+TH

TE = Time taken for an exponential operation.
TM = Time taken for a modular multiplication.
TH = Time taken for a one-way hash function.

6.3 Performance Comparison of The Im-
proved Scheme with Lee Chang’s
Scheme

In this section, we compare the computational costs of
different phases of our scheme with those for Lee Chang’s
scheme. We have compared the computational costs of
different phases of our scheme with those for Lee Chang’s
scheme in Table 1 where TE = Time taken for an ex-
ponential operation, TM = Time taken for a modular
multiplication and TH = Time taken for a one-way hash
function.From this table, we see that both schemes have
same computational costs.

7 Conclusions

In this paper, we discuss the drawbacks of Lee Chang’s
strong designated verifier signature scheme and proposed
a new strong designated verifier signature scheme based
on DLP.The improved scheme can remedy the weaknesses
of Lee Chang’s scheme and meets the security aspects
needed by the strong designated verifier signature scheme.
In other words, the new scheme is more secure than the
existing scheme keeping the computational cost same as
the previous scheme.
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