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Abstract

Steganography play an important role to transfer secret
data over insecure network. Moreover digital images are
taken as a cover to communicate the sensitive data. One
of the simplest approach of embedding the secret data
into cover image is Least Significant Bit (LSB) method.
This paper aims to propose a new symmetric key based
image hiding technique. Pseudo random keys are gener-
ated by using 1D logistic map and those keys are used for
choosing the pixel position of cover image randomly for
hiding the secret image. The main security part of the
projected method is the selection of pixel position in the
cover image. Peak Signal Noise Ratio (PSNR) and Mean
Square Error (MSE) measures are used for comparison
and the result analysis shows that the proposed scheme
provide efficient level of security.

Keywords: Chaos, image hiding, logistic map, steganog-
raphy

1 Introduction

In today’s communication technology images are playing
a vital role in all fields such as military, social network,
biometric system and so on. Sensitive images are trans-
ferred over insecure network, hiding those images from
the intruders is an intellectual task. Steganography and
cryptography are the two techniques which provide se-
cure data communication. In cryptography secret images
are converted into encrypted form and transferred over
the networks. In steganography secret image are hidden
in other multimedia carriers such as digital audio, video
and images [7]. The encrypted form of images explic-
itly indicate that some sensitive images are transferred
but in steganography secret images are hidden inside an
another normal image so even attacker visualize the im-
age he may not identify about the secret image. The

traditional mechanism used for hiding the data is water-
marking which embed the secret data into cover image [§],
then the cover image is considered as stego-image. It act
as medium to transfer the secret image over unsecure net-
works. Two different styles of using the cover image for
hiding the secret images are spatial domain and frequency
domain [1].

In spatial domain intensity values of cover image are
used to hide the secret information [19, 20]. In frequency
domain, the secret image pixels are hidden in transform-
ing coefficients values of the pixels in cover image [18, 21].
Different methods of spatial domain steganography tech-
niques has been proposed using Watermarking [9], Least
Significant Bit (LSB) substitution [2], Modulus func-
tion [6], Pixel Value Differencing method [16, 23], LSB
matching [11, 14] and optimal pixel adjustment pro-
cess [3]. Among these LSB substitution based hiding is
one of the simple, fast hiding technology and also it pro-
vide efficient security. The proposed scheme utilized the
LSB substitution technique for hiding the secret image [5].
In LSB based embedding technique the set of LSB of pix-
els in cover image are substituted by the bits of secret
image. This process can be done either in sequential or
in random manner. Randomly chosen pixels for hiding in
cover image provide better security than sequential man-
ner [17]. In our proposed scheme cover image pixels are
select randomly by using the chaotic sequence generated
by the chaotic map.

Chaos means a state of disorder. In mathematics, map
is an evolution function that shows some sort of chaotic
behavior [10]. A discrete time dynamical system is also
called map. chaotic map has some inherent features [13]
such as: 1) sensitive to initial conditions (also called but-
terfly effect) which means a small modification in initial
conditions should produce high deviations of the corre-
sponding output. 2) Ergodicity implies the output has the
same distribution for any input. 3) Deterministic means a
deterministic process can cause a pseudo-random behav-
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Figure 1: Randomness of 1D logistic map chaotic series
(a) @ =3.95 and zp = 0.12 (b)ar = 3.85 and xp = 0.25

ior. 4) Structure complexity signifies a simple mathemat-
ical function has very high complexity. Different types
of information hiding scheme has been proposed used
chaotic sequence [13]. In our proposed scheme we have
used One Dimentional (1D) logistic map for generating
the chaotic sequence, which is used for selecting the pixel
values randomly for hiding in cover image.

The remaining section of the paper is structured as fol-
lows: brief description of one dimensional logistic map has
discussed on Section 2. Embedding algorithm proposed
for hiding the secret image has illuminated in Section 3.
Experimental result and result analysis are discoursed in
Section 4. Conclusion of the paper declared in Section 5.

2 One Dimentional Logistic Map

It is the simplest form of chaotic system, which is devel-
oped by May [15]. Logistic map is described in Equa-
tion (1).

Xn :Oéxnfl(].—xnfl). (1)

Here 2 is initial value and n value denotes the number of
rounds. 1D logistic map generate chaotic sequences only
if the o value must be in the range of 3.5 < o < 4 [22]. Tt
produce chaotic sequences within the range [0, 1]. Chaotic
sequences generated by a map is greatly sensitive to ini-
tial values, a small variation in these parameters will affect
the extraction of secret image from cover image, because
by using these chaotic sequence only, the position of pix-
els in cover image are chosen for embedding the bits of
secret image. For illustration, the plot diagram for the
chaotic sequence generated by 1D logistic map by using
the values o« = 3.95 and z¢ = 0.12 is given in Figure 1(a).
Tiny changes in the initial parameters of 1D logistic map
provide different chaotic sequence, we changed the value
of a and x¢ as 3.97 and 0.15 and the plot diagram of the
chaotic sequence of the changed values are given in Fig-
ure 1(b). From the figure it is clear that the tiny changes
in the initial values will greatly affect the values of chaotic
series.
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3 Proposed Image Hiding Tech-
nique

The overall view of the proposed steganography technique
is shown in Figure 2.

3.1 Embedding Process

Step by step procedure of the proposed steganography
technique is illustrated below.

Step 1: Select the secret image S and cover image C, size
of C must be double the size of S.

Step 2: Choose the initial value and system parameter
value such as « and zg of 1D logistic map for gener-
ating the chaotic sequence.

X = {xl,x2,l’3,"' ,.Tn}

where n is the row or column size of cover image.

Step 3: Sort the generated chaotic sequence X as follows.

[sx;, ax;] = sort(X;),i=1,2,3,--- N,

where sz is a new sorted sequence of X; ax is a new
index value of the series X.

Step 4: Convert the secret image and cover image in bi-

nary format. Binary images are represented as S‘and
C.

Step 5: The binary value of secret image S‘are divided
into four separate two bits and each two bits are
stored in separate two dimensional array S“which is
equal to the size of the cover image.

Step 6: Algorithm for embedding process is described as
follows:
S“ (M x N)
image;
C‘(M x N)- Eight bits representation of cover image,
where M and N denotes rows and columns of the

- Two bits representation of secret

images.
Fori=1:'M
For j=1: N
C“(M x N) = Replaced 2-LSB of cover image
C‘(M,az;) into S*(M,N)
End
End

Step 7: Convert the binary format of cover image C*
into 8-bit grayscale pixel value then C* is considered
as stego-image.

Hence, secret image has embedded in to cover image
and finally the stego-image is transferred to the receiver.
Sender securely communicates the secret key and a value
to the receiver.
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Figure 2: Overall block view of the proposed steganography algorithm

3.2 Extraction Process

Step 1: Generate the chaotic sequence using 1D logistic
map and sort it by using the same procedure in em-
bedding process. After sorting new index value (ax)
is obtained, which is used for extracting the bits in
random manner.

Step 2: Convert the 8-bit pixel value of stego-image C*
in to binary form C°.

Step 3: Extraction of secret image from stego-image
C{(M x N) M and N are rows and columns of stego-
image.

Step 4: Extracting bits from stego-image.
Fori=1:'M
For j=1: N
ES‘(M x N) = Extract 2 LSB from C‘(M,ax;)
//ES = Extracted Stego-Image
End
End

Step 5: Combining the four separate 2 bits in S‘into 8-
bit so ES‘(M x N) transferred in to ES“(I x J), where
I =M/2and J= N/2.

Step 6: Convert the 8-bit binary form Extracted secret
image ES“into 8-bit pixel value and finally the secret
image ES is extracted from the stego-image.

3.3 Experimental Result and Discussion

The proposed technique performance has evaluated by us-
ing different experiments. Four images with (256x256)
size are used as cover images shown in Figure 3. The se-
cret images has used for hiding of size (128x128) are shown
in Figure 4. For implementation MATLAB (R2013a) has
used on Windows 8. Secret image embedded on the LSB
of pixels in cover image, selection of pixels for hiding in
cover image has done by using the chaotic sequence gen-
erated by the 1D logistic map. Peak Signal to noise ratio

(PSNR) and MSE are the standard measures for finding
the difference between the original cover image and the
stego-image. High PSNR value represents that the cover
image has small distortion after embedding. Low PSNR
value indicates poor visual quality of the cover image.
PSNR is defined in the following Equation (2).

2

2
PSNR = ].Ologlo(ML‘;)E),

1 N M
where MSE = < >z =1 (Cij — Si )% MSE

stands for Mean Square Error; C represents the original
cover image; S represents the Stego image.

Table 1 list the PSNR comparison of proposed tech-
nique with other proposed methods. For comparison Boat
image has used as secret image and Table 2 shows the
comparison of MSE with different proposed scheme, house
image has taken as secret image for MSE comparison.
Based on the result analysis given in Tables 1 and 2 the
proposed technique has better visual quality and less dis-
tortion then other techniques.

Table 1: PSNR value of different cover images after
hiding the Boat image

Basic Method PSO Hide 4 Pro-
.(30.\/er LSB given in Method MSB in posed
mage Hiding Ref [12] | Ref [4] Ref [4] Method
Lena 35.40 35.84 36.29 38.98 44.53
Baboon 35.61 36.14 36.64 39.29 44.54
Airplane | 35.70 36.08 36.41 39.19 44.42
Elaine 35.55 36.02 36.20 39.36 44.53
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Figure 3: Standard 256 x 256 cover images (a) Lena (b) Baboon (c) airplane (d) Elaine

Table 2: MSE value of different cover images after
hiding the Boat image

Ie Basic Method PSO Hide 4 Pro-
over LSB given in Method MSB in posed
mage Hiding Ref [12] | Ref [4] Ref [4] Method
Lena 18.36 17.01 15.75 10.85 2.28
Baboon 17.51 15.89 14.59 9.68 2.28
Airplane | 17.32 15.47 14.42 10.13 2.34
Elaine 17.55 16.09 15.73 9.78 2.28

Figure 5 Illustrates the graph format result of the
PSNR and MSE comparison of different cover images and
with different existing proposed techniques, it depicts that
the proposed steganography technique has better visual
quality than other proposed scheme.

3.4 Histogram Analysis

Histogram shows the exact occurrence of each pixels in the
image. High similarity between the cover image histogram
and stego image histogram shows that a tiny distortion
occurred after embedding the secret image into cover im-
age [22]. Figure 6(a) shows the histogram of cover image

Lena and Figure 6(b) shows histogram after embedding Figure 5: comparison chart (a) PSNR Values of
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Figure 4: Standard 128 x 128 Secret images (a) Boat (b) House
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the boat image into Lena image. As a result the proposed Stego images(b) MSE values of Stego images
scheme fight against visual attack and statistical attack.
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Figure 6: Histogram analysis (a) cover im-
age (b) Stego image

4 Conclusion and Future Work

A new chaotic series based image hiding scheme has pro-
posed by using 1D logistic map. Cover image pixel posi-
tion has chosen randomly for embedding the secret image
bits, so it minimize the security risk and increase the effi-
ciency of the proposed algorithm. Four different grayscale
images are used for testing to prove the performance, im-
age quality and capacity of the proposed scheme. Com-
parison result proved that the proposed scheme provide
better result than other steganography schemes.In fu-
ture the proposed algorithm can also be used for securely
transferring and storing the medical images.
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