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Abstract
The designated verifier signature only enables the designated verifier to check the correctness of the signature,
while any third party can not verify whether this signature
is valid or not. Most of the previous designated verifier
signature schemes depend on certificate-based cryptography or identity-based cryptography, while little attention
has been paid to the certificateless designated verifier signature scheme which has much more advantages than the
previous constructions. In this paper, we propose the first
certificateless strong designated verifier signature scheme
with non-delegatability. We show that our scheme satisfies the basic properties of a designated verifier signature
scheme and resists the two types of adversaries in certificateless cryptography. In addition, the comparison with
other existing certificateless SDVS schemes demonstrates
the proposed scheme is provided with a good level of security and performance.
Keywords: Certificateless cryptography, designated verifier signature, non-delegatability, strong designated verifier signature

1

Introduction

As we all know, the correctness of the conventional digital
signature can be checked by anyone using the signer’s public key. However, in some situations such as e-voting [14],
e-bidding and software licensing, the signer do not desire the receiver to convince the third party of the signature’s authenticity. To settle this problem, Jakobsson
et al. [9] proposed the notion of designated verifier signature which can be abbreviated to DVS. The most obvious
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difference between the conventional digital signature and
the DVS is that the designated verifier can not persuade
the third party to trust the correctness of the signature
in DVS scheme, because the designated verifier is able
to construct the signature designated to himself which is
indistinguishable from the real signer’s signature. Meanwhile, Jakobsson et al. [9] also introduced the conception of the strong designated verifier signature(SDVS) in
which the designated verifier’s secret key must be used
in the verifying phase. Most of existing (S)DVS schemes
are based on certificate-based cryptography or identitybased cryptography. Since the public key certificate is
involved, the certificate-based (S)DVS schemes bring in
massive consumption of certificate management. As to
the identity-based (S)DVS schemes, the key escrow problem also causes fatal threats to the users in the scheme.
In order to avoid the two inherent flaws mentioned above,
the concept of certificateless designated verifier signature
scheme is proposed by Huang et al. [6]. Certificateless
cryptography is able to avert the utility of public key certificate. Meanwhile, certificateless cryptography ensures
the security of user’s private key, because the KGC(Key
Generation Center) just can get user’s partial private
key instead of full private key. In this paper, we focus
on constructing a certificateless SDVS scheme with nondelegatability.

1.1

Related Works

The notions of DVS and SDVS were firstly proposed by
Jakobsson et al. [9] in 1996 and more and more attention
was paid to this special signature scheme. In 2003, Saeednia et al. [19] firstly made the formal definition of SDVS
and proposed an efficient SDVS scheme without the layer
of encryption. In 2004, Susilo et al. [21] introduced the
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concept of identity-based strong designated verifier signature (IBSDVS) which was built on identity-based cryptography and provided a concrete construction. Because
of abandoning the public key certificate, this construction was much more efficient than the certificate-based
schemes. As the definition of DVS and SDVS became formalized, some other (S)DVS schemes with new construction methods emerged [7, 10, 18]. Until 2005, Lipmaa et
al. [15] figured out a type of attack called delegatability attack on (S)DVS. The general idea of delegatability attack
is that the signer and the verifier can illegitimately delegate his ability of signing or verifying to any third party
he wants through transferring a common value relating to
their private keys to the third party, while the third party
disables to extract their private keys from the common
value. The proposed delegatability attack makes most of
the previous schemes insecure. For the sake of achieving
the goal of non-delegatability, [5, 12, 25] were proposed in
succession. Unfortunately, Shim et al. [20] figured out the
schemes [12, 25] were delegatable and Zhang et al. [26] also
proved the scheme [5] was not secure for its delegatability.
Recently, Tian et al. proposed a non-delegatable SDVS
on elliptic curves [22] and a corresponding identity-based
version [23] subsequently. The two schemes were both
constructed on the basis of Schnorr digital signature. Until now, they seem to have not been found suffering from
the delegatability attack [20].
Appearing later than certificate-based cryptography
and identity-based cryptography, certificateless cryptography was firstly proposed by Al-Riyami et al. [1] in 2003.
Each user’s full private key is constituted by two parts
called partial private key and secret value in certificateless
cryptography. They are derived from the KGC and the
user himself/herself respectively. The user keeps the secret value all the time and the KGC is prohibited from obtaining it. Since the certificateless cryptography was presented relatively late, only serval certificateless (S)DVS
schemes were proposed [3, 4, 6, 8, 24]. According to the
attack methods in [2], the scheme in [6] suffered from malicious KGC attack. Liu et al. [17] proved the scheme [8]
also did not resist malicious KGC attack. Furthermore,
utilizing the delegatability attack methods based on [20],
we find that the above schemes are subjected to delegatability attack due to the leakage of common value in the
signature construction.

1.2

Contributions

In this paper, by means of improving the Schnorr digital
signature, we construct the first certificateless strong designated verifier signature scheme with non-delegatability.
We formally prove the proposed scheme can resist the two
types of attack method including public key replacement
attack and malicious KGC attack in certificateless cryptography. The security proofs also contain the properties
of non-delegatability and source hiding which are necessary properties of an SDVS. To the best of our knowledge,
there is no certificateless SDVS satisfying the property of
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non-delegatability at present and our scheme is the first
one. Besides, We make a comparison with other existing
certificateless SDVS schemes to show the proposed scheme
possesses a good level of security and performance.

1.3

Organizations

The rest of this paper is organized as follows. In Section 2, we briefly review some preliminaries including bilinear pairings and mathematical problems involved in
our scheme. We describe the definition, security properties and adversary model of certificateless SDVS in Section 3. Then in Section 4, we present our certificateless
SDVS scheme concretely. Security analysis of the proposed scheme is discussed in Section 5. A comparison
of performance and security with other existing certificateless SDVS schemes is in Section 6. Finally, Section 7
concludes this paper.

2

Preliminaries

In this section, we briefly introduce the concept of bilinear
pairings [13, 16] and the complexity assumptions involved
in the proposed certificateless SDVS scheme.
Assume Fp is a finite field in which p is a large prime.
Choose randomly a, b ∈R Fp as two elements to define a
curve E. Let G be an additive cyclic group whose prime
order is q, GT be a multiplicative cyclic group with the
same order and P be a generator of G.
The mapping ê : G × G → GT is an admissible bilinear
pairing with the following properties:
Bilinearity: ê(aP, bQ) = ê(P, Q)ab , where P, Q ∈ G
and a, b ∈R Z∗q .
Non-degeneracy: There exists P, Q ∈ G such that
ê(P, Q) 6= 1, which is an identity element of GT .
Computability: There must be an efficient algorithm
to compute ê(P, Q) for all P, Q ∈ G.
Bilinear Diffie-Hellman Problem (BDHP): Given
a random instance (P, aP, bP, cP ) ∈ G for unknown
a, b, c ∈ Z∗q , it is difficult to compute ê(P, P )abc .
Elliptic Curve Discrete Logarithm Problem
(ECDLP): Given two random points P, Q ∈ G, it
is difficult to compute an integer a ∈ Z∗q to satisfy
Q = aP .

3
3.1

Model for the Proposed Certificateless SDVS
Definition of the Certificateless SDVS

There are two entities in a certificateless SDVS scheme,
the real signer Alice and the designated verifier Bob and
a certificateless SDVS scheme consists of eight algorithms
which are shown below.
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Setup: This algorithm takes the security parameter k to protect the dealers’ benefit, the dealers can produce a desoutput the system parameter sp and the master key ignated verifier signature binding with the merchandise to
s.
the buyers. In this way, only the actual buyer is able to
check the validity of signature, namely, the legality of softPartial-Private-Key-Extract: Given the master key s ware. We can utilize the scheme in [11] to realize this real
and the entity’s identity id, the KGC generates the application. The Signing phase and the Verifying phase
entity’s partial private key Sid .
can be described as follows.
Set-Secret-Value: The entity chooses randomly a value
xid as his/her secret value.
Set-Private-Key: Given the partial private key Sid and
the secret value xid , the entity outputs his/her full
private key skid .

• Signing: the dealer chooses r ∈R Zq and computes
U = rQA , σ = H2 (m, e(SA , rQB )). Then the signature will be (U, σ).
• Verifying: the buyer checks if σ = H2 (m, e(U, SB ))
holds or not.

Set-Public-Key: Given the secret value xid , the public
Unfortunately, this scheme can not satisfy the property
parameter P , this algorithm generates the entity’s of non-delegatability because of the common value bepublic key pkid .
tween the signer and the verifier. The buyer can disclose
the common value e(QA , SB ) to the third party. Once the
Sign: Given the message m, Alice’s private key skA , third party gets this value, he will be able to check the
Bob’s public key pkB and the system parameter sp, correction of the equation σ = H (m, e(U, S )). Thus,
2
B
Alice generates the designated verifier signature δ the third party will trust that the software got from the
and sends it to Bob.
buyer is legal and he will buy it. The non-delegatability
Verify: Given the message m, Alice’s public key pkA , can prevent this circumstance from happening perfectly.
Bob’s private key skB , the system parameter sp and In the scheme that is equipped with non-delegatability,
the signature δ, Bob outputs T rue if the signature is the common value should not be found.
correct, otherwise outputs ⊥.

3.3

Adversary Model of the Certificate-

Transcript-Simulation: Given the message m, Alice’s
less SDVS
public key pkA , Bob’s private key skB and the system parameter sp, Bob generates an indistinguish- There are two types of adversaries proposed by Al-Riyami
et al. [1] in certificateless cryptography as follows.
able designated verifier signature δ 0 .
Type 1 Adversary: The adversary can not obtain the
master key, namely, the adversary can not obtain the
partial private key from the KGC. However, it is capable of replacing the public key of any entity, be1) Correctness: If the signer produces a valid SDVS in
cause there is no public key certificate involved. We
the signing phase, it must be accepted in the verifying
can define the attack model as the following game
phase successfully.
between a challenger C and Type 1 adversary A1 .

3.2

Security Properties of the Certificateless SDVS

2) Unforgeability: Without the private key of the signer
or the designated verifier, it is computationally infeasible to forge a valid SDVS for the third party.
3) Source hiding: Given a message-signature pair, the
private keys of the signer and the designated verifier,
it is computationally infeasible for any polynomialtime distinguisher to determine who is the real signer
between the signer and the designated verifier.
4) Non-delegatibity: If a third party is capable of producing a valid signature, he/she must ’know’ the private key of the signer or the designated verifier.
Remark: Especially, we present the significance of the
non-delegatability property for a designated verifier signature in real applications briefly. As stated previously,
the designated verifier signature can be used in software
licensing. In order to prevent the software buyers from
selling the software they have bought to other people and

Setup: The challenger C firstly takes the security
parameter k to generate the system parameter
sp and the master key s. C transfers sp to A1
and keeps the master key s secret meanwhile.
Queries: The adversary A1 issues the following
queries adaptively for polynomially many times:
• Hash queries: Given a hash query for any
input, C returns a result to the adversary
A1 .
• Partial-Private-Key-Extract queries: Given
a partial private key query for any user IDi ,
C returns a partial private key Si for the
corresponding user IDi to the adversary
A1 .
• Set-Secret-Value queries: Given a secret
value query for any user IDi , C returns a
secret value xi for the corresponding user
IDi to the adversary A1 .
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• Public-Key-Extract queries: Given a public
key query for any user IDi , C returns a
public key pki for the corresponding user
IDi to the adversary A1 .
• Public-Key-Replacement queries: The adversary A1 can select a new public key pki0
for user IDi to replace the previous public
key pki . In this way, pki0 will be the new
public key of IDi .
• Sign queries: Given any message m with
signer’s identity IDi and designated verifier’s identity IDj , C returns the corresponding signature δ to the adversary A1 .
• Verify queries: The adversary A1 can ask
for the verification of a message-signature
pair (m, δ) with the signer’s identity IDi
and verifier’s identity IDj , then C executes
the verify algorithm and outputs T rue if
(m, δ) is valid. Otherwise, C outputs ⊥.
Forgery: Finally, A1 produces a forged messagesignature pair (m∗ , δ ∗ ) with signer’s identity
IDi and verifier’s identity IDj . The adversary
A1 wins the game if
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• Sign queries: Given any message m with
signer’s identity IDi and designated verifier’s identity IDj , C returns the corresponding signature δ to the adversary A2 .
• Verify queries: The adversary A2 can ask
for the verification of a message-signature
pair (m, δ) with signer’s identity IDi and
verifier’s identity IDj , then C executes the
verify algorithm and outputs T rue if (m, δ)
is valid. Otherwise, C outputs ⊥.
Forgery: Finally, A2 produces a forged messagesignature pair (m∗ , δ ∗ ) with signer’s identity
IDi and verifier’s identity IDj . The adversary
A2 wins the game if
1) V erif y(m∗ , δ ∗ , ski , pkj ) → 1;
2) A2 did not issue queries to C on input
IDi and IDj through Partial-Private-KeyExtract queries or Set-Secret-Value queries;
3) A2 did not issue queries to C on input IDi
and IDj to get the certificateless SDVS on
m∗ through Sign queries.

1) V erif y(m∗ , δ ∗ , ski , pkj ) → 1;
4 Our Proposed Scheme
2) A1 did not issue queries to C on input
IDi and IDj through Partial-Private-Key- In this section, we specify our certificateless SDVS scheme
Extract queries, Set-Secret-Value queries or which is composed of the following eight algorithms.
Public-Key-Replacement queries;
Setup: Assume Fp is a finite field in which p is a large
3) A1 did not issue queries to C on input IDi
prime. Choose randomly a, b ∈R Fp as two elements
and IDj to get the certificateless SDVS on
to define a curve E. Let G be an additive cyclic
m∗ through Sign queries.
group whose prime order is q, GT be a multiplicaType 2 Adversary: The adversary can obtain the master key, namely, the adversary can generate the entity’s partial private key from the KGC. Contrary to
Type 1 adversary, this adversary is not capable of
replacing the public key of any entity. We can define
the attack model as the following game between a
challenger C and the Type 2 adversary A2 .

tive cyclic group with the same order and P be a
generator of G. The mapping ê : G × G → GT
is an admissible pairing. Let H1 : {0, 1}∗ → G,
H2 : {0, 1}∗ × G → G,H3 : G × GT → Z∗q be three
cryptographic hash functions. The system parameter
sp is (Fp , a, b, P, q, ê, H1 , H2 , H3 ), the KGC randomly
selects s ∈ Z∗q as master key and keeps it secret.

Setup: The challenger C firstly takes the security Partial-Private-Key-Extract: This algorithm accepts
an identity IDi ∈ {0, 1}∗ , i ∈ A, B and constructs
parameter k to generate the system parameter
the partial private key for the user as follows:
sp and the master key s. C transfers sp to A2
and keeps the master key s secret meanwhile.
1) Compute Qi = H1 (IDi ).
Queries: The adversary A2 issues the following
2) Output the partial private key Si = sQi .
queries adaptively for polynomially many times:
• Hash queries: Given a hash query for any Set-Secret-Value: This user selects a random xi ∈ Z∗q
and outputs xi , i ∈ A, B as his/her secret value.
input, C returns a result to the adversary
That is, the sender Alice randomly selects xA ∈ Z∗q
A2 .
and the designated verifier Bob randomly selects
• Set-Secret-Value queries: Given a secret
xB ∈ Z∗q .
value query for any user IDi , C returns a
secret value xi for the corresponding user
Set-Private-Key: The full private key of Alice and Bob
IDi to the adversary A2 .
will be skA = (xA , SA ) and skB = (xB , SB ).
• Public-Key-Extract queries: Given a public
key query for any user IDi , C returns a Set-Public-Key: This algorithm computes pkA = xA P
public key pki for the corresponding user
and pkB = xB P as Alice and Bob’s public keys reIDi to the adversary A2 .
spectively.
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Sign: Assume the message is m, then the signer Alice
randomly selects r, l ∈ Z∗q and computes
A

= lP,

C0

= rP,

C1

= H2 (m, A)

C

5.2

577

Unforgeability against Type 1 Adversary

Theorem 1. The proposed certificateless SDVS scheme
is existentially unforgeable against Type 1 adversary in
the random oracle model under the hardness of BDHP.

= C0 + C1 = (cx , cy ),

Proof. Assume that A1 is Type 1 adversary who can forge
a valid certificateless SDVS with a non-negligible probav = l + cx xA
bility and within the polynomial time t. There exists
R = rpkB ,
an algorithm C which treats A1 as a black box to solve
σ = H3 (R, ê(SA , QB )).
the BDHP with a non-negligible probability. That is, for
given a random instance (P, aP, bP, cP ) ∈ G and for the
Finally, the signature δ on message m for the desigunknown a, b, c ∈ Z∗q , C is able to compute ê(P, P )abc .
nated verifier Bob is (C, v, σ).
The game is shown as follows:
Verify: Once receiving the signature δ, the verifier Bob
Setup: The challenger C firstly takes the security pacomputes
rameter k to generate the system parameter sp =
0
(F
A = vP − cx pkA ,
p , a, b, P, q, ê, H1 , H2 , H3 ) and the master key s. C
0
transfers
sp to A1 and keeps the master key s secret
C1 = H2 (m, A),
meanwhile.
C00 = C − C10 ,
Queries: The adversary A1 issues the following queries
R0 = xB C00 ,
0
0
adaptively for polynomially many times:
σ = H3 (R , ê(QA , SB )).
Bob accepts the signature δ if and only if the equation
σ = σ 0 holds.
Transcript-Simulation: The verifier Bob can produce
a valid signature δ 0 intended for himself by executing
the following operations: Randomly selects C ∈ G,
v ∈ Z∗q and computes
A

= vP − cx pkA ,

C1

= H2 (m, A),

C0

= C − C1 ,

R

= xB C 0 ,

σ

= H3 (R, ê(QA , SB )).

Then the signature δ 0 is (C, v, σ).

5
5.1

Security Analysis
Correctness

The transcript-simulation algorithm is correct obviously
and the correctness of the verifying algorithm is validated
as follows:
A0

= vP − cx pkA
=

(l + cx s)P − cx pkA

= lP + cx pkA − cx pkA
= lP
= A.
R

0

= xB C00
= xB rP
= rpkB = R.

• Hash queries to H1 : Suppose that A1 can send
at most qH1 times H1 queries and C preserve a
list Llist
H1 . The list is used to store the tuple of
form (IDi , Qi , di ) and set to be empty initially.
C responds as follows if A1 transfers a H1 query
with IDi .
1) If IDi = IDA , return Qi = H1 (IDi ) = aP
to A1 , then append a new tuple (IDi , Qi , ⊥)
to the list Llist
H1 .
2) Else if IDi = IDB , return Qi = H1 (IDi ) =
bP to A1 , then append a new tuple
(IDi , Qi , ⊥) to the list Llist
H1 .
3) Else, return Qi = H1 (IDi ) = di P to A1 ,
where di ∈ Z∗q , then append a new tuple
(IDi , Qi , di ) to the list Llist
H1 .
• Partial-Private-Key-Extract queries: The challenger C preserves a list Llist
ppke composed of the
tuple of the form (IDi , Di , Si ). Once receiving
a Partial-Private-Key-Extract query on IDi , C
looks up the tuple (IDi , Qi , Si ) from Llist
ppke and
responds as follows:
1) If IDi 6= IDA and IDi 6= IDB , C looks
up the tuple (IDi , Qi , di ) in the list Llist
H1 .
If the tuple exists, C returns Si = di cP
to A1 . Otherwise, C chooses randomly a
number di ∈ Z∗q , then returns Si = di cP to
A1 . Afterwards, C appends (IDi , Qi , Si ) to
Llist
ppke .
2) Else if IDi = IDA or IDi = IDB , C terminates the protocol.
• Public-Key-Extract queries: C preserves a
list Llist
pk composed of the tuple of the form
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(IDi , Qi , pki , xi ). Once A1 calls a Public-KeyExtract query on IDi , C looks up the tuple
(IDi , Qi , pki , xi ) from the list Llist
pk and responds
as follows:
1) If Llist
pk includes (IDi , Qi , pki , xi ), C returns
pki to A1 .
2) Else if, C randomly chooses a value xi ∈ Z∗q ,
computes pki = xi P and returns pki to A1 ,
then appends a new tuple (IDi , Qi , pki , xi )
to Llist
pk .
• Set-Secret-Value queries: Once receiving a SetSecret-Value query on IDi from A1 , C looks up
the tuple (IDi , Qi , pki , xi ) from the list Llist
pk .
list
If Lpk includes (IDi , Qi , pki , xi ), C returns xi .
Otherwise, C performs a Public-Key-Extract
query on xi to produce (IDi , Qi , pki , xi ), returns the secret value xi to A1 and appends the
tuple to Llist
pk .
• Public-Key-Replacement queries: Once receiving a Public-Key-Replacement query
on (IDi , pki0 ), C looks up the tuple
list
(IDi , Qi , pki , xi ) from the list Llist
pk . If the Lpk
0
includes (IDi , Qi , pki , xi ), C sets pki = pki and
updates the tuple (IDi , Qi , pki , xi =⊥). Otherwise, C executes a Public-Key-Extract query
to produce (IDi , Qi , pki , xi ), sets pki = pki0 and
updates the tuple (IDi , Qi , pki , xi =⊥), Then
appends the new tuple (IDi , Qi , pki , xi =⊥) to
Llist
pk .
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get the signer IDi ’s private key (xi , Si ) =
(xi , di (cP )). C randomly selects r, l ∈
Z∗q , computes A = lP , C0 = rP , C1 =
H2 (m, A), C = C0 + C1 = (cx , cy ), v =
l + cx xi , R = rpkj , σ = H3 (R, ê(Si , Qj )) to
produce the signature (C, v, σ) and returns
it to A1 .
2) Else if IDj 6= IDA , or IDj 6= IDB , C extracts (IDj , Qj , Sj ) and (IDj , Qj , pkj , xj )
list
from the list Llist
ppke and Lpk respectively. C
randomly selects C ∈ G, v ∈ Z∗q , computes
A = vP − cx pki , C1 = H2 (m, A), C0 =
C − C1 , R = xj C0 , σ = H3 (R, ê(Qi , Sj )) to
produce the signature (C, v, σ) and returns
it to A1 .
3) Else, C terminates the protocol.
• Verify queries: Once receiving a Verify query on
input a message-signature pair (m, δ), a signer’s
identity IDi and a designated verifier’s identity
IDj from A1 , C responds as follows:
1) If IDi = IDA , IDj = IDB or IDi =
IDB , IDj = IDA , C aborts the protocol
execution.
2) Otherwise, C extracts (IDj , Qj , Sj ) and
(IDj , Qj , pkj , xj ) from the list Llist
ppke and
Llist
respectively
to
get
the
designated
pk
verifier IDj ’s private key (xj , Sj ) =
(xj , dj (cP )), then validates the signature
through the verify algorithm in our proposed scheme.

• Hash queries to H2 : C preserves a list H2list
composed of the tuple of the form (m, A ∈ Forgery: In the end, A1 produces a valid certificateless
SDVS δ = (C ∗ , v ∗ , σ ∗ ) on input a chosen message
G, C1 ). Once receiving a Hash queries to H2
m∗ , a signer’s identity IDi and a designated verion (mi , Ai ), C executes as follows:
fier’s identity IDj . If (IDi , IDj ) 6= (IDA , IDB ) or
1) if H2list includes the tuple (mi , Ai , C1i ), C
(IDi , IDj ) 6= (IDB , IDA ), C aborts the protocol exreturns C1i to A1 as a response.
ecution and outputs F ail. Otherwise, C produces
2) Otherwise, C randomly chooses C1i ∈ G,
a valid signature σ ∗ = H3 (R∗ , ê(SA , QB )) for figursends it to A1 and appends (mi , Ai , C1i ) to
ing out ê(SA , QB ) = ê(acP, bP ) = ê(P, P )abc . Thus,
the list H2list .
the BDHP is resolved. Unfortunately, It is infeasible
to address the intractable BDHP by any polynomial
• Hash queries to H3 : C preserves a list H3list
time algorithm.
composed of the tuple of the form (R ∈ G, T ∈
GT , σ). Once receiving a Hash queries to H3 on
(Ri , Ti ), C executes as follows:

1) if H3list includes the tuple (Ri , Ti , σi ), C re5.3 Unforgeability against Type 2 Adverturns σi to A1 .
sary
2) Otherwise, C randomly chooses σi ∈ Z∗q ,
sends it to A1 and appends (Ri , Ti , σi ) to Theorem 2. The proposed certificateless SDVS scheme
the list H3list .
is existentially unforgeable against the adversaries 2 in the
• Sign queries: Once receiving a Sign query on random oracle model under the hardness of ECDLP.
input a message m, a signer’s identity IDi and Proof. Assume that A is Type 2 adversary who can forge
2
a designated verifier’s identity IDj from A1 , C a valid certificateless SDVS with a non-negligible probaresponds as follows:
bility and within the polynomial time t. There exists an
1) If IDi 6= IDA , or IDi 6= IDB , C ex- algorithm C which treats A2 as a black box to solve the
tracts (IDi , Qi , Si ) and (IDi , Qi , pki , xi ) ECDLP with a non-negligible probability. That is, for
list
from the list Llist
ppke and Lpk respectively to given two random points P, Q ∈ G, C is able to compute
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Table 1: Notation
Notation
CP
CS
CH
CE
CI
CA
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and description of cryptographic operations
Description
Pairing operation
Scalar multiplication operation in G
Hash operation
Exponentiation operation
Inversion operation
Add operation in G

Table 2: Performance comparison of our scheme with other existing schemes
Schemes Signature-size
Sign-cost
Verify-cost
Huang et al. [6]
|Z∗q |
1CP + 1CS + 1CH + 1CI
3CP + 1CS + 1CH
Chen et al. [3]
|Z∗q |
1CP + 1CS + 1CH
1CP + 1CS + 1CH
∗
Du et al. [4]
2|Zq | + |G|
3CS + 1CH + 1CE
2CP + 3CS + 1CH
Yang et al. [24]
2|G|
1CP + 4CS + 1CH
1CP + 2CS + 1CH
Hafizul et al. [8]
2|G|
3CP + 3CS + 2CH + 1CE 1CP + 1CS + 1CH + 1CE
Ours
2|Z∗q | + |G|
1CP + 3CS + 2CH
1CP + 3CS + 2CH

Schemes
Huang et al. [6]
Chen et al. [3]
Du et al. [4]
Yang et al. [24]
Hafizul et al. [8]
Ours

Table 3: Security comparison of our scheme with other existing schemes
Non-delegatability Resilience against Type 1 adversary Resilience against Type 2 adversary
NO
YES
NO
NO
YES
YES
NO
YES
YES
NO
YES
YES
NO
YES
NO
YES
YES
YES

an integer a ∈ Z∗q to satisfy Q = aP . The game is shown
as follows:
Setup: The challenger C firstly takes the security parameter k to generate the system parameter sp =
(Fp , a, b, P, q, ê, H1 , H2 , H3 ) and the master key s. C
transfers sp to A2 and keeps the master key s secret
meanwhile.
Queries: The adversary A2 issues the following queries
adaptively for polynomially many times:
• Hash queries to H1 : C preserves a list H1list
composed of the tuple of the form (IDi , Qi , di ).
Once A2 issues a Hash queries to H1 on IDi ,
C searches the tuple (IDi , Qi , di ) from the list
H1list . If H1list includes (IDi , Qi , di ), C returns
the previous value Qi . Otherwise, C randomly
chooses a value di ∈ Z∗q , returns Qi = di P to
A2 and inserts (IDi , Qi , di ) to the list H1list .
• Public-Key-Extract queries: C preserves a
list Llist
pk composed of the tuple of the form
(IDi , Qi , pki , xi ). Once A2 issues a Public-KeyExtract query on IDi , C searches the tuple
(IDi , Qi , pki , xi ) from the list Llist
pk and executes
the following steps.
1) If Llist
pk includes (IDi , Qi , pki , xi ) and

– If IDi 6= IDA , IDi 6= IDB , the challenger C returns the previous value pki .
– Else if IDi = IDA or IDi = IDB , the
challenger C returns pki = aP or pki =
bP as response and appends a new tuple
(IDi , Qi , pki , ⊥) to the list Llist
pk .
2) Else if there does not exist this tuple, C
randomly selects a value xi ∈ Z∗q , returns pki = xi P and inserts a new tuple
(IDi , Qi , pki , xi ) to the list Llist
pk .
• Set-Secret-Value queries: Once A2 issues a
Set-Secret-Value query on IDi , C searches
(IDi , Qi , pki , xi ) from the list Llist
pk .
1) If Llist
pk includes (IDi , Qi , pki , xi ) and
– If IDi 6= IDA , IDi 6= IDB , the challenger C returns the previous value xi
to A2 .
– Else if IDi = IDA or IDi = IDB , C
terminates the protocol.
2) Else if there does not exist this tuple, C
randomly returns a value xi ∈ Z∗q , computes pki = xi P and inserts a new tuple
(IDi , Qi , pki , xi ) to the list Llist
pk .
• Hash queries to H2 , Hash queries to H3 , Sign
queries, Verify queries: Since these steps are the
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same as the corresponding steps in Theorem 1, length of element in Z∗q is |Z∗q |. The length of the signature in our scheme is equal to the length in [4], so it is
we do not make those statements again.
acceptable. Among the cryptographic operations listed in
Forgery: In the end, A2 produces a valid certificateless Table 1, pairing operation is recognized as the most timeSDVS δ = (C ∗ , v ∗ , σ ∗ ) on input a chosen message consuming operation and add operation in G can be nem∗ , a signer’s identity IDi and a designated veri- glected because of its low computational cost. By contrast
fier’s identity IDj . If (IDi , IDj ) 6= (IDA , IDB ) or with the existing schemes, we can see our scheme only
(IDi , IDj ) 6= (IDB , IDA ), C aborts the protocol ex- requires one pairing operation no matter in the signing
ecution and outputs F ail. Otherwise, C produces a phase or in the verifying phase such that the computing
valid v ∗ = l + cx xA for figuring out xA = pkA /P . consumption of our scheme is at a very low level. Table 3
Thus, the ECDLP is resolved. Unfortunately, It is shows that only our scheme is able to satisfy the three
infeasible to address the intractable ECDLP by any important properties in certificate SDVS scheme simulpolynomial time algorithm.
taneously. In summary, our scheme is relatively efficient
and provably secure among the existing schemes.
Theorem 3. The proposed certificateless SDVS scheme
is equipped with the property of source hiding in the random oracle model.
Proof. Given a message-signature pair (m, δ), the signer’
private key (xA , SA ) and the designated verifier’ private
key (xB , SB ) used in the proposed construction, a third
party can not distinguish who is the real signer. The
reason is that the following two equations always hold.
R

= rpkB = xB C0 ,

σ

= H3 (R, ê(SA , QB ))

7

Conclusions

This paper proposes the first certificateless SDVS scheme
with non-delegatability. The proposed scheme extends
the Schnorr digital signature to a certificateless SDVS.
We provide the security proof of the proposed scheme
on the basic properties of SDVS. We also prove that our
scheme can resist the two types of adversaries in certificateless cryptography. In addition, the comparison with
other existing certificateless SDVS shows that our scheme
has a higher level of efficiency and security.

= H3 (R, ê(QA , SB )).
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the verifier’s secret value xB are used solely in the signing
phase and the verifying phase such that there does not
exist disclosing of the common value (xA xB P ). Although
another common value ê(SA , QB ) is possible to be transferred to the third party, the fact that the third party can
not figure out the value v = l + cx xA prevents the third
party from creating a valid signature. The delegatability attack only could happen when the secret value xA
and the common value ê(SA , QB ) are disclosed concurrently, but the probability is negligible. In this situation,
it is infeasible for the delegatability attacker to defeat our
scheme.

6

Comparison

In this section, we present a comparison of the proposed
scheme with other existing certificateless SDVS in terms
of performance and security. The notations and the corresponding descriptions of cryptographic operations are
shown in Table 1. Table 2 is for performance comparison and Table 3 is for security comparison. We assume
that the bit length of element in G is |G| and the bit
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