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Abstract

Cloud computing has drastically condensed the compu-
tational and storage costs of outsourced data. The ex-
isting access control techniques offer users access provi-
sions centered on the common user attributes like Roles,
which reduces the fine-grained access measure. The pa-
per defines a Storage Correctness and Fine-grained Access
Provision (SCFAP) scheme, that provides the user an ex-
clusive access through the use of a hierarchical structure
which is a combination of users unique and common at-
tributes. Also, we deploy the concept of Token Granting
system that allows the users to verify the correctness of
outsourced data without the retrieval of the respective
files. The tokens are derived from the metadata contain-
ing file location that helps in the process of storage cor-
rectness verification and improvises the storage efficiency.
The experimental results show SCFAP has improved stor-
age efficiency and error recovery measures than existing
techniques.

Keywords: Access control, access structure, barrier limits,
storage efficiency, token granting system

1 Introduction

Cloud computing is one of the widely used emerging tech-
nique that offers various methods to acquire and manage
IT resources on a large-scale [I9, 22]. Cloud comput-
ing, in turn, provides different types of services such as

Infrastructure-as-a-service (TaaS) also sometimes called as
hardware as a service (HaaS) [I} [7], Platform-as-a-service
(PaaS) and Software-as-a-service (SaaS). Cloud comput-
ing planning promotes the resource sharing in a pure plug
and provides a model that dramatically simplifies its in-
frastructure. The major advantage of cloud computing
includes ease-of-use and cost-effectiveness in accessing the
resources over the Internet. Employing the resources in
the cloud provides greater expediency to the user because
of its systematic manner. Cloud helps us to make use of
the existing technologies such as virtualization, service-
orientation and grid computing in large-scale distributed
environment [4, B]. To assure the cloud data integrity
and availability, efficient approaches that enable storage
correctness assurance on behalf of cloud users have to be
premeditated. Hence, cloud operations should also im-
peratively support the dynamic features that make the
system design even more challenging.

As Cloud computing is a new emergent technology de-
spite having many beneficial factors, it faces many threats
in various ways. It has spread very fast due to its flexibil-
ity over ease of access as it eliminates the need for extra
hard drives and memory space allocation. As the cloud is
a distributed system, the data stored in it is widespread
in distinct locations, and it is accessed anywhere. The
distributed nature of the data creates the requirement for
high security over outsourced data as there exists a prob-
ability that anyone can exploit the outsourced data. The
hackers [1I, [2, [I6], can also access the outsourced data by
hacking any server virtually, and the statistical results
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showed that one-third of the breaches happened from
stolen or lost laptops exposing the data unintentionally
from the users or the employee of the organization over
the Internet. Further, nearly 16 percent of this data ex-
posure is due to the insider theft. The cloud security
providers were even trying to provide a solution to secu-
rity problems such as security, privacy, reliability, legal is-
sues, open standards, compliance, freedom and long-term
viability.

Cloud affords three major types of deployment mod-
els, which comprises of Public, Private, and Hybrid
Cloud. Most-common level people and some organiza-
tions make use of the public cloud model in a majority
for data storage purposes because it consumes less cost
and correspondingly provides utmost security over the
outsourced data, but there is also a probability of data
leakage in a public cloud environment. The private cloud
model [9, [I3], depends upon a particular firm but found
to be comparatively costlier than the public cloud. The
combination of either private- public or public-public or
private-private infrastructure forms the Hybrid cloud en-
vironment [12] [15], providing the combined advantage of
both the private and the public cloud. The significant
benefit of the use of the hybrid cloud involves improvised
security with lesser management costs.

The possession of fine-grained data access control and
storage correctness verification remains to be a mandatory
feature in any system, which shares the data contents
among multiple users with different level of trust. To
ensure the property of cloud data security, highly trusted
cloud users might be allowed with full access rights while
the other users were assigned partial access rights over
the outsourced data. Efficient management of the fine-
grained access provision in a system with users having
different access privileges remains to be a challenging issue
in cloud computing.

To provide better security features in cloud comput-
ing environment, a novel Storage Correctness and Fine-
grained Access Provision Scheme (SCFAP) is given. It
comprises of two parts, where the first part designates
the access structures to the users and the second presents
a storage correctness scheme through the use of the access
structure defined at the preliminaries. A combination of
public key, private key, and access structures is assigned to
all the users of the system that is derived from the appro-
priate user attributes. Through the distributed keys and
access structures, every single user of the system estab-
lishes the secure cloud connection and performs accesses
to the cloud data. For every successful cloud data upload,
the user is provided with a token, which is used to verify
and validate the storage correctness associated with the
outsourced data thereby improving the storage efficiency.

The paper is organized in the following manner. The
section next to introduction details the literature survey,
the next part, deals with the summary of limitations fol-
lowed by preliminary concepts and algorithms, system
design, the proposed SCFAP scheme, case study, Imple-
mentation Details, Results, and Discussion. The paper is
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ended with the conclusion and future work.

2 Related Works

This section describes and analyzes other approaches to-
wards facing the challenge of fine-grained access provision
to cloud users. Multiple solutions are examined, after
which an overview of their works was given. This section
also describes the comparison of two major approaches
that is related to the fine-grained access provision tech-
niques.

2.1 Overview

This section presents an overview of the works, which is
related to the proposed SCFAP scheme.

2.1.1 Cloud based Access Control Techniques

[24] presents a data access control scheme called DAC-
MAC for the multi authority cloud storage system. It
provides a multi-authority CP-ABE scheme with efficient
data decryption and user revocation functions. This work
further offers an Extensive Data Access Control Scheme
(EDAC-MACS) that provides secured user data access
even at weaker security assumptions. The security anal-
ysis results of this scheme prove that this scheme is col-
lusion resistance but lacks at the property of fine-grained
access provision to the individual users of the system. In
work done by [25] [T0], integration of cryptographic tech-
niques with RBAC techniques was made and it uses role
keys for data decryption. Further this work presents a hy-
brid cloud architecture, where the public cloud contains
the basic level details and most sensitive information over
the private cloud. This work separates the property of
user delegation to active and passive types and establishes
effective role management through the use of delegation
servers and protocols. The Cipher text-Policy Attribute-
Based Encryption was given by; it realizes the complex ac-
cess control mechanisms over the encrypted data [23 [14].
Here the attributes expressed solitarily the user creden-
tials and the person who encrypts the data could fix the
access limit to the users for data decryption. Through
the use of this scheme, the data stored could be kept con-
fidential even though it resides on the untrusted server.
The ID-based cryptographic scheme [8], makes use of the
user attributes such as user id for encryption and decryp-
tion process of the outsourced data. The development of
ID-based cryptographic scheme provides the secured data
storage over the public cloud and improved client autho-
rization for other users to access the data content.

2.1.2 Hierarchical
Schemes

Based Access Control

In HASBE [I7, 21], the user access rights were provided
by the hierarchical access structure framed for each user of
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the system. This scheme ensures the property of scalabil-
ity through the extension of ASBE (Attribute-Set Based
Encryption) technique [6]. It defines a hierarchical struc-
ture that delegates the operation of trusted authority and
private key generation to the domain authorities of the
lower level. Here the user attributes were converted into
the stable structure of the recursive type that permits the
users to define constraints dynamically by representing
a different combination of attributes, which satisfies the
user access policy. That ensures the property of flexibil-
ity and fine-grained access control over HASBE systems.
The concept of Hierarchical Based Access Structure is ex-
tended to form the Hierarchical Structure used in this

paper.

2.1.3 Token Based Access Verification Systems

[20] proposed a flexible distributed storage integrity au-
diting mechanism that consists of homomorphic tokens
and erasure-coded data. Tokens are provided to the users
from randomly chosen block indices from each data vec-
tor space analogous to the memory location of the user
requested file in the cloud. The use of erasure coded data
technique protects the user data and eliminates the sys-
tem errors such as data redundancy, fault tolerance and
server crashes. In Privacy-Preserving Public Auditing for
Secure Cloud Storage by [I8|, [IT] comprises a third-party
auditor (TPA) for auditing the integrity of outsourced
data; this eradicates the new threats and realizes the data
privacy. This scheme uses random masking technique in-
tegrated with a homomorphic authenticator that ensures
the privacy of public auditing. Flexible distributed stor-
age integrity checking mechanism is proposed by [3] using
homomorphic tokens and it avoids security problems like
identifying unknown users. Through the use of homomor-
phic tokens and distributed erasure coded data, users were
permitted to audit the outsourced data. This auditing al-
lows the users to identify both the improper data access
and cloud server misbehaviors. This scheme even ensures
the cloud data security, which allows the users to perform
dynamic operations efficiently over the outsourced data.
Experimental analysis of their proposed scheme proves
that it provides high efficiency against Byzantine failure,
unknown user attacks and attacks on cloud data modifi-
cation. Access control schemes based on the token system
were developed to provide greater security over the cloud
storage systems.

2.2 Comparison of Related Works

This section presents a brief summary about two major
approaches relating to the proposed SCFAP scheme. The
HASBE scheme given by [17], and the flexible integrity
auditing mechanism provided by Wang Cong et al, were
taken into comparison, and it is described as follows:
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2.2.1 Work by Wan Zhiguo et al.

To ensure the property of scalability and flexibility over
outsourced data, a solution is presented in work done
by [I7]. This work shows a Hierarchical Attribute-Set-
Based Encryption (HASBE) scheme to cloud users, which
extends the property of Cipher-text attribute-set-based
encryption technique. This scheme not only aims in the
achievement of scalability, it even inherits the property
of flexibility and fine-grained access provision through
the management of compound attributes. The HASBE
scheme makes use of multiple value access expiration time
to deal with user revocation problems. The first part of
this work describes the extension of HASBE from ASBE
technique using the hierarchical structure. Whereas the
second part provides a clear demonstration of the imple-
mentation of access control scheme based on HASBE for
cloud computing.

The cloud computing system considered in this work
consists of five major entities. The cloud service provider
provides services to users. The data owners share their
data contents through the cloud in an encrypted man-
ner. Data consumers decrypt the shared contents to per-
form their respective access operations. Each data owner
and data consumer was assigned with a domain authority,
where each domain authorities could be managed through
parent domain authorities or trusted domain authorities.
The major responsibility of every domain authority is to
administer the domain authorities at next level or the
data owner or consumer in its domain. In HASBE scheme
the data users were only assumed to possess read access.
All the entities associated with this scheme were organized
in a hierarchical manner to accomplish their tasks.

A recursive set based key structure is formed for every
user, where each element of the set is either a set or an
element corresponding to a user attribute. The depth of
the key structure is found using the level of recursions
in the recursive set, which is similar to the definition of
depth tree. For a key structure of depth 2, members of
the set can either be sets or attribute elements at depthl.
At depth 2 it is mandatory that all the members of the
set should be of attribute elements. A unique label for
the user attributes was formed using key structure. The
access structure to the users in HASBE was formed in
a similar way to the ASBE scheme given by [3]. In ac-
cess tree structures the leaf nodes were considered to be
the attributes, and non-leaf nodes represent the threshold
gates. The non-leaf nodes were defined using its children
and threshold values.

This work provides user access provision with the help
of the hierarchical access structure, and it is formed using
appropriate user key structure and access structures. It
means that the user with private key corresponding to at-
tributes in key structure would be able to access the data,
only when their attributes satisfies the access policies de-
fined by the access structure. System Setup, Top-Level
Domain Authority Grant, New Domain Authority/User
Grant, New File Creation, User Revocation, File Access,
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and File Deletion are the seven major operations associ-
ated with Wan Zhiguo et al HASBE scheme. Each major
system operations related to the HASBE scheme invokes
the appropriate algorithms associated with it to accom-
plish their tasks, and it works by bilinear mapping con-
cepts. Through the use of this operations, every user
of the system shares and uses their data contents using
HASBE scheme.

Though Wan Zhiguo et al system provides a better so-
lution to scalability and flexibility issues, the complete
support for compound values and multiple value assign-
ments are measured and found to be lagging in efficiency.
Which reduces the level of fine-grained data access. The
proposed SCFAP scheme defines users with their role-
based classification. Provides efficient support for com-
pound attributes and multiple value assignments. The hi-
erarchical structure described in SCFAP scheme improves
the level of fine-grained access provision associated with
individual users of the system. The HASBE scheme fur-
ther does not allow write access to the data users of the
system. This makes its application inappropriate to crit-
ical systems like financial sectors, where several users re-
quire write operations to be performed. SCFAP scheme
allows the users to perform write operations in an effec-
tive manner, and it is achieved through the use of token
granting system, which preserves the storage correctness
of the outsourced data.

2.2.2 Work by Wang Cong et al.

An approach to form solution for security risks accom-
panying the correctness of physical possession over out-
sourced data were done by [I7]. This work presents a
flexible distributed storage integrity auditing mechanism,
which ensures the correctness of outsourced data through
the use of homomorphic token and distributed erasure-
coded data. This scheme provides efficient user audit-
ing of cloud data with very lightweight communication
and computation cost. The auditing result provides both
storage correctness guarantee as well as fast data error lo-
calization (identification of server misbehaviors). It even
allows user access operations over outsourced data includ-
ing block deletion, modification and appends functionali-
ties. The overall contributions of this work is summarized
as follows:

1) In comparison to many of its predecessors, this
scheme achieves both the storage correctness insur-
ance and data error localizations.

2) This scheme further supports secure and dynamic op-
eration over data blocks including update, delete and
append.

3) The work further makes an extensive security analy-
sis that shows its resistance towards Byzantine fail-
ures and malicious data modification attack and
server colluding attacks.

562

The flexible integrity auditing mechanism discussed in
this section consists of four major entities, which includes
User, Cloud Service Provider (CSP), Cloud Server (CS)
and Third Party Auditor (TPA). Users share their data
through cloud storage services, and a user can be either
enterprise or an individual customer. Cloud Server (CS)
is managed by the CSP to provide better computation
and storage facilities to the users of the system. TPA
is an optional entity with expertise qualities that user
does not possess. TPA assesses and describes the risk of
cloud storage services on behalf of users upon request.
This work provides more focus towards file oriented data
rather than non-file oriented applications like social net-
working systems. Block level operations over user data
were considered as block update, block delete, block in-
sert and append operations. The major focus of this work
is to identify the key integrity issues like unauthorized
data modifications and corruptions, caused due to server
compromises and random Byzantine failures.

Users store their valid credential to cloud servers
through CSPs. The problem of data redundancy could
be employed through the technique of erasure correct-
ing code. This scheme further tolerates faults and server
crashes that happen due to increasing data users. The
users interact with cloud servers for processing file re-
trieval request through CSPs. As it is not feasible for
the users to possess their data locally, it is necessary to
verify the correctness and maintenance of the cloud data.
The users were provided with the pre-computed tokens
that provide correctness assurance to the users of the sys-
tem. Tokens are derived from the subset of file blocks
in a random manner. The verification token helps the
users to ensure correctness of data operation request pro-
cessed by the CSP. Tokens are issued to the user based
on randomly chosen block indices from each data vector
space corresponding to memory position of the requested
file in the cloud and erasure-coded data. In cases of in-
appropriate situations like insufficient resources and time
the users can delegate their responsibilities to TPA. The
system is designed in such a way that leakages of user?
Outsourced data towards auditing protocol were prohib-
ited. This work achieves secure data storage through five
major steps, which includes file distribution preparation,
challenge token pre-computation, correctness verification
and error localization, file retrieving and auditing and fi-
nally, towards third party auditing. The algorithms as-
sociated with each stage helps in the management of ac-
tivities accompanying data storage management and cor-
rectness verification processes. This scheme provides an
approach methodology that prevents CSP to process data
dynamics without knowing user secret key materials and
ensures users that dynamic data operation request done
by CSP were processed faithfully. In this manner the
property of integrity assurance and storage correctness
where done in [I7] scheme.

Tokens were provided to the users, based upon ran-
domly generated block indexes and memory position of
the file. This makes the property of storage correctness



International Journal of Network Security, Vol.19, No.4, PP.559-572, July 2017 (DOI: 10.6633/1JNS.201707.19(4).09)

associated with integrity auditing scheme to be a proba-
bilistic feature. The proposed SCFAP scheme solves this
issue by granting tokens to the users in a deterministic
manner. In SCFAP scheme tokens were derived from
Metadata containing file locations and distributed to all
the users of the system during appropriate phases. Here
the major advantage is that as a result of the write op-
eration done by the authorized system an updated token
would be provided to all the users of the system, through
which the property of storage correctness is achieved.

3 Construction of Storage Cor-
rectness and Fine-grained Ac-
cess Provision Technique

3.1 System Design

This section presents a conceptual design of the novel
scheme called Storage Correctness and Fine-grained Ac-
cess Provision (SCFAP) scheme, which is described in
Figure The proposed SCFAP scheme consists of two
parts. The first part deals with the construction of hi-
erarchical based user access structures and the second
part depicts the algorithmic phases associated with SC-
FAP scheme that helps in the achievement of fine-grained
data access and improved storage efficiency across the out-
sourced cloud data storage. A set of appropriate crypto-
graphic keys and access structures derived from the exact
user attributes were distributed to all the users of the sys-
tem. Through the use of the access structures and crypto-
graphic keys every user of the system performs the cloud
data access in a secure way. As a result of the encryption
process, both the data owners and users were provided
with a token, which assists in the process of integrity and
security verification over the outsourced data.

Key Verification
Point

? Data Access
Provision

Data User 2
7
4 3
Token f—;\cccss Verification Access
Granting Point > i Structure
System ? es Store

Figure 1: System design of SCFAP

The proposed system consists of five major entities and
the description to the entities were given as follows, At-
tribute Authority (AA): The major responsibility of the
Attribute Authority (AA) is to manage all the attribute
related activities in specialization with the activities con-
fining to the management of user roles. This includes
maintenance of role revocation, delegation, key allocation
to users and authentication of the user given credentials
like the public key, private key, etc. Cloud server (CS):
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Cloud server performs all the computation related activ-
ities. This includes the computation of user given inputs
and producing corresponding computational results and
acknowledgments to the users. Cloud Service Provider
(CSP): The Cloud Service Provider (CSP) provides ser-
vices to the users of the system and performs the vali-
dation of the user given inputs and outputs during the
process of encryption and decryption. Service Consumers
(Users): A Service consumer is also called as the user of
the system, consumes the services provided by the cloud
computing environment. Data Owner: Shares valid data
contents over cloud computing environment and fixes data
access limits across data users.

3.2 Assumptions

This work assumes an existing data access control model
to build upon, and the proposed design makes use of
the access control properties defined previously at related
works. The hierarchical structure described in this paper
is assumed to provide many-to-many data sharing in a se-
cured manner through which the property of fine-grained
access control, confidentiality, and non-repudiation of the
outsourced data was achieved.

3.3 Key Terminologies
3.3.1 Access Assignment Structure

A summary on Access assignment structure is depicted in
Figure [2|

3.3.2 Hierarchical Structure

The hierarchical structure defines the access policy asso-
ciated with the individual users of the system. A hier-
archy is framed from the combination of the user unique
and common attributes. Each hierarchy represents the
one to one relationship between the user and their access
policies. The access policy defines the set of operations
(read or write access) the user could perform over the
outsourced data.

3.3.3 Key Structure

Key structures were designed to preserve the security of
the outsourced data. Key structures are derivatives from
the user common attributes like roles. The formation of
key structure assigns the access privileges to the set of the
common users over the outsourced data. This states that
users beneath a particular role were assigned with a key
structure such that they could gain access to a particular
set of files.

3.3.4 Access Structure

Access structures were designed to achieve the property
of fine-grained user access and it is derived from the user
unique attributes like user id. It defines the extent to
which an individual user could access the data.
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Derived from user X
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Userl
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U

assigned as gradel since
all these fall under same

The files f1,f2,f3 is like userid

categor

a) Key structure assignment

b) Grade assignment

c) Barriers assignment

Figure 2: Access assignment structure

3.3.5 Grade

Grade denotes the level of the extent to which the set of
common users could gain access to a particular set of files.
Each grade formally represents a key structure, such that
a user with certain grade could gain access to all the files
that comes with the scope of a particular grade. Grades
were derived from the user common attributes like dep id,
such that it represents a set of files that belongs to the
particular department. An example of the measure of a
grade is described in Figure

F2| ¥ Most Important
Files

(Grade 13

Figure 3: Access limits associated with a grade

3.3.6 Barriers

Barriers are restrictions imposed over the grades to
achieve the fine-grained user access level. It has been
found that it is not necessary for a user with a particular
grade to access all the files that come under a particu-
lar grade. To solve this issue, barriers were designed and
imposed over the user grades.

From Figure[d It is understood that though the user
belongs to gradel which provides access rights to three
files F1, F2, F3. The imposition of the barrier B1 over the
particular user grade G denies the user file access request
to the file F2; such that the user could only be able to
access the files F1 and F2. It provides the appropriate
access rights to the users through which the property of
fine-grained access provision is achieved.

3.3.7 Tokens

Tokens were derived from the metadata containing the file
location and it acts as a user authentication entity. To-

Gradel

Achievement Of Fine
Grained Access
Provision To Users

Barrier 1

N

Figure 4: Barrier generations

kens were issued to the data users as a result of the data
encryption process. Through the use of the tokens, the
user could easily verify the existence of their correspond-
ing files in a convenient manner. Since the token repre-
sents the Metadata about the file location, it assists in the
process of easier file retrieval. This improves the storage
efficiency of the proposed system. Further, clear descrip-
tions about the working of the tokens were described in
phase 6, 7 and 8 of the SCFAP scheme. A new method
of mathematical modelling was used to identify the func-
tions and variables of the proposed scheme.

4 Preliminary Concepts and Algo-
rithms

4.1 KeyGen()

KeyGen() is a basic algorithm for key generation through
which all the other keys associated with the data users
were derived. This algorithm is invoked automatically
whenever the process of key generation is required.

Let us consider the set of keys k such that it contains a
set of integers up to n. Such that K, = {ky,ka, -+, kn}.

ky iKzz idm.
Z=0

m=0
Where d is the set of derived keys. It could be of any
other keylike master key, public key and private key. In
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a simpler way the KeyGen algorithm generates random
number of keys in accordance to the user given input pa-
rameters.

4.2 Formation of Hierarchical Access

Structure

The proposed SCFAP scheme makes use of the hierar-
chical access structure to define the user access rights.
The basic concept behind the hierarchical access struc-
ture was described in the previous section of the paper.
In SCFAP scheme each user is assigned with a hierarchi-
cal structure, which is derived from their respective key
and access structures.

Key structure is premeditated to preserve the security
of the outsourced data and it represents the access rights
to the group of users with a common identity. The basic
concepts behind the formation of the key structure were
given in the previous section. It is formed using the user
common attributes like dep id. In an organization the
most important or most secured files could be accessed
only by the personals at the top-most designation order,
least important files by the low-level personals and ordi-
nary files could be accessed by the mid-level individuals.
In correspondence to the user designation order grades for
a group of members with common identity (users under a
particular role) is calculated from “gradel.grade n”. For
every user with a role, grades were allocated with respect
to their access privilege that defines the level of extent to
which the users could access the data.

4.2.1 Access Structure

The access structure represents the access rights to the
individual user of the system. Even though a particular
user is assigned with a grade representing the key struc-
ture, it is not mandatory that the user could access all
the files that come under a particular grade. The access
structures associated with the SCFAP scheme were de-
signed in such a way that solves the problem of above
mentioned issue. The access structure was framed from
the user barrier limits, which are derived from the user
unique attributes like user id. Barriers are restrictions
that were imposed over the user access grades to achieve
the fine-grained access control. The assignment of the ac-
cess structure defines the individual access limits over the
set of files. In addition to this, phase 3 of the storage
correctness scheme provides a brief summary about the
algorithmic implementation of the user access structure
assignment.

Through the use of the key and access structure dis-
cussed above, a hierarchical access structure is formed in
the proposed SCFAP scheme, and it is illustrated in Fig-
ure

4.2.2 Token Granting System

The proposed SCFAP scheme makes use of the token
granting system through which the property of storage
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correctness is achieved. As it is described at the previous
section tokens were derived from the Meta data containing
the file location that assist in both ways, through which
the process of storage correctness as well as the easier re-
trieval of the outsourced files could be made. The prime
idea behind the use of token granting system in SCFAP
scheme is that at the end of every successful data encryp-
tion process the data users were provided with the tokens,
through which the data users verifies the existence of the
outsourced data. The users could also be able to perform
the decryption process only when the Meta data of the
user given token points to the user requested file.

4.3 SCFAP Phases

The storage correctness phases and fine-grained access
provision scheme consists of nine phases through which
the property of fine-grained access provision and storage
correctness verification is achieved. The SCFAP phases
apply the concept of hierarchical access structure and to-
ken granting system described in preliminaries part.

4.3.1 Phase 1: SetUp()

It takes the user security parameter A as an input and
generates master key my as an output. This step is done
by the cloud server through automatically invoking the
KeyGen algorithm.

K :mp =X k,. (1)
Equation [1| joins the user security parameter with the
unique key generated by KeyGen() algorithm and dis-
tributes the master key to the corresponding users of the
system.

4.3.2 Phase 2: GradeGen(my, R;q)

This phase is performed by the Attribute Authority and
it takes the master key my and Role id R;4 as an input,
produces public key pr and grade g as an output. Public
key is derived from the master key m; by manually in-
voking the KeyGen() algorithm. Let us consider two sets,
R = {R1,R2,R3, t aRn} and G = {91,92,93, T 7gn}
be the set of roles and grades. Such that R ~ G (means
that the role R is isomorphic to grade G).

Z VR4 € R|Rid C R.
Any R,y that belongs to R is the subset of R.
(2)

At least for one value of R;d the value of R;d in R is true.
Such that R;d is covered by r where r € R.

Z :VR;q: P(Rid)‘Rid < oR.

S Z 3Ry — rlr & G.

There exists G and R;4 that implies a role such that the
role corresponds to a grade G.
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4.3.3 Phase 3: BarrierGen(U;q, 7, pi)

It takes (U4, Tk, pr) use rid, role key, and public key as
an input and as a result of computation the barrier limit
b; and the private key p,j is returned to the users.

The private key is manually generated by role admin
through the invocation of KeyGen() algorithm.

Let U be the universal set that contains all the users of
the system and can be written as U = {U,Us, - ,U,}
and B be the set of barriers such that can be written as
B ={b1,ba, -+ ,bp}.

Z . YU;jqeU;q CU.
YU;q P(Uid)|Uid < oU.

Similarly from Equation [2] this step is derived.

iUkaB‘iUk S B|iUk C B.
k=1 k=1 k=1

Means that for all the users there exists a barrier limit
such that all the users in U belong to barriers in B. So
that U is the subset of B. Such that there exists an
U,q € B. where

Z:b:Hbu:HRu—)G.

uclU uelU

Since, all the users U is the subset of B there exists a
b corresponding to the user u, where the barriers can be
calculated as a co-product of user and barrier sets.

4.3.4 Phase 4: Encrypt(f,«,pk)

This phase is done by the CSP and it takes the file f,
role key 7 and Public key pi as an input and the outputs
cipher text ¢, to the users of the system. Data encryption
is done as a part of file upload.

Z o fXxrg ka<:>f(r’“’P’“)

Z o fxrexppe ctletx fO0P)

Encryption is done as a combination of input parameters.

4.3.5 Phase 5: TokGen(f, g, px)

It takes file f, role key r, and Public key px as an input. It
is the most important part of the encryption process and
it is done during the process of file upload. Since tokens
were derived from the data containing file locations, here
we use the concept of reduction to reduce a file to tokens.

Let F = {f1, fa,- -, fn} be the set of files such that by
property of reduction
if
df edyeVR e F < f(R) €t
then
F < ti

F <4 t Denotes that a file set F' can be reduced to token
t; and it is achieved through the data blocks. At the end of
this phase tokens generated were distributed to the data
users to verify the correctness of the outsourced data.
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4.3.6 Phase 6: Token Computation

It is done by the CSP and cloud server as a part of the
data decryption process. Let F = {f1, fa, -, fn} be the
set of files and T; = {t;1,ti2,- - ,tin} be the set of tokens
associated with the files. Then,

H[til,tm c L tin | (Fy) = {db[tin, tio, - - -

Where, F; = {1,2,---,n} (Only the tokens between
[ti1, tiz, - -+ ,tin] can access the files in data blocks). To-
kens out of this scope would be computed as corrupted
and cannot be accessed. It is based on the projection
property. Where,

tin) = {(ti,v) € d,t € [tir, tig, -+

,tm];db S F}

dypltin, tiz, -~

atin]}-

Means the remaining set of data blocks corresponds to
some other tokens.

The result of proportion [[[ti1,ti2, -, tin](F) can be
found only if [t;1,ti2,- - ,tin] i € (F). It means a file
would be accessed only when token matches with it.

4.3.7 Phase 7: Token Update

Whenever the data user performs the write operation the
tokens associated with the users were updated and dis-
tributed to all the associated system entities. This is due
to the reason that the process of write operation may
extend or delete some part of the file that leads to the
change of the Meta data containing the file location. The
process of token update is described as follows:

newt; = t; >} we.

Where w, is the newly written content.

4.3.8 Step 8: Token Correctness

It is done as a part of data decryption during the process
of file download. It takes (¢;, ¢p,) as an input. Let ¢;, ¢, be
an algebraic function over F then Z : t; € Tj;¢p € Cp; let
us take an element t; € f. Such that,

Z o (tiyepr) + (tiscp1) ~ (tin +tio +¢p)

Z i (tiyepr) + (tiscpr) ~ (tin, cp1 + cp2)

Z o f(ti,cp) ~ (fti,cp) ~ (8, fep) &t Q cp.
It matches the values in the token and cipher text and re-
turns the mismatch thus the token correctness is verified.

4.3.9 Phase 9: Decryption(c,, s, bi, pri, ti)

Data decryption is done as a part of the file download
process. It takes cipher text, role key, barrier limits, pri-
vate key and token as input and returns the plain text to
the users based on their respective access structures.

Z oyt :Hbl(cpmti)

Z Cpl>4ti:Hb1<cp[><lti)|(cpl><1ti):Hbl(CpNti)@Pt.

It combines the cipher text and token depending upon the
user barrier levels and provides the plain text.
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Table 1: Summary of SCFAP phases

Phase No Phase Name Input Output Doneby
1 SetUP( ) A My, CS
2 GradeGen( ) Mk, Rid Pk, G AA
3 BarrierGen( ) Uia, Ry, Py, B,P.k RA
4 Encrypt( ) F, Ry, P Cy CSP
5 TokGen( ) F, Ry, Py T; CS,CsP
6 TokenComp( ) FT; C CS,CSp
7 TokenUpdate( ) T; newT; CS,CSP
8 TokenCorrectness( ) T;, Cy File Validity ~CS,CSP
9 Decrypt( ) T;,Cy, Ry, B, Py, Plaintext CSP

5 Advantages of Proposed SCFAP
Scheme

1) Through the use of the barrier limits in user hier-
archical access structure helps in the achievement of
fine-grained access rights to the users of the system.

The algorithmic deployment of the token granting
system helps in the achievement of the storage cor-
rectness verification of the outsourced data with im-
proved storage efficiency.

The tokens were derived from the Meta data contain-
ing the file location. This reduces the file retrieval
time associated with the user data access request.

6 Case Study

It has been found that government agencies adopt cloud
services to meet their scaling industrial needs. Though
social networking sites were found to be the major users
of cloud usage, currently banking contributes to the most
activities in the cloud, utilizing 64% of the overall cloud
services. Factors like modernization, innovation in infor-
mation technology, financial products, liberalization and
consolidation of financial markets enforces the transfor-
mation of the ordinary banking system to the cloud-based
one.

In cloud banking systems, the clients could access dif-
ferent types of banking services like balance enquiry, fund
transformations, etc. The banking system taken in this
scenario falls under the category of fully electronic based
transaction systems, where the banking sites exhibit all
the information like bank locations, bank products, loan
enquiry, loan eligibility details, transaction details, state-
ment of accounts and money transfer facilities.

The management of activities associated with this type
of cloud banking system includes several entities like bank
clients, cloud service providers, and entities related to the
payment gateway. In such a case it is not necessary for the
system management entities with common attributes like
similar roles to access all the end user provided valid cre-
dentials. This creates the need for the application of fine-
grained access control scheme over the cloud banking sys-

tem. To solve these issues, the proposed SCFAP scheme
were applied to the Cloud banking system that solved
the problem of fine-grained access level associated with
the individual system entities. Let us consider the situ-
ation, where the bank client performs the money trans-
action across the cloud banking system. The process of
money transfer requires the fulfillment of several essential
details including the client’s valid password. Once the
client completes the form filling activity, the client de-
tails were transformed to their respective financial insti-
tution cloud servers. The client transaction request could
be processed through various system management entities
like bank account manager, fund transfer manager, cloud
service provider, etc. Though all the associated entities
possess the same authority of power, it is not necessary
for them to process or access all the user given creden-
tials. During fund transfer, it is necessary that the fund
transfer manager could access only the required client de-
tails like user account balance and eligibility to perform
the transaction. But the fund transfer manager is no way
related to the user personal and account credentials. It
is appropriate for the account manager to verify and vali-
date client account detail apart from the other user given
inputs.In order to implement this restriction, a hierar-
chical access structure is formed in a similar way to the
SCFAP scheme. In this case, a hierarchy could be formed
through the system entities, common attributes like orga-
nization ID along with their unique user ID. Further, the
storage correctness phases depicted in this paper could
be applied to the cases resembling the need for data in-
tegrity assurance. In cloud banking, during the process
of user registration the user uses their valid credentials as
an input and as a result of the user registration, a login
id and password were given to them that act as a token.
It could be used by the clients to verify the validity of the
user registered details. Thus the storage correctness of
the user given inputs such as bank details were verified.

The above scenario clearly explains the application of
SCFAP scheme to cloud banking system and it is illus-
trated in Figure [f] This scheme can also be applied to
similar scenarios ranging from the medium-sized to large-
sized enterprises. Our system is highly efficient in cases,
where a significant number of users with similar roles
needs the fine-grained access provisions and frequent ver-
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Figure 5: Cloud based financial system-A case study

ifications to the outsourced data.

7 Experimental Study

7.1 Deployment of SCFAP Over Eucalyp-
tus Cloud

An application is created in Eucalyptus an open source
cloud platform, which deploys the proposed SCFAP
scheme. An interface is developed using JSP to enable
users to authenticate and view the cloud storage. Eu-
calyptus consists of several other interfaces like cloud42,
tAWSTanacasino, EC2 Dream, but it is not feasible
for the proposed implementation. MySQL community
serverd.7 is used for storage purposes. The proposed SC-
FAP scheme runs at the infrastructure layer of the eu-
calyptus, and it works on a layered basis to accomplish
its tasks. The SCFAP scheme consists of four layers such
as user registration layer, authentication layer, access se-
curity management layer and instance management layer
as it is described in Figure [} The registration layer per-
forms the user registration process. Authentication layer
validates the cloudlet credentials, and the access security
management layer allows or denies the user file access
requests to the virtual machines with the aid of the func-
tionalities present in the instance management layer. The
application consists of the Command Line User Interface
(CUI) using Euca2ools, which allows the users to interact
with the system. Here the users of the system were consid-
ered to be the subjects and the files uploaded to the cloud
were assumed to be the objects. Every subject creates the

newer objects and requests their corresponding object ac-
cess through the proposed SCFAP scheme that preserves
the storage correctness and fine-grained access provision
of the user data. The security management layer con-
trols and directs the access control schemes. The imple-
mentation consists of the web interface that possesses the
property of ease of use through which the Cloud Service
Providers (CSP) or Attribute Authorities (AA) creates
the restriction over the cloud instances. The implemented
SCFAP scheme allows the AA to manage access to cloud
resources, instances, virtual machines and common user
groups associated with the cloud computing environment.

The first step associated with the implementation of
SCFAP scheme over eucalyptus cloud consists of the setup
phase. Once the subject is registered with the system, the
AA adds the subject to the common user groups. This
states that all the subjects under the common user group
contain the common access privileges with particular in-
dividual restrictions. These restrictions were imposed on
the subjects through the assignment key structure and
access structure to the subjects. Every subject can cre-
ate new objects and gain access to existing objects based
upon the following access restrictions:

1) Grades Defines the level of the extent to which a
cOmIMoN User group can access.

2) Barriers Defines the level of extent through which
an individual user can access.

3) Tokens Derived from Meta data containing file loca-
tion.



International Journal of Network Security, Vol.19, No.4, PP.559-572, July 2017 (DOI: 10.6633/1JNS.201707.19(4).09)

569

~e

Infrastructure as a Service

( Front End Host

Users

Registration Layer

I SetUP Algorithm I |User Credentials Registrationl

Authentication Layer

User
Console

| Encrypt” Decrypt | |User Credentials Validationl

Instance Management Layer

FradeGen” BarrierGen" Allows Or Denies Access I

Management
Console

Security Management Layer

| TokGen IlokenUpdationI
IToken Computationl

Storage

Correctness
Verification

£8

Attribute
Authorities (

Virtual servers )

Figure 6: Architecture of SCFAP over eucalyptus cloud

Each subject shares their newly created objects to the
other subjects of common user groups. The subject can
also share their objects to other Common User groups
which they were not a member. To gain access to the
shared objects and instances the subject accessing the
object could not violate the SCFAP access policy. Each
subject could ensure the property of integrity over their
respective subjects through the use of token granting sys-
tems. An updated token would be distributed to every
subject associated with the shared object in case of mod-
ifications to the shared data objects. In this manner, the
subject could gain access to the outsourced objects.

The implemented SCFAP consists of two distinct types
of interfaces that include subject management and object
management interfaces. The subject management inter-
face assists in the management of all the subject related
activities that include subject authentication, user com-
mon group assignments, subject key allocation, and man-
agement. The object management interface is responsible
for the process of management of all the object-related ac-
tivities that include object storage, object retrieval, token
generation, token computation, and management.

7.2 Validation of Premises

Built on the open source cloud platform Eucalyptus the
application of SCFAP scheme to the developed prototype
could be validated through the verification of premises
that happens in four steps, which are described as follows:

1) Each authenticated subject should be assigned to the
common user group.

2) Each subject should be assigned with an appropriate
hierarchical access structure.

3) Token computation results should match with the
user given token and the user given file access re-
quest.

4) Encryption and decryption processes could be per-
formed when the subject given inputs are valid.

7.3 Access Verification Tests

The first test comprises the access request to the object
from the subject who is not the member of the any of
the common user group associated with the developed
system. The request would be denied by the setup al-
gorithm present at the authentication layer. The next
test comprises the file access request from the subject
with inappropriate hierarchical access structure. This re-
quest is blocked by GradeGen and AccessGen algorithms
functioning at the access security management layer. A
subjects access request for an object with invalid user
credentials like invalid tokens and the secret key is de-
nied, and the subject is blocked from accessing the ser-
vices if he repeats the same for three times. The request
for encryption or decryption processes with inappropriate
cryptographic keys or inputs by the subjects is blocked
through the several algorithms like Setup, GradeGen,
BarrierGen, Token computation and Encrypt or Decrypt
algorithm present at the user registration layer, Authen-
tication Layer Security management layer and instance
management layer of the developed prototype. In this
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manner the exception handling capabilities of the devel-
oped prototype where clearly described using the system
access verification tests.

8 Results and Discussions

The major objective of the experimental implementation
is to validate the level of an extent to which the proposed
SCFAP scheme provides the property of fine-grained data
access to the cloud users. To validate this objective pro-
totypes using traditional access control, techniques like
ABE and RBAC were implemented, and it is compared
with the proposed SCFAP scheme. From the results of
the implementation, a comparison is made regarding both
system performance and fine-grained access provision,
which is described in Figure [7] and B First, a compar-
ison is made between the amount of data to be retrieved
and file retrieval time to find the system performance. At
client side, n numbers of client nodes were created, and
a large number of files from different client node was up-
loaded to the cloud storage. Client file access requests
were given from various nodes and the number of client
requests per minute was calculated regarding size of the
data files accompanying the client requests and it is kept
as X limits. The time taken by the cloud server to respond
to user file access requests was calculated in seconds, and
this forms the Y limits. It has been observed that the
time taken for file retrieval on the size of the data file for
our SCFAP scheme remains constant up to a particular
threshold. Even though there is a tremendous increase in
file size that happens after a particular threshold, the time
taken for file retrieval increases in a consistent manner.
But the observation of traditional access control schemes
like ABE and RBAC deviates highly and takes more time
for file retrieval after a particular threshold. This is due
to the inconsistent nature of their underlying access poli-
cies. The comparison between SCFAP with traditional
ABE and RBAC techniques regarding file retrieval time
proves that the proposed SCFAP scheme takes reduced
file retrieval time than the existing schemes. This is due
to the use of the token granting systems. Since the tokens
were derived from the Meta data containing the file loca-
tion, the time taken for file retrieval and storage correct-
ness verification has been comparatively improved. The
overall simulation results depict that the file retrieval has
been reduced by 0.5 seconds in comparative to the exist-
ing access control techniques. This improves the overall
performance measure of the system.

A measure to the level of fine-graininess associated with
the SCFAP scheme in comparison to the traditional access
control methods like ABE and RBAC were made, which
is depicted in Figure [7]

The level of fine-grained access control is measured by
the extent to which the appropriate access rights were
provided to the users of the system. User access policies
based upon SCFAP, ABE and RBAC models were de-
signed for each client nodes associated with the system.
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Figure 7: Comparison of file retrieval time in SCFAP
scheme

Through the implementation of SCFAP scheme over the
eucalyptus-cloud and the use of a vast number of the client
nodes, a hierarchy is formed for every user accompanying
the client node. A comparative measure of fine-grained
access level has been made in association with the depth
of access structure. The depth of the access structures
was kept in X limits and fine-grained access level in per-
centage were fixed at Y limits. It has been found that our
proposed SCFAP scheme provides better fine-grained ac-
cess level to the data users even at lesser access structure
depth. The other access control techniques taken into
comparison were found to be lagging inefficiency at the
lower level of access structure depth. Achieved through
the derivation of appropriate hierarchical structures as-
sociated with SCFAP scheme, which provides better ac-
cess provision even at the lower access structure depth.
The existing technique lags at fine-grained access provi-
sion through the complex access structure formation. The
tests were conducted using banking research dataset of the
Federal Bank of New York.

9 Conclusion

The paper defines an SCFAP scheme that solves the
problem of fine-grained access provision and storage cor-
rectness associated with the existing access control tech-
niques. The first part of the SCFAP scheme involves the
formation of hierarchical structures that fixes the appro-
priate access policies to the users; this improves the fine-
grained ness associated with the access policy. The next
part deals with the achievement of storage correctness re-
lated to the files, and it is made through the usage of
the token granting system. In addition to this, the use
of token granting system improves the storage efficiency,
security, and performance of the proposed system. As
this paper explains only on the key structure and Access
Structure associated with the plain text but not about the
Cipher Text Access Structure. In future, this work could
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be extended for outsourced data decryption techniques.
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