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Abstract

Multi-proxy signature (MPS) scheme makes a very im-
portant branch of the proxy signature scheme family, as
they are applicable in many practical situations. The
MPS scheme enables the actual signer to pass on their
signing authority to plural proxy signers, where each
proxy/delegated signer should contribute together to cre-
ate a genuine MPS to make the whole thing work. In this
work, we shall present an efficient MPS scheme that apply
self-certified key and the notion of message recovery. The
major advantage of our scheme is that the verification of
the public keys, the verification of MPS, and recovery of
the message can be carried out simultaneously. This re-
duces the computation cost and communication load dra-
matically. The security analysis of the proposed scheme
includes thorough discussions over the security of the se-
cret keys, the legitimacy of the public key of the signer’s,
along with unforgeability of our MPS scheme (MPSS).
The performance analysis of our MPSS, reflects that our
scheme, has an edge regarding computational complexity,
over the schemes given in Wu et al.’s and Xie et al.’s.

Keywords: Discrete logarithm problem, message recovery,
multi-proxy signature, proxy signature, self-certified key

1 Introduction
What is a proxy signature scheme? By definition, this

signature scheme enables the other person called proxy
signer to sign in place of actual signer, with due per-

mission [5, 10, 25]. Mambo et al. [15, 16] first brought
the design of proxy signature from some authorized proxy
person. Since then, enormous researches have focused on
refining this specific signature itself and on making them
applicable to as many real-life situations as possible [1].
Among the possibilities explored was the question of how
to transfer the power of signing to plural proxy signer
at a time, and in 2000, Huang and Shi [6] answered the
question by offering their MPS scheme, as an extension of
the fundamental proxy or delegated signature mechanism.
After that, many researchers have developed and pre-
sented their own variants [2, 7, 13, 14, 19, 20, 24, 29, 30],
of the MPSS (MPS scheme). Typically in a MPSS, com-
monly the following three entities are involved: the orig-
inal/actual signer, two or more proxy signers, and recip-
ient of signature. Please note that all the proxy signers
have to jointly create the MPSS and this makes the ma-
jor difference between a MPSS and a fundamental proxy
signature scheme.

To an adversary, any form of digital transaction can
be a target for attack. For example, with a forged public
key, an attacker can try to forge as the original signer or
a proxy signer. To prevent forgery attacks from taking
effect, it is a good idea to authenticate the public key
of all the entities involved before they participate in any
part of the cryptographic processes. A common practice
to do the job here is to use a certificate-based public key
cryptosystem, where any legal user or verifier can confirm
the public key authenticity and the verification of infor-
mation regarding identity of the signer by checking the
certificate issued to each signer by the certificate author-
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ity (CA) [8, 21]. However, certificate verification processes
considerably increase both the computation cost and the
communication load. In real time applications, in partic-
ular, when many users are trying to sign documents at the
same time, it is extremely demanding for the system to
handle the verification of multiple certificates simultane-
ously. To solve this problem, Shamir [22] presents a new
cryptosystem based on the identity (ID-based) scheme.
In such a system, the signer can be recognized through
his public key. This way, certificates are no longer nec-
essary, and therefore no certificate verification processes
are needed. The shortcoming of this approach, however,
is that the CA has knowledge of secret key of every signer,
as the signer register himself. This may give the CA, a
fair chance to pretend to be a genuine user. This is pos-
sible by creating a legitimate pair of keys for that user
and no one identify that actually CA generates the pair
of keys. In other words, public key verification remained
a problem.

Girault [3] introduced the self-certified public key con-
cept. In Girault’s design, the registered user gets to de-
termine their own secret key, while the public key for
each user is generated by CA. In comparison with the
certificate-based approach, this system runs on a much
lower computation cost, and the communication load is
also lighter [12, 23]. The validity of a public key is checked
when a user participates in signature schemes where self-
certified public keys are used. If the signature or public
key of the user fails in verification process than the user’s
access will be denied.

In 1994, Nyberg et al. [17] offered the first signature
with the ability of message recovery. In Nyberg et al.’s
scheme, the message is sent along with the signature and
is then recovered by the verifier. Since no hashing of mes-
sage is required, the consumption of storage space and
communication bandwidth is low. The security of their
scheme relies on the discrete logarithm problem (DLP). In
this kind of schemes, only a legitimate signer can broad-
cast the authentic signature corresponds to the message to
a signature’s verifier, and the verifier can obtain the mes-
sage and verify the authenticity of the signature. This
way, the communication overhead can be effectively re-
duced.

Wu, Hsu, and Lin (WHL) [27] proposed couple of MPS
scheme, and their security relies on DLP and the elliptic
curve discrete logarithm problem (ECDLP) respectively.
They combined the concept of message recovery and the
self-certified public key. Later, in 2012, Xie [28] showed
that WHL scheme [27] is vulnerable to a warrant attack by
proxy signer via revision of original warrant. This attack
through warrant revision can launched either by the proxy
or the actual signer. To fix the problem, Xie presents a
provably secure signature scheme resists a warrant attack
and an adaptive chosen message attack under existential
forgery.

Inspired by the brilliant earlier works, we have also
developed an efficient MPS scheme, by applying self-
certified public keys and our scheme provides message re-
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covery as well. The remaining of our work is managed
as follows: To begin with, the proposed scheme will be
presented in detail in next section, followed by Section 3,
in which the security analysis of our scheme is given. The
performance analysis is given in Section 4. Finally, we
conclude our work in last section.

2 The Proposed MPS Scheme

The details of our proposed MPS scheme is given in this
part. Let’s first define some notations and parameters in
Table 1 that we are going to use throughout this paper.

The CA generates p, q, g, and § as system parameters
and makes them public but keeps « secret. The CA also
assists registered users to create their secret and pub-
lic key pairs. The proposed MPS scheme has the fol-
lowing phases: (1) User Registration Phase, (2) Delega-
tion Parameter Generation Phase, (3) Multi-Proxy Sig-
nature Generation Phase, and (4) Signature Verification
and Message Recovery Phase. The details of the above
phases are given below:

1) User Registration Phase.

Suppose a user U; with identity I D; wishes to regis-
ter with CA. To serve the purpose, he/she needs to
present keys namely a secret key and an openly ac-
cessible public key paired up. Self-certified keys are
generated as follows:

a. Bach user U; selects a random number a; € Z;
as their master key and computes

ai[l1D;) mod p

(1)

Uy = gh(

and then sends it to CA over a secure channel.

b. Upon receiving (v;,ID;) from U;, the CA
chooses an integer t; € Z, which varies with
time and computes the U;’s public key y; and
the witness w; as follows:

yi = vi - g" — h(ID;) mod p (2)

w; =t +a-{yi+h(ID;)} modq (3)

for each U; and sends (y;,w;) to them respec-
tively.

c. Upon receiving (y;,w;), each U; computes his

secret key

and checks the validity of y;, through the fol-
lowing equation

g = A{yi+h(IDy)}- B HUIPY) mod p
()

= Y; mod p.
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Table 1: Notations

Notation Description
(p,q) Large primes, with ¢|p — 1.
g Generator with order ¢, over GF(p).
My Message warrant.
h(-) One-way hash function [4, 9, 11].
(o, B) The private and public key pair for CA, with 5 = ¢g“ mod p.
U, Denote the original/actual signer.
U; Denote the proxy/delegated signer, where i = 1,2, ...N.
G Group of proxy signers.
(i, i) For signer the key pair of private and public key, where ¢ = 1,2, ...N.
ID; Represents identity of the signer, where i = 0,1,2,...N.
This verification can be done as follows: a. Each U; € G selects a random integer value b; €
Z; and evaluates
g¥i = gtitoelyith(ID}+h(aillID:) o4 o .
=g ¢ mod p, 10
= gt .ga{yiJrh(IDi) ‘gh(aiHIDi) mod p ¢ =g modp (10)
— v ~gt7‘ ) /Byi-!,-h(]Di) mod p then transmits ¢; to other users in group G.
b. Each U; computes
= {yi + h(ID;)} - B« T"UP) mod p P
N
=Y; mod p. c:{M||h(M)}~ch mod p
j=1
2) Delegation Parameter Generation Phase. !
. . . . pi =bi+ (i +x; - H) - h(my|c[ K) mod ¢
Now U, wishes to transfer his authority of signing to (11)
N proxy signers G = {Uy,Us,...Un}. U, and U; take '
the following steps to do the job: and sends p; to other members in G.
c. Now each U; € G has a collection of (¢j,p;)

a. U, chooses a random integer k; € Z; and calcu-

received from all the other members of G. U;

lates checks the validity by computing
1 h(may ||| K) )
K; = g" mod p (6) cj [(Yo)W H'(Yj)H'KJ} =g" modp
N . .
if the above equation checks out, then U; com-
K= H K; mod p (7) putes
i=1

N
N . .
H= h(ﬂzz‘:o(yz"rh(lDt)) . H(yi + W(IDy))|my | K)
i=0

(8)

N
p=>Y_pjmodqg

j=1
Now the multi-proxy signature (K, ¢, p, my, H )
is completed.

0i=2o-N"'-H+k;modgq (9)
4) Signature Verification and Message Recovery Phase.
b. U, transmits (o;,m,) to each U; € G and The verifier confirms the authenticity of the gener-
broadcasts (K;, K, H). ated signature, through the equation
c. After getting (o;,m,,) from U,, each U; € G n " h(m o || |l K)
verifies its authenticity through the equation M|hMM)=c-g " [H(Yz) K} mod p.
i=0
o N ' H 12
g7 = (Y,) - K; mod p (12)

Now with this recovered message M and its hash value,
If this equation checks out, then only U; agrees the verifier can ensure the authenticity of both M and the
to his proxy share. generated signature. The verification equation involves

3) Multi-Proxy Signature Generation Phase

the public key’s of both the proxy and actual signers,
which can be automatically verified. This way, all three

To generate a signature for message M, as an alter- tasks, namely verification of public key, verification of sig-
native of U,, each U; € G carries out the following nature, and recovery of message, can be completed in one

calculations: stroke.
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3 Security Analysis Lastly, if the adversary tries another route to come
by a valid identity I D} with the made-up duo of fixed
keys 7, y;, the attempt will still fail because of the

unbreakable reversal of OWHF [4, 9, 11].

This section serves to check the security aspects of our
MPS scheme. The security of our scheme can be divided
into three parts: safety of private keys, legitimacy of sign-

ers’ public keys, and unforgeability of signatures. Unforgeability of signatures.

1) Safety of private keys.

a. Safety of private key («) of CA.

Suppose an adversary is looking to obtain CA’s
secret key «a, which lies under the protection of
DLP [18, 26]. To get « from Equation (3), the
adversary faces great difficulty because of the
lack of knowledge of the time variant secret ¢,
which is only known to CA. It can be seen from
Equation (2) that ¢; is secure under DLP.

b. Safety of secret key (x;) of signer i.

The secret key x; of signer i is generated through
the conduction of Equation (4), which depends
on the hash value h(a;||[ID;). It can be clearly
from Equation (1) that the hash value is secure
under the protection of DLP.

Let an adversary or some delegated signers at-
tempt to get the secret key z, of actual signer
U, from Equation (9). However, it is not fea-
sible for them due to unknown value k; from
Equation (6) and this k; is secure because of
DLP.

c. Infeasible to obtain secret keys from public keys.
It is not possible for an adversary to de-
rive secret key of the actual signer U, or any
delegated signer U; through intercepted data
(¢i, pi) or from a genuine multi-proxy signature
(K, ¢, p,my,H). As we can see, with the value
of o; (see Equation (9)) substituted into Equa-
tion (11), we come to

pi = bi—l—{(mo-N_l-H—&—ki)—i—xi-H}-h(mwHc||K) mod g,

where there are still two unknowns parameters
k; and b; securely under the protection of DLP
(see Equations (6) and (10)). Therefore, there
is no way an adversary can derive any secret key
x, or x; from public data.

2) Legitimacy of signers’ public keys.

The secret key x;, identity ID;, and public key y;
must satisfy the verification Equation (5). In other
words, for any fake secret key z}, fake identity 1D},
and fake public key y; to take effect, all three must
pass the test of Equation (5). An adversary can cre-
ate a fake value IDj] and randomly chooses private
key z; at will, but to come by a public key ¥y} to
make the trio work is extremely difficult due to the
obstruction of DLP. Alternatively, if the adversary
tries to fix the public key y; and identity ID;, then
again DLP will get in the way and nullify the adver-
sary’s attempt to derive an effective secret key x7.

Suppose an adversary is looking to reuse a genuine
multi-proxy signature (K, ¢, p, m,,,H) to illegally sign
the message M’. To do the job, the adversary has
to find an effective p, which is difficult due to the
obstruction of DLP (see Equation (12)).

On the other hand, in case an adversary attempted
to obtain message M by using (K, ¢, p, my,,H), then
the adversary would have to overcome the reversal of
OWHF.

Then, in the following passages, we shall demonstrate
that how our MPSS fulfil all fundamental security proper-
ties including (1) Identifiability, (2) Prevention of misuse,
(3) Unforgeability, (4) Undeniability, and (5) Verifiability.

1)

3)

Identifiablity.

The multi-proxy signature (K, c, p, m,,,H) contains
the message warrant m,,, by which the verifier can
identify the proxy signer and actual signer.

Prevention of misuse.

The warrant m,, carries a lot of information with
it including type of delegation, delegation duration,
as well as indication of which message is assigned to
the proxy signers for signing. Therefore, the proxy
signers cannot mistakenly sign a message they are
not authorized by the actual signer to sign.

Unforgeability.

The actual signer U, is not able generate a valid
MPS, because there is no way for U, to collect the
private keys of all the delegated signers. On the other
hand, any delegated signer or any other person can-
not counterfeit a MPS either due to the lack of the
actual signer’s private key, which is protected due to
intractability of DLP.

Undeniability.

The components ¢ and p of the proposed signature
(K, ¢, p,my, H) are collectively completed by all the
proxy signers, and therefore no U; € G can deny his
signature.

Verifiability.

With the correctness of the verification confirmed,
the verifier can authenticate the signature and iden-
tify, whether the signed message corresponds to the
proxy warrant.
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Table 2: Computational complexity comparison
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Phases WHL [27] Xie’s [28] Our scheme
Registration | 4nT, + 5nT,, + 5nTy +nT; | 4nT, + 5nT,, + SnTy + nT; | 4nT, + 3nT,, + 2nT}y
Proxy Key | bnTe+5nT,,+(Bn+1)Th+ | (dn+ )T + (Tn+ 3)T + | (dn+1)Te+(5n+2)Thn +
Generation (n+ 1)T; An+ 1T, + (n+ 1)T; Cn+ 1T, + (n+ 1)T;
Multi Proxy | (5n% — 3n)T. + (6n®> — | (4n? — 3n)T. + (6n®> — | (4n® — 3n)T. + (5n? —
Sign Gen 4n) Ty, + 2n°Ty, 3n) Ty, + 20T, 2n) Ty, + (02 + 1T,
Signature ATe + 2n+5) T + 2n+ | 4T + Cn +5)T + 2n+ | 4T + (n + DTy + (n +
Verification 5)Ty, HT, +T; DTy +T;

(5n2 +6n + 4T, + (6n> + | (4n® +5n + 4)T, + (60> + | (4n®+5n+5)T,+ (5n>+
Total Cost 8n +5)Ty, + (202 +10n + | 11n+8)T,, + (2n? + 1ln+ | 6n+ 6)T,, + (n? + 5n +
6)Th + (2n + 1)T; 8)Th, + (2n + 1)T; O)T}, + (n+2)T;
Table 3: Communication cost comparison
Phase WHL [27] Xie’s [28] Our scheme
Proxy Key Generation (n+1)-|p|+2n-|q| (n+1)-Ip|+©2n+1)-lq| | (n+1)-|p|+ (2n+1)-|q|
Multi-proxy Sign Gen n - (lpl + la]) n - (|p[ + lal) n - (lpl + lal)
Signature Verification 2-|p|+3-|q| 2-(Ip| + lql) 2 (Ip| + |q)
Total (2n+3)-[p|+(Bn+3)-lq| | (2n+3)-|p[+(Bn+3)-lg| | (2n+3)-[p|+(3n+3)-[q|

4 Performance Analysis

Now we shall see comparison of the complexity of the
proposed MPSS with [27] and [28]. We do not consider
the complexity of addition and subtraction operations as
they are negligible.

As Table 2 shows, the proposed scheme is obviously
superior to the other two schemes as far as computational
complexity is concerned.

As Table 3 shows, the three schemes have the same to-
tal communication cost and therefore are equally efficient
in this matter.

5 Conclusion

In this paper, we present a new MPSS using self-certified
public keys. The security analysis has established the se-
curity of the secret keys, the genuineness of the public
key of signers, as well as the unforgeability of the pro-
posed scheme. Furthermore, the performance analysis has
proven that the new scheme has an edge over the WHL
scheme and Xie’s scheme with respect to the computa-
tional load.
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