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Abstract

A secret image sharing with deep-steganography and two-
stage authentication based on matrix encoding is pro-
posed. This scheme firstly employed Wang and Su’s shar-
ing scheme to share a secret image into n shadows. Then,
n shadows were embedded into the pre-selected cover im-
ages by using matrix encoding so as to generate n stego
images. Different from the common schemes which di-
rectly use LSBs replacement, our scheme performs deep-
steganography, which hides 3-bit secret data but only
modifies at most 1-bit via matrix encoding. Benefiting
from the comparatively slight modification to the cover
image, our scheme obtains enhancement in both the se-
curity of secret data and the visual quality of the stego
image. As far as the authentication ability is concerned,
our scheme explores a two-stage authentication: the first
uses a sub-key to pass identity authentication, and the
second performs tamper authentication. The experimen-
tal results show that our scheme achieves better authen-
tication ability than the referenced schemes.

Keywords: Deep-steganography, matrix encoding, secret
sharing, two-stage authentication

1 Introduction

With the rapid development and wide application of In-
ternet, information hiding technology has come to play an
important role in the field of information security. As a
new information hiding technology, steganography hides
the secret information into the cover image and generates
a stego image [15]. Since the secret information is invisi-
ble in the stego image, this ensures that any third party
(i.e., aside from the communication parties) is not aware
of the existence of secret information.

Compared with traditional encryption, steganography
provides a new solution to avoid any suspicion of attack-
ers when the data is transmitted. Many steganographic
methods [1, 3, 9, 11, 19] have been proposed to produce
meaningful stego image which hides secret information.
However, this stego image is usually held by only one
person without extra copies. Thus, if the stego image
is lost accidentally or modified intentionally, the secret
information will be destroyed. Hence, it is necessary to
share certain secret information among several people [5].
The concept of (k, n)-threshold secret sharing proposed by
Shamir [14] can solve this problem. This sharing scheme
divides a secret message into n shadows. The secret can
be restored if k(k ≤ n) of the n shadows are obtained,
but any k− 1 or fewer of them will obtain no information
about the secret image.

In 1995, Naor and Shamir [13] introduced this sharing
idea into image field, and later Thien and Lin [17] used
this idea to generate n noise-like images (so called ‘shad-
ows’) with size 1/k of the secret image. Because smaller
shadows were needed for easy transmission, storage and
hiding, Wang and Su [18] proposed an improved scheme
using Huffman coding to compress the difference image
of the secret image, with each generated shadow image
being about 40% smaller than that of the method in [17].
However, these noise-like images tended to make attacker
suspicious.

In order to further improve the security of secret
image, steganography based on secret image sharing
schemes [2, 6, 12, 16, 20, 21] have been proposed to hide
the noise-like shadows inside pre-selected meaningful im-
ages (called ‘cover images’), and consequently generate
the meaningful stego images to represent shadows so that
no one can detect the existence of the secret information.
Here, the challenge is to create high-quality stego im-
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ages so that the modifications are not visually perceptible.
Moreover, it will be useful to check in advance the fidelity
of all stego images before they are used to reconstruct
the secret images. Since fake stego images that were acci-
dentally or intentionally submitted by the participant will
lead to unsuccessful secret reconstruction. The scheme of
steganography and authentication based on secret image
sharing was firstly proposed by Lin and Tsai [12] in 2004.
However, this scheme has a lossy reconstructed secret im-
age and a weak authentication mechanism. Afterwards,
Yang et al. proposed a scheme [20] that overcomes the
weakness of that proposed by Lin et al. and enhances
the authentication to some degree. However, this scheme
reduces the visual quality of the stego images because the
lowest 4-bit of the pixel value in each block is modified.

In Chang et al.’s scheme [2], the Chinese remainder the-
orem (CRT) is used to generate four authentication bits
in order to obtain better authentication ability. Mean-
while, they claimed that their scheme enhances the visual
quality of stego images. In [6], the concept of linear cel-
lular automata was employed instead of Shamir’s (k, n)
threshold image sharing scheme, and this scheme not only
obtains better visual quality but also improves the ability
of tamper detection. Nevertheless, this scheme needs to
offer at least k consecutive shadows to reveal the secret
image, and cannot accurately locate the tampered blocks.

In all of the aforementioned schemes, the cover images
are first divided into fixed-size blocks (of size 2×2) and
then the pixels of shadows are hidden orderly into the
LSBs of each block. Note that there are two problems.

Firstly, it is possible that only a part of a cover image
will be used to hide secret data, so the statistical property
of stego images shows a great difference between the two
parts of non-embedded and embedded data; secondly, the
RS steganalysis [8, 10] can easily detect the existence of
secret data that has been embedded by LSBs and can
predict its length. Hence, if an attacker wanted to steal
the embedding positions of secret data, he could obtain
the secret data easily. In this paper, we propose a deep-
steganography method using matrix encoding. Firstly,
Wang and Su’s sharing scheme was employed to share
secret image into n shadows.

Secondly, n shadows were embedded into the pre-
selected cover images by using matrix encoding to gener-
ate the n stego images. Note that, in order to reduce the
change in the statistical property of cover images, the full
capacity of the cover images was used to realize the pro-
cess of randomly embedded data. Since secret data does
not directly appear in the pixels of the cover image, we
call it ‘deep-steganography’. Benefiting from the compar-
atively slight modification to the cover image, our scheme
obtains enhancement in both the security of secret data
and the visual quality of stego image. Furthermore, the
authentication ability of our scheme can be well expressed
by using two-stage authentication.

2 Related Works

2.1 Wang and Su’s Image Sharing
Scheme

Wang and Su [18] used a Huffman coding for a (k, n)-
threshold secret image sharing scheme in order to gen-
erate smaller shadows and reconstruct the secret image
completely.

The difference image DIFF={diffij} is calculated us-
ing Equation (1) and then encoded using the Huffman
coding scheme.

diffij =

 seij , if i = 0 and j = 0
seij − se(i−1)j , if i 6= 0 and j = 0
seij − sei(j−1), otherwise

(1)

where seij is the pixel value of the original secret im-
age (sized m × n) in the i-th row and j-th column,
1 ≤ i ≤ m, 1 ≤ j ≤ n. Every t bits that obtained from the
Huffman output stream are converted into the decimal
sharing coefficient (a0, a1, . . . , ak−1), and every k coeffi-
cients are used to generate the (k− 1) degree polynomial
sharing function.

fl(x) = (a0 + a1x + a2x
2 + · · ·+ ak−1x

k−1) mod 2t. (2)

Each shadow Si can be derived as

S1 = fl(1), . . . , Si = fl(i), . . . , Sn = fl(n). (3)

where the number of l depends on the number of decimal
sharing coefficients. Obviously, if fewer than k shadows
are received, the original secret image cannot be revealed.

In the revealing phase, the sharing coefficients
a0, a1, . . . , ak−1 of fl(x) can be calculated using La-
grange’s interpolation when giving any k of n shadows,
and then all of the sharing coefficients are transformed
into binary bit stream. This bit stream was decoded by
using the Huffman codes table to reveal the difference im-
age, and then the inverse-differencing process was used to
reveal the whole secret image.

2.2 Matrix Encoding

Matrix encoding, which was introduced by Crandall [4],
reduces the number of changes required and improves
the embedding efficiency to a great extent in compari-
son with the classic LSB replacement methods. Assume
the embedding cell is expressed in the form of vector
m = {m1,m2, . . . ,mq} with the length of q. The cod-
ing implemented on each embedding cell is denoted by an
ordered triple (dmax, q, t), where q is the number of mod-
ifiable bit positions in an embedding cell, and t is the bit
length of secret information s = {s1, s2, . . . , st}. Usually,
we set dmax = 1, namely, an embedding cell with q posi-
tions will be changed in no more than dmax positions to
embed t bits of secret information [7].
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Figure 1: Structure of the four-pixel block in the cover
image

A hash function f(·) is defined as Equation (4) to map
q bits embedding cell m into t bits binary string.

f(m) =

q⊕
i=1

mi · i. (4)

Subsequently, XOR operation is implemented on the
value of the hash function and secret information s to
find the position P of the changes required.

P = s⊕ f(m). (5)

Finally, an embedded stego data m′ is generated by the
following rule:

m′ =

{
m, P = 0
m1, · · · , m̄i, · · · ,mq P = i

, (6)

where m̄i is the negation of mi. In the secret extraction
phase, the receiver would retrieve the secret information s
by directly putting the stego data m′ into the same hash
function, i.e., s = f(m′).

2.3 Review of Existing Schemes

The scheme of the steganography and authentication
based on secret image sharing was first proposed by Lin
and Tsai [12] in 2004 as follows. Firstly, select n meaning-
ful images as the cover images and divide them into non-
overlapping 4-pixel blocks. Secondly, use each pixel of the
secret image as sharing coefficient a0 and choose (k − 1)
random numbers as sharing coefficients a1, a2, . . . , ak−1
in Equation (2) to generate n shadows. Note that there
is modulo 251 in this scheme instead of modulo 2t and
the top-left pixel value x of each cover image block in
Figure 1 is used as the value in Equation (2) for comput-
ing all of the shared pixels f(x). Thirdly, convert each
shared pixel into a binary representation s1, s2, . . . , s8,
and meanwhile, one parity bit b is generated as an au-
thentication bit by the secret key K. Finally, embed the
nine bits (s1, s2, . . . , s8, b) into the cover image block as in
Figure 2 to form the stego-block. However, the calculation
of modulo 251 damages the quality of the reconstructed
secret image, and the authentication ability of 1 bit is
very weak.

Later, Yang et al.’s scheme [20] overcame the weakness
of Lin and Tsai’s scheme. The main improvements were

X̂

1 2 3 4 5 1 2
ˆ ( , , , , , , , )v v v v v v b s s

V̂

1 2 3 4 5 3 4 5
ˆ ( , , , , , , , )w w w w w w s s s

Ŵ

1 2 3 4 5 6 7 8
ˆ ( , , , , , , , )z z z z z z s s s

Ẑ

1 2 3 4 5 6 7 8
ˆ ( , , , , , , , )x x x x x x x x x

Figure 2: Block structure of the stego image in Lin and
Tsai’s scheme
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Ẑ

1 2 3 4 5 6 1 2
ˆ ( , , , , , , , )x x x x x x x s s

Figure 3: Block structure of the stego image in Yang et
al.’s scheme

as follows: (1) The modulus value is set to 28, so there
is no loss of data when the secret image is reconstructed;
and (2) One authentication bit b, which is calculated by
a hash function, offers higher authentication ability than
that of Lin and Tsai’s scheme. The embedding strategy
of this scheme is shown in Figure 3. However, because
the bits x7, x8 of pixel X need to be recorded in the pixel
W as shown in Figure 3, the visual quality of the stego
images may be greatly reduced.

Chang et al.’s scheme [2] has better stego image quality
and authentication ability than previous schemes. This
scheme uses k consecutive pixels of the secret image as
sharing coefficients a0, a1, . . . , ak−1 in Equation (2) to
generate smaller shadows, so the visual quality of the
stego image is clearly improved. Meanwhile, the use of
four authentication bits (b1, b2, b3, b4) in each stego-block,
which is calculated by CRT, also decrease the possibility
of successful tampering. The embedding strategy of this
scheme is shown in Figure 4.

Different from the above mentioned three schemes, Es-

X̂

1 2 3 4 5 3 4 2
ˆ ( , , , , , , , )v v v v v v s s b

V̂

1 2 3 4 5 5 6 3
ˆ ( , , , , , , , )w w w w w w s s b

Ŵ

1 2 3 4 5 7 8 4
ˆ ( , , , , , , , )z z z z z z s s b

Ẑ

1 2 3 4 5 1 2 1
ˆ ( , , , , , , , )x x x x x x s s b

Figure 4: Block structure of the stego image in Chang et
al.’s scheme
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Figure 5: Block structure of the stego image in the proposed scheme

lami et al. [6] employ the concept of linear cellular au-
tomata instead of Shamir’s (k, n) threshold image shar-
ing scheme. Although this scheme also achieves good vi-
sual quality and authentication ability, it needs to offer
at least k consecutive shadows to reveal the secret image,
and cannot accurately locate the tampered blocks.

3 Proposed Scheme

The proposed scheme includes the following two phases:
(1) the sharing and embedding phase; and (2) the authen-
tication and revealing phase.

3.1 Sharing and Embedding Phase

Based on the details described in previous sections, we
can now describe a complete algorithm to implement the
proposed sharing and embedding procedure. Assume that
the secret image SE is a m×m gray-scale image. Select n
meaningful images like photographs of famous people or
beautiful landscapes as cover images with a size of w×w.

Wang and Su’s scheme [18] as described in Sub-section
2.1 was first adopted to generate n shadows. Notice that
the sharing function in our scheme is slightly different
from that in Wang and Su’s scheme. In order to meet
the needs of the matrix encoding, we use the parameter
t = 3 instead of t = 8 in Equation (2); that is, every 3
bits that are obtained from the Huffman output stream
are converted into the decimal sharing coefficient, and the
generation polynomial used in GF(23) is x3 + x + 1, as
shown in Equation (7). Apparently, all pixel values in
each shadow are limited to the range from 0 to 7.

fl(x) = (a0 + a1x + a2x
2 + · · ·+ ak−1x

k−1) mod 23. (7)

To achieve a high embedding efficiency which indi-
cates the average bit number of embedded secret data per
change, the ordered triple (1,7,3) is used in our scheme as
an example of matrix encoding. Accordingly, the struc-
ture of the four-pixel block in the cover image of previ-
ous schemes also needs to be changed. In the proposed
scheme, as shown in Figure 5, every three pixels form a
block so as to implement the matrix encoding. Suppose
that we choose m1,m2,m3,m4,m5,m6,m7 from the three
pixels X̂, V̂ , Ŵ in each block as an embedding cell. And
each shadow pixel is converted into binary bits s1, s2, s3
as secret data to be embedded. The following is a ba-
sic algorithm that reveals the principle of the proposed
scheme for embedding.
Embedding algorithm.

Input. n shadow images S(j), n cover images C(j), j ∈
[1, n], and a secret key K.

Output. n stego images Ĉ(j), j ∈ [1, n], and n sub-keys
K1, . . . ,Kj , . . . ,Kn.

Steps.

Step 1. Split the secret key K into n sub-keys
K1, . . . ,Kj , . . . ,Kn by using the polynomial
sharing function (Note that here we do not need
the modulo operator).

Step 2. Divide each cover image C(j) into non-
overlapping blocks with size 1× 3.

Step 3. Select random location for the embedded
block through the following steps:

• Assume that the length of the j-th shadow
is l, and the number of all blocks in the j-th
cover image is L, then calculate

t = bL
l
c, (8)

where t means that at least one block during
t continuous blocks can be used to embed a
shadow pixel.

• Use the secret sub-key Kj to generate the

random sequence {r(j)1 , r
(j)
2 , . . . , r

(j)
l }.

• The i(j)-th location of the embedded block
is calculated by Equation (9).

Loc(i(j)) = i(j) × t + r
(j)
i mod t,

1 ≤ i(j) ≤ l. (9)

Here, we randomly select one block to em-
bed secret data during t continuous blocks,
which can realize uniform random embed-
ding.

Step 4. Embed binary bits s1, s2, s3, which are con-
verted from the i(j)-th shadow pixel, into the
i(j)-th embedded block by using the matrix en-
coding. Here, at most one bit was changed in
the i(j)-th embedded block.

Step 5. Calculate two authentication bits p1, p2 and
embed them into the relevant position in Fig-
ure 5.

p1p2 = XOR〈HKj
(TH(j)||B(j)

ID)〉2, (10)

where HKj
(·) is a hash function with the

secret key Kj , TH(j) is 15-bit exclusive
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the check bits p1, p2 and an embedding cell
m1,m2,m3,m4,m5,m6,m7 from each block of
j-th cover image, || represents the concatena-

tion operator for strings, B
(j)
ID is the block ID of

j-th cover image. Then, the generated output
of hash function is executed XOR operation to
obtain two authentication bits p1, p2.

From the description above, we can observe three facts.

1) Secret data was evenly and randomly distributed
throughout the whole cover image in order to reduce
changes in the visual and statistical properties of the
stego images.

2) No more than one bit is changed when embedding
the secret data. In other words, no more than three
bits were changed in each block of the cover images,
so higher visual quality of the stego images can be
acquired.

3) Sub-keys Kj used to calculate authentication bits can
prevent the other participants from using their own
authentication bits to counterfeit.

3.2 Authentication and Revealing Phase

Our proposed scheme has two-stage authentication abil-
ity.

1) Identity authentication, that is, any k or more partic-
ipants should provide their sub-keys Kj to the admin-
istrator. Afterwards, these sub-keys Kj can be used
to recover the secret key K by Lagrange’s interpola-
tion. If the recovered secret key K is different from
the original secret key K, then identity authentica-
tion failed; otherwise, further tamper authentication
will be implemented.

2) Tamper authentication. Stego images which pass
the identity authentication are divided into a set of
blocks with three pixels, and then the corresponding
sub-keys Kj and the information of block are used
to generate the authentication bits. Authentication
bits are taken out from the provided stego images,
and then compared with the generated authentica-
tion bits. If they differ, then the stego image has been
tampered with; otherwise, authentication is success-
ful.

After successful authentication, the secret data s can
be retrieved by using the inverse processing of data em-
bedding. The basic steps for data extraction are as fol-
lowing:

Step 1. Collect any k stego images which have been cer-
tified.

Step 2. Divide each stego image into non-overlapping
blocks with size 1× 3;

(b) (c)

(a)

(d) (e)

(a)

Figure 6: The five test images, (a) Jet-F16, (b) Lena, (c)
Peppers, (d) Baboon, (e) Elaine

Step 3. Confirm location of the embedded block using
Step 3 in the embedding process.

Step 4. Extract an embedding cell m1,m2,m3,m4,m5,
m6,m7 from every confirmed embedded block. And
Use the matrix encoding described in Section 2.2 to
retrieve the binary bits s1, s2, s3.

Step 5. Convert each binary bits s1, s2, s3 into the dec-
imal number, and these decimal numbers are rear-
ranged to recover the shadow image.

When all k shadows corresponding to all k stego images
are obtained, the secret image can be recovered by using
the method as described in Section 2.1. Note that we use
Shamir’s (k, n)-threshold scheme to generate the shadows,
so less than k stego images is not enough to recover any
information about the secret image.

4 Experimental Results and Anal-
ysis

Five test images from the USC-SIPI image database as
shown in Figure 6 contain a 256×256 secret image Jet-F16
(Figure 6(a)) and four 512×512 cover images Lena (Fig-
ure 6(b)), Peppers (Figure 6(c)), Baboon (Figure 6(d))
and Elaine (Figure 6(e)). Three groups of experiments
are performed in this section: (1) to estimate the visual
quality of the stego images; and (2) to test the authenti-
cation ability.

4.1 Estimate the Visual Quality of the
Stego Images

The objective quality of the stego images is measured by
the peak-signal-to-noise ratio (PSNR), which is defined as

PSNR = 10log10(
2552

MSE
)dB, (11)



International Journal of Network Security, Vol.19, No.3, PP.327-334, May 2017 (DOI: 10.6633/IJNS.201703.19(3).01) 332

(a-1)PSNR=39.19dB (a-2)PSNR=39.18dB (a-3)PSNR=39.18dB

(b-1)PSNR=36.40dB (b-2)PSNR=36.38dB (b-3)PSNR=36.39dB

(c-1)PSNR=40.95dB (c-2)PSNR=40.95dB (c-3)PSNR=40.93dB

(d-1)PSNR=44.26dB (d-2)PSNR=44.13dB (d-3)PSNR=44.10dB

(e-1)PSNR=48.09dB (e-2)PSNR=48.10dB (e-3)PSNR=48.01dB

(a-4)PSNR=39.19dB

(b-4)PSNR=36.41dB

(c-4)PSNR=40.96dB

(d-4)PSNR=44.16dB

(e-4)PSNR=48.17dB

Figure 7: The experimental results of different schemes
when (a) stego images in Lin and Tsai ’s scheme, (b)
stego images in Yang et al.’s scheme, (c) stego images in
Chang et al.’s scheme, (d) stego images in Eslami et al.’s
scheme, (e) stego images in the proposed scheme

where MSE is the mean square error between the cover
images and the stego images. In this experiment, we
choose two groups of different threshold parameters: the
first group is k = 2, n = 3; the second is k = 3, n = 4.
Figure 7 demonstrates the experimental results of differ-
ent schemes when k = 2, n = 3. As can be seen from
Figure 7, the proposed scheme obtains the highest PSNR
value among the compared schemes. Note that all of the
experiments are conducted under the same conditions,
i.e., the same secret image, the same cover image and
the same k, n.

Table 1 summarizes the experimental results of differ-
ent schemes when k = 3, n = 4. Elaine is used as the
fourth cover image in all mentioned schemes. Under the
same experimental conditions, the proposed scheme still
obtains the highest PSNR value. The reason for this ob-
jective quality is that our scheme changes relatively fewer
bits, that is to say, not more than one bit in each pixel
of the embedding block is modified by hidden secret and
authentication bits.

In order to further illustrate the effectiveness of the
proposed scheme, we calculated average number of mod-
ified bits per pixel in different schemes when different k
because fewer modifications can obtain higher quality of
the stego images. Table 2 summarizes the results of this
comparison. It can be seen from the comparison that, the
average number of modified bits per pixel in our scheme

(a) (b)

(a)

(c) (d)

Figure 8: Experimental results for three different schemes,
(a) tampered Lena stego image, (b) Yang et al.’s scheme
with DR ≈ 1/2, (c) Chang et al.’s scheme with DR ≈
15/16, (d) our scheme with DR ≈ 3/4

is smallest when different k, so we also obtain the best
visual quality of stego images.

4.2 Testing the Authentication Ability

The detection ratio is defined as DR = NTPD/NTP
to test the authentication ability, where NTPD is the
number of tampered pixels that are detected, and NTP
is the number of tampered pixels [6].

In this sub-section, we make the tampered Lena stego
image by adding a shrunk version of the Jet-F16 in Fig-
ure 8(a). Herein, Lin and Tsai’s scheme and Eslami et
al.’s scheme are not considered to compare the authen-
tication ability because they cannot effectively prevent
tampering or locate the tampered position. Figures 8(b),
(c) and (d) show the experimental results for three dif-
ferent schemes. Figures 8 (b) and (c) use the same size
of stego-block (4 pixels) to achieve tamper detection, but
the detection ratio of Yang et al.’s scheme is lower than
that of Chang et al. In our scheme, we choose the smaller
stego-block (3 pixels) to achieve tamper detection.

Although the detection ratio is slightly lower than that
of Chang et al.’s scheme, we adopt a two-stage authen-
tication mechanism, that is to say, the participant firstly
must provide the right sub-key Kj to pass identity au-
thentication before tamper detection. It is very difficult
to accurately guess the random sub-key Kj . Therefore,
our scheme has higher authentication ability.
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Table 1: Experimental results of different schemes when k = 3, n = 4

Scheme
PSNR
Lena Pepper Baboon Elaine

Lin and Tsai’s scheme 39.22 39.18 39.21 39.22
Yang et al.’s scheme 36.41 36.38 36.35 36.40

Chang et al.’s scheme 42.70 42.77 42.73 42.69
Eslami et al.’s scheme 47.12 47.16 47.10 47.15

Our scheme 49.47 49.47 49.50 49.51

Table 2: Comparison of average number of modified bits per pixel with different k

Different k
average number of modified bits per pixel
Lin et al. Yang et al. Chang et al. Eslami et al. Ours

k − − 1 + (2/k) 2/(k − 1) −
2 2.25 2.75 2 2 0.85
3 2.25 2.75 1.67 1 0.74
4 2.25 2.75 1.5 0.67 0.59

5 Conclusions

In this paper, a secret image sharing with deep-
steganography and two-stage authentication was pro-
posed. This scheme is based on matrix encoding to embed
secret shadows into cover images and at most one bit was
changed in the embedded block, so secret data does not
directly appear in the pixels of the cover image. This en-
sures the security of secret data and obtains higher visual
quality of the stego image. As far as authentication ability
is concerned, our scheme increases the process of the iden-
tity authentication, that is to say, participants must first
provide the right sub-key to pass identity authentication,
and then pass tamper authentication. The final experi-
mental results also demonstrate that our scheme achieves
better authentication ability than those referenced in the
literature review.
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