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Abstract

In the private index predicate encryption scheme, the ci-
phertext not only hides the message, but also hides the at-
tributes. Predicate encryption scheme can enforce the fine
grained access control over the encrypted data and per-
form selective search on the encrypted data. However, the
main efficiency drawback of predicate encryption scheme
is that the size of the ciphertext and the time required to
decrypt it scale with the complexity of the predicate. In
this work, we proposed a novel inner product predicate
encryption scheme with verifiable outsourced ciphertext
decryption based on prime order bilinear group, which
significantly reduces the overhead of the data consumer.
In the proposed scheme, the data consumer provides the
cloud server with a transformation key with which the
cloud server transforms the ciphertext associated with the
attributes which satisfy the predicate associated with the
private key into a simple and short ciphertext, and thus
it significantly reduces the time for the data consumer
to decrypt the ciphertext, whereas the cloud server does
not know the underlying plaintext message for any data
consumer; simultaneously, the data consumer can check
whether the transformation done by the cloud server is
correct to verify the correctness of the transformation.

Keywords: Decryption outsourcing, inner product predi-
cate encryption, prime order bilinear map, RCCA secu-
rity

1 Introduction

Predicate encryption which can enforce fine grained access
control over the encrypted data and perform the selective
search on the encrypted data is a novel public key en-
cryption paradigm. In predicate encryption scheme, the

private key corresponds to the predicate, and the cipher-
text is associated with the attribute set. The private key
PriKeyf corresponding to the predicate f can decrypt
the ciphertext associated with the attribute A, if and only
if f(A) = 1.

The traditional public key encryption scheme is coarse-
grained: the sender encrypt the message m using the pub-
lic key PK, only if the owner of private key associated
with the public key PK can decrypt the ciphertext to
recover the plaintext message m. This scheme is suit-
able for point-to-point communication, and the encrypted
data are sent to the recipient whom the sender is known
to in advance. Recently, with the advent of cloud com-
puting, the data owner may want to store their sensitive
data in the cloud server such that the sensitive data are
accessible to the data consumers anytime and anywhere.
However, the cloud servers are honest and curious: on one
hand, it performs the various services for data owners and
data consumers according to the protocol requirements;
on the other hand, it may sell the sensitive data belong-
ing to the data owner to his competitors to obtain the
economic benefits. Furthermore, the adversary may want
to obtain the sensitive data to do damage to the data
owner. Therefore, the data owner encrypts the data to
preserve the privacy of data, then he outsources the en-
crypted data to the cloud server to store such that the
authorized consumers can access them. If the traditional
encryption scheme is used, the data consumer is not able
to search the encrypted data stored in the cloud server. In
fact, the data consumer needs to download the encrypted
data first, decrypts them, and searches them. When the
big complex data are processed in the cloud computing
environment, this method will bring about the huge pro-
cessing overhead and communication overhead.

Boneh et al. [2] first investigated this problem, and they
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first introduced the encryption scheme that supports the
equality tests. In this scheme, the owner of the public
key can calculate the trapdoor information Km for any
message m, and the Km allows for the server storing the
data to test whether a given ciphertext encrypts message
m on the condition that any additional information is not
obtained. They used this scheme to encrypt the e-mails
which were stored in the server such that the data con-
sumer only downloaded the e-mail messages with a given
subject without downloading the whole messages and de-
crypting them. Goyal et al. [11] proposed the key policy
attribute based encryption scheme. In this scheme, the ci-
phertext is associated with the attribute sets, and the pri-
vate key is associated with the predicate. The private key
can decrypt the ciphertext if and only if the attribute set
associated with the ciphertext satisfies the predicate asso-
ciated with the key. Their scheme employs secret sharing
scheme, hence, their scheme is expressive. Due to ex-
pressiveness of attribute based encryption schemes, they
are suitable for many cloud computing and cloud stor-
age applications. Lee, Chung, and Hwang [15] surveyed
attribute based encryption scheme of access control in
cloud environments. Chung, Liu, and Hwang [7] surveyed
attribute-based proxy re-encryption scheme in cloud envi-
ronments. However, these schemes only achieve payload
hiding, that is to say, in these schemes, only the plaintext
privacy is guaranteed, whereas the attribute set associ-
ated with the ciphertext is public, and not hidden, i.e.,
the privacy of attribute is not guaranteed. In some highly
sensitive environments, not only the privacy of message
is guaranteed, but also the privacy of attribute is guar-
anteed. That is to say, the attribute hiding should be
guaranteed. For example, in the personal health record,
oncologist attribute suggests that someone or person as-
sociated with him has tumour. To meet this requirement,
Boneh and Waters [3] proposed hidden vector encryption
scheme. Their scheme supports conjunctions, subsets and
range query. However, their scheme does not support del-
egation. Shi and Waters [18] proposed hierarchical hidden
vector encryption scheme that supports delegation. How-
ever, both schemes do not support disjunction query. In
order to support disjunction query, polynomial equation,
and inner product calculation, Katz et al. proposed inner
product predicate encryption scheme, KSW scheme [14].
However, these three schemes are based on composite or-
der bilinear group.Since group operations and especially
bilinear map are prohibitively slow on composite order
elliptic curves: a Tate pairing on a composite order el-
liptic curve whose group order is 1024 bits is roughly
50 times slower than the same pairing on a comparable
prime order elliptic curve [17]. With the security levels
increasing, this performance gap will become worse. To
obtain the same security level, in contrast with compos-
ite order elliptic curve group, prime order elliptic curve
group requires less order. In order to solve the ineffi-
ciency on composite order elliptic curve group, Iovino and
Persiano [13] proposed hidden vector encryption scheme
based on prime order bilinear group. However, their

scheme only supports conjunction calculation, and does
not support disjunction calculation. In order to improve
efficiency, Freeman [8] proposed inner product predicate
encryption scheme, and their scheme obtains the same
functionality as KSW scheme [14], whereas their scheme
is implemented on prime order elliptic curve group. Both
KSW scheme [14] and Freeman scheme [8] are only cho-
sen plaintext secure against attack (CPA), and are not
chosen ciphertext secure against attack (CCA), even
not replayable chosen ciphertext secure against attack
(RCCA). In this work, we employ Freeman scheme [8]
as a building block, and attempt to improve security and
efficiency.

However, the current predicate encryption schemes,
whether they are based on composite order bilinear group
or on prime order bilinear group, have the common draw-
backs: the ciphertext size and time to decrypt it scale
with the size of predicate. When the data consumer em-
ploys the resource-restrained device to manage and query
the private data stored on his device, the increasing re-
quirement is to outsource calculation to the cloud server
where you pay as you use.

How can securely outsource the decryption of cipher-
text? A naive method is that the data consumer sends
his private key PriKey to the cloud server, the cloud
server decrypts the ciphertext which is requested by the
data consumer, and then it sends the data decrypted to
the data consumer, which requires that outsourcing ser-
vice is fully trusted. In fact, the cloud server provider
can employ the data consumer’s private key PriKey to
decrypt the ciphertext which will be sent to the other
data consumers to recover the plaintext message to obtain
the economic benefits. Furthermore, the data decrypted
are transmitted in the clear; once the attacker captures
the data, the confidentiality of data is compromised.
The second method is the outsourcing techniques [6, 9]
based on fully homomorphism encryption [10]. These
schemes outsource the computation to the cloud server,
such that not only the input privacy is guaranteed, but
also the decryption keys and messages privacy are guaran-
teed. However, fully homomorphism encryption schemes
and those schemes based on fully homomorphism encryp-
tion schemes are not suitable for outsourcing due to in-
efficiency. If secure pairing outsourcing techniques are
employed, then pairing calculations are outsourced to
servers. However, the scheme [5] requires the client to cal-
culate multiple exponentiations in the target group where
every outsourced pairing is performed. These exponenti-
ations are too expensive and the overhead of the client
scales with the predicate size. Furthermore, every pairing
operation in the original scheme has four pairings which
will be done by the proxy such that the client’s bandwidth
requirements increase as well. Given the aforementioned
drawbacks, our scheme outsources the decryption of in-
ner product predicate encryption ciphertext to the cloud
server to perform, and imposes the minimal overhead on
the data consumer.

In this work, we proposed a novel scheme that securely
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and efficiently outsources the decryption of the inner
product predicate encryption ciphertext. The proposed
scheme significantly reduces the overhead of the data con-
sumers. In this scheme, the data consumer provides the
cloud server with a transformation key such that the cloud
server can transform the inner product predicate encryp-
tion ciphertext into a simple and short ciphertext without
the cloud server knowledging the data consumer’s plain-
text data, and simultaneously the transformation done
by the cloud server can be verified to guarantee that the
transformation done by the cloud server is correct. The
proposed scheme significantly saves the client bandwidth
and the local calculation time: the size of the ciphertext
transformed is much smaller than the size of the origi-
nal ciphertext, and the time to decrypt the transformed
ciphertext is much less than the time to decrypt the orig-
inal ciphertext. Therefore, the resource-restrained device
consumes less power. Our scheme is secure against the
malicious cloud server as well. Furthermore, our scheme
achieves RCCA security.

The remainders of our paper are organized as follows:
We discuss related work in Section 2. We introduce pre-
liminaries in Section 3. We present the syntax, and se-
curity model of the proposed scheme in Section 4. We
present the architecture of the proposed scheme in Sec-
tion 5. We present the scheme construction in Section 6.
We give the security proof of the proposed scheme in Sec-
tion 7. The performance of the proposed scheme is eval-
uated in Section 8. We draw the conclusion in Section 9.

2 Related Work

In this section, we give the related work as follows: inter-
active verifiable calculation, bilinear pairing delegation,
and proxy re-encryption.

Interactive Verifiable Computation. Interactive
verifiable computation [6, 9] enables the resource-
restrained devices with weak computation to
outsource the computation on the functions to a
server, the server returns the result of computations
to the client, and gives to it the non-interactive proof
that the computation on the functions is correct.
Since these schemes [6, 9] outsource the computation
to the cloud server, and protect the privacy of input
data. However, these schemes are based on fully
homomorphism encryption. The overheads of these
schemes are so large that they cannot be applied
to the cloud computing system. Parno et al. [16]
proposed the verifiable computation from attribute
based encryption. Their scheme obtains the public
delegation and public verification. They proposed
the multi-function verifiable computation scheme as
well, and this scheme is based on attribute based
encryption scheme with outsourced decryption
ciphertext due to Green et al. [12]. However, these
schemes are focused on the delegation of general
functions, not on the efficiency of the problems.

Furthermore, these schemes are based on attribute
based encryption which only achieve payload hiding,
that is to say, the privacy of message is guaranteed,
whereas the attributes are public. In some highly
sensitive settings, the attributes are required to be
hidden. Predicate encryption schemes obtain the
attribute hiding.

Pairing Outsourcing. Chevallier-Mames et al. [5] pro-
posed the pairing outsourcing which enables a client
to outsource the pairing computation to another en-
tity. However, this scheme still requires the client
to calculate multiple exponentiations in the target
group where every outsourced pairing is performed.
If their scheme is employed to outsource the decryp-
tion of predicate encryption ciphertext, the overhead
of the client will be proportional to the size of the
predicate.

Proxy Re-Encryption. The proposed scheme shows
that the client allows the cloud server to transform
the predicate encryption ciphertext on m into a sim-
ple and short ciphertext, whereas the cloud server
acting as the proxy does not learn the underlying
plaintext message m. This method is similar to proxy
re-encryption [1], in which a semi-trusted proxy is
given a proxy key which allows it to transform a ci-
phertext under one public key into a ciphertext of
the same message under another public key without
learning the underlying plaintext message. However,
in the traditional proxy re-encryption scheme, the
correctness of the transformation done by the proxy
is not guaranteed. Since the proxy can replace the
encryption of m under the delegator’s public key with
the encryption of another message m′ under the del-
egator’s public key, and then employs the proxy keys
to transform the latter into an encryption of m′ un-
der the delegatee’s public key, which brings about
reducing the significant computation to perform the
other computation services to obtain the economic
advantages.

3 Preliminaries

3.1 Bilinear Group Generator

A bilinear group generator is an algorithm G [8] which
takes in a security parameter κ, and outputs five abelian
groups G, G1, U , U1 and GT , where G1 ⊂ G, U1 ⊂
U . In each group, efficient group operation and random
samples are performed. The algorithm outputs efficient
computable map e : G×U → GT which has the following
properties:

Bilinearity: For any g1, g2 ∈ G, u1, u2 ∈ U ,
e(g1g2, u1u2) = e(g1, u1)e(g1, u2)e(g2, u1)e(g2, u2);

Non-degenerate: For all g ∈ G, for all u ∈ U , if
e(g, u) = 1, then g = 1.
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3.2 Cancelling Pairing

In the proposed scheme, bilinear group generator G is
from the prime order bilinear group generator P, and the
pairing e on the product groups is defined as any nontriv-
ial linear combination of the componentwise pairings on
the underlying prime order group. In the scheme based
on composite order bilinear group [14], if the two group
elements g, u have the co-prime order, then e(g, u) = 1,
which implies that the two subgroups generated by g, u
can encode different types of information, and these two
components will remain distinct after the pairing opera-
tion.

Definition 1. Let G be a bilinear group generator [8].
If G outputs G1, · · · , Gq ⊂ G and U1, · · · , Uq ⊂ U , such
that:

1) G ∼= G1 × · · · ×Gq and U ∼= U1 × · · · × Uq;

2) Whenever gi ∈ Gi and uj ∈ Uj, i 6= j, e(gi, uj) = 1,
then G is q cancelling.

4 Inner Product Predicate En-
cryption Scheme with Out-
sourced Ciphertext Decryption
Based on Prime Order Bilinear
Group

In this section, we give the syntax and security model
of inner product predicate encryption scheme with out-
sourced ciphertext decryption based on prime order bilin-
ear group.

4.1 Syntax

Let the attribute set be S, and the class of predicate F. In-
ner product predicate encryption scheme with outsourced
ciphertext decryption based on prime order bilinear group
comprises the six algorithms as follows:

Setup(1k, l)→ (PK,MS): The Setup algorithm is run
by the trusted authority. This algorithm takes in a
security parameter 1κ and a positive integer l, which
is attribute and predicate vector length, and outputs
the public key PK and the master key MS.

Encrypt(PK,m,A)→ CT : The Encrypt algorithm is
run by the data owner. It takes in the public key
PK, message m and attribute A, and outputs the
ciphertext CT = Encrypt(PK,m,A).

PriKeyGen(PK,MS, f)→ PriKeyf : The private key
generation algorithm PriKeyGen is run by the
trusted authority. It takes in PK, the master key
MS and predicate f ∈ F ⊆ F, and outputs the pri-
vate key PriKeyf .

OutKeyGen(PK,PriKeyf )→ (TKf , SKf ): The
Outsourced Private Key Generation algorithm
OutKeyGen is run by the data consumer. It
takes in the public key PK and the private key
PriKeyf , and outputs the transformation key TKf

and the private keys SKf . The transformation
key TKf is public, and the data consumer sends
the transformation key TKf to the cloud server
which employs TKf to partially decrypt the original
ciphertext. The data consumer keeps the secret
key SKf private and employs SKf to decrypt the
ciphertext that is partially decrypted. It is the
data consumer, not the trusted authority that runs
the Outsourced Private Key Generation algorithm
OutKeyGen, which avoids the costly online request
for the trusted authority.

Transform(PK, TKf , CT )→ C̃T : The ciphertext
Transform algorithm is run by the cloud server
acting as the proxy. It takes in the public key PK,
the transformation key TKf for the predicate f and
the original ciphertext CT , and outputs the partially
decrypted ciphertexts C̃T if f(A) = 1, else the error
symbol ⊥.

OutDecrypt(PK,SKf , C̃T )→ {m,⊥}: The Outsourced
Decryption OutDecrypt algorithm is run by the
data consumer. It takes in the secret key SKf and

the partially decrypted ciphertexts C̃T ; if f(A) = 1,
then it outputs the message m, else the error symbol
⊥.

Correctness. For any security parameters κ, any pub-
lic keys PK and master secrets MS generated by
Setup, any f ∈ F, any private keys

PriKeyf ← PriKeyGen(PK,MS, f),

(TKf , SKf ) ← OutKeyGen(PK,PriKeyf ),

CT ← Encrypt(PK,m,A),

C̃T ← Transform(PK, TKf , CT ),

for all attributes −→y ∈ S, the following propositions
hold:

1) If f(−→y ) = 1, then OutDecrypt(PK, SKf ,
Transform(PK, TKf , Encrypt(PK, m, A)))
→ m;

2) If f(−→y ) = 0, then OutDecrypt(PK, SKf ,
Transform(PK, TKf , Encrypt(PK, m, A)))
→ ⊥.

4.2 Security Model of Inner Product
Predicate Encryption Scheme with
Outsourced Ciphertext Decryption
Based on Prime Order Bilinear Map

Since security against the adaptive chosen ciphertext at-
tack (CCA) requires that any bit of the ciphertext should
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not be altered, which makes the requirement too strong,
and the outsourced goal is to compress the ciphertext
size, therefore, our scheme adopts the replayable adap-
tive chosen ciphertext attack (RCCA) security due to [4].
RCCA security allows the ciphertext to be altered pro-
vided that the underlying message is not changed in a
meaningful way. The security model for inner product
predicate encryption scheme with outsourced ciphertext
decryption based on prime order bilinear map is described
between a challenger and an attacker:

Initialization. The attacker declares the challenge at-
tributes −→y ,−→z ∈ S, and gives them to the challenger.

Setup. The challenger runs Setup(1k, l) to generate the
public key PK and the master secret MS. The chal-
lenger defines the value N , and gives it and the public
key PK to the attacker.

Query Phase 1. The challenger initializes an empty set
T , and an empty set F . The attacker adaptively
makes the following queries:

The private key query: On input the pred-
icate f , the challenger runs PriKeyf ←
PrikeyGen(PK,MS, f), and sets F = F

⋃
{f}

with the restriction that f.−→y = 0 holds if and
only if f.−→z = 0. It returns PriKeyf to the
attacker.

The transformation key query: On input
the predicate f , the challenger searches
(f, PriKeyf , TKf , SKf ) to see whether
they lie in table T . If so, it returns the
transformation key TKf ; else, it runs
PriKeyf ← PriKeyGen(PK,MS, f),
(TKf , SKf ) ← OutKeyGen(PK,PriKeyf ),
and stores (f, PriKeyf , TKf , SKf ) in table T .
It returns the transformation key TKf to the
attacker.

The outsourced decryption query: On in-
put the predicate f , the challenger searches
the entry (f, PriKeyf , TKf , SKf ) to see
whether they lies in the table T . If so, it
runs m ← OutDecrypt(PK,SKf , C̃T ), and
returns it to the attacker; if not, it returns ⊥.

Challenge. The attacker submits the two mes-
sage m0 and m1 of the equal length. If
f(−→y ) = f(−→z ) = 1, then m0 = m1. The
challenger picks a random fairly binary coin
β ∈ {0, 1}. If β = 0, then it gives CT =
Encrypt(PK,m0,

−→y ) to the attacker; else it
gives CT = Encrypt(PK,m1,

−→z ) to the at-
tacker.

Query Phase 2. The same as Query Phase 1 with the
restriction that the attacker cannot:

1) Trivially obtain a private key that decrypt the
challenge ciphertext. That is to say, it cannot

issue the query that the attributes associated
with the ciphertext satisfy the predicate associ-
ated with the private key.

2) Trivially issue decryption query. The decryp-
tion query is the same as the Query Phase 1.

Guess. The attacker outputs a guess β′ of β.

In this game, the advantage of the attacker is defined
as

AdvA = |Pr{β′ = β} − 1

2
|.

Definition 2. If all probabilistic polynomial time attack-
ers have the negligible advantage in the aforementioned
RCCA security games, then inner product predicate en-
cryption scheme with outsourced ciphertext decryption
based on prime order bilinear group is RCCA secure.

CPA Security. If decryption oracles in Query Phase 1
and Query Phase 2 are removed, then this scheme
is secure against chosen plaintext attack CPA.

Selective Security. An inner product predicate encryp-
tion scheme with outsourced ciphertext decryption
based on prime order bilinear group is selectively se-
cure if an Init stage is added before Setup, in which
the attacker declares the challenge attributes.

5 The Architecture of Inner
Product Predicate Encryp-
tion Scheme with Outsourced
Ciphertexts Decryption Based
on Prime Order Bilinear Map

We proposed an inner product predicate encryption
scheme with outsourced ciphertexts decryption based on
prime order bilinear map whose architecture is illustrated
in Figure 1. In the architecture, the cloud server stores
the inner product predicate encryption (IPPE) ciphertext
CT ; when the client employed by the data consumer at-
tempts to decrypt the ciphertext CT , if the ciphertext CT
is found that it is not partially decrypted, then it sends
the ciphertext CT and the transformation key TKf to
the cloud server which employs the transformation key
TKf to run the Transform algorithm to output the par-

tially decrypted ciphertext C̃T . The cloud server sends
C̃T to the client which employs the secret key SKf to

decrypt the partially decrypted ciphertext C̃T to obtain
the plaintext message.
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Figure 1: Architecture of inner product predicate encryption scheme with outsourced ciphertexts decryption

6 The Construction of Out-
sourced Ciphertext Decryption
of Inner Product Predicate
Encryption Scheme Based on
Prime Order Bilinear Map

Our scheme employs the asymmetric bilinear pairing gen-
erator to improve the efficiency.

Setup(1k, l): The Setup algorithm is run by the trusted
authority. It takes in a security parameter 1κ and
a positive integer l that is attribute and predicate
vector length,G(κ) is a 3-cancelling bilinear group
generator, and outputs the groups Gi and Ui which
have the prime order exponents pi respectively, where
i = 1, · · · , 3. Define the hash functions as follows:
H1 : GT × {0, 1}n → Zp1 , H2 : GT → {0, 1}n(n is
the length of message bit), and H3 : {0, 1}n → Zp1 .
Perform the following:

Step 1: Calculate (G,G1, G2, G3, U, U1, U2, U3, GT )
$←

G(κ).

Step 2: Pick gi
$← Gi and ui

$← Ui.

Step 3: Pick µ
$← Zp1 and t0

$← Zp3 .

Step 4: For j = 1, · · · , l, pick η1,j , η2,j
$← Zp1 and

σ1,j , σ2,j
$← Zp3 .

Step 5: Output the public parameters (g1, g3,W =
g2g

t0
3 , e(g1, u1)µ, {B1,j = g

η1,j
1 g

σ1,j

3 , B2,j =

g
η2,j
1 g

σ2,j

3 }lj=1).

The master secret MS = (u1, u2, u3, u−µ1 , {η1,j ,
η2,j}lj=1).

Encrypt(PK,m,−→y ): Let −→y = (y1, · · · , yl) ∈ ZlN is an
attribute vector, m ∈ {0, 1}n is a message whose
length is n. The Encrypt algorithm picks a random
γ ∈ GT , calculates s = H1(γ,m), d = H2(γ) and

τ = H3(d), and picks δ, θ
$← ZN and random values

ξ1,j , ξ2,j
$← ZN , where j = 1, · · · , l. The ciphertext

CT is published as:

CT = (E′, Eb, Ê, τ, {E1,j , E2,j}lj=1).

Here, 

E′ = γe(g1, u1)µs,
Eb = gs1,

Ê = m⊕ d,
τ = H3(d),

E1,j = Bs1,jW
δyjg

ξ1,j
3 ,

E2,j = Bs2,jW
θyjg

ξ2,j
3

PriKeyGen(PK,MS, f): Let f = (f1, · · · , fl) ∈ ZlN
is the predicate vector. The PriKeyGen algo-
rithm picks t1,j , t2,j ∈ ZN , where j = 1, · · · , l, and
ω1, ω2, ψ1, ψ2 ∈ ZN . It outputs the private key cor-
responding to f :

PriKeyf = (Kb, {K1,j ,K2,j}lj=1).



International Journal of Network Security, Vol.19, No.2, PP.313-322, Mar. 2017 (DOI: 10.6633/IJNS.201703.19(2).15) 319

Here,
Kb = u−µ1 uψ1

2 uψ2

3

∏l
j=1 u

−t1,jη1,j−t2,jη2,j
1

K1,j = u
t1,j
1 u

ω1fj
2

K2,j = u
t2,j
1 u

ω2fj
2

OutKeyGen(PK,PriKeyf ) : The Outsourced
Private Key Generation OutKeyGen al-
gorithm runs PriKeyGen(PK,MS, f) al-

gorithm to obtain ˜PriKeyf = (K̃b =

u−µ1 uψ1

2 uψ2

3

∏l
j=1 u

−t1,jη1,j−t2,jη2,j
1 , {K̃1,j =

u
t1,j
1 u

ω1fj
2 , K̃2,j = u

t2,j
1 u

ω2fj
2 }lj=1). It picks a

random x ∈ Z∗p1 , and it sets the transformation key
TKf as:

TKf = (PK,OKb, OK1,j , OK2,j).

OKb = K̃b

1
x
,

OK1,j = K̃1,j

1
x
,

OK2,j = K̃2,j

1
x
.

The private key DecryptKey is (x, TKf ) =
(SKf , TKf ).

Transform(PK, TKf , CT ): The Transform algorithm
takes in TKf associated with the predicate f and the
ciphertext CT associated with the attributes. If the
attributes −→y associated with the ciphertext do not
satisfy the predicate f , then the Transform algo-
rithm returns ⊥, else it calculates:

e(Eb, OKb)

l∏
j=1

e(E1,j , OK1,j)e(E2,j , OK2,j)

= e(gs1, (u
−µ
1 uψ1
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x δyjω1fje(g2, u2)

1
x θyjω2fj )

= e(g1, u1)
−µs
x

l∏
j=1

e(g2, u2)
1
x δω1yjfje(g2, u2)

1
x θω2yjfj )

= e(g1, u1)
−µs
x

l∏
j=1

e(g2, u2)
1
x (δω1+θω2)(yjfj)

= e(g1, u1)
−µs
x e(g2, u2)

1
x (δω1+θω2)

∑l
j=1<yj ,fj>

= e(g1, u1)
−µs
x (If < −→y , f >= 0).

If < −→y , f >= 0, then the Transform algorithm out-

puts the result as = e(g1, u1)
−µs
x ; else it returns the

error symbol ⊥.

The Transform algorithm outputs the partially de-
crypted ciphertext:

C̃T = (E′, Ê, τ, Ee).

Ê = m⊕ d,
τ = H3(d),

Ee = e(g1, u1)
−µs
x .

OutDecrypt(PK, DecryptKey, C̃T ) → {m, ⊥}.
The Outsourced Decryption OutDecrypt algo-
rithm takes in the public key PK, the private
key DecryptKey = (x, TKf ) and the partially de-

crypted ciphertext C̃T . If the ciphertext is not par-
tially decrypted, then OutDecrypt algorithm first
runs the Transform(PK, TKf , CT ) algorithm. If
the Transform(PK, TKf , CT ) algorithm outputs

⊥, then OutDecrypt(PK,DecryptKey, C̃T ) algo-

rithm outputs ⊥, else it takes in C̃T and calculates

γ = E′Exe ,

d = H2(γ),

m = Ê ⊕H2(γ),

τ ′ = H3(d).

This algorithm checks that τ ′
?
= τ . If so, it will show

that the transformation done by the server is correct. It
outputs the message m.
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If the ciphertext is partially decrypted by the cloud
server, then OutDecrypt algorithm requires one expo-
nentiation, one hash operation and XOR operation to ob-
tain the message m, and no pairing operation. Since the
malicious cloud server cannot obtain the message, our
scheme is secure against it. Through the hash function
H3, the data consumer can decide whether the transfor-
mation done by the cloud server is correct.

7 Proof of Security

Suppose there is a PPT attacker A that attacks the pro-
posed scheme in the selective RCCA security model with
the advantage ε. We build a simulator B which attacks
the [8] scheme in the selective CPA security model with
the advantage ε. Freeman scheme [8] is proven secure
under the two assumptions.

Initialization. The simulator B runs the attacker A
which declares the challenge attributes (−→y ∗,−→z ∗)
that the simulator B sends to the Freeman scheme [8]
challenger as the challenge attributes on which it
wished to be challenged.

Setup. The simulator B obtains the Freeman [8] public
parameters which are sent to the attacker A as the
public parameters.

Query Phase 1. The simulator B initializes empty ta-
bles T, T1, T2, T3 and an empty set F . The adver-
sary’s queries are answered by the simulator B as
follows.

Random Oracle Hash H1 : GT × {0, 1}n → Zp1 :
If there is an entry (γ,m, s) in the table T1,
then it returns s, else, it picks a random value
s ∈ Zp, records (γ,m, s) in table T1, and
returns s.

Random Oracle Hash H2 : GT → {0, 1}n: If
there is an entry (γ, d) in table T2, then it re-
turns d, else it picks a random value d ∈ {0, 1}n,
records (γ, d) in table T2, and returns d.

Random Oracle Hash H3 : {0, 1}n → Zp1 : If
there is an entry (τ, d) in table T3, then it re-
turns τ , else it picks a random value d ∈ {0, 1}n,
records (τ, d) in table T3, and returns τ .

The simulator B proceeds as follows: If the challenge
attributes satisfy the predicate, the transformation
key is constructed as follows: Call the private key
generation algorithm of the Freeman scheme [8] to
obtain the private key associated with the predicate
f as (K̃b, K̃1,j , K̃2,j). The algorithm picks a random
value x ∈ Z∗p1 , sets the transformation key as TKf =

(PK,OKb = K̃b

1
x
, OK1,j = K̃1,j

1
x
, OK2,j = K̃2,j

1
x

),
stores it in table T , and returns TKf to the attacker,
else it returns ⊥.

The attacker cannot issue the private key query
where the ciphertext attributes satisfy the predicate.
If there is an entry (f, PriKeyf , TKf , SKf )
in table T , then the simulator B obtains
(f, PriKeyf , TKf , SKf ), set F = F

⋃
{f}, and

returns the private key PriKeyf to the attacker,
else it returns ⊥.

Decryption Oracle: Assume that all ciphertext in-
puts to the oracle are the partially decrypted cipher-
text. The simulator B and the attacker A have ac-
cess to the transformation key TKf , so they can ex-
ecute the transformation operation.Let CT = (E′ =

γe(g1, u1)µs, Eb = gs1, Ê = m⊕ d, τ = H3(d), {E1,j =

Bs1,jW
δyjg

ξ1,j
3 , E2,j = Bs2,jW

θyjg
ξ2,j
3 }lj=1) be associ-

ated with the attribute vector −→y . From table T ,
(f, PriKeyf , TKf , SKf ) is obtained. If no entry ex-
ists or the attributes associated with the ciphertext
do not satisfy the predicate, then it returns ⊥ to the
attacker A.

If the attributes associated with the ciphertext do
satisfy the predicate, proceed as follows: Parse
PriKeyf = (SKf , TKf ) = (x, TKf ), and calculate
γ = E′\Exe .

Test if E′ = γe(g1, u1)µs, Ê = m⊕d. If so, it outputs
the message m, else it returns ⊥ to the attacker.

Challenge. The attacker A submits the two messages
m∗0,m

∗
1 of equal length, and the simulator B proceeds

as follows:

Step 1. The simulator B picks random messages
(γ0, γ1) ∈ GT , and passes them to the challenger
in Freeman scheme [8] to obtain the cipher-

text CT = (E′ = γe(g1, u1)µs, Eb = gs1, Ê =

m⊕d, τ = H3(d), {E1,j = Bs1,jW
δyjg

ξ1,j
3 , E2,j =

Bs2,jW
θyjg

ξ2,j
3 }lj=1).

Step 2. The simulator B picks the random value
Ê′ ∈ {0, 1}n.

Step 3. The simulator B sends to the attacker A the
challenger ciphertext CT ∗ = (E′, Eb, Ê

′, τ =
H3(d), {E1,j , E2,j}lj=1).

Query Phase 2. The simulator B continues to answer
the queries as Query Phase 1, except that if the
response to the decryption query is m∗0,m∗1, then the
simulator B responds with test.

Guess. The attacker A returns a bit β or abort, and
the simulator B does not respond. The simulator B
search through tables T1 and T2 to see if γ0 or γ1
appears as the first element of any entry. If both
γ0 and γ1 or neither appear, the simulator B returns
a random bit as a guess. If γβ appears, then the
simulator B returns β as its guess.
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Table 1: Comparison of our scheme and freeman scheme

References Security
Level

Original Cipher-
text Size

Time to De-
crypt the
Original
Ciphertext

Outsourced
Ciphertext
Size

Time to De-
crypt the
Outsourced
Ciphertext

Freeman
Scheme [8]

CPA security |GT | + |G1| +
|G1|l|G2|(l + 1)|G3|

≤ (1 + 2l)Ce Not Supported Not Supported

Our Scheme RCCA
security

|GT | + |G1| +
|G1|l|G2|(l+ 1)|G3|+
n+ 1H2 + 1H3

≤ (1 + 2l)Ce |GT | + n +
1H2 + 1H3

ET+1H2+1H3

8 Performance Evaluation

As illustrated in Table 1 which depicts the outsourced
ciphertext decryption of inner product predicate encryp-
tion scheme based on prime order bilinear group, where
l denotes the attribute and predicate vector length, n is
the length of message bits in RCCA scheme, aH2, bH3

denotes a times H2 operation,b times H3 operation, or
the bit number of hash operation, respectively, and cCe,
||, and ET denotes c times bilinear map, the cardinality
of the set, and exponentiation. As seen from the Ta-
ble 1, in contrast with Freeman scheme [8], in the pro-
posed scheme, the data consumer requires ET +1H2+1H3

operation, outsourcing significantly reduces the time to
decrypt for the data consumer, and compresses the cipher-
text size, such that the overhead of the data consumer is
significantly reduced. Furthermore, our scheme achieves
security against RCCA, whereas Freeman scheme [8] is
only secure against CPA.

9 Conclusion

In predicate encryption scheme, the ciphertext size and
time to decrypt it scale with the complexity of the pred-
icate. If predicate encryption scheme is employed in the
resource constrained devices to achieve fine grained access
control over the encrypted data, it will drain the battery.
In this work, we propose inner product predicate encryp-
tion scheme based on prime order bilinear group that
outsources decryption of ciphertext to the cloud server,
which significantly reduces the ciphertext size and time
to decrypt it, whereas the cloud server does not learn the
underlying plaintext message. Therefore, outsourced de-
cryption has the obvious advantages.
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