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Abstract
RSA is a key cryptography technique and provides various interfaces for the applied software in real-life scenarios. Although some good results were achieved in
speeding up the computation of pairing function in recent years, the computation cost of the pairings is much
higher than that of the exponentiation in a RSA group.
So it is still interesting to design efficient cryptosystems
based on RSA primitive. A proxy signature scheme allows
a proxy signer to sign messages on behalf of an original
signer within a given context. Most identity based proxy
signature schemes currently known employ bilinear pairings. In this paper, an identity based proxy ring signature
(IBPS) scheme from RSA without pairings is constructed,
and the security is proved under the random oracle model.
Keywords: Identity based cryptography, proxy signature,
RSA

1

Introduction

Public key cryptography is an important technique to
realize network and information security. In traditional
public key infrastructure, each user generates his own secret and public keys [13]. A certification authority must
sign a digital certificate which links the identity of the
user and his public key. The validity of this certificate
must be checked before using the public key of the user,
when encrypting a message or verifying a signature. Obviously, the management of digital certificates decreases
the efficiency of practical implementations of public key
cryptosystem. To solve the problem, Shamir [21] defined a
new public key paradigm called identity-based public key
cryptography. In this system, each user needs to register
at a trusted private key generator (PKG) with identity
of himself before joining the network. Once a user is accepted, the PKG will generate a private key for the user
and the user’s identity (e.g., user’s name or email address)
becomes the corresponding public key. In order to verify

a digital signature or send an encrypted message, a user
needs to only know the identity of communication partner
and the public key of the PKG [20].
Shamir [21] proposed an identity-based signature
scheme from the RSA primitive.
Guillou and
Quisquater [6] proposed a similar RSA identity-based
signature scheme, which is constructed from a zeroknowledge identification protocol. Herranz [8] proposed
an identity-based ring signatures from RSA whose security is based on the hardness of the RSA problem. After
initial schemes, the following breakthrough result in the
area of identity-based cryptography came in 2001, when
Boneh and Franklin [2] designed an efficient identitybased public key encryption scheme. In the design, they
used as a tool bilinear pairings, a kind of maps which can
be constructed on some elliptic curves. Using bilinear
pairings, a lot of identity-based schemes have been proposed for encryption, signature, key agreement, etc. However, it is still desirable to find schemes for identity-based
scenarios which do not need to employ bilinear pairings.
The concept of proxy signatures was first introduced by
Mambo et al. [16]. Based on the delegation type, proxy
signature schemes are classified into three types: full delegation, partial delegation and delegation by warrant. In a
full delegation scheme, the original signer’s private key is
given to the proxy signer. Hence the proxy signer has the
same signing right as the original signer. Obviously, such
schemes are impractical and insecure for most of realworld settings. In a partial delegation scheme, a proxy
signer has a new key, called proxy private key, which is
different from the original signer’s private key. Although
proxy signatures generated by using proxy private key are
different from the original signer’s standard signatures,
the proxy signer is not limited on the range of messages
he can sign. This weakness is eliminated in delegation by
warrant schemes. One of the main advantages of the use
of warrants is that it is possible to include any type of
security policy (that specifies what kinds of messages are
delegated, and may contain other information, such as the
identities of the original signer and the proxy signer, the
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delegation period, etc.) in the warrant to describe the
restrictions under which the delegation is valid. Therefore, proxy signature schemes which use the method of
this approach attract a great interest, and it is often expected that new proxy signature schemes will implement
the functionality of warrants.
In order to adapt different situations, many proxy signature variants are produced, such as one-time proxy signature, proxy blind signature, multi-proxy signature, and
so on. Using bilinear pairings, people proposed many new
ID-based proxy signature (IBPS) scheme [1, 4, 5, 9, 10, 11,
14, 15, 17, 18, 19, 24, 25, 26]. All the above IBPS schemes
are very practical, but they are based on bilinear pairings
and the pairing is regarded as the most expensive cryptography primitive. Recently, He et al. [7] proposed an
ID-based proxy signature schemes without bilinear pairings. Tiwari and Padhye [22] proposed a provable secure
multi-proxy signature scheme without bilinear maps. Kim
et al. [12] constructed a provably secure ID-based proxy
signature scheme based on the lattice problems. The computation cost of the pairings is much higher than that
of the exponentiation in a RSA group. Therefore, IBPS
schemes based on RSA primitive would still be appealing.

2

Preliminaries

The notations of this paper are listed in the following:
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• Setup: This algorithm takes as input a security parameter k, then returns params (system parameters)
and a randomly chosen master secret key msk. After
the algorithm is performed, the PKG publishes the
system parameters params and keeps the master key
msk secret.
• Key extract:
This algorithm takes as input
params, msk, identity IDi ∈ {0, 1}∗ of an entity, and
returns a private key Di . The PKG carries out the
algorithm to generate the private key Di and send Di
to the corresponding owner IDi via a secure channel.
• Delegate: This algorithm takes as input the params,
original signer’s private key Do , a warrant mw and
outputs the delegation π.
• Delegation verify: This algorithm takes as input
params, π and verifies whether π is a valid delegation
from the original signer.
• Proxy sign: This algorithm takes as input the
params, proxy signer’s private key Dp , delegation
π, a message m and outputs the proxy signature σ.
• Proxy signature verify: This algorithm takes as input
the original signer’s identity IDo , the proxy signer’s
identity IDp , a proxy signature σ, and outputs 1 if
the proxy signature is valid or 0 otherwise.

• N : A large composite number, the product of two
Definition 2. An identity based proxy signature scheme
prime numbers p, q.
is unforgeable(UNF-IBPS) if no polynomially bounded adversary has a non-negligible advantage in the following
• b: A prime number satisfying gcd(b, ϕ(N )) = 1.
game.
• p, q, a: The master key satisfying N = pq and a =
Game. Now we illustrate the game performed between a
b−1 mod ϕ(N ).
challenger C and a adversary A for an identity based
proxy signature scheme.
• IDi /Di : The user’s identity /private key.
• IDo /Do : The original signer’s identity/private key.
• IDp /Dp : The proxy signer’s identity/private key.

Initialization. C runs the setup algorithm to generate a
master secret key msk and the public system parameters params. C keeps msk secret and gives params
to A .

• mw : The warrant consisting of the identities of original signer and proxy signer, the delegation duration Query. A performs a polynomially bounded number of
and so on.
queries. These queries may be made adaptively, i.e.
each query may depend on the answers to the previous
• π: The proxy delegation.
queries.
• H0 , H1 , H2 : Three hash functions.
We define the RSA problem as follows.
Definition 1. Let N = pq, where p and q are two kbit prime numbers. Let b be a random prime number,
greater than 2l for some fixed parameter l, such that
∗
gcd(b, ϕ(N )) = 1. Given Y ∈ ZN
, RSA problem is to
∗
find X ∈ ZN
such that X b = Y mod N .
An identity based proxy signature scheme consists of
the following six algorithms:

• Hash functions query: A can ask for the values
of the hash functions for any input.
• Key query: When A requests the private key of
the user IDi , C responds with the private key
Di .
• Delegation query: When A submits original
signer’s identity IDo and a warrant mw to the
challenger, C responds by running the delegate algorithm on the warrant mw , the original
signer’s private key Do .
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• Proxy signature query: When A submits origi- Delegate: mw is the warrant consisting of the identities
nal signer’s identity IDo , proxy signer’s idenof original signer and proxy signer, the delegation
tity IDp , a warrant mw and a message m
duration and so on. On input the warrant mw , the
to the challenger, C responds by running the
original signer IDo , whose private key is Do , perproxy sign algorithm on the message m, the
forms the following steps:
warrantmw , the private keys Do and Dp .
∗
1) Randomly selects A ∈ ZN
, computes T =
∗
b
Forge. A
outputs
a
tuple
(π , IDo )
or
A mod N , h = H1 (mw , T ).
(m∗ , m∗w , σ ∗ , IDo , IDp ).
A wins the game, if
2) Computes R = ADoh mod N .
one of the following cases is satisfied:
3) Outputs π = (mw , T, R) as the delegation.
Case 1: The final output is (π ∗ , IDo ) and it satisDelegation verify: To verify a delegation π =
fies:
(mw , T, R) for an identity IDo , the verifier performs
1) π ∗ is a valid delegation.
the following steps:
2) A does not query the original signer IDo ’s
private key.
1) Computes h = H1 (mw , T ).
∗
3) π is not generated from the delegation
2) Checking whether Rb = T Qho mod N . If the
query.
equality holds, accepts the delegation. Other∗
∗
∗
wise, rejects.
Case 2: The final output is (m , mw , σ , IDo , IDp )
and it satisfies:
Proxy sign: For a message m, the proxy signer (whose
1) σ ∗ is a valid proxy signature.
identity is IDp ) who owns the delegation π =
2) A does not query the original signer IDo ’s
(mw , T, R) does the following:
private key.
∗
, computes S =
1) Randomly selects B ∈ ZN
3) The tuple (IDo , IDp , m∗w ) is not appear in
b
B
mod
N
,
k
=
H
(m,
m
,
T,
S).
2
w
delegation query.
k
∗
2) Computes Z = RBDp mod N .
4) σ is not generated from the proxy signature
query.
3) Outputs the signature σ = (m, mw , T, S, Z).
Case 3: The final output is (m∗ , m∗w , σ ∗ , IDo , IDp )
Proxy signature verify: To verify the validity of a
and it satisfies:
proxy signature (where the original singer’s identity
1) σ ∗ is a valid proxy signature.
is IDo , the proxy singer’s identity is IDp ), a veri2) A does not query the proxy signer IDp ’s
fier first checks whether the original signer and proxy
private key.
signer conform to mw , then performs the following
steps.
3) σ ∗ is not generated from the proxy signature
query.
1) Computes h = H1 (mw , T ) and k =
The success probability of A is defined as:
H2 (m, mw , T, S).
N F −IBP S
SuccU
=
P
r[A
win].
A
2) Checking whether Z b = T SQh Qk mod N . If
o

3

The Proposed Scheme

Setup: Given security parameters k, a trusted private
key generator (PKG) generates two random k-bit
prime numbers p and q. Then it computes N = pq.
For some fixed parameter l (for example l = 200),
chooses at random a prime number b satisfying 2l <
b < 2l+1 and gcd(b, ϕ(N )) = 1, and computes
a = b−1 mod ϕ(N ). Furthermore, PKG chooses
cryptographic hash functions described as follows:
∗
∗
H0 : {0, 1}∗ → ZN
, H1 : {0, 1}∗ × ZN
→ Zb∗ and
∗
∗
∗
∗
H2 : {0, 1} × ZN × ZN → Zb . The set of public parameters is: params = {N, b, H0 , H1 , H2 }, the secret
information stored by PKG is master-key=(p, q, a).

p

the equality holds, outputs 1. Otherwise, outputs 0.
On correctness, we have Z b = (RBDpk )b = Rb B b Dpbk =
T SQho Qkp .

4

Security
Scheme

of

The

Proposed

Theorem 1. The scheme is unforgeable against the adversary in randomly oracle model if the RSA problem is
hard.

Proof. Suppose the challenger C receives a random instance (N, b, Y ) of the RSA problem and and has to find
∗
Key extract: For an identity IDi ∈ {0, 1}∗ , PKG com- an element X ∈ ZN
such that X b = Y . C will run A as
a
putes Di = Qi , Qi = H0 (IDi ) and sends Di to the a subroutine and act as A ’s challenger in the UNF-IBPS
user IDi via a secure channel.
game.
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Initialization. At the beginning of the game, C runs
the setup program with the parameter k, gives A
the system parameters params={N, b, H0 , H1 , H2 }.

4) Outputs the proxy
(m, mw , T, S, Z).

signature

σ
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=

Forge. A outputs a tuple {π ∗ = (mw , T, R), IDo } or
{σ ∗ = (m, mw , T, S, Z), IDo , IDp }. There are three
Queries. Without loss of generality, it is assumed that all
cases to consider:
the queries are distinct and A will ask for H0 (ID)
before ID is used in any other queries. C will set
Case 1. The final output is {π ∗ = (mw , T, R), IDo }
several lists to store the queries and answers, all of
and the output satisfies the requirement of
the lists are initially empty.
Case 1 as defined in UNF-IBPS game.
• H0 queries: C maintains the list L0 of tuple
Solve RSA problem. In fact, π ∗ is the sig(IDi , Ai ). When A makes a query H0 (IDi ), C
nature on mw by IDo . By the forking
responds as follows.
lemma for generic signature scheme [3], two
delegations can be generated: (mw , T, R)
At the j th H0 query, C set H0 (ID∗ ) = Y . For
∗
and (mw , T, R0 ). Where h = H1 (mw , T ),
i 6= j, C randomly picks a value Ai ∈ ZN
and
h0 = H10 (mw , T ). If IDo = ID∗ , RSA
sets H0 (IDi ) = Abi , then the query and the anproblem can be solved as follow: The reswer will be stored in the list L0 .
0
lation becomes (R0 R−1 )b = Y h −h mod N .
• H1 queries: C maintains the list L1 of tuSince h, h0 ∈ Zb , then |h0 − h| < b. By
ple (αi , hi ). When A makes a query H1 (αi ).
the element b is a prime number, so it
C randomly picks a value hi ∈ Zb∗ and sets
holds gcd(b, h0 − h) = 1. This means that
H1 (αi ) = hi , then the query and the answer
there exist two integers c and d such that
will be stored in the list L1 .
cb + d(h0 − h) = 1. Finally, the value X =
• H2 queries: C maintains the list L2 of tu(R0 R−1 )d Y c mod N is the solution of the
ple (βi , ki ). When A makes a query H2 (βi ).
given instance of the RSA problem. In ef0
C randomly picks a value ki ∈ Zb∗ and sets
fect, X b = (R0 R−1 )bd Y bc = Y d(h −h) Y bc =
0
H2 (βi ) = ki , then the query and the answer
Y cb+d(h −h) = Y .
will be stored in the list L2 .
Probability. Let qHi (i = 0, 1, 2), qK , qD and
• Key extraction queries: C maintains the list
qS be the number of Hi (i = 0, 1, 2) queries,
LK of tuple (IDi , Di ). When A makes priprivate key queries, delegating queries and
vate key extraction query for identity IDi . If
proxy signing queries, respectively.
IDi = ID∗ , C fails and stops. Otherwise C
The probability that C does not fail durq −q
finds the tuple (IDi , Ai ) in list L0 and returns
ing the queries is Hq0H K . The probability
0
1
Di = Ai to A .
that IDo = ID∗ is
. So the com• Delegate queries: When A submits IDo , IDp
and mw to challenger. C outputs a delegation
as follows.
If IDo 6= ID∗ , C gives a delegation by calling
the delegate algorithm. Otherwise, C does as
follows.
∗
1) Randomly selects A ∈ ZN
and h ∈ Zb∗ .
b −h
2) Computes T = A Qo and R = A.
3) Stores the relation h = H1 (mw , T ). If collision occurs, repeats Steps (1)-(3).
4) Outputs π = (mw , T, R) as the delegation.

• Proxy signature queries. When A submits a
delegation π = (mw , T, R) message m to the
challenger. C outputs an identity based proxy
signature as follows.
If IDp 6= ID∗ , C gives a signature by calling
the proxy sign algorithm. Otherwise, C does as
follow.
∗
1) Randomly selects B ∈ ZN
and k ∈ Zb∗ .
b −k
2) Computes S = B Qp and Z = RB.
3) Stores the relation k = H2 (m, mw , T, S). If
collision occurs, repeats Steps (1)-(3).

q

qH0 −qK
−q

bined probability is Hq0H K · qH 1−qK = qH1 .
0
0
0
Therefore, the probability of C to solve the
RSA problem is: qH .
0

Case 2. The
final
output
is
{σ ∗
=
(m, mw , T, S, Z), IDo , IDp } and the output satisfies the requirement of Case 2 as
defined in UNF-IBPS game.
Solve RSA problem. By the forking lemma
for generic signature scheme [3], two
proxy signatures can be generated:
(m, mw , T, S, Z) and (m, mw , T, S, Z 0 ).
Where k = k 0 = H2 (m, mw , T, S),
h = H1 (mw , T ), h0 = H10 (mw , T ), and
h 6= h0 . If IDo = ID∗ , RSA problem
can be solved as follow: The relation
0
becomes (Z 0 Z −1 )b = Y h −h mod N . Since
h, h0 ∈ Zb , the that |h0 − h| < b. By
the element b is a prime number, so it
holds gcd(b, h0 − h) = 1. This means
that there exist two integers c and d
such that cb + d(h0 − h) = 1. Finally,
the value X = (Z 0 Z −1 )d Y c mod N is the
solution of the given instance of the RSA
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problem. In effect, X b = (Z 0 Z −1 )bd Y bc =
0
0
Y d(h −h) Y bc = Y cb+d(h −h) = Y .
Probability. Probability of success is same as
the probability in Case 1.
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Table 1: Cryptographic operation time (in milliseconds)
P
EM MP ME
20.04 5.31 6.38 2.21

Case 3. The final output is {σ ∗ = (m, mw , T, S, Z),
IDo , IDp } and the output satisfies the requirement of Case 3 as defined in UNF-IBPS game.

Based on the above parameter and ways, the detailed
comparison
results of several different IBPS schemes are
Solve RSA problem. By the forking lemma
illustrated
in
Table 2.
for generic signature scheme [3], two
proxy signatures can be generated:
(m, mw , T, S, Z) and (m, mw , T, S, Z 0 ).
6 Conclusion
Where h = h0 = H1 (mw , T ), k =
H2 (m, mw , T, S), k 0 = H20 (m, mw , T, S), A proxy signature scheme allows a proxy signer to sign
and k 6= k 0 . If IDp = ID∗ , RSA problem messages on behalf of an original signer within a given
can be solved as follow: The relation context. Most IBPS schemes currently known employ bi0
becomes (Z 0 Z −1 )b = Y k −k mod N . Since linear pairings. RSA is a key cryptography technique and
k, k 0 ∈ Zb , then |k 0 − k| < b. By the provides various interfaces for the applied software in realelement b is a prime number, so it holds life scenarios. Although some good results were achieved
gcd(b, k 0 − k) = 1. This means that in speeding up the computation of pairing function in rethere exist two integers c and d such cent years, the computation cost of the pairings is much
that cb + d(k 0 − k) = 1. Finally, the higher than that of the exponentiation in a RSA group. In
value X = (Z 0 Z −1 )d Y c mod N is the this paper, an IBPS scheme from RSA was proposed and
solution of the given instance of the RSA the security was proved in the random oracle model. The
problem. In effect, X b = (Z 0 Z −1 )bd Y bc = scheme needs not pairings and it is more efficient than
0
0
Y d(k −k) Y bc = Y cb+d(k −k) = Y .
previous ones using bilinear pairings. Due to the good
Probability. Probability of success is same as properties of our scheme, it should be useful for practical
the probability in Case 1.
applications.
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