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Abstract
Fermat’s Factorization Algorithm (FFA) and the algorithms improved from FFA are the fast integer factorization algorithms when these algorithms are chosen to find
two large prime factors of the balanced modulus. The
key is a process to find two perfect squares such that
their difference is equal to the modulus. However, it is
time-consuming to find these two integers because there
is only one solution but many integers are chosen in this
experiment to find the solution. In this paper, a new
improvement of FFA is proposed by leaving out some unrelated integers, which do not affect getting the correct
solution. Leaving out these integers results from analyzing the last m digits of the modulus where m is a positive integer. The new faster and improved algorithm is
called Specific Fermat’s Factorization Algorithm Considered from X (SFFA-X) where X is represented as the last
m digits of the modulus. The experimental results showed
that SFFA-X can factor the modulus faster than FFA and
many modified algorithms of FFA especially when at least
2 digits of X are chosen for the implementation.
Keywords: Fermat’s factorization algorithm, integer factorization, RSA

1

Introduction

Integer Factorization is one of the famous techniques for
breaking RSA [10] which is the most well-known public key cryptosystem. In general, if the modulus is factored as prime numbers, the private key kept secret will
be recovered and then RSA is broken [7]. At present,
many integer factorization algorithms were proposed such
as [1, 2, 3, 4, 6, 8, 9, 11, 15, 18, 19]. However, the speed
of each factorization algorithm for factoring the modulus
depends on the size of the modulus and the size of prime
factors of the modulus. Nevertheless, Fermat’s Factor-

ization Algorithm (FFA) [1, 18] discovered by Pierre de
Fermat, is the efficient factorization algorithm whenever
it is used to factor the balanced modulus that the difference between two large prime factors is very small [18]. In
addition, to find the two large prime factors of the modulus, FFA will rewrite the modulus as the difference of the
perfect squares. Although, many factorization algorithms
improved from FFA [6, 13, 14, 16, 17, 18] were introduced,
they are still time-consuming to factor the modulus.
Assume n is represented as the modulus which is equal
to the product of two prime numbers and all prime numbers can be chosen to be a prime factor of n except 2 and
5. In this paper, an efficient technique to speed up FFA
is proposed. This technique will consider the last m digits of n before choosing one of the new proposed specific
algorithms for the implementation. The advantage of the
specific algorithms is the removing unrelated iterations of
the computation. In addition, the specific algorithms for
the last m + 1 digits of n can factor n faster than the
specific algorithms for the last m digits of n because the
details of n are better known and more iterations of the
computation are left.
In fact, the numbers of the specific algorithms for the
last m digits of n are based on values of m. The numbers
of these algorithms are 4 ∗ 10m−1 . For example, if m is
equal to 1, there are 4 specific algorithms as follows: the
algorithm for the last digit of n is 1, 3, 7 or 9. Another
example assumes m is equal to 2 then there are 40 specific
algorithms as follows: the algorithm for the last 2 digits
of n is 01, 03, 07, 09, 11, · · · , 97 or 99. The new fast and
proposed algorithm is called Specific Fermat’s Factorization Algorithm Considered from X (SFFA-X), where X
is represented as the last m digits of n. For example, the
specific algorithm for the last 2 digits of n = 1287901 is
called SFFA-01, the specific algorithm for the last 2 digits
of n = 737 is called SFFA-37 and the specific algorithm
for last 3 digits of n = 136313 is called SFFA-313.
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Priliminary

where u = p+q and v = p−q, therefore, the aim of FFA-2
is to find the corrected values of u and v, respectively.
√
However, the initial values of u and v are 2d ne and
2.1 Fermat’s Factorization Algorithm:
0, respectively. Assign r = u2 − v 2 − 4n, then two prime
FFA
and q = u−v
factors of n, p = u+v
2
2 , are found whenever
FFA is one of some integer factorization algorithms which the value of r which is equal to 0 is found. However, two
can factor all composite integers. The speed of FFA de- conditions of r are considered when r is not equal to 0 as
pends on the difference between two large prime factors follows:
of n: n = p ∗ q, where p and q are prime numbers and p is
larger than q, and the size of n. However, this algorithm Condition 1 (r > 0):
The value of v is too small but the value of r is too
is appropriate with the small result of the subtraction belarge.
Therefore, v must be increased. On the other
tween p and q. The key of FFA is that n is rewritten as
hand
r
must be decreased:
the difference of perfect squares as follows:
r = r − (4v + 4)
(3)
p−q 2
p+q 2
) −(
)
(1)
n=(
v = v + 2.
2
2
From Equation (3), the value of 4v + 4 is from: (v +
In fact, FFA can be distinguished as 2 different algorithms
2)2 − v 2 = 4v + 4. Because, v = p − q is always an
as follows. For the first algorithm, is called FFA-1, assign
even number, the value of v can be increased by 2.
x = p+q and y = p−q then,
2

2

n = x2 − y 2 .

(2)

√
However, assign the initial value of x is equal to d ne,
then the process to√factor n by using FFA-1 is to find the
integer of y, y = x2 − n . If the integer of y is found,
the values of p and q can be computed from p = x + y
and q = x − y. On the other hand, the value of x must be
increased by 1 when y is not an integer to compute the
new value of y.
Algorithm 1 FFA-1
1: Begin
√
2: Initialize
√ the value of x = d ne
3: y = x2 − n
4: while y is not an integer do
5:
x=x+1
6:
y 2 =p
x2 − n
7:
y = y2
8: end while
9: p = x + y
10: q = x − y
11: End
In Algorithm 1, it implies that the total iterations for
computing x √
and y are same; their total iterations are
(p + q)/2 − d ne . However, FFA-1 must take time to
compute the square root of integer for all iterations. At
present, many modified factorization algorithms modified
from FFA-1 were proposed to decrease computation time.
The key of some algorithms which will be mentioned in
Section 2.2 to 2.5 is to remove some of unrelated steps in
the main loop.
The process of the second algorithm, is called FFA-2,
is different from FFA-1. This algorithm does not compute
the square root of integer as follows: From Equation (1),
we have
4n = u2 − v 2

Condition 2 (r < 0):
The values of u and r are too small. Therefore, they
have to be increased:
r

= r + (4u + 4)

(4)

u = u+2
From Equation (4), the value of 4u + 4 is from: (u +
2)2 − u2 = 4u + 4 Because, u = p + q is always an
even number like the value of v, the value of u can
be increased by 2. Therefore, the algorithm of FFA2 for finding two prime factors of n, p and q, is as
follows.
Algorithm 2 FFA-2
1: Begin
√
2: Initialize the value of u = 2d ne and v = 0
2
2
3: r = u − v − 4n
4: while r is not equal to zero do
5:
if r is more than zero then
6:
r = r − (4v + 4)
7:
v =v+2
8:
else
9:
r = r + (4u + 4)
10:
u=u+2
11:
end if
12: end while
u+v
13: p =
2
u−v
14: q =
2
15: End
In Algorithm 2, it implies that the value of u is always
increased by 2 whenever the value of r is less than 0.
On the other hand, the value of v is always increased
by 2 whenever the value of r is more than 0. In
general, Algorithm 2 shows that the total iterations
for computing u and v are√different, total iterations
of u and v are (p + q) − 2d ne and p − q in order.
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Modified Fermat Factorization Ver- any integers. That means all iterations of the computation are from the result of x%3 = 0. On the other hand,
sion 2: MFFV2

if the result of n modulo 6 is equal to 1, the form of n is
MFFV2 [14] does not compute the value of y, Step 6 (or 6k + 1 and the form of x must not be 3k1 . That means all
Line 7) of FFA-1, whenever the least significant digit of iterations of the computation are from the result of x%3
y 2 is 2, 3, 7 or 8 because y is not certainly an integer. = 1 or 2.
That means the computation time is decreased, although
the iterations in the loop are still stable.

3

2.3

The Proposed Method

Modified Fermat Factorization Version 3: MFFV3

Notation: Assume z, z1, z2 ∈ Z + and z1 ≥ z2
In 2014, MFFV3 [16] was proposed by using Difference’s
Least Significant Digit Table (DLSDT) for removing some 1) LSG1 (z) = LSG(z) is the last digit of z
values of y 2 and y, Step 5 - 6 of FFA-1, from the computa- 2) LSG(z1 + z2 ) = LSG(LSG(z1 ) + LSG(z2 ))
tion. DLSDT will show the result of the least significant 3) LSG(z1 − z2 ) = LSG(LSG(z1 ) − LSG(z2 )+10)
digit of y 2 without the computation of y 2 directly. That 4) LSG(z1 ∗ z2 ) = LSG(LSG(z1 ) ∗ LSG(z2 ))
means it does not take time to compute y 2 and y when 5) LSGm (z) is the last m digits of z, m > 1
the least significant digit of y 2 is equal to 2, 3, 7 or 8. 6) LSGm (z1 + z2 ) = LSGm (LSGm (z1 ) + LSGm (z2 ))
Furthermore, the information in DLSDT implies that the 7) LSGm (z1 − z2 ) = LSGm (LSGm (z1 ) − LSGm (z2 ) + 10m )
sequence of 10 iterations in the loop of FFA-1, MFFV3 8) LSGm (z1 ∗ z2 ) = LSGm (LSGm (z1 ) ∗ LSGm (z2 ))
can remove the 4 steps for computing y 2 and y when the
least significant digit of n is 1 or 9. However, this algoFor the notation above, if the result of LSG(z1 ) −
rithm becomes removing the 6 steps to compute y 2 and y
LSG(z2 ) or LSGm (z1 ) − LSGm (z2 ) is a negative integer,
when the least significant digit of n is 3 or 7.
it will be increased by 10 or 10m respectively for changing
the result to be the positive integer.

2.4

Modified Fermat Factorization VerExample 1.
sion 4: MFFV4

MFFV4 [13] can remove more steps for computing y 2 and
y when compared with MFFV3. This algorithm uses the
new table called Y2MOD20 for analyzing the result of
y 2 modulo 20 without computing y 2 directly. From the
mathematical theorem, the result of perfect square modulo 20 is always equal to 0, 1, 4, 5, 9 or 16 [9]. Therefore,
if the result of y 2 modulo 20 is not equal to 0, 1, 4, 5, 9
or 16, then y 2 is not certainly a perfect square. However,
for MFFV4, the value of n is divided into 8 cases. Each
case is from the result of n modulo 20 which is 1, 3, 7,
9, 11, 13, 17 or 19. In addition, the sequence of 10 iterations in the loop of FFA-1, MFFV4 can remove 7 steps
to compute y 2 and y when the result of n modulo 20 is
1, 9, 11 or 19. Nevertheless, this algorithm can remove
8 steps when the result of n modulo 20 is 3, 7, 13 or 17.
Furthermore, the experiment showed that MFFV4 is the
fastest improved Fermat’s factorization algorithm when
compared to FFA-1, MFFV2 and MFFV3.

LSG(31)

=

1

LSG(17 + 21)

=

LSG(LSG(17) + LSG(21))

= LSG(7 + 1) = LSG(8) = 8
LSG(38 − 15)

= LSG(LSG(38) − LSG(15) + 10)

LSG(32 − 15)

= LSG(LSG(32) − LSG(15) + 10)

= LSG(8 − 5 + 10) = LSG(13) = 3
= LSG(2 − 5 + 10) = LSG(7) = 7
LSG(5 ∗ 14)

= LSG(LSG(5) ∗ LSG(14))
= LSG(5 ∗ 4) = LSG(20) = 0.

The objective of this paper is to propose the new modified algorithm improved from FFA-2. The key is that the
algorithm of FFA-2 will be divided into many sub algorithms based on the last m digits of n. These algorithms
are called Specific Fermat’s Factorization Algorithm Considered from X (SFFA-X) where X is represented as the
last m digits of n. SFFA-X can leave out some values of
u and v which are not the expected values. Nevertheless,
if LSGm (n) is considered, numbers of SFFA-X for last m
2.5 Possible Prime Modified Fermat Fac- digits of n are based on the values of m that is equal to
4 ∗ 10m−1 .
torization: P 2 MFF
In fact, the set of the possible values of u and v for
The concept of P2 MFF [17] is different from all improved SFFA-X are from the following definition: (Assign a, b,
Fermat’s factorization algorithms which had been men- p and q ∈ Z + and n is represented as the modulus).
t
t
tioned. In general, this algorithm will be divided into 2
sub algorithms. Each algorithm is arised from the result
of n modulo 6. If the result is equal to 5, the form of n is S = {(a, b, pt , qt , n) | a = LSGm (pt ),
6k - 1 and the form of x must be always 3k1 , k and k1 are
b = LSGm (qt ) and LSGm (ab) = LSGm (n)}
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On the other hand, the value of LSGm (v1 ) is alFrom the set of S, if the last m digits of the multiplicaways decreased by 8(10)m−1 , LSGm ((a + 10m−1 ) −
tion result between the last m digits of pt , a = LSGm (pt ),
(b + 9(10m−1 ))) = LSGm (v1 − 8(10)m−1 ), and the
and the last m digits of qt , b= LSGm (qt ), is equal to the
value of LSGm (v2 ) is always increased by 8(10)m−1 ,
last m digits of n, LSGm (n) = LSGm (ab), then, the valLSGm ((b + 9(10m−1 )) − (a + 10m−1 )) = LSGm (v2 +
ues of LSGm (u) and LSGm (v) can be computed from
8(10m−1 )), where v1 and v2 are represented as the
LSGm (a + b) and LSGm (a − b) or LSGm (b − a), respecpossible values of v.
tively.
In general, all possible values of LSGm (u) and
m−1
))=em em−1 · · · e2 e1 ,
LSGm (v) can be found by considering the both follow- Case 2: Assign LSGm (a + 9(10
m−1
LSG
(b
+
10
)=
f
f
·
·
· f2 f1 , LSGm ((a +
m
m
m−1
ing theorems.
9(10m−1 ))(b + 10m−1 )) = gm gm−1 · · · g2 g1 and gi =
Theorem 1. Assign a and b are any positive odd intehi %10.
gers, where LSGm (a) = am am−1 · · · a2 a1 , LSGm (b) =
Because LSG(m−1) (a) = LSG(m−1) (a + 9(10m−1 ))
bm bm−1 · · · b2 b1 and m > 1, that the result of LSGm (ab)
and LSG(m−1) (b) = LSG(m−1) (b + 10m−1 ), hence
is equal to LSGm (n). If a1 is equal to b1 , then the results
ej = aj , fj = bj and hj = dj where j = 1, 2, · · · , m −
of LSGm ((a + 10m−1 )(b + 9(10m−1 ))) and LSGm ((a +
2, m − 1. In addition, em = (am + 9)%10 and fm =
m−1
m−1
9(10
))(b + 10
)) are also equal to LSGm (n).
(bm + 1)%10.
Proof. Assign: LSGm (ab) = cm cm−1 · · · c2 c1 , LSGm (a +
From the multiplication technique, we have
b) = LSGm (u), LSGm (a − b) = LSGm (v1 ), LSGm (b −
a) = LSGm (v2 ) and ci = di %10, where i = 1, 2, · · · , m.
hm−1
c)%10
gm = (em f1 + em−1 f2 + · · · + e1 fm + b
From the multiplication technique, we have
10
= ((am + 9)b1 + am−1 b2 + · · · + a1 (bm + 1)
d1 = a1 b1
dm−1
d1
c)%10
+b
d2 = a2 b1 + a1 b2 + b c
10
10
dm−1
dm−1
= (am b1 + am−1 b2 + · · · + a1 bm + b
c
dm = am b1 + am−1 b2 + · · · + a1 bm + b
c
10
10
+(a1 + 9b1 ))%10.
Case 1: Assign LSGm (a + 10m−1 ) = em em−1 · · · e2 e1 ,
LSGm (b+9(10m−1 )) = fm fm−1 · · · f2 f1 , LSGm ((a+
Because a1 = b1 , that means (a1 + 9b1 )%10 =
10m−1 )(b + 9(10m−1 ))) = gm gm−1 · · · g2 g1 and gi =
0. Hence, gm = (am b1 + am−1 b2 + · + a1 bm +
hi %10. Because LSG(m−1) (a) = LSG(m−1) (a +
dm−1
b
10 c)%10 = cm .
10m−1 ) and LSG(m−1) (b) = LSG(m−1) (b +
Moreover, gj is also equal to cj because aj and bj are
9(10m−1 )), hence ej = aj , fj = bj and hj = dj
always equal to ej and fj , respectively. Therefore,
where j = 1, 2, · · · , m − 2, m − 1. In addition,
LSGm ((a + 9(10m−1 ))(b + 10m−1 )) is always equal to
em = (am +1)%10 and fm = (bm +9)%10. Therefore,
LSGm (ab). That means it is also equal to LSGm (n).
From the multiplication technique, we have
gm

hm−1
c)%10
10
= ((am + 1)b1 + am−1 b2 + · · · + a1 (bm + 9)
dm−1
+b
c)%10
10
dm−1
= (am b1 + am−1 b2 + · · · + a1 bm + b
c
10
+(b1 + 9a1 ))%10.
=

(em f1 + em−1 f2 + · · · + e1 fm + b

Because a1 = b1 , that means (b1 + 9a1 )%10 =
0. Hence, gm = (am b1 + am−1 b2 + · · · + a1 bm +
b dm−1
10 c)%10 = cm .
Moreover, gj is also equal to cj because aj and bj are
always equal to ej and fj , respectively. Therefore,
LSGm ((a + 10m−1 )(b + 9(10m−1 ))) is always equal to
LSGm (ab) that means it is also equal to LSGm (n).
However, this case implies that for any pair of a and
b that a1 and b1 are fixed, there is only one value of
LSGm (u), LSGm ((a + 10m−1 ) + (b + 9(10m−1 ))) =
LSGm (a + b + 10m ) = LSGm (a + b) = LSGm (u).

However, this case implies that there is only one value
of LSGm (u), LSGm ((a + 9(10m−1 )) + (b + 10m−1 ) =
LSGm (a + b) = LSGm (u). On the other hand, the
value of LSGm (v1 ) is always increased by 8(10)m−1 ,
LSGm ((a + 9(10m−1 )) − (b + 10m−1 )) = LSGm (v1 +
8(10)m−1 ), and the value of LSGm (v2 ) is always
decreased by 8(10)m−1 , LSGm ((b + 10m−1 ) − (a +
9(10m−1 ))) = LSGm (v2 − 8(10m−1 )), when v1 and
v2 are represented as the possible values of v.

Theorem 2. Assign a and b are any positive odd integers, where LSGm (a) = am am−1 · · · a2 a1 , LSGm (b) =
bm bm−1 · · · b2 b1 and m > 1, that the result of LSGm (ab)
is equal to LSGm (n). If a1 is not equal to b1 and there
are various pairs of positive odd integers, k1 and k2 ,
which are equal or smaller than 9 and not equal to 5
that the result of (a1 k2 + b1 k1 )%10 = 0, then the result
of LSGm ((a + 10m−1 k1 )(b + 10m−1 k2 )) is also equal to
LSGm (n).
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Proof. Assign: LSGm (ab) = cm cm−1 · · · c2 c1 , LSGm (a +
10m−1 k1 ) = xm xm−1 · · · x2 x1 , LSGm (b + 10m−1 k2 ) =
ym ym−1 · · · y2 y1 , LSGm ((a + 10m−1 k1 )(b + 10m−1 k2 )) =
zm zm−1 · · · z2 z1 , LSGm (a + b) = LSGm (u), LSGm (a − b)
= LSGm (v1 ), LSGm (b − a) = LSGm (v2 ), ci = di % 10
and zi = wi %10, where i = 1, 2, 3, · · · , m.
From the multiplication technique, we have cm =
(am b1 + am−1 b2 + · · · + a1 bm + b dm−1
10 c)%10.
Because LSG(m−1) (a) = LSG(m−1) (a + 10m−1 k1 ) and
LSG(m−1) (b)= LSG(m−1) (b + 10m−1 k2 ), then xj =
aj , yj = bj and wj = dj where j = 1, 2, · · · , m − 2, m − 1
. In addition, xm = (am + k1 )%10 and ym = (bm + k2 )
% 10. Therefore, zm = (xm y1 + xm−1 y2 + · · · + x1 ym +
b wm−1
10 c)%10 = ((am +k1 )b1 +am−1 b2 +· · ·+a1 (bm +k2 )+
dm−1
b dm−1
10 c)%10 = (am b1 + am−1 b2 + · · · + a1 bm + b 10 c +
(a1 k2 + b1 k1 ))%10.
Because the result of (a1 k2 + b1 k1 )%10 is equal to 0,
zm = (am b1 + am−1 b2 + · · · + a1 bm + b dm−1
10 c)%10 = cm .
Moreover, zj is also equal to cj because aj and bj
are always equal to xj and yj , respectively. Therefore,
LSGm ((a + 10m−1 k1 )(b + 10m−1 k2 )) is always equal to
LSGm (ab) and LSGm (n) whenever the result of (a1 k2 +
b1 k1 )%10 is equal to 0.
However, this theory implies that for any pair of a and
b that a1 and b1 are fixed, the value of LSGm (u) is always
increased by 10m−1 k, where k = k1 + k2 , as follows:
LSGm ((a + 10m−1 k1 ) + (b + 10m−1 k2 ))
= LSGm (a + b + 10m−1 k1 + 10m−1 k2 )
= LSGm (a + b + 10m−1 (k1 + k2 ))
= LSGm (a + b + 10m−1 k)
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Therefore, we can conclude that the values of
LSGm (u), LSGm (v1 ) and LSGm (v2 ) are always increased by 10m−1 k, 10m−1 l and 10m−1 h, respectively,
where k, l and h are any positive integers and v1 and v2
are represented as the possible values of v.
Notation: If k1 and k2 are an even number or equal
to 5, some values of LSGm (u) and LSGm (v) cannot be
computed because we cannot find some pairs of LSGm (a)
and LSGm (b) that LSGm (ab) = LSGm (n).
From both of two theorems above, assume a and
b are represented as any positive odd integers which
the last digit is not equal to 5 and all pairs of
LSG(m−1) (a) and LSG(m−1) (b) that LSG(m−1) (ab) is
equal to LSG(m−1) (n) are known. All values of LSGm (u)
and LSGm (v) will be found whenever only one pair
of LSGm (a) and LSGm (b) that LSGm (ab) is equal to
LSGm (n) for each pair of LSG(m−1) (a) and LSG(m−1) (b)
is found. In deep, all the other pairs of LSGm (a)
and LSGm (b) are computed by using Theorem 1 when
LSG(a) is equal to LSG(b) or using Theorem 2 when
LSG(a) is not equal to LSG(b), until the repeated solution is found.
Due to all pairs of LSG(a) and LSG(b) that LSG(ab) is
equal to LSG(n) cannot be computed by using Theorem 1
and Theorem 2, therefore these pairs must be considered
directly. Table 1 shows all possible pairs of LSG(a) and
LSG(b) for all possible values of LSG(n).
Generally, Table 1 shows the following information:
1) If LSG(n) equals to 1, there are 3 possible pairs of
(LSG(a), LSG(b)), 3 values of LSG(u) and 3 values
of LSG(v).

= LSGm (u + 10m−1 k)
On the other hand, the value of LSGm (v1 ) is always
increased by 10m−1 l, where l = ((k1 − k2 ) + 10) % 10 is
always a positive integer, as follows:
LSGm ((a + 10m−1 k1 ) − (b + 10m−1 k2 ))
=

LSGm (a − b + 10m−1 k1 − 10m−1 k2 )

=

LSGm (a − b + 10m−1 (k1 − k2 ))

=

LSGm (a − b + 10m−1 (((k1 − k2 ) + 10)%10))

=

LSGm (a − b + 10m−1 l)

=

LSGm (v1 + 10

m−1

l).

2) If LSG(n) equals to 3, there are 2 possible pairs of
(LSG(a), LSG(b)), 2 values of LSG(u) and 2 values
of LSG(v).
3) If LSG(n) equals to 7, there are 2 possible pairs of
(LSG(a), LSG(b)), 2 values of LSG(u) and 2 values
of LSG(v).
4) If LSG(n) equals to 9, there are 3 possible pairs of
(LSG(a), LSG(b)), 3 values of LSG(u) and 3 values
of LSG(v).

And the value of LSGm (v2 ) is always increased by
Assume all pairs of (LSG(m−1) (a), LSG(m−1) (b)) that
10m−1 h, where h = ((k2 − k1 ) + 10) % 10 is always a the last m − 1 digits of their multiplication which is equal
positive integer, as follows:
to LSG(m−1) (n) are known. To complete the speed up for
factoring n by improving FFA-2, the algorithm of SFFALSGm ((b + 10m−1 k2 ) − (a + 10m−1 k1 ))
X is divided into 3 algorithms.
First is the main algorithm. This algorithm is used to
= LSGm (b − a + 10m−1 k2 − 10m−1 k1 )
m−1
find
two prime factors, p and q.
= LSGm (b − a + 10
(k2 − k1 ))
Moreover, it implies that some unrelated values of
m−1
= LSGm (b − a + 10
(((k2 − k1 ) + 10)%10))
U and V which their last m digits are not in the sets
m−1
= LSGm (b − a + 10
h)
of LSGm (u) and LSGm (v) are left out from the computation. Leaving out values of U and V is from
= LSGm (v2 + 10m−1 h).
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Table 1: All possible values of LSG(u), LSG(v) and pairs of LSG(a) and LSG(b) when considered from LSG(n)
LSG(LSG(a)-LSG(b)) or
Pair of
LSG(LSG(a)+LSG(b))
LSG(LSG(b)-LSG(a))
LSG(n)
(LSG(a),LSG(b))
(LSG(u))
(LSG(v))
(1, 1)
2
0
(3, 7)
0
6 or 4
1
(9, 9)
8
0
(1, 3)
4
8 or 2
3
(7, 9)
6
8 or 2
(1, 7)
8
4 or 6
7
(3, 9)
2
4 or 6
(1, 9)
0
2 or 8
(3, 3)
6
0
9
(7, 7)
4
0
Algorithm 3 FFA-X
Algorithm 4 Finding LSGm (u), LSGm (v), disu and
disv
1: Begin
1: Begin
2: Compute all members of LSGm (u), LSGm (v), disu
and disv by using Algorithm 4. In deep, disu is the set 2: Assign each pair of (LSG(m−1) (a), LSG(m−1) (b)) is a
group.
of the subtraction results between two adjacent values
of LSGm (u) and disv is the set of the subtraction 3: For each group, find a pair of (LSGm (a), LSGm (b))
using Algorithm 5 and then leave out a pair of
results between two adjacent values of LSGm (v).
(LSG(m−1) (a), LSG(m−1) (b)) from the group.
3: Find the initial values of U and V that LSGm (U ) and
LSGm (V ) must equal to one of all possible values of 4: For each group, find all pairs of (LSGm (a), LSGm (b))
by using theorem 1 whenever LSG(a) is equal to
LSGm (u) and LSG√
m (v), in order. In addition, U and
LSG(b). However, theorem 2 is used for the other
V are started at 2d ne and 0 respectively.
case.
4: Assign i is the index of disu that the initial value is
based on the values of LSGm (U ) and the position in 5: Compute all possible values of LSGm (u) and
LSGm (v). However, all repeated values of LSGm (u)
LSGm (u) and disu.
and LSGm (v) will be left out from the sets.
5: Assign j which is always started at 0 is the index of
6: Sort the members of LSGm (u) and LSGm (v) from
disv.
the minimum to the maximum.
6: r = U 2 − V 2 − 4n
7: Find disu, the set of the subtraction results between
7: while r is not equal to zero do
two adjacent values of LSGm (u). Nevertheless, the
8:
if r is more than zero then
last member of disu is the subtraction between the
9:
r = r − (2 ∗ V ∗ disv(j) + disv(j)2 )
minimum and the maximum of LSGm (u). In addi10:
V = V + disv(j)
tion, the result of the last member must be also in11:
j = j + 1 // j becomes to zero whenever j is
creased by 10m for changing as the positive integer.
equal to the size of disv
8: Find disv, the set of the subtraction results between
12:
else
two adjacent values of LSGm (v). Nevertheless, the
13:
r = r + (2 ∗ U ∗ disu(i) + disu(i)2 )
last member of disv is the subtraction between the
14:
U = U + disu(i)
minimum and the maximum of LSGm (v). Moreover,
15:
i = i+1, // i becomes to zero whenever i is equal
this result must be increased by 10m .
to the size of disu
9: End
16:
end if
17: end while
18: p = U +V
2
However, the results from this algorithm can be applied
19: q = U −V
2
with all values of LSGm (n) which LSGm (u), LSGm (v),
20: End
disu and disv had been computed. Therefore, only the
first time of the computation will be computed to find all
pairs of (LSGm (a), LSGm (b)) to compute all members of
choosing only the pairs of (LSGm (a), LSGm (b)) which
these four variables.
LSGm (LSGm (a)*LSGm (b)) = LSGm (ab) is equal to
Furthermore, if disu or disv have the repeated patLSGm (n).
terns, we can leave out them from the sets.
Second is the algorithm for finding all members of
LSGm (u), LSGm (v), disu and disv before returning Example 2. Assume, all members of LSG2 (u) and
these variables to Step 1 of Algorithm 3.
LSG2 (v) of SFFA-03 are known. Finding disu and disv
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of SFFA-03:

Then, LSG4 (a) = 0233 and LSG4 (b) = LSG3 (b) +
i ∗ 103 = 897 + 1000 = 1897. However, for some values
1) LSG2 (u) = {04, 16, 24, 36, 44, 56, 64, 76, 84, 96}. of n, the implementation of SFFA-X should be divided
Therefore, disu = {12, 8, 12, 8, 12, 8, 12, 8, 12, 8}. into 2 groups, based on the relation between LSG(a) and
Because, disu has the repeated patterns, then, we can LSG(b). In fact, there are 2 cases of SFFA-X as follows:
reassign disu = {12, 8}.
Case 1: The algorithm is always divided into 2 groups
2) LSG2 (v) = {02, 18, 22, 38, 42, 58, 62, 78, 82, 98}.
whenever there may be the pairs of a and b that
Therefore, disv = {16, 4, 16, 4, 16, 4, 16, 4, 16, 4}.
LSG(a) is equal to LSG(b).
Because, disv has the repeated patterns, then, we can
reassign disv = {16, 4}.
Group 1: The algorithm for all pairs of a and b that
LSG(a) is equal to LSG(b), the value of LSG(v)
In deep, if the value of all members of disu (or disv)
is always equal to 0.
is same, these members can be reduced to be only one
Group 2: The algorithm for all pairs of a and b that
member of the set. For example, if disv ={20, 20, 20,
LSG(a) is not equal to LSG(b), the value of
20}, we can reduce as disv = 20 and j will be left out
LSG(u) is always equal to 0.
from the algorithm because the value of all members in
disv is same.
The last algorithm is for computing the pair of Case 2: There is only one group whenever there is no
pairs of a and b that LSG(a) is equal to LSG(b),
(LSGm (a), LSGm (b)) when a pair of (LSG(m−1) (a),
both of LSG(u) and LSG(v) are not always equal to
LSG(m−1) (b)) is known. The idea of this algorithm is
0.
to find only the value of LSGm (b) while LSGm (a) is
always equal to 0LSG(m−1) (a). For example, assume
For the case of n that must be divided into 2 groups,
LSG3 (a) = 841, then LSG4 (a) = 0841.
there is only one solution in only one group. Therefore,

Algorithm 5 Finding Pair of LSGm (a) and LSGm (b)
1: Begin
2: x = LSG(m−1) (a)*LSG(m−1) (b)
n%10m
3: nm = b
c
10m−1
m
x%10
c
4: xm = b
10m−1
5: a1 = LSG(m−1) (a) % 10
6: Assign i = 0
7: j = (i ∗ a1 + xm )%10
8: while j is not equal to nm do
9:
i=i+1
10:
j = (i ∗ a1 + xm )%10
11: end while
12: LSGm (a) = 0LSG(m−1) (a)
13: LSGm (b) = LSG(m−1) (b) +i ∗ 10m−1
14: End
Example 3. Assign LSG3 (a) = 233 and LSG3 (b) = 897,
LSG3 (ab) = 001. Find a pair of (LSG4 (a), LSG4 (b)) that
LSG4 (ab) = 2001 by using Algorithm 5.
In this example, LSG4 (ab) = 2001 can be represented
as the value of LSG4 (n).
x =
n4

=

x4

=

a1

=

233 ∗ 897 = 209, 001
2001%104
c=2
b
103
209, 001%104
b
c=9
103
233%10 = 3

where i = 0, j = (0 ∗ 3 + 9)%10 = 9, j is not equal to 2.
i = 1, j = (1 ∗ 3 + 9)%10 = 2, j is equal to 2.

the process is ended when the corrected solution in one
out of two groups is found.
Example 4. Factoring n = 1287901 using SFFA-X with
m = 2.
This example is assigned to use SFFA-X with m = 2
to find two prime factors of n. Because LSG2 (n) =
01, therefore SFFA-01 is the algorithm used for the
implementation. However, all steps to find two prime
factors of n = 1287901 using SFFA-01 are as follows:
Assumption: All pairs of (LSG(a), LSG(b)) that
LSG(ab) is equal to LSG(n) = 1 are known.
Algorithm 3:
Step 1: Find all of LSG2 (u), LSG2 (v), disu and disv
by using Algorithm 4.
Algorithm 4:
Step 1: Group 1: (1, 1); Group 2: (3, 7); Group 3:
(9, 9).
Step 2: Group 1: (01, 01); Group 2: (03, 67);
Group 3: (09, 89). This process is computed
by using Algorithm 5.
Step 3:
Group 1: (01, 01), (11, 91), (21, 81), (31,
71), (41, 61), (51, 51);
Group 2: (03, 67), (13, 77), (23, 87), (33,
97), (43, 07), (53, 17), (63, 27), (73, 37),
(83, 47), (93, 57). In this case, one of all
possible pairs of (k1 , k2 ) which are (1, 1),
(3, 3), (7, 7) or (9, 9) is chosen.
Group 3: (09, 89), (19, 79), (29, 69), (39,
59), (49, 49), (99, 99).
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Steps 4 - 5: Because there are some pairs of a and 2 of Algorithm 3.
b that LSG(a) is equal to LSG(b), SFFA-01
must be divided into 2 group. Group 1 is from Algorithm 3:
the combining between Group 1 and Group 3,
LSG(a) is equal to LSG(b). The other is that Steps 2 - 4: Find the initial value of U, V, i and j for
√
LSG(a) is not equal to LSG(b). Therefore,
each group. First, compute U = 2d ne = 732.
Group 1: LSG2 (u) = {02, 98}; LSG2 (v) =
Group 1: Because LSG2 (U ) = 32 is not a member
{00, 20, 40, 60, 80}.
in the set of LSG2 (u), U must be changed as
Group 2: LSG2 (u) = {10, 30, 50, 70, 90}.
798. That means the initial value of i must be
LSG2 (v) = {36, 64}.
equal to 1. However, the initial value of V is 0
Steps 6-7 Group 1: disu = {96, 4} and disv =
because the minimum value of LSG2 (v) is 0.
{20, 20, 20, 20, 20} = 20, do not assign j. Group
Group 2: Because LSG2 (U ) = 32 is a not member
2: disu = {20, 20, 20, 20, 20} = 20, do not asin the set of LSG2 (u), U must be changed as
sign i, and disv = {28, 72}.
750. However, the variable, i, is not used in this
group. In addition, the initial value of V must
End of Algorithm 4.
be 36 because the minimum value of LSG2 (v) is
36.
Steps 2-4: Find the initial value of U√
, V , i and j for
Step 5:
each group. First, compute U = 2d ne = 2270.
Group 1: r = 7982 − 02 − 4(133901) = 101200.
Group 1: Because LSG2 (U ) = 70 is not a member
Group 2: r = 7502 − 362 − 4(133901) = 25600.
in the set of LSG (u), U must be changed as
2

2298, the nearest value which is more than 2270. Steps 6 - 16: Process in loop:
That means the initial value of i must be equal
Iteration 1:
to 1. However, the initial value of V is 0 because
Group 1: (r > 0, V = 0) :
the minimum value of LSG2 (v) is 0.
Group 2: Because LSG2 (U ) = 70 is already a
member in the set of LSG2 (u), U = 2270 can
be used as the initial value. However, the variable, i, is not used in this group. In addition,
the initial value of V is 36 because the minimum
value of LSG2 (v) is 36.
Step 5:
2

2

Group 1: r = 2298 − 0 − 4(1287901) = 129200.
Group 2: r = 22702 − 362 − 4(1287901) = 0.
In Step 5, the expected solution is found in Group 2,
r = 0. Therefore, the process in the loop, Steps 6 16, will not be implemented. However, the two prime
factors can be computed from p = U +V
= 2270+36
=
2
2
U −V
2270−36
1153 and p = 2 =
=
1117.
2
Moreover, for the value of n in Example 3, assume
SFFA-901, m = 3, is chosen to factor n instead of
using SFFA-01. All pairs of (LSG2 (a), LSG2 (b))
which are found in this example will be used in Step
1 of SFFA-901 in order to find all pairs of (LSG3 (a),
LSG3 (b)) that LSG3 (LSG3 (a)*LSG3 (b)) is equal to
LSG3 (n) = 901.
Example 5. Factoring n = 133901 using SFFA-X with
m = 2.
This example is assigned LSG2 (n) = 01. That means
SFFA-01 is chosen for this example. Because LSG2 (u),
LSG2 (v), disu and disv of SFFA-01 had been already
computed in Example 4, it is not time-consuming to
calculate them again and we can start the process at Step

r
V

= r − (2 ∗ V ∗ disv + disv 2 ) = 100800
= V + disv = 20.

Group 2: (r > 0, V = 36, j = 0) :
r
V

= r − (2 ∗ V ∗ disv(0) + disv(0)2 ) = 22800.
= V + disv(0) = 64, j = 1.

Iteration 2:
Group 1: (r > 0, V = 20) :
r
V

= r − (2 ∗ V ∗ disv + disv 2 ) = 99600.
= V + disv = 40.

Group 2: (r > 0, V = 64, j = 1) :
r
V

= r − (2 ∗ V ∗ disv(1) + disv(1)2 ) = 8400.
= V + disv(1) = 136, j = 0.

Iteration 3:
Group 1: (r > 0, V = 40) :
r
V

= r − (2 ∗ V ∗ disv + disv 2 ) = 97600.
= V + disv = 60.

Group 2: (r > 0, V = 136, j = 0) :
r
V

= r − (2 ∗ V ∗ disv(0) + disv(0)2 ) = 0.
=

V + disv(0) = 164.

Because the expected value of r which is equal to 0
is found in Group 2 of the 3rd iteration, the process is
stopped and then two prime factors can be computed from
= 750+164
= 457 and q = U −V
= 750−164
=
p = U +V
2
2
2
2
293.
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Results and Discussion

In this work, the computer specifications for the implementation are Intel(R) Core(TM) i3 CPU M380 2.53
GHz, 4.00 GB RAM Memory, and Microsoft Windows 8.1
Pro Operating System. Java Programming Language is
chosen to develop the algorithms. Moreover, we use BigInteger class which is the class of Java as the data type
because this class can be represented as the unlimited
data type. The experiment is distinguished as 4 parts.
Each bits size in each experiment is the average result
of 50 values of n chosen randomly. In addition, for Figure 1 and Figure 2, only the difference of bits size between
two prime factors equal to 2 is chosen. However, all algorithms of SFFA-X in these experiments are started at
Step 2 of Algorithm 3 because the process of Step 1 is
always implemented only the first time of SFFA-X, when
X is fixed.
The experiment in Figure 3 is for the same size of two
prime factors of n and the values of n that SFFA-X must
be divided into 2 groups, LSG4 (n) = 0001 is the representative of this experiment. That means only 4 algorithms of SFFA-X in which X is equal to 1, 01, 001 and
0001 are chosen for the implementation. The experiment
shows that SFFA-0001 is the fastest algorithm. Nevertheless, the average computation time of FFA-2, SFFA-1,
SFFA-01, SFFA-001, SFFA-0001, MFFV4 and P2 MFF
are about 30.27, 17.17, 4.09, 2.05, 1.82, 5.78 and 15.15
seconds respectively. Furthermore, the information in this
figure implies that SFFA-X begins to factor n faster than
MFFV4 when X which is equal to 01 is chosen.
The difference between the experiment in Figure 3 and
Figure 1 is that the size of two large prime factors in
Figure 1 is different while the other in Figure 3 is same.
Therefore, all algorithms of SFFA-X for this experiment
are still SFFA-1, SFFA-01, SFFA-001 and SFFA-0001.
However, the experiment in Figure 1 shows that SFFA0001 is still the fastest integer factorization algorithm.
Nevertheless, the average computation time of FFA-2,
SFFA-1, SFFA-01, SFFA-001, SFFA-0001, MFFV4 and
P2 MFF are about 243.2, 135.76, 29.4, 19.02, 10.73, 227.4
and 341.9 seconds respectively. Furthermore, this figure implies that SFFA-X begins to factor n faster than
MFFV4 when X is equal to 1 is chosen.
Whereas, SFFA-X in Figure 4 will not be divided into
2 groups because all values of LSG4 (n) in this experiment is 0003. However, the size of two prime factors of
n is same. That means only 4 algorithms of SFFA-X in
which X is equal to 3, 03, 003 and 0003 are chosen to
implement. The experiment shows that SFFA-0003 is the
fastest algorithm. Nevertheless, the average computation
time of FFA-2, SFFA-3, SFFA-03, SFFA-003, SFFA-0003,
MFFV4 and P2 MFF are about 26.4, 9.35, 3.38, 3.2, 1.16,
4.78 and 13.08 seconds respectively. Furthermore, the information in this figure implies that SFFA-X begins to
factor n faster than MFFV4 when X which is equal to 03
is chosen.
The experiment in Figure 2 is similar to the other in

107

Figure 1 but LSG4 (n) in Figure 2 is equal to 0003. Therefore, all algorithms of SFFA-X for this experiment are
SFFA-3, SFFA-03, SFFA-003 and SFFA-0003. The experimental in Figure 2 shows that SFFA-0003 is the fastest
integer factorization algorithm. Nevertheless, the average
computation time of FFA-2, SFFA-3, SFFA-03, SFFA003, SFFA-0003, MFFV4 and P2 MFF are about 270.17,
109.7, 49.38, 43.56, 26.5, 167.25 and 448.28 seconds respectively. Furthermore, this figure implies that SFFA-X
begins to factor n faster than MFFV4 when X which is
equal to 3 is chosen.
Moreover, if we consider the information in Figure 3
and Figure 4, the average computation time of SFFA0001 and SFFA-0003 are faster than MFFV4 by about
68.56% and 75.75%, respectively. On the other hand, if
the information in Figure 1 and Figure 2 is considered,
the average computation time of SFFA-0001 and SFFA0003 becomes faster than MFFV4 by about 95.28% and
84.15%, respectively.
These results imply that SFFA-X is the better choice
to factor n when compared with MFFV4 especially when
bits size of X is large and the size of two large prime
factors is different. The reason is as follows.
Due to MFFV4 and SFFA-X are modified chronologically from FFA-1 and FFA-2, we will compare the iterations of the computation between FFA-1 and FFA-2
instead of their improvements.
The total√iterations in the loop of u, in FFA-2, are
(p + q) − 2d ne. However, the increment value of u is
always 2, but the increment value of x, in FFA-1, is always
1. That means the total iterations of u are equal to
√ the
total iterations of x which are equal to (p + q)/2 − d ne .
Nevertheless, the total iterations in the loop of v, in FFA2, are p − q and are more than the total iterations in the
loop of y, in FFA-1, the reason are as follows: Assume A
and B are represented as the total iterations in the loop
of y and v, respectively. Then,
√
A = (p + q) − 2d ne
√
≈ (p + q) − 2 n
√ √
= (p + q) − 2 p q
√
√
= ( p − q)2
√
√ √
√
= ( p − q)( p − q)
(5)
B

p−q
√ 2 √ 2
=
p − q
√
√ √
√
= ( p − q)( p + q)
=

(6)

From Equations (5) and (6), all possible results are divided into 2 conditions:
Condition 1: (p is close to q)
It is obvious that the iterations of FFA-2 are greater
than FFA-1. Therefore, the condition of SFFA-X
which is faster than MFFV4 is that the digits of X
in this case must be large enough, the digits of X in
Figure 3 and Figure 4 must be at least 2.
Condition 2: (p is far from q)
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Figure 1: Average computation time for factoring LSG4 (n) = 0001 and the size of p and q is different

Figure 2: Average computation time for factoring LSG4 (n) = 0003 and the size of p and q is different

Figure 3: Average computation time for factoring LSG4 (n) = 0001 and the size of p and q is same
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Figure 4: Average computation time for factoring LSG4 (n) = 0003 and the size of p and q is same

If p is very larger than q, then q may be left out from 9) cv is the remainder iterations that are more than 1
the equation to estimate total iterations. That means
but less than size of disv when there is the remainder
(v )
Pk−1 m 0 . However, cv is equal to 0 when there
the iterations of FFA-1 are close to FFA-2. However,
of B−LSG
i=0 disv(i)
FFA-1 is time-consuming to compute the square root
is not the remainder.
of integer while FFA-2 does not to do. This reason
However cu and cv can be found by using Algorithm 6
indicates that FFA-2 is certainly faster than FFA-1.
That means most of SFFA-X can factor n faster than and Algorithm 7 respectively.
MFFV4 although the size of X is smaller than the
other in Condition 1, the digit of X in Figure 1 and Algorithm 6 Calculating cu
Figure 2 is only 1.
1: Begin
2: size disu = size of disu that the repeated patterns
From both of two conditions above, we concluded that
are removed
most of SFFA-X can factor n faster than MFFV4 espe3: count u = the index of LSGm (u) that is equal to the
cially when the size of X is large enough.
initial value of LSGm (U )
Moreover, total iterations of SFFA-X can be found
4: count u = count u%size disu
Pj−1
from the following equation:
5: s u =
i=0 disu(i)
A − ux
6: r u = (A − ux )%s u
t = (j ∗ b Pj−1
c + cu )
7: while r u is not equal to zero do
i=0 disu(i)
8:
r u = r u − disu(count u)
B − LSGm (v0 )
+(k ∗ b Pk−1
c + cv ).
9:
count u = count u + 1
i=0 disv(i)
10:
if count u is equal to size disu then
11:
count u = 0
Where,
12:
end if
1) t = total iterations of SFFA-X in main loop;
13: end while
√
14: cu = count u
2) A = (p + q) − 2d ne;
15: End
3) B = p − q;
√
In addition, for some value of n that SFFA-X must
4) ux = the increment value of 2d ne to get the initial
be
divided into 2 group, t is computed by using only all
value of U ;
parameters in the solution group.
5) j = size of disu;
Example 6. Find total iterations in Example 5.
6) k = size of disv;
Because the solution group is in Group 2, we have to
use
parameters in this group as follows:
7) LSG (v ) = the minimum value of LSG (v);
m

0

m

8) cu is the remainder iterations that are more than 1
but less than size of disu when there is the remainder
A−ux
. However, cu is equal to 0 when there
of Pj−1
disu(i)

1) A = (457 + 293) − 732 = 18;
2) B = 457 − 293 = 164;

i=0

is not the remainder;

3) j = 1, size of disu;
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Algorithm 7 Calculating cv
1: Begin
2: count v = 0
Pk−1
3: s v =
i=0 disv(i)
4: r v = (B−LSGm (v0 ))%s v
5: while r v is not equal to zero do
6:
r v = r v − disv(count v)
7:
count v = count v + 1
8: end while
9: cv = count v
10: End

4)

P0

i=0

considered because more details of u and v are known.
Therefore, the unrelated values of u and v are increased
and they should be left out from the computation.
Moreover, SFFA-X can be also applied with Estimated
Prime Factor (EPF) [18] using the technique of continued
fractions [5, 12] to estimate the new initial values of U and
V to reduce more iterations of the computation. However,
the applying SFFA-X with EPF can be used to factor only
the unbalanced modulus in order to get the high accuracy.
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Conclusion

The aim of this paper is to propose a new technique to
speed up the 2nd method of Fermat’s Factorization Algorithm (FFA-2) by considering the last m digits of n to
leave out some values of u and v which are not in the condition. This technique is called Specific Fermat’s Factorization Algorithm Considered from X (SFFA-X) where X
is the last m digits of n. Furthermore, the concept of this
technique implies that the computation time of SFFA-X
will be reduced more whenever the bigger size of m is
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