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Abstract

The current Digital Rights Management (DRM) sys-
tems use attribute-based encryption (ABE) and proxy
re-encryption (PRE) to achieve fine-grained access con-
trol in cloud computing. However, these schemes have
some limitations particularly in terms of security, func-
tionality and also higher decryption time which grows
linearly with the complexity of access policies. In this
paper, we propose a novel DRM scheme founded on a
deterministic finite automata-based functional proxy re-
encryption (DFA-based FPRE) scheme which has been
proven to be secure against CCA in the standard model.
In particular, we leverage the DFA-based FPRE scheme
to realize fine-grained access control over encrypted con-
tents among a set of users. Furthermore, a secure content
key distribution protocol and efficient revocation mech-
anism are provided. Moreover, we tackle the critical is-
sue of high computation at the user side, by outsourc-
ing computation into (DFA-based FPRE) scheme for the
first time. In comparison, our scheme achieves higher
efficiency and smaller computation time against state-of-
the-art.

Keywords: Cloud computing, digital rights management,
fine-grained access control, privacy preserving

1 Introduction

The rapid development and growth of the Internet have
fuelled a trend towards outsourcing data and its manage-
ment. The excitement of the emerging technology is due
to the advancement of internet, whose infrastructure is
cloud computing. It brings a flexible, cost effective and
reliable way for data owners to deal with their data stor-
age. Storing digital contents to the cloud, enable users to
concentrate on their core business issues rather than in-
curring substantial hardware, software, or personal costs.

However, owners still have to remain cautious to

protect their contents from being pirated and illegally
distributed [24]. The cloud service provider is semi-
trusted [27]. In this sense, the semi-trusted cloud ser-
vice provider follows the normal flow of the protocol in
the system. For instance, during the interaction with
the users, a CSP may collect users’ personal information
and consumption profiles, which inspires a serious security
concern for cloud user. Proxy re-encryption (PRE) tech-
nique [23] is devised to prevent the CSP from accessing
the contents in semi-trusted cloud environment. Also, it’s
crucial for the CSP to be prevented from knowing exactly
which users are accessing certain contents [21].

Digital rights management (DRM) is a famous mech-
anism to protect content copyright [1] based on the tech-
niques of content encryption, access control, and dynamic
licensing [16, 31]. In the past few years, there have been
some DRM schemes which deal with confidentiality and
privacy preserving of outsourced data in cloud comput-
ing. Petrlic et al. [23] introduced a privacy-preserving
cloud DRM scheme based on proxy re-encryption, which
allows a user anonymously purchase content from a con-
tent provider, and in the same time prevents any party
from building usage profiles under a pseudonym. Petr-
lic also presented a privacy-preserving DRM scheme [21],
which employs a combination of ring signatures with an
anonymous recipient scheme. Secret sharing makes it pos-
sible for the content provider to expose the user identities
in case of fraud. Perlman et al. proposed a privacy-
preserving DRM conception on the basis of anonymous
cash and blind decryption. Their scheme allows users to
buy digital content without exposing their track [22]. Al-
though these schemes are able to ensure data security,
these schemes cannot support fine-grained access control,
or limit a set of individual users to access encrypted data.

In order to solve these problems, Muller et al. proposed
a new DRM architecture which limits the digital content
access to a subset of users who possess certain proper-
ties assigned during the encryption process [17]. In their
model, the set of rules are divided into two part, static
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and dynamic. The static rules are enforced by using ABE
before accessing the content, while dynamic rules stored
in the license needs to be enforced at run time by the
DRM viewer. However, revocation cannot be achieved in
this scheme. What’s worse is that, this scheme is not ap-
plicable for large numbers of users, which may be a huge
burden for server.

As a result, attempting to achieve the revocation mech-
anism, the traditional revocation schemes relying on at-
tribute authority would usually enforce periodically re-
encrypt content, and re-generate a new secret keys to legal
users as in [8, 30]. However, these schemes always results
in key update operation. In practice, a large number of
users can access cloud services. Hence, these schemes are
far from have been suitable in cloud. Being aware of this
problem, this paper follow schemes [4, 5], which permits
the delegated key server to revoke the attributes and the
malicious users immediately.

Thus, the ABE and PRE are usually employed to solve
the problems above. Nevertheless, security and functional
problems still exist. Additionally, besides [4, 5, 17], these
schemes still suffer from the drawback of high compu-
tational cost associated with ABE operations; that is,
both the computational cost and the ciphertext size for
the users grow linearly with the size of the access for-
mula. Hence, in this paper, we adopt a deterministic finite
automata-based functional proxy re-encryption (DFA-
based FPRE) scheme [13] to protect the contents stored in
the semi-trusted cloud environment. Besides, outsourcing
computation into (DFA-based FPRE)to avoid the high
computation at the user side.

1.1 Motivation

Although using ABE and PRE can solve practical net-
work problems, this method leaves interesting open prob-
lems in terms of security and functionality. As to secu-
rity, it is not easy for ABE constructions [9, 10, 19, 20]
to achieve adaptive security without random oracles [25].
Meanwhile, all existing attribute-based PRE (ABPRE)
schemes [11, 12, 15] are proven secure only against chosen-
plaintext attacks (CPA) in the selective model, whereas
security against chosen ciphertext attack (CCA) is con-
sidered an important notion for ABPRE schemes. The
functionality of an ABPRE system is another practical
issue. All existing ABPRE schemes only support access
policy combining with AND gates and fixed size number
of boolean variables inputs. Practically, an access pol-
icy might be required to combine with AND, OR gates
and NOT. Also, in some particular applications, the ac-
cess policy might be expressed by regular languages with
arbitrary size input data.

Referring to the research above, our DRM scheme is
founded on a DFA-based FPRE scheme [13]. Having
proved to be secure against CCA in the standard model,
the DFA-based FPRE scheme also provides unlimited size
input for access policy while the functionality of proxy re-
encryption remains still.

In a nutshell, our contribution can be summarized as:

1) We propose a secure key management mechanism in
DRM based on DFA-based FPRE scheme.

2) We introduce a fine-grained access control mecha-
nism, which allows flexibility in specifying the access
rights of individual users.

3) Our scheme provides a scalable revocation mecha-
nism, which allows the delegated key server in the
cloud to revoke the attributes and malicious users
immediately.

4) We perform an analysis evaluation of our DFA-based
FPRE DRM scheme.

The rest of this paper is organized as follows. In next
Section the preliminaries required in this paper are pre-
sented. Our DRM scheme based on DFA-based FPRE
scheme is presented in Section 3. Analysis of our scheme
is discussed in Section 4. Finally, the conclusion is intro-
duced in Section 5.

2 Preliminaries

Our scheme relies on a DFA-based functional proxy re-
encryption scheme. We will briefly introduce the DFA-
based functional proxy re-encryption scheme and the
groups underlying our encryption scheme.

2.1 Composite Order Bilinear Groups

Let G and GT be multiplicative cyclic groups of same
order N = P1P2P3 ( where P1, P2, P3 are distinct primes).
We call a map e : G×G −→ GT bilinear if it should satisfy
the following properties:

• Bilinear. e(ga, hb) = e(g, h)ab, ∀g, h ∈ G and ∀a, b ∈
ZN
∗; and

• Non-degenerate. There exists g ∈ G such that e(g, g)
is a generator of GT .

We denote by Gp1 , Gp2 and Gp3 the subgroups of G of
respective orders p1, p2 and p3.

2.2 Complexity Assumptions

Definition 1. ( The Source Group l-Expanded Bilinear
Diffie-Hellman Exponent (l-Expanded BDHE.) Assump-
tion in a Subgroup [13]). Given a group generator G and
a positive integer l, we define the following distribution:

(N = p1p2p3,G,GT , e) ←− G ,

g1
R←− Gp1 ,

g2
R←− Gp2 ,

g3
R←− Gp3 ,

a, b, d,m, n, x, c0, · · · , cl+1
R←− ZN ,
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Table 1: Notations in proposed scheme

Notion Description Notion Description
K security parameter PP, MSK public parameters and master key
U user CP content provider
SP service provider LS license server

CSP cloud service provider PKU , SKU public and secret keys of user
PKCP public key of content provider RKM→w re-encryption key
CMK content master key AK assistant key
CEK content encryption key CID content identity

M plain content data CT encrypted content data
UR user rights RE rights expression
T timestamp σ() signature algorithm
σLS license acquisition request signature σKS key acquisition request signature
σL license signature SKCP secret key of content provider

D = (N,G,GT , e, g1, g2, g3, g
a
2 , g

b
2, g

ab/dx
2 , g

b/dx
2 , g

ab/x
2 ,

gn2 ,∀i ∈ [0, 2l + 1], i 6= l + 1, j ∈ [0, l + 1]ga
imn

2 ,

g
aibmn/cjx
2 ,∀i ∈ [0, l + 1]gci2 , g

aid
2 , g

abci/dx
2 , g

bci/dx
2 ,

∀i ∈ [0, 2l + 1], i 6= l + 1, j ∈ [0, l + 1]g
aibd/cjx
2 ,

∀i, j ∈ [0, l + 1], i 6= jg
aibcj/cix
2 ),

T0 = ga
l+1bm

2 ,

T1
R←− Gp2 .

The advantage of an algorithm A in breaking this
assumption is Advl−BDHEA (1n) =| Pr[A (D,T0) = 1] −
Pr[A (D,T1) = 1] |. We say that G satisfies the l-
Expanded BDHE Assumption if Advl−BDHEA (1n) is neg-
ligible for any PPT algorithm A .

Definition 2. ( The Source Group Modified q Bilin-
ear Diffie-Hellman Exponent (q-BDHE) Assumption in
a Subgroup [13].) Given a group generator G , we define
the following distribution:

(N = p1p2p3,G,GT , e) ←− G ,

g
R←− Gp1 ,

g2
R←− Gp2 ,

g3
R←− Gp3 ,

c, a, e, f
R←− ZN ,

D = (N,G,GT , e, g, g2, g3, g
e
2, g

a
2 , g

eaf
2 , g

c+f/c
2 , gc

2

2 , · · · ,

gc
q

2 , g
1/acq

2 ),

T0 = gaec
q+1

2 ,

T1
R←− Gp2 .

The advantage of an algorithm A in breaking this
assumption is Advq−BDHEA (1n) =| Pr[A (D,T0) = 1] −
Pr[A (D,T1) = 1] |. We say that G satisfies the Source

Group Modified q-BDHE Assumption if Advq−BDHEA (1n)
is negligible for any PPT algorithm A .

2.3 A DFA-based Functional Proxy Re-
encryption Scheme

For more details we refer the reader to [28] for the defi-
nition of DFA and DFA-based FE. The DFA-based func-
tional proxy re-encryption scheme consists of the following
seven algorithms [13]:

1) (PP,MSK) ← Setup(1n,Σ): The system setup al-
gorithm takes a security parameter n and the de-
scription of a finite alphabet Σ as input. It outputs
the public parameters PP and a master key MSK,
where n ∈ N. Here, we note that PP implicitly in-
cludes Σ.

2) SKM ← k.Gen(MSK,M = (Q, τ, q0, F )): The key
generation algorithm takes the master key MSK and
a DFA description M as input. It outputs a private
key SKM , where Q is a set of states, τ is a set of
transitions, q0 ∈ Q is a start state and F ⊆ Q is a
set of accept states.

3) RKM→w ← ReKeyGen(SKM , w): This algorithm
takes SKM for a DFA description M and an ar-
bitrary length string w ∈ σ as input. It out-
puts a re-encryption key RKM→w. Using the re-
encryption key any ciphertext under a string w

′
(in

which ACCEPT (M,w
′
)), it can converted to an-

other ciphertext under w.

4) CT ← DFA.E(PP,w,m): The encryption algo-
rithm takes the public parameters PP , a message
m and a w ∈ Σ as input. It outputs the ciphertext
CT under w.

5) CTR ← ReEnc(RkM→w, CT ): The encryption al-
gorithm takes RkM→w and CT (under w

′
). If

ACCEPT (M,w
′
), it outputs the ciphertext CTR

under w.

6) m/⊥ ← DFA.D(SKM , CT ): The decryption algo-
rithm takes a secret key SKM and ciphertext CT
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(under w) as input. The decryption can be done if
ACCEPT (M,w), then it outputs a message m; oth-
erwise, outputs an error symbol ⊥.

7) m/⊥ ← DFA.DR(SKM , CT
R): The decryption al-

gorithm takes a secret key SKM and ciphertext CTR

(under w) as input. The decryption can be done if
ACCEPT (M,w), then it outputs a message m; oth-
erwise, outputs an error symbol ⊥.

3 Proposed Scheme

3.1 Security Requirements

We provide the requirements of our proposed scheme into
two terms namely security and privacy, as follows:

1) Efficient: In cloud computing the user is expected to
access various contents through multiple devices any
time anywhere without limitation, and also looks for
flexible usage model. Therefore, the DRM scheme in
cloud computing should provide efficient license dis-
tribution models with low computational complexity
to support huge number of users.

2) Security: The content provider is supposed to en-
sure that an authorized user is not able to extract
and run the content. Also, content confidentiality
against unauthorized users must be achieved. Mean-
while, server provider and license server must not be
able to get the plain content and content key.

3) Privacy preserving: To realize the user privacy
preserving, the user should stay anonymous towards
the content provider that deals with user’s content
purchase and the license server that receives acquisi-
tion request. Therefore, neither content provider nor
license server will be able to retrieve user’s personal
information, such as user identity, IP address, etc.

4) Collusion-resistance: The group of non revoked
yet unauthorized users should not be able to pull
together their information (DFA) to decrypt an en-
crypted content in that each of them is unable to
decrypt it individually.

3.2 Basic DRM System Model

The basic architecture of DRM consists of seven entities as
shown in Figure 1 and the notations are shown in Table 1.

1) Cloud storage: This entity provides a storage ser-
vice based on cloud computing, which holds the en-
crypted contents from the content providers.

2) Key server: It is an entity that generates the pub-
lic/private key pair for content provider and user,
and keeps the encrypted content master key and as-
sistant key issued by content provider. Further, key
server re-encrypts the assistant key to the license
server when users acquire to consume the content.

3) Public authority: This entity generates the public
parameters PP and a master key MSK for the sys-
tem. It also works as a key authority and issues secret
keys associated with DFA to users. A key server is
delegated by the public authority to perform a re-
vocation task, revoking DFA of user and illegal users
immediately. In addition, it allows flexibility in spec-
ifying the access rights of individual users according
to their attributes description.

4) Cloud service provider: This entity keeps the en-
crypted content in the cloud storage. It is in charge
of computing the transformed data, providing corre-
sponding encrypted contents and license distribution
to the user.

5) License server: This entity generates and dis-
tributes the license for authorized users whenever re-
ceiving the license acquisition from the CSP. The li-
cense includes the encrypted CMK.

6) Content provider: This is an entity that holds the
digital contents and protect the contents from unau-
thorized user by encrypting their own contents with
the content encryption key. Then, content providers
outsource their encrypted contents to cloud storage
provided by the CSP.

7) User: This is an entity that can get the encrypted
content from the CSP. If a user owns the DFA that
is satisfying the string w of the ciphertext, he will be
able to recover the content encryption key. Then, he
can decrypt and play the contents.

3.3 Intuition

In order to achieve a secure DRM scheme, we leverage
the DFA-based FPRE scheme as the basic cryptographic
tool and combine the outsourcing techniques and efficient
revocation to tackle the focusing issues on efficiency, im-
mediate revocation and fine-gained access control.

Our proposed construction operates as follows:

1) In system setup and key generation, the public au-
thority generates the public parameters PP and a
master key MSK. It also generates a user DFA and
secret keys SKM denoted as SKM = (M, ε,Ω, DK)
for each user. Further, it also generates the re-
encryption key RkM→w for authorized user and sends
it to the key server in secure channel. Moreover,
the content provider generates the CEK with ran-
dom CMK and AK.

2) In content packaging and encryption, the content
provider encrypts the contents Cx with content en-
cryption key CEKx, It then gets the encrypted con-
tents in the following form:

Esym(Cx|CEKx), where x = 1, 2, 3, .., n
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Figure 1: The system model of the proposed scheme system

Content provider later outsources the encrypted con-
tent to content server provider. Padding is employed
to the contents before the encryption to make sure
that each content has the same length. The sequence
diagram of content encryption steps are shown in Fig-
ure 2.

3) In license acquisition, the user chooses the interest-
ing content Cx with a unique identifier CID from
the CSP, which is allowed to download the encrypted
content. After downloading the DFC header from
the content service provider, the user extracts the
CMKM from the DFC header and make sure that
his/her DFA satisfy the string w of the content. A
user cannot play the content without the valid li-
cense. Meanwhile, in order to acquire the license,
the user first sends his partial decryption key DK
to the content service provider, which is part of his
private key. In fact, he just needs to send it once,
unless his private key is regenerated, then content
service provider transforms the ciphertext AKCP to

AKCP

′
and finally sends license acquisition request

(LSQ = {CID ‖ UR ‖ T ‖ σLS ‖ AKCP

′
}) in-

cluding the user’s rights UR, CID, T, AKCP

′
and

σLS = σ(SKCSP , CID ‖ UR ‖ T ‖ AKCP

′
) to li-

cense server.

Upon receiving the user’s license acquisition request,

the license server checks the signature σLS and T, and
then acquires the assistant key from the key server.
The key acquisition request includes {CID ‖ T ‖
σKS}, where σKS = σ(SKLS , CID ‖ UR ‖ T ). The
key server checks the signature σKS and T. Then,
key server computes the re-encrypted (AKR

CP ) and
sends it to the license server. After that, the license
server generates the right expression RE from the UR
according to the right expression language and also
generates the license L = {CID ‖ RE ‖ AKR

CP ‖
σL ‖ AKCP

′
}, which includes content identity CID,

AKR
CP , AKCP

′
, right expression UE and signature

σL= σ(SKLS , CID ‖ AKR
CP ‖ AKCP

′
‖ RE). Fi-

nally, the license server sends L to user through CSP.
Upon receiving L, user checks the signature and keeps
the license.

4) In content consumption, whenever a user want to
play the content, the user will compute the content
encryption key. Then, decrypts the content and play
the content according to the usage rules in the license.

5) In revocation scheme, the public authority delegates
the key server in the cloud to perform the DFA re-
vocation and user revocation. The DFA revocation
will revoke a user’s one or more DFAs that he has
possessed, which will not influence other users’ DFA.
However, the user revocation will revoke all of a user’s
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Figure 2: The sequence diagram of content encryption steps

DFA. The revocation scheme operates as follows: In
DFA revocation, whenever a user’s DFA revocation
event is triggered and when the user intends to ac-
cess the encrypted content, the public authority will
inform the key server in the cloud to verify the user’s
DFA in advance. If the user’s DFA cannot satisfy
the string w of the encrypted content, the key server
refuses to re-encrypt the assistant key for the user.
Thus, the user cannot access the content.

6) In user revocation, whenever there is a revoked user
intending to access the encrypted contents, the pub-
lic authority will inform the key server in the cloud
to refuse to re-encrypt the assistant key for the user.
Hence, immediately after the revocation request is
made, our scheme realizes the DFA and user revoca-
tions, and in both cases the unauthorized user will
not get the licensee.

3.4 Concrete Construction

In this section, we will explain a detailed construction for
the proposed scheme as follows:

3.4.1 System Setup and Key Generation

System setup. In this phase, The public authority runs
the Setup algorithm to generate the public parame-
ters PP and a master key MSK as the following:

Setup(1n,Σ) The setup algorithm selects random
group elements g, g0, z, h0 ∈ Gp1 and randomly
chooses an exponents α, k, a, b, αEnd, αStart ∈ Z∗N .
Then set HStart = gαStart , HEnd = gαEnd and
Hk = gk. In addition, ∀σ ∈ Σ it chooses random
ασ ∈ Z∗N and set Hσ = gασ . After that it choose
a one-time symmetric encryption scheme Sym =

(sym.Enc, sym.Dec), a one-time signature scheme
Ots and two target collision resistant (TCR) hash
functions namely H1 and H2, where H1 : GT −→ Z∗N
and H2 : GT −→ {0, 1}poly(n). Finally, the pub-
lic authority publishes the public parameters PP =
{e(g, g)α, g, gab, g0, z, h0, HStart, HEnd, Hk,∀σ∈ΣHσ,
Sym,Ots,H1, H2} along with the description of the
group G and the alphabet Σ, while the MSK =
(g−α, X3) is kept secretly by the public authority.
Here, X3 is a generator of Gp3 .

Key generation. The public authority runs the
k.Gen(MSK,M = (Q, τ, q0, F )), the key gen-
eration algorithm takes the master key MSK
and a DFA description M as input. It outputs
a private key SKM , where Q is a set of states
q0, ..., q|Q|−1, τ is a set of transitions, for each
transition t ∈ T is a triple (x, y, σ) ∈ Q × Q × Σ.
q0 ∈ Q is a start state and F ⊆ Q is a set
of accept states. The algorithm chooses ran-
dom group elements D0, D1, ..., D|Q|−1 ∈ Gp1 ,
where Di is associated with state qi, for each
transition t ∈ T it randomly selects rt ∈ Z∗N ,
for all qx ∈ F it randomly selects rEndx ∈ Z∗N ,
and selects u ∈ Z∗N . It also randomly selects
RStart1 , RStart2 , RStart3 , Rt,1, Rt,2, Rt,3, REndx,1 ,
REndx,2 ∈ Gp3 , it also selects randoms ε,Ω ∈ GT
and random rStart ∈ Z∗N . The algorithm computes
the private key as follows.

Firstly it computes:

KStart1 = D0 · (HStart)
rStart ·RStart1 ,

KStart2 = grStart ·RStart2 ,
KStart3 = gu ·RStart3 .

Secondly, for each transition t = (x, y, σ) ∈ τ it com-
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putes:
Kt,1 = D−1

x · zrt ·Rt,1,
Kt,2 = grt ·Rt,2,
Kt,3 = Dy · (Hσ)rt ·Rt,3

Thirdly, for all qx ∈ F the algorithm sets:

KEndx,1 = g−α ·Dx · (HEnd · gab)rEndx · gku ·REndx,1 ,
KEndx,2 = grEndx ·REndx,2 .

Finally, the key public authority generates
the SKM and sends it to the authorized
user in secure channel. SKM is denoted as:
SKM = (M, ε,Ω, DK), where DK = (DK1 =

KStart1
H1(ε), DK2 = KStart2

H1(ε), DK3 =

KStart3
H1(ε),∀t ∈ τ(DKt,1 = Kt,1

H1(ε), DKt,2 =

Kt,2
H1(ε), DKt,3 = Kt,3

H1(ε)),∀qx ∈ F (DKEndx,1 =

KEndx,1
H1(ε), DKEndx,2 = KEndx,2

H1(ε))).

The public authority also runs the re-encryption al-
gorithm ReKeyGen(SKM , w) to generate the re-
encryption key RkM→w for authorized user and sends
it to the key server in secure channel as follows:

Firstly, the public authority selects random βr ∈ Z∗N
for all qx ∈ F . Then computes Rk1 = K

H1(Ω)
start1 ,

Rk2 = K
H1(Ω)
start2 , Rk3 = K

H1(Ω)
start3 , for all t ∈ τ(RKt,1 =

K
H1(Ω)
t,1 , RKt,2 = K

H1(Ω)
t,2 , RKt,3 = K

H1(Ω)
t,3 ), for all

qx ∈ F (RkEndx,1 = K
H1(Ω)
Endx,1

· Hβr
End, RkEndx,2 =

K
H1(Ω)
Endx,2

· gβr ).

Finally, the RkM→w = (M,Rk1, Rk2, Rk3,∀t ∈
τ(RKt,1, RKt,2, RKt,3), ∀ qx ∈ F (RkEndx,1 ,
RkEndx,2)).

3.4.2 Content Packaging and Encryption

The content provider process in this phase are represented
as follows:

• Firstly, the content provider computes CEK such
as CEK = CMK + AK. Then using symmetric
encryption algorithm encrypts the content such as
CT = Esym(C,CEK).

• Secondly, the content provider encrypts the CMK
using sym.Enc encryption algorithm and ob-
tains the CMKM as follows: CMKM =
sym.Enc(H2(CID), CMK), where the CID is the
content identity. Then outsources the DCF to the
CSP.

• Finally, the content provider encrypts the AK using
DFA.E(PP,w,AK) encryption algorithm and ob-
tains the AKCP as follows:

The content provider randomly selects λ0, λ1, ..., λl ∈
Z∗N , run (ssk, svk) ←− KeyGen(1n) and computes
AKCP as

First set: CAK = AK · e(g, g)α·λl , CStart1 = C0,1 =
gλ0 , CStart2 = (HStart)

λ0 , CStart3 = (gsvk0 h0)λ0 , for
i = 1 to l, set: Ci,1 = gλi , Ci,2 = (hwi)

λi · zλi−1,
finally, set:
CEnd1 = Cl,1 = gλl , CEnd2 = (HEnd · gab)λl ,
CEnd3 = (Hk)λl ,
CEnd4 = Sign(ssk, (w,CAK , CStart1 , CStart2 , CStart3 ,
(C1,1, C1,2), ..., (CEnd1 , Cl,2), CEnd2 , CEnd3)).

The ciphertext AKCP is
AKCP = (svk, w,CAK , CStart1 , CStart2 , CStart3 ,
(C1,1, C1,2), ..., (Cl,1, Cl,2), CEnd2 , CEnd3 , CEnd4).

3.4.3 License Acquisition

Upon receiving the user’s license acquisition re-
quest, the key server computes the re-encrypted
AKCP with RkM→w′ using the re-encryption algorithm
ReEnc(RkM→w′ , AKCP ). The process in this phase rep-
resented as follows:

• The key server checks verify(svk, (w,CAK , CStart1 ,
CStart2 , CStart3 , (C1,1, C1,2), ..., (CEnd1 , Cl,2), CEnd2 ,
CEnd3)) = 1 and e(CStart1 , g

svk
0 h0) = e(g, CStart3),

outputs “True” if valid and “False” otherwise. If the
verification is hold then proceed.

• The string w = (w1, ..., wl) is associated with the
AKCP and the DFA M = (Q, τ, q0, F ) is associated
with the user’s re-encryption key RkM→w′ where
ACCEPT (M,w). There must exist a sequence of l+
1 states µ0, µ1, ..., µl and l transitions t1, ..., tl where
µ0 = q0 and µl ∈ F , we have ti = (µi−1, µi, wi) ∈ τ .
The key server re-encrypts AKCP as follows.

– First computes:

φ0 = e(CStart1 , Rk1) · e(CStart2 , Rk2)−1

= e(g,D0)λ0·H1(Ω).

– For i = 1 to l, computes:

φi = φi−1 · e(C(i−1),1, Rkti,1)

·e(Ci,2, Rkti,2)−1 · e(Ci,1, Rkti,3)

= e(g,Dµi)
λi·H1(Ω).

whenever M accepts w, we have that µl = qx
for some qx ∈ F and φl = e(g,Dx)λl·H1(Ω).

– Then sets:

φEnd = φl · e(CEndx,1 , RkEndx,1)−1

·e(CEndx,2 , RkEndx,2) · e(CEndx,3 , Rk3)

= e(g, g)α·λl·H1(Ω).

– The key server selects random γ ∈ GT and
sets π1 = sym.Enc(H2(γ), A) and π2 =
DFA.E(PP,w

′
, γ), where A = (AKCP ‖

φEnd). Finally, the key server sends AKR
CP =

(π1, π2) to the license server.
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3.4.4 Content Consumption

The user recovers the CMK from the ciphertext CMKM

as follows:

CMK = sym.Dec(H2(CID), CMKM ) (1)

The user whose the DFA associated with the his/her se-
cret key accepts the string w will recover the AK as fol-
lows:

• Firstly, computes γ as follows: The user sends his
partial decryption key DK to the cloud service
provider for partial decryption, the cloud service
provider works the following:

If verify(svk, (w,CAK , CStart1 , CStart2 , CStart3 ,
(C1,1, C1,2), · · · , (CEnd1 , Cl,2), CEnd2 , CEnd3)) =
1 and e(CStart1 , g

svk
0 h0) = e(g, CStart3), outputs

“True” if valid and “False” otherwise. If the veri-
fication hold, proceed.

Then cloud service provider computes AKCP

′
as fol-

lows:

– θ0 = e(CStart1 , DK1) · e(CStart2 , DK2)−1 =
e(g,D0)λ0·H1(ε).

– For i = 1 to l, compute:

θi = θi−1 · e(C(i−1),1, DKti,1)

·e(Ci,2, DKti,2)−1 · e(Ci,1, DKti,3)

= e(g,Dµi)
λi·H1(ε),

whenever M accepts w, we have that µl = qx
for some qx ∈ F and θl = e(g,Dx)λl·H1(ε).

– Finally compute:

θEnd = θl · e(CEndx,1 , DKEndx,1)−1

·e(CEndx,2 , DKEndx,2)

·e(CEndx,3 , DK3)

= e(g, g)α·λl·H1(ε)

and sends the message AKCP

′
= θEnd to the

user within his licence. The user then can re-
trieve γ as follows:

γ = Cγ/{AKCP

′
}H1(ε)−1

We note that Cγ = γ · e(g, g)α·λl , since it en-
crypted using the DFA.E(PP,w,m) encryp-
tion algorithm.

• Secondly, the user computes A as follows:

A←− sem.Dec(H2(γ), π1)

Where A = (AKCP ‖ φEnd).

• Thirdly, computes Key as follows:

Key = φ
H1(Ω)−1

End

• Finally, outputs the AK as follows:

AK = CAK/Key

Then if the user’s UR are effective, the user can com-
putes the CEK such as:

CEK = CMK +AK

Finally the user decrypts the encrypted content and plays
the content according to the RE in the license.

C = D(CEK,CT )

4 Analysis

4.1 Correctness

The correctness of our scheme is extremely straightfor-
ward. After downloading the DFC header from the con-
tent service provider, the user extracts the CMKM from
the DFC header. The CMKM is a ciphertext of using a
sym.Enc encryption algorithm. So, the user recovers the
CMK from the ciphertext CMKM as follows:

CMK = sym.Dec(H2(CID), CMKM )

In the license acquisition phase, the key server re-
encrypts the AKCP to the AKR

CP without disclosing the
AK. Moreover, AKCP is converted to a re-encrypted
ciphertext AKR

CP under w. Thus, if the user has been
granted the right DFA, the user should own the corre-
sponding secret key for decryption (SKM ). Hence, only
the user can recover the plain text of AK with the private
key SKM as follows:

AK = CAK/Key

= AK · e(g, g)α·λl/φ
H1(Ω)−1

End

= AK · e(g, g)α·λl/{e(g, g)α·λl·H1(Ω)}H1(Ω)−1

= AK

Therefore, with the possibility of recovering the CMK
and AK, the user can surely decrypt the content.

4.2 Security

Our proposed scheme relies on K. Liang et al.’s
scheme [26]. It has been proven to be secure in the
standard model, and it seems suitable for DRM system.
Therefore, we focus on the following theorems.

Theorem 1. It is only feasible for an authorized user to
access the contents.

Proof. As we presented, the user who has a matching of
the DFA and effective usage rights only can decrypt the
content. Hence, our scheme provides access of contents
only for authorized users. The proposed scheme ensures
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Table 2: Efficiency comparison

Scheme Fine-grained
access control

Revocation
scheme

Privacy pre-
serving

Access policy
size input

Complexity
of content
decryption

ref[23] No No Yes None 8Ta + Tr

ref[17] Yes No N/A Limited Tb + Tdec

ref[4] Yes Yes Yes Limited Tb + Ta + Tdec

ref[5] Yes Yes Yes Limited Tb+Tdec+2Texp

our scheme Yes Yes Yes Unlimited 3Tdec + 2Texp

Table 3: Efficiency comparison against Huang’s scheme

Operations
Pairing Pairing-based

scalar multiplica-
tion

Symmetric decryp-
tion

Exponential opera-
tion

Total run-
ning time
m/s

Number Running
time

Number Running
time

Number Running
time

Number Running
time

Ref. [5] 3 61.2 4 25.52 1 3.04 2 21.28 111.04
Our 0 0 0 0 3 9.12 2 21.28 30.4

confidentiality of the content from the following four as-
pects. Firstly, if the unauthorized user can retrieve the de-
sired value e(g, g)α·λl , which is required for the decryption
into two cases, the DFA revocation and the user revoca-
tion, he also cannot recover the AK. In fact, if the user’s
DFA cannot satisfy the string w of the encrypted content,
the key server will refuse to re-encrypt the assistant key
for the user. On the other hand, when a user is revoked, he
cannot recover AK without the re-encrypt the assistant
key part in the user revocation case. Therefore, unautho-
rized user cannot recover the AK. Secondly, the license
server cannot get the content master key. Thirdly, the key
server cannot get the plain assistant key. Fourthly, the cu-
rious CSP cannot read the contents without the content
encryption key since any of private keys is not given to
the CSP from the content provider in our scheme. On the
other hand, even if CSP colludes with some user trans-

form the ciphertext AKCP to AKCP

′
and obtain AKCP

′

using the user’s partial decryption key DK, he still can-
not recover the AK, because he does not know the secret
values ε and Ω. Therefore, neither a curious CSP nor
unauthorized users or license server in the cloud can read
the contents.

Theorem 2. It is infeasible for an illegal user to get the
license from the malicious employees of license server.

Proof. In the license acquisition phase, license server only
can receive the re-encrypted ciphertext AKR

CP . There-
fore, malicious employees of license server cannot issue
license to illegal user without the full content encryption
key.

Theorem 3. It is infeasible for an attacker to replay li-
cense acquisition request and key acquisition request.

Proof. In our scheme, the service provider sends license
acquisition request LSQ = {CID ‖ UR ‖ T ‖ σLS ‖
AKCP

′
} to the license server. Upon receiving the user’s

license acquisition request, the license server checks the
signature σLS and T. If the adversary E can modify it

to LSQ
′

= {CID ‖ UR ‖ T ′ ‖ σLS ‖ AKCP

′
} and send

LSQ
′

to the license server, the license server concludes
that T

′ 6= T , and rejects the request. Thus, the replaying
license acquisition request is impossible.

In the same way, the license server sends key acquisi-
tion request {CID ‖ T ‖ σKS} to the key server. Upon
receiving the user’s key acquisition request, the key server
checks the signature σKS and T. If the adversary E can
modify it to {CID ‖ T ′ ‖ σKS} and send it to key server,
the key server concludes that T

′ 6= T , and rejects the
request. Hence, the replaying key acquisition request is
infeasible.

Theorem 4. Our key construction mechanism is con-
sidered to be secure due to the collusion-resistant for the
users.

Proof. Using symmetric encryption algorithm, the CMK
is protected and distributed within the encrypted content.
On the other hands, the AK is protected using the DFA-
based FPRE encryption algorithm and then stored in the
key server. The users who fulfill the string w can get the
plain text of the content master key, and then obtain as-
sistant key from key server when they intend to play the
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contents. We showed that the CEK is not available for
more than one user to collude or access. The conspir-
ing users can retrieve the desired values e(g, g)α·λl·H1(ε)

and e(g, g)α·λl·H1(Ω) in order to recover the required value
e(g, g)α·λl for decryption operation. However, the two val-
ues ε and Ω are random and unique exponents for each
user, which renders the combination of information in dif-
ferent users’ secret keys meaningless. Even if the users
obtain the CMK, they cannot compute the CEK, since
the CEK is computed by adding the CMK and AK. In
this sense, such collusion attack can be precluded in our
construction scheme.

4.3 Privacy Preserving

In our scheme, an anonymous user directly communicates
with the cloud service provider and key server, which pre-
vents the other parties from getting any user’s personal
information, for example, which software is bought and
who bought the software. In the key generation phase,
an anonymous user register to the CSP and then get it’s
public/private key issued by key server and secret keys
SKM issued by public authority. In the content decryp-
tion phase, the user acquires AK from the key server with-
out giving out any personal information. As a result, the
user’s privacy is maintained.

4.4 Performance Analysis

For convenience, in this section we define the following
notations: TH (the time complexity of one-way hash func-
tion); Te ( the time complexity of pairing operation); Tr
(the time complexity of proxy re-encryption); Tmul (the
time complexity of pairing-based scalar multiplication);
Texp (the time complexity of exponential operation );
Tb (represents the attribute-based encryption); Tdec (the
time complexity of symmetric decryption); Ta (represents
the asymmetric encryption).

We compare our scheme with existing DRM schemes,
in terms of access control, revocation scheme, the ac-
cess policy size input and privacy preserving. The re-
sults are given in Table 2. It is easy to find that Petrlic
et al.’s scheme [23] has higher computational cost than
our scheme since their scheme uses eight times asymmet-
ric encryption operations at the user side. Whereas, it
does not provide a revocation method. For the other re-
lated attribute-based encryption DRM schemes [4, 5, 17],
the encryption costs are almost the same, which increases
linearly with the number of attributes used in the data
encryption. However, the decryption cost for the user in
our scheme is much less than these schemes, which just in-
cludes two modular exponentiation operations and three
symmetric decryption operations. Therefore, our scheme
has much better efficiency.

In Table 3 the efficiency comparison of our scheme
against Huang et al. [5] scheme which has concrete con-
struction is presented. This comparison is prepared based
on experimental results in [6, 7], for various cryptographic

operations using MIRACLE [18] in PIV 3 GHZ platform
processor with memory 512 MB and the Windows XP
operating system. From these experimental results, the
relative running time of one pairing operation Te is 20.04
m/s, one-way hash function Th is 3.04 m/s, pairing-based
scalar multiplication Tmult is 6.38 m/s and exponential
operation Texp is 10.64 m/s, where the symmetric key en-
cryption and decryption running times are very close to
hash function running time [26, 29]. Hence, we adopted
the same running time of one-way hash function for both
encryption Tenc and decryption Tdec.

Let Nu, Nc and Na denote the number of users, con-
tents, and attributes respectively. In ABE schemes, the
computational cost increases linearly either to Nu ·Na or
Nc · Na, but never linearly to the product of the three
Nu · Nc · Na [2, 3]. In our scheme, the computational
costs in the content consumption phase at the user side
is 3Tdec + 2Texp.

As indicated in Table 3, the computational cost of
Huang et al.’s scheme is increasingly higher. Further-
more, the decryption cost in this scheme increases linearly
with the number of attributes. Moreover, it requires three
times bilinear pairing operation. However, the time con-
sumed in pairing operation is more than other operations
over elliptic curve group. Finally, Figure 3 shows the ef-
ficiency comparison of our scheme versus Huang et al.
based on running time for each operation.

Figure 3: The efficiency comparison against Huang’s
scheme

5 Conclusions

Based on DFA-based FPRE scheme, we proposed a se-
cure, efficient, and fine-grained access control system for
DRM system. Furthermore, we put forward a mechanism
for distributing licenses in a flexible and secure manner.
In our scheme, the user who has a DFA associated with
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his/her secret key accepts the string associated with the
ciphertext and has effective usage rights can quite effi-
ciently access the encrypted content with the help of the
cloud service provider, and the revocation is both flexible
and fine-grained. Moreover, the revocation task can be
made immediately without disclosing the ciphertext. Fi-
nally, comparing with other DRM schemes in cloud com-
puting, it is safe to draw the conclusion that our present
work could be considered a secure and high efficient work
for DRM system.
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