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Abstract

Nowadays, multi-server remote user authentication
schemes have been studied extensively in the literature.
Recently, Chuang and Chen proposed a multi-server
authentication scheme based on trust computing using
smart cards and biometrics. Their scheme is more efficient
and can achieve more security requirements than other
related schemes. However, we found that Chuang and
Chen’s scheme can disclose private information shared
between a legal user and an authorized server to an-
other server. Moreover, loss of smart card attacks can
be amounted and user anonymity cannot be achieved.
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vacy, loss of smart card attack, multi-server

1 Introduction

Along with the rapid development of wireless communi-
cation technologies, more and more people can acquire
different types of Internet service through their mobile de-
vices effortlessly. Therefore, how to verify the validity of
remote login users before they access the services has be-
come a significant security problem in wireless networks.
A remote user authentication scheme based on smart
card [2, 3] and password is the most extensively used
mechanism to solve the aforementioned security problem
due to its simplicity and high efficiency.

Nowadays, the multi-server environment [1, 4, 5] has
attracted increasing popularity such that a user may ac-
quire services provided by multiple servers simultane-
ously. As a result, a practical remote user authentica-
tion scheme must take the multi-server environment into
account to satisfy the requirement of single registration,
that is, any user only needs to register at the registra-
tion center (RC') once without registering to each server.
This can simplify the registration procedure and diminish
computational burden of the RC"s.

However, one of the shortcomings of conventional
multi-server remote user authentication schemes is that
if both the user’s smart card and password are stolen,
authentication schemes may be susceptible to some mali-
cious attacks. To enhance the degree of security, Chuang
and Chen [1] proposed a multi-server authentication
scheme based on trust computing that integrates the
user’s unique biometrics (e.g., fingerprints and irises) with
smart card and password. Their scheme is more efficient
and can achieve more security requirements than other re-
lated schemes. Unfortunately, we found that Chuang and
Chen’s scheme suffered from some security weaknesses.
More specifically, their scheme can disclose private infor-
mation shared between a legal user and an authorized
server to another server. It cannot withstand loss of smart
card attacks and is not able to ensure user anonymity ei-
ther. These security weaknesses will be demonstrated and
analyzed in detail in the following section.
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2 Comment on and

Chen’s Scheme

Chuang

In this section, we first briefly review the multi-server
authentication scheme proposed by Chuang and Chen [1],
and then discuss its security weaknesses.

2.1 Review
Scheme

of Chuang and Chen’s

Chuang and Chen’s scheme [1] contains three types of
entities, i.e., the user, the registration center (RC) and
multiple servers. These entities perform three phases: 1)
the registration phase; 2) the login and authentication
phase; and 3) the password change phase. In the regis-
tration phase, servers and users must register at the RC
respectively. Based on the concept of trust computing, all
authorized servers constitute an alliance and trust each
other. Each authorized server must register at the RC
and share a common secret key PSK with the RC before
providing services to users. Furthermore, Chuang and
Chen’s scheme assumes that the key PSK is impossible
to be compromised and it will be used in the login and
authentication phase later. On the other hand, each user
only needs to register at the RC' once without repeating
registration to each server. After registration, the login
and authentication phase is executed to achieve mutual
authentication between the user and the server. In addi-
tion, users can select and update their passwords easily
without depending on the RC. In the following, we give
the detailed description of the user registration phase and
the login and authentication phase in Chuang and Chen’s
scheme, and the notations used throughout the scheme
are listed in Table 1.

Table 1: Notations list in Chuang and Chen’s scheme

U; The user 7
RC' | The registration center
S; The authorized server j
ID; The identity of user U;
PW,; | The password of user U;
BIO; | The biometrics information of user U;

x A secret value of RC

The identity of authorized server S;
A random number

A collision-free one-way hash function

2.1.1 The User Registration Phase

1) User U; sends ID; and h(PW; & BIO;) to the RC
through a secure channel.

2) The RC computes A; = h(ID; || z), B; = h(A;),
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3) The RC stores the parameters {ID;, B;, C;, D;, h(-)}
on a new smart card and issues the smart card to user
U, over a secure channel.

2.1.2 The Login and Authentication Phase

1) User U; inserts his/her smart card into a card reader
and then inputs his/her ID; and PW; and scans
his/her BIO; at the sensor.

The smart card checks ID; and then examines
whether h(PW,; @ BIO;) ® C; is equal to B; or not.
If the equation holds, the smart card generates a
nonce Ny, and then computes M; = h(B;) ® Ny,

The smart card sends the authentication message
{AID;, My, M, D;} to server S;.

Server S; retrieves A; = D; @ PSK and N; =
My & h?(4;). Then,S; computes and checks h(N ||
AID; || D;)? = Ms. If it holds, the phase con-
tinues; otherwise,S; terminates the phase. Next,
S; generates a nonce Ny and constructs the session
key SK;; = h(Ny | Na). After that, S; computes
Mg == N2 (&) hg(Nl) and M4 = h(SID] || NQ)

Server S; sends the authentication reply message
{SID;, M3, My} to the smart card.

The smart card retrieves Ny = M3z @ h?(N;) and
checks whether h(SID; || N2) is equal to My or not.

If it holds, the smart card can generate the session
key SK” = h(Nl || NQ) and M5 = SKij D h,(Ng)

7) The smart card sends Ms to server Sj.

8) Server S; retrieves h(Ny) = My & SK;; and checks

the validity of this value.

If the authentication is passed, the server and the user
can mutually authenticate each other and establish a
shared session key SK;; for the subsequent secret com-
munication. In Subsections 2.2 - 2.4, we will show the
security weaknesses of this authentication scheme.

2.2 Disclosure of Privacy

In the multi-server environment, a user does not need
to register to each server but only registers to the RC
once [4, 5]. Moreover, Chuang and Chen assumed that
their multi-server authentication scheme are based on
trust computing, which means all authorized servers can
trust and work in close collaboration with each other. Al-
though authorized servers can be considered as an alliance
in Chuang and Chen’s scheme, it does not imply that one
authorized server has the privilege to access the private in-
formation shared between a user and another authorized
server. Unfortunately, we have found that the session
key shared between a legal user and an authorized server
can be disclosed to another authorized server. Under the
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assumption that there are three entities, i.e., user U; and
servers S4 and Sg, and SK; 4 is the session key shared be-
tween U; and S 4, we demonstrate how Sp obtains SK;4
without detection by the following steps.

1) Server Sp registers at the RC and shares a secret key
PSK with the RC.

2) Sp intercepts the messages M{', D#, and M3 that
are transmitted between user U; and server Sz
through the public channel in the authentication.

3) Sp retrieves A = D# @ PSK and then uses M{*
and A2 to compute N{* = M{* @ h?(A#).

4) Sp uses M4' and N{* to obtain N5' = M3*@h?(N{).

5) With N{* and N3 in hand, Sp can immediately ex-
tract the session key SK;4 = h(N{* || N3') shared
between user U; and server Sy4.

2.3 Loss of Smart Card Attack

Here, we explain why Chuang and Chen’s scheme is un-
able to withstand loss of smart card attacks. Assuming
that an attacker Eve has stolen user U;’s smart card, Eve
can extract all the secret information, i.e., ID;, B;, C;,
D;, and h(-) preserved in the smart card and successfully
launches the loss of smart card attack without knowing
U;’s password PW; and biometrics BIO; as follows.

1) Without U;’s correct parameter Ny, Eve must choose
a random number N; and generates M; = h(B;) ®
Ny, AIDf = h(N{) @ ID;, and M5 = h(N{ |
AID? || D;) by himself/herself.

2) Eve impersonates U; to send {AID}, My, Mj, D;}
to server Sj.

3) S; retrieves A; = D; ® PSK and Ni = M} & h*(A;).
Then, S; checks whether h(N7 || AID} || D;) is equal
to M. If it holds, S; continues the procedure.

4) S; generates a nonce N and constructs the session
key SKg; = h(N{ || N2). Afterwards, S; computes
M3; =Ny @ h?(Ny) and My = h(SID;j || Na).

5) S; sends {SID;, M5, M4} to Eve.

6) Eve retrieves No = M3 @ h?(N7) and checks whether
h(SID; || N3) is equal to My. If it holds, Eve
computes the session key SKg; = h(N{ || N2) and
M: = SKEj 5> h(NQ).

7) Eve sends Mg to S;.

8) S; retrieves h(N2) = Mg @ SKg; and checks the
validity of this value.

Based on the above analysis, it indicates that when the
smart card is stolen, the server can be convinced that at-
tacker Eve is a legal user and they will establish a common
session key. Therefore, loss of smart card attacks can be
amounted in Chuang and Chen’s scheme.
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2.4 User Anonymity

Chuang and Chen claimed that their scheme can ensure
the user anonymity such that an attacker has no way to
obtain the original identity of a user. This is because the
user’s identity is concealed in AID; as AID; = h(Ny) &
ID; and the random number N7 selected by user U; is
not revealed. However, the following scenario shows that
attacker Eve can determine the original identity of a user.

1) Attacker Eve intercepts the messages AID;, My, and
D;.

2) Since My = h(N; || AID; || D;), Eve can easily find
out the correct value of Ny via Ms, AID;, and D; by
launching an off-line guessing attack.

3) Eve computes ID; = AID; & h(Ny).

Therefore, we can conclude that Chuang and Chen’s
scheme cannot achieve user anonymity.

2.5 Conclusions

In this paper, we pointed out the security weaknesses
in the multi-server authentication scheme based on trust
computing proposed by Chuang and Chen. Although
their scheme combines the user’s biometrics with smart
card and password to enhance the security, it still suffers
from three security problems, i.e., 1) the disclosure of the
session key shared between a legal user and an authorized
server; 2) it cannot withstand loss of smart card attacks;
and 3) it cannot guarantee user anonymity.
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