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Abstract

Since 2002, several identity based signcryption schemes
have been proposed. The purpose of designing a signcryp-
tion scheme is to perform signature and encryption both
in one step but at lesser cost than performing signature
and then encryption separately. In this paper, we present
a literature survey on signcryption schemes for identity
based setup. Our primary focus is on the schemes recently
developed in standard model as the schemes in random
oracle model are not actually practical. We present de-
tailed comparison among the schemes based on computa-
tion cost, security features and suggest some final recom-
mendation based on some future perspectives.
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1 Introduction

The field of cryptography deals with providing various as-
pects of security for computer based communication [37].
For network based communications, confidentiality and
authentication are the two most essential security fea-
tures, which must be addressed. Confidentiality of mes-
sage communicated between two or more users can be
achieved through encryption. The properties of authenti-
cation (to confirm/verify the sender’s identity), integrity
(the message should not get altered before reaching the
receiver) and non-repudiation (the sender can not deny
the authorship of the message after the completion of the
communication) are achieved by signatures.

The concept of identity based cryptography was first
introduced by Shamir [33] in 1984. In ID based encryp-
tion/signature schemes, the identity of the user is used as
the public key, or some well-known algorithms (or hash
functions) are used to derive the same. Such an identity
can be the email address, social security number or some
string that can help to identify the user unambiguously.
This alleviates the certificate management issue as the

public key is implicitly authenticated. Although, the ne-
cessity of PKI (Public Key Infrastructure) is removed but
this does require a PKG (Private Key Generator), which
acts as a trusted authority to generate the private keys
for the user with respect to their identity as and when
requested by the user.

The implementation of ID Based Signature scheme
(IBS) were presented by [13, 16] but, until 2001 the practi-
cal implementation of IBE (ID Based Encryption) was an
open problem. Boneh and Franklin [7] presented the first
practical IBE using bilinear pairing over elliptic curves.

Many other IBE schemes [6, 31, 34, 39] were proposed
thereafter. In ID based encryption/signature schemes,
some other security properties are also introduced such as
public verifiability, forward secrecy etc. We will discuss
about these terms in the later sections of this paper.

In 1997, Zheng [41] coined a term signcryption, which
he derived by combining the words signature and encryp-
tion. The idea was to achieve signature and encryption
both in a single logical step (in a single algorithm), which
will cost less than the combined cost of performing sig-
nature and then encryption with the help of two separate
algorithms. Zheng also presented a signcryption scheme
based on Discrete Logarithm Problem (DLP).

Later, Baek et al. [9] presented the security proof for
Zheng’s scheme by introducing a security model. In 2002,

Malone-Lee [28] proposed the first identity based sign-
cryption scheme including its security model. Later on,
many signcryption schemes [4, 8, 11, 12, 27, 29] were pre-
sented. Most of these schemes were proven secure in the
random oracle model by Bellare and Rogaway [5]. Al-
though, the schemes provably secure in the random oracle
model are quite efficient but the flaw in this model were
pointed out in [2, 3, 10, 15]. Yu et al. [40] proposed the
first identity based signcryption scheme without random
oracle. Their scheme is based on Water’s scheme [39].
Thereafter, several signcryption schemes were proposed
in standard model. A survey of identity based signcryp-
tion was carried out by Li and Khan [22] by analysing
ten signcryption schemes and their security parameters.



International Journal of Network Security, Vol.18, No.5, PP.969-977, Sept. 2016 970

Since, the paper did not discuss much about the compar-
ison among the signcryption schemes in standard model
(only two schemes) as very few paper were published till
that time. In this paper, we present a detailed analysis
of the signcryption schemes and compare their efficiency
and security properties.

The rest of the article is organized as follows. Sec-
tion 2 contains preliminaries about the bilinear pairings.
In Section 2.3, we give a general setup for signcryption
scheme. In Section 3 we describe several security mod-
els. In Section 4 we give detailed analysis of the various
signcryption schemes both in random oracle model and in
standard model with help of the tables and in Section 5
we conclude our paper with some suggestions for future
work.

2 Preliminaries

This section describes bilinear pairings and computational
hardness problems, which are taken into consideration for
the designing of an ID based signcryption schemes.

2.1 Bilinear Pairings

Let G1 be an additive group and GT be a multiplicative
group of prime order p. Then, bilinear pairing is a map
ê : G1×G1 → GT , which satisfies the following conditions:

• Bilinearity : For all X,Y, Z ∈ G1, ê(X + Y,Z) =
ê(X,Z) · ê(Y,Z) and ê(X,Y +Z) = ê(X,Y ) · ê(X,Z);

• Non-degeneracy : ê(X,X) 6= 1;

• Computability : ∀X,Y ∈ G1, there is an efficient al-
gorithm to compute ê(X,Y ).

Many pairing based cryptographic schemes use the bi-
linear pairing and depend on the intractability of some
known problem like BDHP (Bilinear Diffie-hellman Prob-
lem), DBDHP (Decisional Bilinear Diffie-hellman Prob-
lem), CBDHP (Computational Bilinear Diffie-hellman
Problem), etc.

2.2 Computational Hardness Problems

This section provides the computational hardness prob-
lems, which are used as a base to the security protocols.

Definition 1. Computational Diffie-Hellman Problem
(CDHP): Given a generator P of G and aP , bP for un-
known a, b ∈R Z∗n, the task of CDHP is to compute abP .

Definition 2. Decisional Diffie-Hellman Problem
(DDHP): Given a generator P of G and aP , bP , cP for
unknown a, b, c ∈R Z∗n the task of DDHP is to decide
whether the equation abP = cP holds.

Definition 3. Gap Diffie-Hellman Problem (GDHP):
Given a generator P of G and aP , bP for unknown
a, b ∈R Z∗n and an oracle DDHP (aP, bP, cP ), which re-
turns 1 if and only if abP = cP , the task of GDHP is

to compute abP . The Gap Diffie-Hellman Assumption
(GDHA) states that the probability of any polynomial-time
algorithm solving the GDHP is negligible.

2.3 General Setup

Lee [28] proposed the first IDSC (Identity Based Sign-
cryption Scheme). We derive our general setup for IDSC
from that scheme. The general setup for signcryption is
explained in Table 1 and the process of secure exchange
of message between the sender and receiver with the help
of PKG is diagrammatically presented in Figure 1.

3 Security Models

Although, confidentiality and unforgeability are the
two primary security requirements for any signcryption
schemes but there are some special security properties
like forward secrecy and public verifiability that have be-
come essential for IDSC. In addition to this, Boyen [8]
and Chow et al. [12] have defined few more security fea-
tures like ciphertext unlinkability, ciphertext authentica-
tion, ciphertext anonymity and public ciphertext verifi-
ability (see Figure 2). A single signcryption algorithm
may not be able to ensure all these additional security
features, as we will see that some of them contradict with
each other. But, having some of these specialized security
parameters might be very effective for security in a par-
ticular domain. We will discuss these security parameters
in view of identity based signcryption setup. In the rest
of this section we will give generalized definition of all
the security parameters that we have mentioned above.
Since every author defines his own security model based
on which he gives his security results, our purpose is to
give our readers a general idea about these security mod-
els.

3.1 Confidentiality

Confidentiality ensures that any third party (except the
sender and receiver) will not be able to access or derive
any information about the message being communicated.
An et al. [1] suggested the notion of insider security and
outsider security models. In the outsider security model,
the adversary only has access to his own private key and
he can signcrypt the message using the public keys of
other users i.e. the adversary is having capability just
like a user. Since, this is very weak assumption about an
adversary so, we will neglect this case in the rest of our
paper. In the insider security model, an adversary is given
the power to perform adaptive chosen ciphertext attack
also known as CCA2. It gives an access to adversary to
unsigncrypt oracle, so that, he can unsigncrypt any ci-
phertext of his own choice (of course except the challenge
ciphertext, otherwise life would be so easy for him, right!).
In the rest of our paper we will only consider the insider
security model.
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Table 1: General setup for signcryption

Step Action Performed
Setup • For a given input 1k, the PKG generates system parameters using some algorithm, where k is

some security parameter
• It also generates master public key mstp and master private key msts. It keeps the master

private key secret to himself
Extract • For a given input (identity of the user), the PKG uses Extract algorithm to generate the private

key and gives it to the user
• The Extract algorithm will make use of the master private key msts for this purpose e.g. if

user A with identity IDA requests for a private key then, the private key SIDA
= Extract(IDA)

Signcrypt • If IDA wants to send a message m to IDB , then the Signcrypt algorithm takes as input the
message m, the private key of the sender IDA and the identity of the receiver IDB . The output
ciphertext σ = Signcrypt(m,SIDA

, SIDB
)

Unsigncrypt • This algorithm takes the ciphertext σ as input, the identity of the sender IDA and the private
key of the receiver SIDB

and returns a message m or symbol ⊥ if the ciphertext is invalid one
• Consistency check: If σ = Signcrypt(m,SIDA

, IDB), then m = Unsigncrypt(σ, SIDB
, IDA)

Figure 1: ID based signcryption

The following game is played between the challenger C
and an adversary A.

1) C runs the setup algorithm with security parameter k
and gives the system parameters to the Probabilistic
Polynomial Time (PPT) adversary A.

2) Phase 1: A makes a polynomially bounded number
of queries adaptively. By the term “Adaptively”, we
mean that every request can depend on the response
to the previous query.

a. Key Extraction: A gives an identity IDA and
C computes SIDA

= Extract(IDA) and gives
SIDA

to A.

b. Signcryption Queries: A requests the challenger
C to produce a signcryption on the message
m by the sender IDA to the receiver IDB .
Challenger responds with private key SIDA

and
σ = Signcrypt(m,SIDA

, IDB).

c. Unsigncrypt Queries: A requests to unsigncrypt
a ciphertext σ with sender’s identity IDA and

the receiver’s identity IDB to the challenger C.
The challenger responds with results as follows:

i. The private key of IDB . SIDB
=

Extract(IDB).

ii. UnSigncrypt(σ, SIDB
, IDA), the result can

be the symbol⊥ in case of invalid ciphertext
as input.

3) The adversary can make as many queries as he wants
in the Phase 1, with restriction that he can’t ask for
the private key of the receiver of the actual ciphertext
on which he is being challenged.

a. The adversary chooses two plaintexts m0, m1

and the sender’s identity IDS and the receiver’s
identity IDR on which he wants to be chal-
lenged. Remember that he can’t make extrac-
tion query on IDR in Phase 1.

b. The challenger takes a random bit b ∈ {0, 1}
and computes σ∗ = Signcrypt(mb, SIDS

, IDR)
and gives σ∗ to A.
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Figure 2: Security models

4) Phase 2: A can perform a polynomially bounded
number of queries adaptively, similar to Phase 1 but
with restriction that he can’t make key extraction
query on IDR or IDS . Also, he can’t make an un-
signcrypt query on σ∗. A produces a bit b′ and wins
the game if b′ = b. The advantage of A is defined as
Adv(A) = |Probability(b′ = b)− 1

2 |.

Definition 4. An ID based signcryption scheme IDSC is
IND-CCA2 (Indistinguisability against adaptively Chosen
Ciphertext Attack) secure if a PPT adversary A doesn’t
have non-negligible advantage in the above game.

3.2 Unforgeability

This property ensures that the adversary can’t produce
the similar signature as of the challenger on a given mes-
sage. For IDSC we consider the following game played be-
tween the challenger C and the adversary A. The Steps 1
to 4 of previous section will be again repeated for this
game. So, we will directly discuss the 5th step. A gener-
ates a new triple (σ∗, ID′S , ID

′
R) i.e. a triple, which was

not generated by the signcryption oracle. The adversary
A was not allowed to make request for the private key of
ID′S during the Phase 1 of the game. At the same time
the adversary is allowed to request for the private key of
the receiver, this will prevent a dishonest receiver to make
forgery of the sender.
A wins the game if UnSigncrypt(σ∗, SID′

R
, ID′S) 6= ⊥.

Definition 5. An IDSC scheme is EU-CMA (Existential
Unforgeability against Chosen Message Attack) secure if
for all PPT adversaries, the advantage of A in the above
game i.e. Adv(A) = Probability of success in above game
is negligible.

3.3 Ciphertext Unlinkability

This property gives the sender of a message the power
to deny having sent a message to the receiver even if
that message might contain the signature of the sender
only. It means that although the message is signed by the
sender only but whether the ciphertext was sent by the

sender or not can’t be verified by anyone. Such property
may be very helpful in certain situations such as security
agents communicating with their base station from and
some other cases as mentioned by Boyen [8].

3.4 Ciphertext Authentication

This property is kind of an exception case of Ciphertext
Unlinkability. The receiver can authenticate that the ci-
phertext indeed came from the sender who has signed the
message that it contains but he can’t prove it to anyone.
The detailed description is given by Boyen [8].

3.5 Ciphertext Anonymity

This property makes the ciphertext anonymous i.e. ex-
cept the receiver no one should be able to know about
the author or recipients of the message.

3.6 Forward Secrecy

Forward secrecy means that even if a private key of the
sender gets compromised, still it will not be possible
for someone to unsigncrypt the messages that were sign-
crypted previously by the user [12]. In the insider security
model, forward secrecy is naturally achieved because if a
scheme is CCA2 secure then it will also provide forward
secrecy.

3.7 Public Verifiability

This property states that if a ciphertext is provided by
the receiver and also the corresponding message and some
other information to a trusted third party, the third party
should be able to verify that the ciphertext is valid signa-
ture on the message by the sender even if the private key
of the sender is not available.

3.8 Public Ciphertext Authenticity

This notion was presented by Chow et al. [12]. This prop-
erty makes it possible for any third party to verify the ci-
phertext’s origin and also to check its validity. The third
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party is not allowed to get any information from the re-
ceiver. This property directly contradicts with the cipher-
text authenticity definition above, so it is not possible to
achieve both of them simultaneously in one scheme.

4 Analysis of Identity Based Sign-
cryption Schemes

We divide our discussion in two parts. First we will dis-
cuss about the schemes that are proposed under random
oracle model and then about the schemes proposed in
standard model.

4.1 Identity Based Signcryption Schemes
in Random Oracle Model

After the practical implementation of ID based encryp-
tion by Boneh and Franklin [7], Malone-Lee [28] pro-
posed the first ID based signcryption scheme. He also
presented a security model to prove its security. But, Lib-
ert and Quisquater [27] pointed out that since the signa-
ture on the plaintext is visible in the ciphertext, therefore
the scheme can not ensure confidentiality of the message.
They proposed three new schemes, the first one alleviated
the semantic security issue, in the second scheme they
modified the previous scheme to produce shorter cipher-
text and in the last scheme they added the forward se-
crecy property but by doing this the scheme lost the pub-
lic verifiability property. They further proposed an open
problem to construct a signcryption scheme that provides
both forward secrecy and public verifiability. In 2004,
this problem was solved by Chow et al. [12]. They not
only designed a new scheme that provides both forward
secrecy and public verifiability but also added a new se-
curity property called public ciphertext authenticity. In
the same year McCullagh and Barreto [29] also presented
a new scheme to address the same issue.

In 2003, Boyen [8] introduced some specialized security
parameters, such as, ciphertext unlinkability, ciphertext
authentication, ciphertext anonymity and presented a
scheme to achieve a two layer sign and then encrypt com-
bination. This scheme facilitates multi-recipient signcryp-
tion i.e. encrypting the same message with a shared sig-
nature and also single bulk message encryption. In 2005,
Chen and Malone-Lee [11] improved Boyen’s [8] scheme
and made it more efficient. Barreto et al. [4] improved
it further to achieve the most efficient ID based signcryp-
tion scheme. In 2007, Li et al. [21] presented an effi-
cient signcryption scheme with the property of ciphertext
anonymity.

Since, security proof in random oracle models are not
applicable in real time situations [2, 3, 10, 15], therefore it
is important to design schemes that are secure in standard
model. In the next section we discuss about such schemes.

4.2 Identity Based Signcryption Schemes
in Standard Model

In 2009, Yu et al. [40] proposed the first ID based sign-
cryption scheme in the standard model. They combined
the ideas from Waters [39] and Paterson and Schuldt’s [32]
to design their new scheme. This scheme was proved in-
secure by Bo Zhang [42], Zhengping et al. [17], Wang
and Qian [38] and Zhang et al. [43]. This scheme is
vulnerable to IND-CCA2 attack and the SUF-CMA at-
tack and therefore this scheme is neither semantically se-
cure nor unforgeable. The improved scheme proposed by
Zhengping et al. [17] was also cryptanalysed by Li et
al. [14]. In 2010, Zhang [42] proposed a scheme, which was
later proved IND-CCA2 insecure by Li and Takagi [24],
thus attacking the semantic security of this scheme but
it still provides unforgeability. Li and Takagi [24] im-
proved Zhang’s [42] scheme and proposed a new scheme,
which was proven both IND-CCA2 and EUF-CMA inse-
cure by Selvi et al. [35]. Further improvement given by
Li et al. [25] was also proven insecure by Selvi et al. [35].
In 2011, another scheme was proposed by Li et al. [23] in
which they achieved both confidentiality and unforgeabil-
ity at less computational cost in comparison to previous
schemes. But flaws in their proof for security against IND-
CCA2 attack were pointed out by Selvi et al. [35]. Selvi
et al. [35] presented a signcryption scheme by direct com-
bination of IBE and IBS. They took the IBS in standard
model proposed by Paterson and Schuldt [32] and IBE in
standard model proposed by Kiltz and Vahlis [18]. They
followed sign and then encrypt method as this is the only
combination that is both IND-CCA2 and EUF-CMA se-
cure. Although this scheme is secure but it does suffer
from inefficiency.

In 2012, Li et al. [26] presented a fully secure ID based
signcryption scheme, which is having shorter ciphertext
than the previous schemes. They also compared the ef-
ficiency of their scheme with previous schemes and pre-
sented an analysis based on that. Such a scheme may be
preferable in real time applications. But later, Ming and
Wang [30] proved that their scheme is not semantically
secure against chosen-message attacks and it is also not
existentially unforgeable against chosen-message attacks.
Lee et al. [20] presented a signcryption scheme that pro-
duced even shorter ciphertext in size compared to Li et
al.’s scheme. Kushwah and Lal [19] present two ID based
signcryption schemes, the first one provides the semantic
security and unforgeability and the second scheme pro-
vides public ciphertext authentication. In 2012, Selvi et
al. [36] proposed the most secure ID based signcryption
scheme in standard model. Their security model fulfills
the strongest notion for security in identity based sign-
cryption schemes. Their scheme provides public cipher-
text authenticity. But this increased the computational
cost for the scheme. So, we can see that there is trade-off
between the tightness of security and the efficiency of any
signcryption scheme.

The computational costs of all the signcryption
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schemes that have been discussed are tabulated in Ta-
ble 2. In Table 2, in the pairing (Pair) column we have
considered the total number of pairings required to ei-
ther signcrypt or unsigncrypt. Multiplications (Mul), Ex-
ponentiations (Exp), Inverse (Inv), Addition/Subtraction
(Add/Sub) are all performed in group (either in G1 or in
GT ). All these constitute to the cost of computation of a
signcryption scheme. In the Hash column, only the num-
ber of hashing performed is listed and the type of hash
function depends on the choice of the designer. IDL de-
notes the bit length of all the identities and ML denotes
the bit length of the message. In a row, for example in the
first row, the upper row describes the computational cost
for signcryption and the lower row describes the cost in
unsigncryption. ROM refers to ”Random Oracle Model”
and SM to ”Standard Model”.

The security analysis is presented in Table 3. The
Cryptanalysis (C.A.) column describes by which author
the cryptanalysis was done and the Attack (Att.) col-
umn describes which type of attack was made. The se-
curity parameters considered are Confidentiality (Con),
Unforgeability (Unf), Public Verifiability (PuV), Forward
Secrecy (FoS), Ciphertext Unlinkability (CiU), Cipher-
text Anonymity (CiA), Ciphertext Authenticity (CiAu),
Public Ciphertext Authenticity (PuCA).

5 Conclusion

Identity based signcryption has become a very important
area of research as it performs both encryption and sig-
nature in one logic step and at lesser cost than direct
combination of signature and encryption. By this survey
we draw following conclusions:

1) Since random oracle models are not feasible to im-
plement in real time applications, so schemes in stan-
dard model with tighter security and more efficiency,
need to be designed.

2) The cost efficiency of signcryption can be very useful
in areas such as wireless sensor networks, mobile ad
hoc networks. Further new areas of implementation
of ID based signcryption need to be explored.

3) The security of the latest IDSC schemes also has to
be analysed. Since, most of the previous schemes
in standard model has been cryptanalysed so it is
important to thoroughly analyze the latest schemes
before implementing them for practical purpose.
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Table 2: Computational cost comparison

IDSC Pair Exp Mul Hash Inv Add/Sub Model
Malone-Lee [28] 1 0 3 3 0 1 ROM

4 1 0 2 0 0
Libert and Quisquater* [27] 2 2 2 3 0 1 ROM

4 2 2 3 0 0
Libert and Quisquater* [27] 2 2 2 4 0 1 ROM

4 2 2 4 1 0
Libert and Quisquater* [27] 1 1 3 3 0 1 ROM

2 0 2 3 0 0
Boyen [8] 1 4 3 6 0 0 ROM

4 2 1 7 0 0
Chow et al.* [12] 2 0 2 2 0 0 ROM

4 0 3 2 0 0
Chen and Malone-Lee [11] 1 0 3 4 0 0 ROM

3 0 1 4 0 0
Barreto et al. [4] 0 1 3 3 0 1 ROM

2 1 2 3 1 1
McCullagh et al. [29] 0 1 2 2 0 0 ROM

2 1 1 2 0 0
McCullagh et al. [29] 0 1 3 2 0 0 ROM

2 0 1 2 0 1
Li et al. [21] 0 0 3 2 0 0 ROM

4 0 1 2 0 0
Yu et al.[40] 1 4 IDL +ML + 2 1 0 0 SM

6 0 IDL +ML + 4 1 1 0
Zhengping et al. [17] 1 4 IDL +ML + 2 1 0 0 SM

6 0 IDL +ML + 4 1 1 0
Zhang [42] 1 6 IDL +ML + 3 2 0 0 SM

6 2 IDL +ML + 5 2 2 0
Li and Takagi [24] 1 6 2IDL +ML + 3 2 0 0 SM

6 2 IDL +ML + 5 2 1 0
Li et al.* [25] 0 6 IDL +ML + 1 1 0 0 SM

5 0 IDL +ML + 3 0 1 0
Li et al. [26] 1 4 IDL +ML + 2 1 0 0 SM

6 0 IDL +ML + 4 1 1 0
Selvi et al. [36] 1 5 IDL +ML + 3 4 0 0 SM

6 2 IDL +ML + 5 4 1 0
Selvi et al.* [35] 1 8 IDL +ML + 3 2 0 0 SM

6 3 IDL +ML + 5 1 0 0
Li et al.* [23] 0 5 IDL +ML + 3 2 0 0 SM

5 2 IDL +ML + 6 2 1 0
Lee et al. [20] 0 7 IDL +ML + 3 4 0 0 SM

4 2 IDL +ML + 5 3 1 0
Kushwah and Lal [19] 1 4 2IDL +ML + 1 3 0 0 SM

6 0 IDL +ML + 3 2 2 0
Kushwah and Lal [19] 1 4 IDL +ML + 2 2 0 0 SM

6 0 IDL +ML + 4 2 1 0
* This scheme also uses a symmetric cipher.
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Table 3: Security analysis

IDSC Con Unf PuV Fos CiU CiAn CiAu PuCA C.A. Att.
Malone-Lee [28] N Y Y Y N N N N [27]! 1
Libert and Quisquater* [27] Y Y Y N N N N N
Libert and Quisquater* [27] Y Y Y N N N N N
Libert and Quisquater* [27] Y Y N Y N N N N
Boyen [8] Y Y Y Y Y Y Y N
Chow et al.* [12] Y Y Y Y N N N Y
Chen and Malone-Lee [11] Y Y Y Y Y Y Y N
Barreto et al. [4] Y Y Y Y N N N N
McCullagh et al. [29] Y Y N Y N N N N
McCullagh et al. [29] Y Y Y Y N N N N
Li et al. [21] Y Y Y Y N Y N N
Yu et al.[40] N N Y Y N N N N [38, 42, 43, 17] 3, 4
Zhengping et al. [17] N N Y Y N N N N [14] 1, 2
Zhang [42] N Y Y Y N N N N [24] 1
Li and Takagi [24] N N Y Y N N N N [35] 1, 2
Li et al.* [25] N N Y Y N N N N [35] 1, 2
Li et al. [26] Y Y Y Y N N N N [30] 1, 2
Selvi et al. [36] Y Y Y Y N N Y N
Selvi et al.* [35] Y Y Y Y N N N Y
Li et al.* [23] Y# Y Y Y N N N N [35]
Lee et al. [20] Y Y Y Y N N N N
Kushwah and Lal [19] Y Y N Y N N N N
Kushwah and Lal [19] Y Y Y Y N N N Y

! Security weakness in semantic security was pointed out. # Flaw in the security proof as pointed out by [35]. 1→IND-CCA2, 2→EUF-CMA, 3→IND-IDSC-CCA [40], 4→EUF-
IDSC-CMA [40].
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