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Abstract

Wireless mesh networks are multi hop wireless networks
with high performance requirements. To enhance the per-
formance, a large number of routing protocols have been
proposed focussing on various link properties.The met-
rics designed to capture various link properties make an
important assumption that nodes cooperate in network
operations. On the other hand, the nodes are spread over
larger area and maintained by different operators which
lack cooperation leading to selfish and malicious behav-
ior. To address this issue, several works have been carried
out by modelling trust/reputation into a network. In this
paper, we modify an existing trust based secure routing
framework, AODV-REX, tailored to mesh networks, as a
first step. We observe that the existing trust models for
distributed wireless networks are not directly employable
and need to be significantly modified to meet the perfor-
mance requirements of mesh networks. Further, we pro-
pose a trust extension to HWMP (Hybrid Wireless Mesh
Protocol), called HWMP-TX based on a new trust model.
The analysis and simulation results show that HWMP-TX
is resilient to various internal attacks and achieves better
performance.

Keywords: HWDMP, reputation, secure routing, trust,
wireless mesh network

1 Introduction

Wireless Mesh Network (WMN) is a multi-hop wireless
network that inherits self-healing, and self configuring ca-
pabilities from mobile ad hoc network (MANET). Besides
these, the additional features of WMN include static, and
non-power-constrained nature of mesh routers. WMN
also lowers the deployment cost and administrative over-
head by replacing the majority of the wired infrastructure.
These features make them an ideal candidate solution for

providing wireless broadband internet access in an office,
campus or community networks, without requiring every
access point to be physically connected to the Internet [2].
Thus, WMN technology has generated a huge amount of
interest in the industry and academic fields due to its
suitability to various commercial application scenarios.

On the other hand, there are many other issues that
need to be addressed to make WMNs commercially suc-
cessful. Design of an optimal routing protocol is one such
issue that requires immediate attention. As WMNs are
expected to support high performance internet applica-
tions, routing protocol and the employed routing met-
ric plays a dominant role in determining the amount
of throughput achieved. Several routing protocols have
been proposed in conjunction with different routing met-
rics to increase the overall performance of the net-
work [5, 6, 11, 25].

Design of routing metrics for WMN mainly involves
accounting for the physical properties of a wireless link
that usually affect the network performance. It should
also account for the features that indirectly contribute
to the network performance. Properties, mainly, link
variability, varying available bandwidth and flow interfer-
ence (inter and intra) should be considered to maximize
throughput [22]. The design of routing metric that re-
sults in optimal performance assume that all nodes are
honest and well behaved in the route selection process.
This is not a valid assumption in a distributed network
like WMN, where nodes operate in an open wireless en-
vironment. Nodes tend to exhibit selfish and malicious
behavior, and needs to be accounted to enhance perfor-
mance.

Routing misbehavior is one major issue in any dis-
tributed network like WMN. The existence of selfish nodes
is justified due to the presence of nodes from multiple
operators in a commercial WMN. These nodes may in-
tentionally drop the packets, forwarding their own traffic.
Nodes can also be easily compromised by an adversary,
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due to the open environment in which they operate. To
overcome these kinds of routing mis-behavior, variety of
protocols have been proposed particularly by employing
trust or reputation in routing activity [1, 8, 12, 14, 17, 18,
24]. The way these protocols employ trust in the routing
process depends on the network requirements. For ex-
ample, in a MANET, where the focus is on maintaining
end-to-end connectivity, protocols directly employ trust
to select relatively higher trustworthy paths. In a WMN,
trust modeling is more complicated because of their need
to support high performance applications.

Routes established in a WMN should meet the
throughput requirements as well as the trust criterion
of the network. In such a scenario, employing trust as
the sole metric in route selection process may meet trust
requirements, but fail to achieve desired throughput, as
the employed metric ignores wireless link characteristics.
Integrating trust value of a node/link with the under-
lying routing metric is an alternate way of discovering
routes [17, 18]. But, this integration scheme also does
not achieve good results and these two entities (routing
metric and trust) are independent and if integrated fail
to achieve optimal performance in certain cases.

In this paper, we observe that the existing trust models
for distributed wireless networks are not directly employ-
able and need to be significantly modified to meet the per-
formance requirements of mesh networks. As a first step,
we modify an existing trust based routing framework,
AODV-REX, tailored towards mesh network. Further we
propose a trust extension to HWMP, called HWMP-TX
based on a new trust model. It complements the link-
quality-based routing metric in making routing decisions
and achieves better performance over existing approaches
to employ trust. We specifically focus on HWMP along
with airtime link metric, as it is the mandatory routing
protocol to be implemented, according to IEEE 802.11s
draft standard for 802.11 based mesh networks [15]. The
analysis and simulation results show that HWMP-TX is
resilient to various internal attacks and achieves better
performance. The performance of both the models is eval-
uated under various attack scenarios.

The rest of the paper is organized as follows. Related
work is discussed in Section 2. Internal attacks against
HWMP are presented in Section 3. In Section 4, we pro-
pose our modifications to AODV-REX framework that
integrates the reputation metric with high throughput
path selection metric like airtime. Later, in Section 5,
we propose a complete trust model based on an alternate
mechanism to employ trust. Performance evaluation and
security analysis is presented in Section 6. Experimental
results in comparison with existing model are discussed
in Section 7. Discussion of several factors is included in
Section 8. Finally, Section 9 concludes the paper.
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2 Related Work

Lately, a lot of research has been carried out to in-
crease the performance of routing protocols for WMN.The
main design goal of these protocols is throughput maxi-
mization. Numerous link-quality-based routing metrics
have been proposed replacing hop count, to increase the
overall throughput, as it has been shown that the hop
count selects sub-optimal routes [5]. Metrics such as
ATLM (airtime link metric) [16], ETX (expected trans-
mission count) [5], ETT (expected transmission time) [6],
WCETT (weighted cumulative ETT) [6] and mETX
(modified ETX) [25] have been developed replacing hop
count. The main design aim is to enhance performance
and increase throughput. The existing reactive and proac-
tive routing frameworks are modified accordingly to ac-
commodate the designed metrics. For example, multi-
radio link quality state routing protocol (MR-LQSR) is
based on optimal link state routing protocol (OLSR),
enhanced to accommodate multiple radios and WCETT
routing metric. These metrics are modelled by assuming
the co-operation among participating nodes. This is an
optimistic assumption in a distributed network like WMN
where nodes operate in an open environment, and the
possibility of nodes being compromised by an adversary
cannot be ignored.

The problem of routing security and node misbehav-
ior has been studied by different researchers, e.g., [1, 8,
12, 14, 17, 18, 24]. Various trust based routing protocols
have been proposed for ad hoc and WMNs to mitigate the
influence of these malicious nodes in the route selection
process.

The distributed trust model proposed by Rehman et
al. [1] assumes discrete levels of trust. It employs a de-
centralized approach to manage trust and a recommenda-
tion protocol to exchange trust related information. The
model is based on a conditional transitive trust relation
that uses trust categories to express trust towards other
agents. In order to establish trust relation between enti-
ties where a direct relation does not exist, the agents can
make use of an intermediate agent to establish trust. Vari-
ous trust models that exist in the literature try to quantify
the trust relationships according to different applications
security requirements.For example, the PGP style authen-
tication schemes with certification chains use binary trust
valuation

Zheng et al. [24] proposed a trust model that assigns
quantitative trust value to each node based on the ob-
served behavior. A node evaluates its relationship with
other nodes in a network, based on factors such as expe-
rience statistics (es), data value (d), intrusion detection
result called intrusion black list (ibl) and references (r)
along with a node’s preference and policy. Each node
maintains a trust matrix to store the knowledge accumu-
lated on the above factors for every other node in the
network with the help of network traffic monitoring and
recommendations. That is, every node maintains trust
relations with all other nodes in the network. Final trust
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evaluation of node ¢ to node j for an action a is evaluated
through a linear equation that uses the values stored in
the trust matrix. The evaluated trust values are used for
making better routing decisions. As, each node maintains
a list of values for various factors for every other node in
the network, the overhead in decision making is very high.

TAODV proposed in [8] is a trusted extension to
AODV. The path selection process is similar to AODV
with trust replacing hop count as the routing metric. The
trust values of nodes are assumed to be distributed in
prior. Hence, it does not model the way trust relations
are established and fostered. To incorporate trust into the
route selection process, the route request (RREQ) header
is modified to include a trust level field in the AODV
RREQ. When a node receives a RREQ), it rebroadcasts it
after modifying the trust level field with the trust value of
the node from which it received the RREQ. Every node
checks back the rebroadcasted RREQ from its previous
node to see whether it has provided the proper informa-
tion. If not, it sends a route warning message questioning
the sanctity of the node. The final route selection is based
on trust level metric. The major drawback of this model is
the prior distribution of the trust levels. Moreover, there
is no mechanism to modify the established trust-levels de-
pending on the change in nodes’ behavior.

Eissa et al. [7] proposed FrAODV a friendship based
AODV protocol to establish secure paths. It is similar to
that when a person (X) wants to verify another person
(Y),he generally asks his friends about this person. He
also asks this person to provide him with the list of ref-
erence persons,who will be asked if he is to be trusted.
This protocol uses two algorithms i.e FwEvaluate algo-
rithm to evaluate the forward routes and the RvEvaluate
algorithm to evaluate reverse routes in AODV protocol.

Meka et al. [14] proposed a trust framework for AODV
that employs trust as the routing metric instead of hop
count. According to this framework, a node maintains
trust relationships with its neighbors. It also allows a
node to assign trust levels to the routes that it discov-
ers. Each node maintains a neighbor trust table (NTT)
to store the neighbor ID, its trust value and the current
number of RREQ’s it can send. In addition to maintain-
ing the NT'T, the routing table is modified to include all
the routes from that node to a destination, to incorpo-
rate route trust. Each node keeps track of the number
of packets it has forwarded through a particular route.
Trust relations are evaluated with the help of a route ac-
knowledgement RACK that a destination node periodi-
cally sends addressed to the source, which contains the
number of packets received till that time instant. All the
intermediate nodes along the reverse route make use of
the RACK to compute the route trust. Whenever a node
generates or forwards a RREP, it advertises its trust value
(ATV) on the route under consideration to its immedi-
ate upstream node. Based on the ATV and the observed
trust value (OT'V'), a node updates the node trust for that
neighbor.

Two-Hop acknowledged routing protocol (2-HARP)
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proposed in [26] is based on zone routing protocol.In 2-
HARP, each node maintains trust relations with all the
nodes in its 2-hop neighborhood using the neighbor sens-
ing mechanism of OLSR [4]. Each node maintains an
acknowledgement table in addition to the routing table.
The acknowledgement table is used to store information
about packets waiting to be acknowledged. A node af-
ter sending a packet, expects a signed acknowledgement
from the 2-hop neighbor on the established route, to ver-
ify whether the one hop neighbor on the established route,
has indeed forwarded the packet. If the one hop neighbor
intentionally drops a 2-hop acknowledgement, the 2-hop
neighbor tries for a maximum of s times before labelling
the node as non-responsive. The main drawback of this
model is the acknowledgement overhead. As, each data
and control packet is acknowledged twice, it incurs very
high overhead.

Tan et al. [23] proposed a trust reasoning model based
on fuzzy Petri net is presented for the evaluation of trust
values of mobile nodes. In addition, to avoid compro-
mised or malicious nodes, a trust based routing mecha-
nism is proposed to select a path with the highest path
trust value among all available paths. Further, OLSR is
extended by using the proposed trust model and trust
based routing mechanism, called FPNT-OLSR. For the
implementation of FPNT-OLSR, a trust factor collecting
method and trust information propagating method is de-
signed, which do not generate extra control messages.

AODV-REX proposed in [17] is a reputation based ex-
tension to AODV for WMNs. Acoording to AODV-REX,
a node maintains two different kinds of reputation values
for each of its neighbors (local and global).Local repu-
tation of a neighbor is based on nodes’ direct observa-
tions using a watchdog [12]. Global reputation of a node
is computed based on reputation values obtained from
other nodes in the network. Whenever a node requests
for a route towards a destination, it transmits a RREQ
by appending the reputation values and addresses of all its
neighbors. An intermediate node that receives a broad-
casted RREQ, acts on the reputation values of interest in
the RREQ and ignores the rest leaving them unmodified.
It re-broadcasts the RREQ by further appending it with
the reputation values of its neighbors. The hop-count
metric is modified to accommodate the reputation of a
node. The basic idea is to create a new virtual distance
that takes into account the reputation level of the node
connected to the link. The distance between two neigh-
boring nodes increases if the reputation of one of the node
decreases and so the route will be less considered. AODV-
REX incurs huge routing overhead as each intermediate
node appends the RREQ with the trust values of all its
neighbors, thus increasing its size enormously. It is also
based on hop count metric that has been shown to select
sub-optimal routes

EFW (expected forwarding counter) proposed in [18]
is a cross-layer metric for routing in WMN that considers
malicious and selfish participants. It employs watchdog
to monitor the forwarding behavior of its neighbors. The
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forwarding ratio of a node is integrated with ETX (esti-
mated transmission count of a link) to derive a cross-layer
routing metric called as EFW. To summarize, for calculat-
ing EFW of a link a node needs to monitor its neighbors,
calculate its forwarding ratio, and integrate that value
with the existing ETX metric.

A key point to note is that in all of the above existing
work, trust is either directly employed or integrated with
the employed routing metric. Even the attempts to in-
tegrate trust with the routing metric have been made on
hop count except EFW, where the forwarding probabil-
ity of a node is integrated with high throughput metric,
ETX. In Section 5 , we present an alternate mechanism
to employ trust in the routing process that is shown to
perform better on average than the attempts to integrate
with the routing metric.

Moreover, the majority of the frameworks discussed
above employ watchdog to evaluate trust relations, which
restricts the nodes from efficiently using the available re-
sources thus affecting network performance.

3 Internal Attacks on HWMP

In this section, we focus on various possible attacks on
HWMP (Hybrid Wireless Mesh Protocol). We specifically
focus on HWMP as it is the mandatory routing protocol
for IEEE 802.11s based mesh networks. We specially con-
centrate internal attacks, as the authentication protocol
at the MAC layer acts as a first layer of defense against at-
tacks from external nodes. Before discussing the various
internal attacks, a brief overview of HWMP is provided
to understand the operation of the protocol.

3.1 Overview of HWMP

HWMP is a hybrid wireless mesh protocol [3] that oper-
ates at layer-2 and employs MAC addresses for path se-
lection. It is called a hybrid protocol as it combines both
reactive and pro-active routing strategies. It combines
the flexibility of on-demand route selection with proactive
topology tree extensions. The combination of reactive and
proactive elements of HWMP enables efficient path selec-
tion for a wide variety of mesh networks. HWMP is based
on ad hoc on-demand distance vector (AODV) protocol
adapted for MAC-address based path-selection and link
metric awareness [19].

HWMP provides two modes of operation, they are on-
demand mode and proactive mode. These two modes
are not exclusive and are used concurrently, because
the proactive modes are extensions of the on-demand
mode. HWMP uses four different kinds of information ele-
ments (IEs). Path Request (PREQ), Path Reply (PREP)
and Root Announcement (RANN) are employed in path-
selection process, while Path Error (PERR) is used for
route-maintenance. In HWMP, a path to the destination
is described by the next hop at every intermediate mesh
station (mesh STA). When a source wants to send data
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to a destination for which it does not have a path yet, it
initiates a path discovery by broadcasting a PREQ.The
PREQ Information Element is shown in Figure 1 contains
various fields out of which Hop Count, Element TTL,
Metric and the Target-Only sub field in Per Target field
are operated upon by intermediate nodes as part of the
path selection process.

The hop-count field is acted upon by every intermedi-
ate node along the selected path. Its value is set to an
integer equal to the number of hops from the originator
STA to the mesh STA transmitting the PREQ.Element
TTL field indicates the remaining number of hops allowed
for the PREQ element. It is mainly used to prevent the
PREQ element from traversing the network endlessly. Ini-
tially, the value of TTL element is set to a number equal
to the network diameter. The metric field is set to the
cumulative metric from the originator to the mesh STA
transmitting the PREQ. The IEEE 802.11s specifies the
use of air-time link metric (ATLM) as the default link
metric to identify an efficient radio-aware path. All the
above discussed fields are modified by the intermediate
nodes accordingly, enabling better path selection.

3.2 Attacks on HWMP

HWMP is prone to a number of security attacks from in-
ternal malicious nodes. A compromised node becomes an
epicentre for launching a variety of attacks, thus degrad-
ing the network performance rapidly. Attacks are usually
aimed at disrupting the normal network operations. The
various kinds of internal attacks are discussed below.

3.2.1 Flooding

It is one of the most simplest and efficient attack. In
HWMP, a node can generate any number of PREQs. Ma-
licious nodes can exploit this and flood the network with
a number of PREQ’s for non existing nodes. A legiti-
mate node would be forced to spend majority of its time
processing the PREQ’s, resulting in severe performance
degradation [20]. Such an attack can be countered by
limiting the number of PREQ’s that a node can generate
based on its trust level.

3.2.2 Modification Attacks

Malicious nodes can redirect network traffic, and launch
DoS attacks by altering the fields in IEs. For example, a
malicious node can modify the metric field in the PREQ
element to include itself in the selected path. Once in-
cluded, it can launch various other packet dropping at-
tacks. Such attacks can be specifically called as metric
manipulation attacks. As, nodes need to cooperate in
determining the metric of a path, malicious nodes can ex-
ploit this to their advantage. The sequence number of a
PREQ message can be modified by a malicious node to
a value much higher than that of the destination’s cur-
rent sequence number, thereby fooling the originator of
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Figure 1: PREQ element
the PREQ to believe that the manipulated PREP as gen- 4 Modified AODV-REX for

uine. There is no way to distinguish between path replies
generated by an intermediate node and the destination
node, therefore this attack has significant impact on the
selection of network paths.

3.2.3 Wormbhole Attacks

Wormbhole is a hypothetical channel formed between two
colluding nodes. The main aim of this attack is to disrupt
the routing functionality of a network. A Wormhole can
be created by simply tunnelling messages between two
colluding nodes, or by transmitting them on an out-of-
band channel or by just relaying packets [10, 13, 21]. Once
a wormhole is established, the two colluded nodes at the
either ends of the tunnel can use this channel to influence
path selection decisions. A malicious node can tunnel a
PREQ through an out-of-band channel and replay it at
the other end. As a path formed through these colluded
nodes inherently offers better metric over other available
paths. Once, a path is established, the colluded nodes
can launch various packet dropping attacks.

3.2.4 Fabrication Attacks

A malicious node can fabricate messages to disrupt the
network operations. For instance, a malicious node can
fabricate a PERR message that is actually used to notify
the nodes along the downstream that the next hop to the
originator of PERR is currently unavailable. Nodes re-
ceiving such a message will mark the link as broken and
re-initiate path discovery. As, cryptographic solutions
cannot prevent such kind of internal malicious attacks, an
efficient detection mechanism is required to detect and ex-
clude the malicious node. Employing trust to detect such
malicious behavior has attracted much research attention
and several trust frameworks have been developed to ad-
dress this issue. Even though several trust frameworks ex-
ist in literature, they cannot be directly employed due to
the high performance requirements of WMN. Therefore,
there is a need for a framework that concurrently focuses
on performance requirements on the one hand and trust
requirements on the other.

Wiress Mesh Networks

HWMP, the routing protocol for WMN is based on
AODV and AODV-REX is a reputation based extension
to AODV that integrates reputation of a node with the
hop count. As, hop count has been shown to select sub-
optimal paths, we attempt to modify AODV-REX for
WMN by integrating reputation of a node with airtime
metric (ATLM) [3]. We refer to this modified AODV-
REX as HWMP-REX. The airtime link metric is a mea-
sure for the amount of the consumed channel resources
when transmitting a frame over a particular wireless link.
The following Equation (1) is used to calculate airtime
metric of each link.

C, = {ow+0p+3t] L (1)
T | 1—ey

The airtime cost for each pair wise link C,, is calculated

in terms of the modulation rate (r) and bit error rate ey

for a test frame of B; size. Where, O, is the channel

access overhead, O, is the protocol overhead. Oq, O,

and B; are constants defined for each 802.11 modulation
type.

4.1 HWMP-REX

The proposed modifications are primarily concerned with
integrating reputation of a node with airtime rather than
hop count. The reputation model and the reputation dis-
semination process of AODV-REX are left unmodified.
AODV-REX employs a multi-layered model for estimat-
ing the reputation of network nodes, called REFACING
(RElationship-FAmiliarity-Confidence-INteGrity) [16]. It
maintains two kinds of reputation values for its neighbors-
local and global. Local reputation of a neighbor is
based on node’s direct observations using a watchdog [12].
Global reputation of a neighbor is computed from repu-
tation values provided by other nodes in the network.
As described in Table 1, when a node has data to send,
it generates a PREQ message. Together with the usual
HWMP information, a node appends the reputation and
addresses of its neighbors to the PREQ message. Upon
reception of such PREQ, a node acts on the reputation
values of interest and ignores the rest leaving them un-
modified. In addition to the reputation values, a node
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also acts on the metric field of the PREQ message, as part
of the normal process of processing a PREQ. The metric
computation process is modified to include the reputation
of a node from which it received the PREQ. The modified
reputation metric (RM) of a link from node A to node B
is given by Equation (2).
RM (A'é) —[(1 - Rp,) * AD] 2)
Rp, is the reputation of a node B in A and AD de-
notes the Airtime Diameter. Airtime Diameter is the air-
time taken for a standard frame to traverse between two
ends of the network. AD can be computed with the help
of a test frame, transmitted by setting the TTL equal
to the network diameter, at the time of network initial-
ization. The reputation metric of a link is added to the
airtime of a link to get the resultant metric. As, the rep-
utation of a node decreases, the reputation metric of a
link increases, increasing the overall airtime thus avoid-
ing malicious nodes.

4.2 Issues in HWMP-REX

In HWMP-REX, one of the major issue is computing air-
time diameter, AD, of a network. Determining AD is a
complex task as it has to be calculated after the network
has been initialized. Whenever new nodes are added, the
airtime diameter needs to be re-computed for determining
overall routing metric of a path. The other important is-
sue is high fluctuations in path selection. This behavior is
due to the fact that, HWMP-REX selects a path FZ based
on the cumulative metric obtained by integrating reputa-
tion of a node with airtime metric of a link. This can be
represented using Equation (3), where l[;_j(qirtime) gives
the airtime of a link /,_; and RV, _. gives the reputation
of a node S in J associated with the link.

RM (FO)> = Z (lS—j(airtime) &) RV}S_J.)

Le;
(lS—j(airtime) 5] R‘/ls_j)
+ (lj—k(airtime) 2] RWJ_A) + ...

+ (lnfd(airtime) ® R‘/ln,d) (3)
As, both components of Equation (3) play an equal role
in path selection process, falsely penalizing genuine nodes
result in path fluctuations. As, no lower bounds are es-
tablished for HWMP-REX to distinguish malicious be-
havior from normal behavior, it naturally prefers nodes
with high reputation over nodes with lesser reputation. In
such cases, HWMP-REX prefers a path with better over-
all cumulative metric over a path that actually achieves
higher throughput, which indirectly is a false positive.
Existence of lower bounds allows the system to differenti-
ate malicious behavior from normal, which in turn allows
the network to chose a lesser reputation node due to its
higher link quality. These bounds cannot be established
for HWMP-REX as the path selection decision is based
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on integrated metric that strictly prefers high reputation
nodes over nodes with relatively lesser reputation. To
overcome these limitations, we propose a new trust based
routing approach that is based on an alternate mechanism
to employ trust in routing process.

5 The Proposed Secure Routing
for WMN

The proposed secure routing scheme for WMN is based
on a new trust model that employs a different approach
to employ trust in the route selection process and defends
internal attacks.

5.1 Proposed Trust Model

The proposed trust model complements HWMP with its
trust observations and allows it to select high throughput
trustworthy paths without integrating with the airtime
link metric. The trust model comprises of three different
phases that are carried out independently without inter-
vening with the routing process. Those are Initialization,
Trust Evaluation and Trust Recommendation. The vari-
ous symbols used in this paper are given in Table 2.

Table 2: Symbols used and their meaning

Symbol Meaning

U, Initial Trust Value

Vii Current Trust Value

Bji Packets received by ¢ from j
during time interval T E;pterval

TErnterval Trust Evaluation Interval

€l Expected Loss in the Network

1) Small Fractional Value

T, Lower Threshold Value

T, Upper Threshold Value

T Tolerance Level

Vij Revised Trust Value of j in

5.1.1 Initialization

A node I after discovering its set of neighbors {.J}, ini-
tializes them to a trust value (U;;) of 0.5. The value 0.5 is
justified as a node neither trusts nor distrusts the neigh-
bor. The maximum trust value that a node can attain
is 1.

5.1.2 Trust Evaluation

Each node periodically evaluates the behavior of its neigh-
bors using the trust evaluation procedure given in Algo-
rithm 1. The evaluation procedure is carried out indepen-
dently by each node and the evaluation timing of nodes
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Table 1: HWMP-REX path selection process

Executed at the source node S initiating Path Discovery process

addresses of all the neighbors of S.
2: Set the Metric field to 0.
3: Broadcast the PREQ.

1: Create a PREQ element by appending the reputation and

Executed at the intermediate node J upon receipt of the PREQ

which J shares neighborhood.

of Js neighbors.

Unicast PREP

Rebroadcast PREQ
6: else

Rebroadcast PREQ

1: Parse the PREQ element to act on the reputation fields with

2: Update the global reputation of those nodes.
3: Append the PREQ element with the reputation values and addresses

4: Update current link metric: Metric = currentMetric + (RM + airtime)
5: if (Route to source is available) then

Executed at the Destination node D upon receipt of PREQ

D shares neighborhood.

5: Unicast the PREP.

1: Parse the PREQ element to act on the reputation fields with which

2: Update the global reputation of those nodes.
3: Include current link metric: Metric = currentMetric+(RM+-airtime)
4: Choose a path with the best metric.

need not be synchronized. The evaluation of a neighbor-
ing node’s behavior is based on the assumption that all
the nodes in the network are fairly loaded. This assump-
tion is justified in a WMN as wireless mesh routers are
dedicated routers that provide continuous access services
to its clients when they are in operational mode. Hence,
the contribution of every genuine node in forwarding the
network traffic is approximately equal. According to the
trust model, a node monitors the performance of its neigh-
bors during an interval of time denoted by T E;nterval -
During this time interval T E;pierval , an evaluator node
I expects a fixed number of packets a;; from each of its
neighboring nodes J periodically. A node also considers
the transient losses in the network due to congestion, col-
lisions and errors in the network channel denoted by ¢;

At the end of the time interval T FE;,ierval , node I
computes the difference between number of packets actu-
ally received (8;;) from neighbor J to the packets esti-
mated. After accommodating network losses, if 8;; does
not confer with estimate oj; , then the additional drop
in packets is considered to be an intentional and J is pe-
nalized by decreasing its trust value by § for each packet
dropped. A tolerance level of 7 is allowed to accommo-
date dynamic variation in channel conditions. If the trust
value of node J falls below a threshold value Y, (upper-
threshold), then I requests for a recommendation about
that particular neighbor J. The evaluation time interval
can be set accordingly, i.e. the duration can be short or

long depending on the type of application in which the
model is employed.

The upper and lower threshold values are just to facili-
tate the characterization of malicious activity of nodes. A
higher lower threshold allows protocol to converge quickly,
thus identifying malicious behavior. This may sometimes
results into falsely ignoring genuine nodes . For a higher
percentage of malicious nodes , HWMP-TX incurs higher
losses , as it takes more time to converge. This behavior
can be attributed to the optimistic nature of HWMP-TX
protocol.

Algorithm 1 Trust evaluation
1: Carried out by each node I at the end of their
TEinterual
2: for each neighbor J do

3. if (Bj; > aj; — (e;+ 7)) then

4: Vij = ui; + 9 //good behavior

5. elseif (8;; < aj; — (e + 7)) then
6: Vij = u;; — 8 //Suspicious behavior
7: if (Vij <7Y,) then

8: requestRecommendation(J )

9: end if

10:  elseif (8;; == a;; — (¢, + 7)) then
11: Vij = u;; //expected behavior

12:  end if

13: end for
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5.1.3 Trust Recommendation

Trust recommendation procedure shown in Algorithm 2,
is reactive one carried out by a node I when the trust
value of a neighbor J falls below T, .

Algorithm 2 Trust recommendation
1: Executed by node I after receiving r recommenda-
tions
_ TpixTpi+TyaxTyi+. o AT x Ty

Yij = r
if wij < Y, then

M = True // Node I sets J status to malicious
else if ¢;; > T, then

Continue normal network operations
else if T; < v;; < T, then

Closely monitor J
end if

© P NP

Nodes that receive a request for trust recommendation,
check their respective neighbor list to verify the existence
of J. If J exists in their neighbor list, it replies to the
request sent by I with the current trust value of J in its
list. Once, node I receives all the recommendations, it re-
evaluates the trust value of J. If the revised trust value
denoted by %);;, falls below T;, then node I assumes J to
be malicious.

Trust Based
(HWMP-TX)

5.2 Secure Routing

The proposed trust model works in conjunction with
HWMP to enable better route discovery process. It peri-
odically evaluates the behavior of each of its neighbors by
monitoring their forwarding behavior. It allows the rout-
ing protocol HWMP, to establish secure end-to-end routes
by providing it with the observed trust values. The path
selection process of HWMP-TX is shown in Table 3.

A source node O initiates a route discovery process
by broadcasting a PREQ for a destination node D. An
intermediate node I that receives a broadcasted PREQ),
first verifies whether the trust value of the transmitter
(For example, O in the first turn) is above a predefined
threshold Y,. If the transmitter does not meet the de-
sired trust requirements, PREQ’s from such nodes are not
processed further. This process is repeated by each inter-
mediate node until the PREQ reaches destination or a
node that has fairly fresh route to the destination. Fi-
nally, when the PREQ reaches the destination D, it too
verifies the trust value of the transmitter, and selects a
better route, before unicasting a PREP. The trust model
ensures that the nodes included in the path, pass the ba-
sic trust acceptance criteria. Overall the route selection
process is mainly driven by the airtime of a link and the
trust model complements the path formation by ensur-
ing that the selected nodes satisfy the basic acceptance
criteria.
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6 Security Analysis and Perfor-
mance Evaluation

6.1 Security Analysis
6.1.1 Flooding Attack

An internal malicious node can generate any number of
PREQ’s requesting for paths to non-existent destinations.
This attack can be easily handled by limiting the number
of requests that a node can generate depending upon their
reputation. HWMP-TX can naturally handle this kind
of attack as the requests from a node are processed if
and only if they satisfy the minimum trust criterion. As,
HWMP-REX does not establish any lower bound on the
reputation levels, a node can flood the network with fake
requests.

6.1.2 Metric Manipulation Attack

The most common modification attack in a high through-
put network is a metric manipulation attack. Mali-
cious nodes can manipulate the metric field to include
themselves in the selected path and later launch various
packet dropping attacks. These attacks can be success-
fully launched before the nodes begin their monitoring
process. Once, trust relationships are established, and
nodes begin their monitoring process, the success percent-
age of these attacks falls drastically. In HWMP-REX and
HWMP-TX, as nodes with lower reputation are avoided
in path selection process, this kind of attack can be usu-
ally detected over time.

6.1.3 Wormhole Attack

Malicious can act in collusion to record packets at one end
of the network and replay them at the other end. The
main aim of this attack is to convince two far away nodes
as neighbors. Once, a wormbhole is established, the nodes
can launch several packet dropping attacks. HWMP-REX
fails to detect attacks from such colluded nodes as the
watchdog does not guarantee reception at the receiver.
HWMP-TX can identify such colluded nodes indepen-
dently with the help of other nodes sharing neighborhood
with such a malicious node and it can detect packet drop-
ping attacks.

6.1.4 Blackhole Attack

Any malicious node’s ultimate goal is to disrupt network
services, and blackhole attack is the easiest and most
straight forward among all the attacks. For a node to
behave as a blackhole, first it has to become a part of
the selected path. Hence, a blackhole attack is always
launched in conjunction with other attacks such as, a
metric manipulation attack. A node cannot behave as
a blackhole for an extended period of time as the trust
evaluation mechanisms of both HWMP-TX and HWMP-
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Table 3: HWMP-TX path selection process

Executed at the source node S initiating Path Discovery process

2: Set the Metric field to 0
3: Broadcast the PREQ

1: Create a PREQ element similar to HWMP

Executed at the intermediate node J upon receipt of the PREQ

2: if (duplicate) then
Drop the PREQ
return;
else

3: if (TVrransmitter < Yu) then
Drop the PREQ
else

Unicast PREP
Rebroadcast PREQ
else

Rebroadcast PREQ

1: Check the PREQ-ID to avoid processing duplicate PREQ’s

verify the trust value of the transmitter. // S in the first run

Process the PREQ similar to HWMP
4: Update current link metric: Metric=currentLinkMetric + Metric.
6: if (Route to source is available) then

Executed at the Destination node D upon receipt of PREQ

4: Unicast the PREP.

1: Verify the trust value of the transmitter to satisfy acceptance criteria
2: Include current link metric: Metric = currentMetric + Metric
3: Choose a path with the best metric.

REX can easily detect such attacks and avoid such nodes
in future path selection process.

6.1.5 Fabrication Attack

Selfish nodes can fabricate messages to avoid consump-
tion of their resources. For example, a node can fabricate
a PERR message to inform the downstream nodes about
an active link as broken. HWMP-REX inherently can-
not handle such an attack as there is no way to distin-
guish between a genuine and fabricated PERR message.
In HWMP-TX, for a node to maintain neighbor relations,
it needs to keep its links active and this restricts a node
from frequently generating fabricated messages.

7 Experimental Results

7.1 Simulation of Trust

We evaluate the performance of HWMP-REX and
HWMP-TX by performing the following simulations on
Omnet++ 4.2.1 discrete event simulator. We consider a
backbone mesh network of 40 uniformly distributed mesh
routers placed over the area of 2000 m?2. The transmission
range of each mesh router is set to 100m. Each simula-
tion is performed 10 times and the average results are
presented. Mesh routers implement 802.11s MAC proto-

col with a channel data rate of 11mbps. Nodes uses CBR
data traffic.

To begin with, we analyze the throughput achieved by
HWMP-REX and HWMP-TX. Out of 40 mesh routers
20% of mesh routers (i.e. 8 nodes) exhibit malicious be-
havior. Malicious nodes are strategically selected in such
a way that they become part of the network path. Fig-
ure 2 summarizes the performance of both the protocols.
HWMP-REX achieves higher throughput during the ini-
tial stages of network activity. However as the simula-
tion time progresses the throughput gradually falls be-
low HWMP-TX. On the other hand, HWMP-TX achieves
higher throughput as the life time of the network pro-
gresses . This is due to the fact that HWMP-REX assigns
higher weighage to the resulting trust values in compari-
son to HWMP-TX. Since, any kind of malicious activity
lowers the trust, thus increasing the virtual distance there
by allowing HWMP-REX to select higher trusted paths
over high throughput paths. But, HWMP-TX waits for
an interval of time (When trust falls below higher thresh-
old) before ignoring malicious nodes. HWMP-TX em-
ploys only airtime metric to select routes and trust is
used to check whether the nodes meet the minimum trust
criterion. Even though the lower threshold employed by
HWMP-TX is 0.25 , this value does not have any im-
pact on the achieved throughput. This is because the
threshold values are just to facilitate the characterization
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of malicious activity.
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Figure 2: Throughput of HWMP-TX compared with
HWMP-REX

A higher lower threshold allows protocol to converge
quickly thus identifying malicious behavior. This may
sometimes results into falsely ignoring genuine nodes. For
a higher percentage of malicious nodes, HWMP-TX in-
curs higher losses, as it takes more time to converge. This
behavior can be attributed to the optimistic nature of
HWMP-TX protocol.

7.2 Route Creation Overhead

Next, we compute the route creation overhead of both the
protocols. The route creation overhead is computed in
accordance with theoretical results presented in [9]. The
route creation rate per node is set to 1(A =1) in our simu-
lation. The average length of the route is varied between
2 to 10. The results are shown in Figure 3. The higher
overhead of HWMP-REX can be attributed to increased
size of PREQ. The PREQ packet employed by HWMP-
REX needs to accommodate the reputation values and
node addresses of each of it’s neighbors. For an average
of node degree 4, the packet size increases by 28 bytes
(i.e.4*6 bytes per node address + 4*1 byte per reputa-
tion value). Since, HWMP-TX does not add any addi-
tional information to PREQ), its overhead remains same as
HWMP. Figure 3 shows that the route creation overhead
of HWMP-REX is relatively higher than HWMP-TX.

8 Discussion

Herein, we discuss the various factors that need to be
accounted for comparing of both the frameworks. The
comparison of both the protocols is presented in Table 4.

8.1 Path Fluctuations

Path fluctuations are frequent in HWMP-REX as it natu-
rally prefers paths containing nodes with relatively higher
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Figure 3: Overhead of HWMP-TX compared with
HWMP-REX

reputation. The lower bounds established by HWMP-TX
to tolerate transient changes in behavior thus preventing
frequent switching of paths. Moreover, the paths selected
by HWMP-TX perform better on average than HWMP-
REX.

8.2 False Positives

False positive is a situation where a genuine is reported
to be malicious. HWMP-REX directly does not exhibit
such behavior, but penalizing and avoiding a good node
from path selection is an indirect indication of false posi-
tive. Chances of arising such alarms are higher in HWMP-
REX as it does not consider transient losses in the net-
work. Frequent path switching is one of the indicators of
false positives. On the other hand, HWMP-TX considers
those packet losses and avoids frequent path fluctuations
there by considerably lowering the probability of generat-
ing such false positives.

Table 4: Comparison of HWMP-REX and HWMP-TX

HWMP-REX | HWMP-TX
Path Fluctuations High Low
False Positives High Low
False Negatives Low Low
Complexity High Low

8.3 False Negatives

False negative is a situation where a node is actually ma-
licious and it is reported to be genuine. In HWMP-REX
the watchdog module allows a node to ensure that its
neighbor genuinely forwards the packets addressed to it.
If the watchdog fails to detect any kind of malicious packet
drop, then there is a chance of considering a malicious
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node as genuine. But, as the failure of a watchdog is
highly unlikely, false negatives are next to nil in HWMP-
REX. In HWMP-TX, a malicious node can fake genuine
behavior until it meets the established lower bounds on
trust levels. Once, the trust value of a node falls below a
predefined threshold, it cannot fake honest behavior. The
monitoring mechanism of both the protocols ensure that
a malicious node is never reported as genuine.

8.4 Complexity

HWMP-REX is more complex than HWMP-TX mainly
due to the oversize of the RREQ. It also adds additional
complexity to the processing of RREQ. Each node along
the path to the destination appends the reputation of its
neighbors along with their 6 byte addresses, thus increas-
ing the overall size of the RREQ. Ignoring common neigh-
bors and assuming average neighbor degree in a network
to be 4, the additional overhead contributed by each node
is 28 bytes.

9 Conclusion and Future Work

The performance requirements play a major role in mod-
elling trust for a distributed network like WMN. The ex-
isting trust models for distributed networks are not di-
rectly employable and need to be significantly modified
to meet the performance requirements of WMN. There-
fore, we first modified an existing reputation framework,
AODV-REX, specially tailored to WMN. We then pro-
posed a complete trust model based on an alternate mech-
anism to employ trust in path selection process to improve
the reliability and quality of selected paths. The pro-
posed trust model allows a node to evaluate the behavior
of its neighbors periodically. The experimental results
of both the protocols confirm that HWMP-TX achieves
better performance over existing models and also incurs
less overhead. For future work, we plan to refine the es-
tablished bounds to differentiate malicious behavior more
accurately.
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