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Abstract

Recently, Tseng and Wu pointed out that the second pro-
tocol of Biswas’s two-party keys scheme based on the
Diffie-Hellman technique has a security weakness and pro-
posed a new protocol to remedy the weakness. In this
article, we point out that Tseng-Wu’s protocol is vulner-
able to a man-in-the-middle attack. An attacker could
intercept, delete, or modify the communicated messages
between two communicating party or among the group
members.

Keywords: Diffie-Hellman key-exchange, group key, man-
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1 Introduction

When two communicating parties want to communicate
with each other privately, they first need to establish a
session key for secure communication in future. The ses-
sion key is used to encrypt/decrypt their communicat-
ing messages with symmetric-key cryptosystem, such as
DES, RC4 [1], or AES. [19]. It’s important for securely
obtaining the common session key between two communi-
cating parties. In 1976, Diffie and Hellman first proposed
a key agreement protocol to solve this problem [6]. Two
participants exchange their public parameter through a
public channel to generate a shared session key between
them [5, 7, 9, 10, 11, 16, 21, 22, 26].

The Diffie and Hellman’s key agreement protocol is
only applied between two communicating parties. We said
that the Diffie and Hellman’s key agreement protocol is
a 2-party key agreement protocol [2, 6, 12, 17, 25]. Re-
cently, many group key management and distribution pro-
tocols had been proposed for multi-party [8, 13, 23, 27].
In the multi-party key agreement protocols, session keys
are computed dynamically through cooperation of all par-
ticipants [4, 15].

In 2008, Biswas [3] proposed two key agreement pro-
tocols based on the two-party Diffie-Hellman technique.
The Biswas’s first protocol allows two participants to gen-
erate 15 shared keys through the exchange of two pair of
public parameters through a public channel. Although,
Biswas’s first protocol is superior to Diffie-Hellman pro-
tocol which only generates a single shared key through
the exchange of one pair of public parameters. However,
the Biswas’s first protocol is vulnerable to the man-in-the-
middle attack [20]. The man-in-the-middle attack is that
an attacker secretly relays and alters the communicating
messages between two communicating parties [14, 18, 28].

The Bitwas’s second protocol is an extension of the
two-party Diffie-Hellman technique to generate a group
key for participants of a large group. However, Tseng
and Wu pointed out that the Bitwas’s second protocol
has a weakness and proposed a new protocol to remedy
the weakness in 2010 [24].

The rest of this paper is organized as follows. In Sec-
tion 2, we review Tseng-Wu group key exchange proto-
col. In Section 3, we show a man-in-the-middle attack on
Tseng-Wu’s Protocol. Finally, our brief conclusions will
be drawn in Section 4.

2 Review of Tseng-Wu Group

Key Exchange Protocol

In this section, we review the Tseng and Wu’s group key
exchange protocol based on the two-party Diffie-Hellman
technique [24]. The protocol allows a group members to
generate a shared group session key K. The detailed steps
are described as follows and in Figure 1.

1) Each participant U; (i = 1,2,3, ..., (n — 1)) selects a
random value z; € Z;, and then computes and sends
X; = ¢® mod p to the group controller U,. The
group controller U, also selects a random value z,, €
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,,: random value

X, = g mod p

K;=g¢""»mod p

7Yn71

x: random value
Y = ¢ mod p
Y = Y5 mod p

U;
fori=1,2,3,...,(n—1)
X;
x;: random value
X; = ¢"”mod p
K;,=g¢%"mod p - Xn
Y1,Y2,Ys, ..

K = H()/;Ki7Y17Y271/3a

Y1)

Figure 1: Tseng-Wu group key exchange protocol

Zy and sends X;,, = g mod p to each participant
U;. Then, each U; and U,, can compute a two-party
shared key K; = ¢g**» mod p (i =1,2,--- ,(n — 1)).
Here, p is a large positive integer; ¢ is a group gen-
erator.

2) U, selects a random value z € Z; and com-

putes ¥ = g*modp and Y; = Y& mod P,
for ¢ = 1,2,---,(n — 1). Then, U, broadcasts
(Y1,Ys,---,Y,,_1) to each participant. Finally, each

participant U; (i = 1,2,--- ,(n—1)) can compute the
group key K = H(}/;Klv Yla }/27 o 7Yn71)~

3 Man-in-the-Middle Attack on
Tseng-Wu Protocol

In this section, we show that Tseng and Wu’s protocol
is not secure against a man-in-the-middle attack. We as-
sume that an adversary Ua could intercept and modify
the communications among the group members. Then,
the adversary could derive the group key to destroy the
Tseng and Wu’s protocol. The attack scenario is outlined
in Figure 2. A more detailed description of the attack is
as follows:

1) An adversary Uy stands the middle between each
participant U;, i = 1,2,---,(n — 1) and the group
controller U,.

2) The adversary Uy randomly chooses a random value
Zq. He/she computes X, = g®* mod p.

3) Each U; wants to send X; to U,. Uga intercepts X;
and sends X, to U,.

4) U, then sends X, to each U;. In the same way, the
adversary U, also intercepts X, and sends X, to
each U;.

5) Then, U, and U4 can compute a two-party shared
key K] = g*®= mod p.

6) Each U; and U4 can compute a two-party shared key
K, =g¢g*%emodp (1 =1,2,---,(n—1)).

7) U, computes Y and Y¥; and wants to send Y; to
each U;, ¢ = 1,2,--- (n — 1). U, intercepts Y;
and computes Y/ = (v;*)K"

i=1,2,--,(n—1).

mod p for each Uj,

8) Then, Ua broadcasts (Y{,Ys,---,Y,

1) to each par-
ticipant U;.

9) Finally, each participant U; (: = 1,2,---,(n —
1)) can compute the group key K =
H(YilKi 7Y1,7Y2/7"' 7Y7471)'

10) On the other hand, U4 can also compute the group

key

K =HY Y], Y]V, Y ).

Since Yi'K“‘” = Y;KY{', the group key K between each
U; and Uy, is the same value. Then, the adversary can
use the group key to decrypt the communications among
the group members. Therefore, the protocol is not secure
against the man-in-the-middle attack.

4 Conclusions

In this article, we have showed the security weakness of
Tseng-Wu'’s protocol. Tseng-Wu'’s protocol cannot resist
the man-in-the-middle attack. Through the attack, an
attacker can intercept, delete, modify or alter the com-
municated messages between two communicating party
or among the group members.
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Ui,i=1,2,..n—1 Ua U,
X; = ng X Xq = gw“ Xa X, = gwn
. —_— K;zg“m"
Ki” _gflj'(LajL Xa Xn
K{:gwnwa
Ki” :ga:ixa Y — gz
Yi Y, = YK
.. i v/ = (/K
K:H(}/i/K'i“vYLYQ/v}/?:?"'7}/;1—1) K!
K:H(}/; 7/7Y1/7Y2/7YSI7“'7Y7271)
Figure 2: Man-in-the-middle attack on Tseng-Wu protocol
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