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Abstract

The cluster heads in hierarchical wireless sensor networks
gather real time data from the other ordinary sensor
nodes and send those data to a nearest base station.
But, the main important issue is that how a user will
get the real time data directly from a cluster head se-
curely. To solve this problem, many user authentication
schemes have been proposed in literature. In 2012, Das
et al. proposed a dynamic password-based user authen-
tication scheme for hierarchical wireless sensor networks
and showed that their scheme is secure against all possi-
ble attacks. In this paper, we have pointed out that Das
et al.’s scheme is insecure against insider attack, theft at-
tack and session key recovery attack, and their scheme
also suffers from dynamic cluster head addition overhead
problem, limited number of cluster heads access problem
and clock synchronization problem. To overcome these
drawbacks, we have proposed an efficient and robust user
authentication scheme for hierarchical wireless sensor net-
works without tamper-proof smart card in this paper. We
have also shown that our scheme provides better tread-off
among security and communication overhead compare to
the Das et al.’s scheme.

Keywords:  Authentication, Password, Smart Card,

HWSN

1 Introduction

There are no proper ad hoc infrastructures in wireless
sensor networks where a large number of sensor nodes
are deployed by truck or plane on a target field. After
deployment of sensor nodes, they communicate to other
neighboring nodes within their communication range to
form clusters. After that, one cluster head or gateway

node is selected by base station or sensor nodes for each
cluster on the basis of energy, signal strength, degree, ca-
pability, mobility etc. All the sensor nodes sense raw data
from environment and send to their nearest cluster head
by single-hop or multi-hop communication [21]. Cluster
heads gather the raw data and send to nearest base sta-
tion or sink node by multi-hop or single-hop communi-
cation [21]. Finally, data are collected from base station.
The collected data is not always real time data because all
cluster heads send data to base station after a certain pe-
riodic time. But, there is needed to collect real time data
for taking immediate action in some application like De-
fense Advanced Research Project Agency (DARPA) [2].
If we collect data directly from cluster heads, we can get
real time data. This is possible if it is allowed to access
those real time data directly from cluster head, when de-
manded. Hence, it is needed to first authorize the acces-
sors and then allows to access to do secure communication
among accessors and cluster heads [7]. It should be noted
that user authentication in wireless sensor networks sat-
isfies all the following requirements:

1) Users can freely choose and update their passwords.

2) Low computational,
cost.

storage and communication

3) Session key agreements between cluster head and
user.

4) Mutual authentication between users and base sta-
tion and also between base station and cluster head.

5) Prevention of possible attacks.

6) Without maintaining password verification tables at
server end.
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The main goal in this paper is to design authentication
scheme in such a manner that the designed protocol is bet-
ter tread-off among security and communication cost than
the previously published scheme. There exist many user
authentication protocols in literature for wireless sensor
network [3-5,8,9,11,14,22-27].

In 2004, Watro et al. [25] proposed a user authentica-
tion scheme for wireless sensor networks, called Tinypk
based on RSA [19] and Diffie-Hellman [6] protocols. In
2006, Wong et al. [26] described a user authentication
scheme based on one way hash function and password. In
2007, Tseng et al. [22] proposed a dynamic user authen-
tication scheme for wireless sensor networks. In 2009,
Vaidya et al. [24] showed that Wong et al.’s scheme [26]
suffers from forgery and replay attack, and Tseng et al.’s
scheme [22] cannot thwart replay attack and man-in-the-
middle (MITM) attack. Vaidya et al. [24] also proposed
a robust dynamic user authentication scheme for wireless
sensor networks. In the same year, M.L. Das [5] pro-
posed an improved efficient scheme over Wong et al.’s
scheme [26] based on user password and time stamp. But
in 2010, Khan and Alghathbar [11] showed that M.L.
Das’s scheme [5] is insecure against gate-way node by-
passing attack and privileged-insider attack. In 2010, He
et al. [9] proposed an improved scheme over M.L. Das’s
scheme [5]. Later, Vaidya et al. [23] pointed out the in-
sider attack and impersonation attack in both M.L. Das’
scheme [5] and Khan and Alghathbar’s scheme [11] and
also proposed an improved two-factor user authentication
scheme. In the same year, Fan et al. [8] proposed a user
authentication scheme for two-tiered [13] wireless sensor
networks. In 2010, Yuan et al. [27] pointed out that Wa-
tro et al.’s scheme [25] cannot resist forgery attack and
proposed a biometric-based user authentication scheme
for wireless sensor networks which is similar concept as
in M.L. Das’s scheme [5]. In 2011, Kumar and Lee [14]
pointed out that He et al.’s scheme [9] is susceptible to in-
formation leakage attack and scheme [9] cannot preserve
user anonymity, mutual authentication between a sensor
and a user and does not establish the session key between
the user and the sensor node. Kumar and Lee [14] also
pointed out that Khan and Alghathbar’s scheme [11] does
not provide mutual authentication between the sensor and
the user and does not establish the session key between
the user and the sensor node with no confidentiality to
their air messages.

In 2012, Das et al. [4] proposed a dynamic password-
based user authentication scheme for hierarchical wireless
sensor networks. In this paper, we have pointed out that
their scheme is insecure against some attacks such as in-
sider attack and session key recovery attack. Further,
it is noted that base station uses user’s secret parame-
ter in the user’s registration phase which is impossible.
Additionally, their scheme suffers from dynamic cluster
head addition overhead problem, limited number of clus-
ter head access problem and clock synchronization prob-
lem. To overcome their weaknesses, we have proposed
an efficient and robust user authentication scheme for hi-
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erarchical wireless sensor networks without tamper-proof
smart card. Our scheme provides better security with
low computational over head and low communication cost
than Das et al.’s scheme [4].

The remainder of this paper is organized as follows:
Section 2 shows network model concept. Section 3 shows
brief review of Das et al.’s scheme. In Section 4, we show
security weaknesses of Das et al.’s scheme. In Section 5,
we propose our scheme. Section 6 shows security anal-
ysis of our proposed scheme. In Section 7, we compare
the performances of our scheme with previously published
scheme. Finally, we conclude the paper in Section 8.

2 Network Model

In hierarchical wireless sensor network (HWSN) (shown in
Figure 1), there is a hierarchy among the nodes based on
their capabilities namely, base station, cluster heads and
sensor nodes. Usually, the ordinary sensor nodes are inex-
pensive, limited capabilities like, low battery power, low
memory size, short transmission range, slow data process-
ing etc. Cluster heads are little more expensive and has
little more computational capability, battery power, mem-
ory size, transmission range than ordinary sensor nodes.
However base station has unlimited battery power, huge
memory size, extremely long transmission range with high
computational capability and also an access point for hu-
man interface.

Base Station

Base Station

@ Cluster Head (CH) O Sensor Node (SN)
Figure 1: A hierarchical wireless sensor network (HWSN)
architecture

In HWSN, all ordinary sensor nodes sense data from
environment and send those sensed data to cluster head
by single-hop or multi-hop communication [21]. Cluster
head eliminates the redundancy data and aggregates all
data and sends to base station via other cluster heads or
directly. Then, a valid user can access those transmit-
ted data from base station. Once the sensor nodes and
cluster head are deployed, there is a problem for wire-
less sensor networks to maintain them. Limited battery
power is responsible for limited life time of this networks.
To maximize the life time of network it is necessary to
design such a protocol that minimize the computational
and communication cost of each node.
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We consider the HWSN model for developing our pro-
posed scheme due to the following reasons. Wireless
sensor networks are distributed environment-driven sys-
tems that differ from traditional wireless networks in sev-
eral ways, for examples, extremely high number of sen-
sor nodes, data-centric network, broadcast communica-
tion paradigm and co-related data passing.

2.1 Assumptions

We have considered the following assumptions:

e There is a well established MAC protocol [18] to
transmit data in networks.

e Base station can be considered as a trusted authority.

e The compromised (captured) nodes can be detected
by base station and as a result, the base station, clus-
ter head and sensor nodes know the identities of the
compromised nodes. Consequently, the base station
alerts the users with the compromised cluster heads.

3 Brief Review of Das et al.’s
Scheme

In this section, we briefly describe Das et al.’s a dynamic
password-based user authentication scheme for hierarchi-

cal wireless sensor networks [4]. The notations are used
throughout this paper are summarized in Table 1.

Table 1: List of notation used

Symbol | Description
U; | i-th User
BS | Base station
SN, | Sensor node j
CH; | Cluster head j in the j-th cluster
pw,; | Password of user U;
ID; | Identity of user U;
IDcp, | Identity of cluster head CH;
IDgy, | Identity of sensor node SN
Scm, | Shared secret key between C'H; and BS
Ssn, | Shared secret key between SN; and BS
Unique shared master key randomly
MKchH, generated by the BS for CH;
SK | Shared session key between U; and CH
h(-) | Cryptographic One-way hash function
FE | Symmetric key encryption algorithm
D | Symmetric key decryption algorithm
s | Secret information of the base station
X 4 | Shared secret between U; and BS
T | Current time stamp
|| | Concatenation operation
@ | Bit wise XOR operation
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In Pre-deployment phase, base station assigns a unique
identity, /Do, and IDgy; for each cluster heads C'H
and each sensor node SN ; respectively. Base station also
randomly selects unique master key M K¢y, and M Kgy
for each cluster heads C'H ; and each sensor node SN re-
spectively. These unique master keys M K¢y, is shared
between cluster head and base station, whereas M Kgn;
is shared between sensor node and base station. Then
{IDcu;,MKcp,} is stored into the memory of cluster
head CH , and also {IDgsn,;, MKsy,} is stored into the
memory of sensor node SN ;. Finally these cluster heads
and sensor nodes are dropped in a target field. Now for
user authentication, their scheme consists of four phases
namely, registration phase, login phase, authentication
phase and password change phase.

3.1 Registration Phase

A user U; selects a random number y;, an identity ID; and
a password pw;, and then computes pwr; = h(pw; || v:).
Then, U; sends ID; and pwr; to the base station via a
secure channel. After getting registration request mes-
sage {ID;, pwr,}, base station computes f; = h(ID; || ),
x = h(pwr; || Xa), ri = h(y; || z), e; = f; ® x. Base
station then selects m + m’ number of deployed clus-
ter heads with m + m’ number of key-plus-id combi-
nations {(Kj,IDcp,)[1 < j < m + m'}, where K; =
EyMKen, (ID; || IDch; || s). Finally, base station stores
(ID;,yi, X a,7i,e;,h(-) and m + m’ key-plus-id combina~
tions {(K;,Dcop;)|1 < j < m+m'}) into the memory
of a tamper-proof smart card of user U; and issues that
smart card for user Uj;.

3.2 Login Phase

User Uj; inserts his/her smart card to the card reader and
then provides ID; and pw,. The card reader computes
pwri = h(y; || pw;), @’ = h(pwr] | Xa), ri = h(y: ||
x’) and checks whether computed r equals stored r; or
not. If equal, card reader further computes N; = h(z’ ||
T1), where T; is the current time stamp of user U; and
a ciphertext Ex (ID; || IDcm; | Ni || e; || T1), where
IDcpyj is chosen by the user U;. Finally, U; sends the
login request message msg = {ID; || IDcn, || Ex,(ID; |
IDcmu; || Ni | e || T1)} to the base station over a public
channel.

3.3 Authentication Phase

After receiving the login request message msg = {ID; ||
IDon, | Ex,(ID: | IDcw, | N; || e || Th)}
from the user U;, the base station computes key K =
EyMKcn, (ID; || IDcq; || s) and by the computed key
K, base station decrypts ciphertext Ex,(ID; || IDcn; ||
N; || e || Th) and thus, Dg(Ek,;(ID; || IDcu, || Ni ||
ei || T1)) and verifies the validity of ID;, IDcy; and Tj.
If all are correct then base station further computes X =
h(ID; | s), Y =e;® X and Z = h(Y || T1) and verifies
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whether Z = N; or not. If it holds then base station com-
putes u = h(Y || T3), where T5 is the current time stamp
of base station and produces a ciphertext message en-
crypted using the master key M K¢, of the cluster head
CHj as Eygepn,(IDi | IDon, || w || Ty [| T2 [| X || €:)
and sends the message {ID; || IDcq, || EMEcn, (ID; |
IDop; || w || Ty || To || X || e:)} to the correspond-
ing cluster head CH;. After receiving message from
base station, C'H; decrypts this message by computing
Dykcn,(Evkcn, IDi || IDonm; || w || Ty || T2 || X |
e;)) and checks the validity of ID;, D¢y, and Ty. If all
are valid then, C'H ; further computes v = e; & X and w
= h(v || T2) and checks whether w = w or not. If it is
true, then the user U; is considered as a valid user and
authenticated by C'H ; and computes a session key SK =
h(ID; || IDcm; || e; || T1). Finally, CH; sends an ac-
knowledgment to the user U; via other cluster heads and
the base station, and responds to the query of the user U;.
After receiving the acknowledgment from C'Hj, the user
U; agrees with the same secret session key SK, shared
with CH; by computing SK = h(ID; || IDcn, | ei || T1)
and they will use SK for securing communications in fu-
ture.

3.4 Password Change Phase

This phase is invoked when user U; wants to change
his/her password. Uj; inserts the smart card to the card
reader and submits ID; and pw,;. The card reader com-
putes pwr; = h(y; || pw;), ©' = h(pwr} | Xa), v} =
h(y; || ') and checks whether computed 7} equals stored
r; or not. If equal, U; enters a new password pw}°".
Then the card reader further computes My = ¢; ® x’, M,
= h(y; || pwi®), v = h(y; || M), M3 = h(M || Xa),
el = M; & Ms. Finally, replace r; with r*** and e;

i
with e** into the memory of the smart card.

4 Weaknesses of Das et al.’s

Scheme

In this section, we first describe the security weaknesses
and then discuss the advantages of Das et al.’s scheme [4].

4.1 Security Weaknesses

In this section, we will analyze the security of Das et al.’s
scheme [4]. In 2013, Li et al. [15] showed that Das et al.’s
scheme [4] is insecure against off-line password guessing
attack, impersonation attack, compromised cluster head
attack and many logged-in users’ attack. Except these
attacks, Das et at.’s scheme [4] is insecure against insider
attack, session key recovery attack and theft attack. To
analyze the above weaknesses, we will assume that an at-
tacker can obtain the secret parameter stored in the smart
card by monitoring power consumption [12,16] and can
intercept all communicating message among user, base
station and cluster head.
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4.1.1 Insider Attack

A random number y; is chosen by user U; and y; is not
send by the user U; to base station in registration phase of
Das et al.’s scheme [4]. But in their scheme, base station
uses y; to compute r; = h(y; || ) which is impractical.
Now, if we assume that user U; also sends y; to the base
station, insider attack will be mounted against in their
scheme because system manager or privileged insider of
the base station knows pwr;, y; and h(-). So, easily sys-
tem manager or privileged insider of the base station can
guess the user’s correct password by performing the fol-
lowing:

Computes pwr; = h(y; || pw}) after choosing a guessed
password pw; and then, checks pwr; and pwr; are equal
or not. If not equal, chooses another pw; and repeats
pwr? = h(y; || pw}) until correct password is obtained.
Otherwise pw; is the correct password of the user Us;.
That is after some guessing, system manager or privi-
leged insider of the base station can find out the correct
password of the user U; as it is low entropy.

4.1.2 Theft Attack

We assume that an attacker knows valid password pw; of
a user U; as shown in [15] and stored secret parameters of
the smart card by monitoring power consumption [12,16].
To get success on the theft attack, an attacker have to
steal user’s smart card and computes the following steps:

Step 1. Attacker can compute h(ID; || s) by computing
h(ID; || s) = ei ® h(h(yi || pw;) || Xa), where at-
tacker knows correct password pw; and stored smart
card’s parameters X 4, e; and v;.

;r and

random number y;r and, computes pwr;r = h(y;r I
pwl), &t = hpwr! || Xa), vl = h(y! || ) and ] =
h(ID; || s) ® zT.

Step 2. Then, attacker chooses new password pw

Step 3. Finally, attacker loads rg , y;r and ez into the
memory of his/her smart card and keeps all other
parameters (ID;, X 4, h(-) and m + m’ key-plus-id
combinations (Kj;,IDcpy,)) unchanged. Then, uses
his/her smart card as it is used by U;.

4.1.3 Session Key Recovery Attack

We assume that an attacker can extract the secret infor-
mation by monitoring power consumption [12,16] from
user U;’s smart card and also can intercept the all i — th
communicating messages among user U;, base station BS
and cluster head CH ;. After getting (K;,/Dcp,) com-
binations by monitoring the power consumption, an at-
tacker can perform the session key recovery attack suc-
cessfully as follows:

Step 1. An attacker intercepts the user U;’s login mes-
sage {ID; || IDcu, || Ex,(ID; || IDcm;, || Ni || € ||
T1)}.
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Step 2. Attacker decrypts ciphertext Er, (ID; || IDcon;
Il Ni |l e; || T1) by using K; to get e; and T4, where
K is stored into the memory of smart card of Uj.

Step 3. Attacker computes session key SK* between
user U; and cluster head C'H ; by performing h(ID; ||
IDcp; || e; || T1) which is equal to session key be-
tween user U; and cluster head CH ;.

Hence, the above procedure shows that Das et al.’s
scheme [4] is insecure against the session key recovery
attack.

4.2 Disadvantages of Das et al.’s Scheme

In this subsection, we will point out some disadvantages
of Das et al.’s scheme [4].

4.2.1 Dynamic Cluster Head Addition Over
Head Problem

In dynamic node addition phase of scheme [4], it is
mentioned that no other information regarding cluster
heads addition is required to store in the user’s smart
card. But, whenever new cluster heads are deployed,
base station has to store their key-plus-id combina-
tions (K44, 1Dcm,,. ;) into the memory of user Uj’s
smart card, because user U; cannot compute {Kmﬂ =
Buiien, ., (IDi | IDCHme; || 8) | (m+35) > (m+m')}
without knowing the secret key s of base station and
shared secret key M Kcp,, ; between newly added clus-
ter head CH p,4; and base station. Hence, dynamic clus-
ter head addition increases the computation overhead of
base station for storing key-plus-id combinations for each
users.

4.2.2 Limited Number of Cluster Head Access
Problem

Das et al. [4] mentioned that (m-+m’) is chosen according
to the memory availability of the smart card. Let, mem-
ory availability of the smart card is for 200 cluster heads’
key-plus-id combinations. Thus, we can store key-plus-
id combinations of 200 cluster heads into the memory
of the smart card. It can be assumed that already 200
cluster heads are present into the network. Later, if we
deploy more sensor nodes (including cluster heads) in the
network for some reason then users cannot get real-time
data from the newly deployed cluster heads because there
are no memory space to store key-plus-id combinations of
newly deployed cluster heads into the memory of smart
card. Hence, the main objective of this architecture will
be hampered.

4.2.3 Time Synchronization Problem

As Das et al. [4] used time stamp in their scheme, there
is a probability of time synchronization problem between
base station and user. Also same problem can be occurred
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between cluster head and base station during communi-
cation.

5 Our Proposed Scheme

In this section, we will propose an efficient and robust
user authentication scheme for hierarchical wireless sensor
networks without tamper-proof smart card. Our scheme
consist of seven phases, namely pre-deployment phase,
post-deployment phase, user registration phase, user login
phase, authentication phase, password change phase and
dynamic node addition phase.

5.1 Pre-deployment Phase

Base station performs following steps before deployment
of cluster heads and ordinary sensor nodes on a target
field. Figure 2 shows the pre-deployment phase of our
proposed scheme.

Step 1. Base station chooses a random number ¢; and an
identity IDCHj, (1 < j < m) for each cluster head
CHj. Then, it computes Scu, = h(s || IDcw, | ;)
and stores {/Dcr,,ScH,} into the memory of CH
as tamper resists.

Step 2. It chooses a random number w, and an identity
IDsn,, (1 < p < x) for each ordinary sensor node
SNp. Then, it computes Ssy, = h(s || IDsn,, || wp)
and stores {IDgn,,Ssn,} into the memory of SN,
as tamper resists.

Base Stati Cluster Head Ordinary Sensor
ase Station CHj SNP
1. Chooses a random num ber Cj and
identity 1 DCH .
2. Computes SCH = h(sll IDCH ) lle;)
J J
Sends <IDCH K SCH ) >
J J
3. Chooses a random num ber wp and
identity [DSN
p
4. Computes SSN = h(sll [DSN lle;)
P P
Sends <IDSN s SSN >
JJ P g

® ——> Secure Channel

Figure 2: Pre-deployment phase

5.2 Post-deployment Phase

After deployment of cluster heads and ordinary sensor
nodes on a target field, they form clusters such a way [10]
that for each cluster, there will be a cluster head. The
main objective in this paper is that how a valid user U;,
where (1 < i < z) securely communicates to a cluster
head CH ; to get real time data from target field.
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5.3 User Registration Phase

In this phase, a user U; chooses a random number y;,
his/her identity ID; and password pw,;. Then, U; com-
putes pwr; = h(pw,; || v;) and sends {ID;,pwr;} to the
base station B.S through a secure channel. After getting
message {ID;,pwr,} from the user U;, base station com-
putes X; = h(ID; || s) ® pwr; and B; = h(h(ID; || s) ||
pwr;). Then base station issues a smart card for user U;
by storing {X;, B;, h(:)} into the memory of smart card.
After getting his/her smart card, user U; stores y; into
the memory of smart card. Figure 3 shows the user reg-
istration phase of our proposed scheme.
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Card reader

User

1. Provides pw, and ID, }
2. Computes pwr, =h (pw, Il y,),

Y, =X, @pwr, and B, = h (Y, llpwr,)
Checks B, 2B, if equal

3. Chooses Dy,
——>4. Chooses arandom number N,

computes P, = h(Y; 1D, IIN, Il pwr))
R, =N, @pwr,
sends <ID;.ID, PR X, >

Base
Station

®— — Public channel B—— Secure channel

; ; Base Station

User
3. Computes X, =h (ID, Ils) @ pwr,,
B, =h(h(D,Is) Il pwr,)
Sends <X,,B,,h()>

1. Randomly chooses ID,, y, and pw,
2. Computes  pwr, = h (pw, Il y;)
Sends < ID, , pwr, >

4. Inserts y,
Stores <X, ,B;,y;,h()>
T —

E Smart
card

B — — Public channel B—— Secure channel

Figure 3: User registration phase

5.4 User Login Phase

In this phase, user U; provides his/her identity ID; and
password pw; to the card reader. Then card reader com-
putes pur’ = hipw, || y:), Y = X, @ purl, B = h(Y] |
pwr}) and checks whether computed B] equals stored B;.
If true, proceed to next otherwise ‘rejects’ user U;. Then,
user U; chooses I D¢ ; and submits it to the card reader.
Then, card reader further chooses a random number Ny
and computes P; = h(Y] || IDcy, | N1 || pwr}) and R;
= N1 @ pwrj and sends {ID;,IDcp,, P;, Ri, X;} to the
base station. Figure 4 shows the user login phase of our
proposed scheme.

5.5 Authentication Phase

In this phase, after getting login request message
{ID;,IDcH,, P;, Ri, X;} from user U;, base station com-
putes Y;* = h(ID; || s), pwr; = Y @ X;, Ny =
pur; @ Ry and P? = h(Y;? | IDcw, | Ni || pur?)
and, it checks whether computed P} equals sending P;
or not. If it holds good, base station further chooses a
random number Ny and computes Z; = pwr} ®& Na, D;
= h(Yy || N2 || IDcm, || ID; || Nf). Then, it sends
{ID;, IDcy,, Z;, D;} to the user U;. Again base station
computes N3 = No @ Nf, V; = h(IDcu, || Scu,), Ei
= ‘/; @Ng, Ai = h(Y;* H N3 || pwrf), Li = Az D VYZ and

Figure 4: User login phase

Gi = MScu; || N3 || A; || ID; || IDcpy;) and, sends
{Ei, Li; G, ID;, IDcp,} to the cluster head CH ;. After
that the following computations are performed:

1) After getting reply message {ID;,IDcnu;,Zs, Di}
from base station, card reader computes Nj = Z; ®
puwrl, D, = h(Y! | N} | IDcn, | ID; || Ni) and
checks whether computed D] equals sending D; or
not. If it holds good then computes N = Ny & N,
AL = h(Y] || N§ || pwr}) and session key SK =
B(ID; || IDc, || Ny | AL,

2) After receiving message {E;, L;,Gi, 1D, IDcp,}
from base station, cluster head C'H; computes V;*
= h(IDCHj || SCHj)7 Ng = Vi* ¢ E;, A: =L;® ‘/i*
and Gy = W(Scu, || N3 || A7 || ID; || IDcn,) and
checks weather computed G} equals sending G; or

not. If true, then it computes session key SK =
h(ID; || IDcuy || N3 || A7).

Now, both parties (user U; and cluster head C'H ) are
agreed with common shared session key SK and can com-
municate securely to each other by shared secret session
key SK in future. Figure 5 shows the authentication
phase of our proposed scheme.

5.6 Password Change Phase

In this phase, user U; provides his/her identity ID; and
password pw, to the card reader. Card reader computes
pwri = h(pw; || y;), Y = Xi @ pwrj, Bj = h(Y] || pwr})
and checks whether B] equals B; or not. If equal, proceed
to next otherwise ‘rejects’ user U;. Then, user U; provides
new password pw“" to the card reader. Card reader
computes pwr®” = h(pw?® || y;), X =Y/ ®pwre?,
Brv = h(Y; || pwr?®). Then U; replace old values of X;
and B; by the new value of X*** and BJ**" respectively
into the memory of smart card. Thus, U; can change the
password without taking any assistance from base station.



International Journal of Network Security, Vol.18, No.3, PP.553-564, May 2016

959

U Card reader

A

Base
Station

Cluster head
CH;

<ID,,IDg, ,P,R,, X, >
- = === = = = = = = = > 1. Computes

Checks P ? P,

Sends <ID;.IDy .Z,

4. Computes N, =Z, @D pwr,,
D, =h (Y, IN, D, 11D, IN,)
Checks D, ? D,
5. Computes Ny =N, DN,
A, =h (Y, IIN}llpwr,) and
session key SK =h (D, IIDy, IN}IIA)

Y =h(D, lIs), pwr =Y DX,
N, =pwr, PR, and
P =h(Y, IIDy N, llpwr)

2. Chooses a random number
computes  Z, =pwr, D N,,
D, =h (Y IN,ID IDINT)

3. Computes N, =N, PN, ,V,= h(ID, IS¢ )
E, =V, @ N,, A, =h(Y IN,llpwr),
L,=A,@®V, and
G,=h(Sq IN, IA, IID, 1D, )

Sends <E;,L;.G,.ID;,ID¢, >

® — — Public channel

NZ

********** > 4. Computes V; =h(ID g IS¢ ).
N;=V, @PE,,
A =L @V, and
G =hSe INJIATID D, )
Checks G

i

76!

5. Computes  session key

SK =h(ID, D o IN;IIA])

Figure 5: Authentication phase

5.7 Dynamic Node Addition Phase

In this phase, we describe the addition or replace proce-
dure of new nodes into the networks of our scheme. This
phase is needed to replace or add new nodes which are
either dead for energy loss or captured by an attacker.
Base station performs following steps:

Step 1. It chooses a random number ¢; and an identity
IDcp,, (1 <1 < my) for each cluster head CH;.
Then computes Scp, = h(s || IDcm, || ¢) and stores
{IDcn,,Scu,} into the memory of CH; as tamper
resists.

Step 2. It chooses a random number w, and an identity
IDsy,, (1 < v < ) for each ordinary sensor node
SN,. Then it computes Ssn, = h(s || IDsn, || wy)
and stores {IDgn,,Ssn,} into the memory of SN,
as tamper resists.

Step 3. All new nodes are deployed into the target field
and then base station informs to the users about the
addition of new nodes.

The above procedure shows that it is not needed to store
information regarding new nodes into the memory of
user’s smart card.

6 Security Analysis of Our Pro-
posed Scheme

In this section, we will analyze the security of our pro-
posed scheme. We may assume that an attacker could
obtain the values which are stored in the memory of
smart card by monitoring the power consumption [12,16].
Further, attacker can intercept communicating messages
among user, server and cluster head. Under these as-
sumptions, we will show that the proposed scheme resists
different possible attacks.

6.1 Smart Card Stolen Attack

We assume that user U; has either lost his/her smart card
or stolen by an attacker. After getting the smart card,
an attacker can extract the parameters X;, B;, y; and
h(-) from the smart card of the user U;. After getting
all these parameters, it is hard to derive or guess user’s
correct password pw; and base station’s secret key s by
the attacker as shown in following.

1) From parameter X; = h(ID; || s) ® pwr; = h(ID; |
s) @ h(pw; || yi), given ID; and y;, attacker cannot
guess s and pw; because it is hard to guess two un-

known parameters in polynomial time as shown by
Sood et al. [20].
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2) The attacker cannot compute s and pw; from pa-
rameter B; = h(h(ID; || s) || pwr;) = h(R(ID; || s) ||
h(pw; || i), given ID; and y; because it is computa-
tionally hard due to inverse of cryptographic one-way
hash function.

So, the attacker cannot compute any secret informa-
tion from parameters which are stored into the memory
of smart card. Hence, the proposed scheme resists smart
card stolen attack.

6.2 Impersonation Attack

To impersonate as a legitimate user, an attacker
attempts to make a forged login request message
{ID;,IDcy,, P, R}, X;} by computing following steps,
given {)(17 Bi, Yis h(), ID“ IDCHj }

1) The attacker chooses random number N{ and also
chooses a password pwy'.

2) Computes pwr? = h(pw || y;).

3) Computes R = N @ pwr?.

But, to compute parameter P = h(Y; || IDcn,; |
N¢ || pwr?), where Y/ = h(ID; || s), attacker have to
know secret key s of base station. In our scheme, secret
key s of base station is used as h(ID; || s). So, attacker
cannot compute s from h(ID; || s) because it is hard
due to inversion of cryptographic one-way hash function.
Thus, the attacker cannot produce forged login request
message {ID;,IDcg,, P{, R{, X;} in our scheme.

6.3 Privileged Insider Attack

If the system manager or privileged insider of the base
station knows user’s password, he/she may try to access
user U;’s other accounts of other base stations. But in our
scheme, pwr; = h(pw; || v;), where random number y; is
unknown to the system manager or privileged insider of
the base station is transmitted instead of pw, to the base
station in registration phase. From parameter pwr;, priv-
ileged insider of the base station cannot compute correct
pw, because it is computationally hard due to inversion of
cryptographic one-way hash function. So, the proposed
scheme resists privileged insider attack.

6.4 Replay Attack

An attacker intercepts a valid login message {ID;,
IDcy;, B, R, X;} and stores it for further use. Af-
ter completion of user’s transaction, base station stores
this login message. Suppose, then the attacker sends the
same stored login message to the base station. After re-
ceiving it, base station will check sending login message
with stored login message and if both are equal then base
station will reject the attacker’s login request. In our
scheme, P; = h(Y] || IDcp, || N1 || pwr}) and R; =
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N; @ pwrf. Our scheme resists replay attack because lo-
gin message is changed in every session due to random
number Nj.

6.5 Off-line Password Guessing Attack

We have shown in smart card stolen attack (Subsec-
tion 6.1) of our scheme that adversary cannot ex-
tract user U;’s password pw; from smart card’s pa-
rameters {X;, B;,y;}. Again, the adversary try to
guess user U,;’s password pw; from login message
{ID;s,1Dcnj, Pi, Ri, X} between user U; and base sta-
tion. But, we will show that the adversary cannot guess
user U;’s password pw; from login message which is as
follows:

1) From parameter P; = h(Y] || IDcm; || N1 | pwr})
= h(Y{ | IDcn, || Ni || h(pw; || vi)), given 1D,
IDcpj; and y;, adversary cannot guess password pw;
because it is hard due to inversion of cryptographic
one-way hash function.

2) From parameter R; = Ny @ pwr, = N1 @ h(pw; || vi),
given y;, adversary cannot guess user U;’s password
because he/she have to solve parameter R; without
knowing two unknown values pw; and N; which is
computationally hard.

The above explanation shows that our proposed
scheme resists off-line password guessing attack.

6.6 Theft Attack

If an adversary can store valid smart card’s parameters
into the memory of his/her smart card then the authen-
tication scheme will be insecure against theft attack. In
our scheme, to compute smart card’s parameters, an ad-
versary have to know valid user’s password pw; and secret
key s of the base station. But, we have shown in smart
card stolen attack (Subsection 6.1) that an adversary can-
not compute base station’s secret key and user’s password
from valid user’s smart card. As a result, the proposed
scheme is secure against theft attack.

6.7 Session Key Recovery Attack

In our scheme, an attacker cannot compute secret ses-
sion key SK = h(ID; || IDcu; || N3 || Ai) = h(ID; ||
D, || No || h(Yi | No || pwr,)) = h(ID; || IDcu, |
Ny || A(A(ID; || 5) || Ny || h(pw; || 9:))) between user
U; and cluster head CH; except captured cluster heads
because, in our scheme, computation of session key de-
pends on user’s password pw;, random number N3 and
secret key s of base station. We have shown in smart
card stolen attack (Subsection 6.1) and off-line password
guessing attack (Subsection 6.5) that the adversary has
no way to get secret key s of base station and user’s pass-
word pw;. So, our scheme is secure against session key
recovery attack.
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Table 2: Comparison of computational cost of our scheme with Das et al.’s scheme

Registration Phase Login Phase Authentication Phase
Schemes User Base station User Base station Cluster head User
Dasetal. [4] | 1T, | (m+m)Tone +3Ty | 4Th +1Tene 3Ty +2T o ne +1Tgec 2Ty +1Tyec 1T},
Our 1Th 2Th 3Th 6Th 3Th 3Th

6.8 Denial of Service Attack

In password change phase of our proposed scheme, card
reader first checks the validity of provided old password of
any user say, U;. If provided password is valid then only
card reader allows user U; to provide his/her new pass-
word. So, an adversary have to know the correct password
of user U; to change U,’s password. But, off-line pass-
word guessing attack (Subsection 6.5) shows that there is
no chance to compute U;’s password. So, adversary can-
not change password of user U;. Thus, only valid users
get service from cluster heads via base station. So, our
scheme is secure against denial of service (DoS) attack.

6.9 Cluster Head Capture Attack

When a cluster head is compromised by an attacker then
it compromises its own secret key and shared session
key. Moreover, secure communication with users and with
its neighbor sensor nodes are compromised. But in our
scheme, there are a unique secret key is given for each
node (including cluster head). Thus, if an attacker cap-
tures a cluster head, he/she will get secret key of that
captured cluster head only. As a result, all other non-
compromised cluster heads can still communicate securely
with other nodes in the networks and with users. Hence,
our scheme provides security against cluster head capture
attack.

7 Performance Analysis of Our
Proposed Scheme

In this section, we compare the performance of our pro-
posed scheme with Das et al.’s scheme [4]. We assume
that Das et al.’s scheme consist of m+m = 200 nodes in
the wireless sensor network. Table 2 shows the computa-
tion over head of user, base station and cluster head of our
proposed scheme with the related scheme. Table 3 shows
the communication cost and storage cost of our scheme
and related scheme. In Table 2, T}, is the time required for
hashing operation, T, is the time required for encryp-
tion operation and Ty, is the time required for decryption
operation. In scheme [4], computational over head is di-
rectly proportional to number of cluster heads. But in
our scheme, computation over head is independent on the
number of cluster heads. Our proposed scheme takes less
computational cost than that of Das et al.’s scheme.

For comparison purpose, we assume that the length
of ID;, IDcy,, X4 are 64 bits each, random nonce and
message digest h(-) are 128 bits each. We may assume
that AES-128 symmetric key encryption/decryption al-
gorithm [17] are used in scheme [4]. In Table 3, we have
shown the communication cost (capacity of transmitting
message) of our scheme and scheme [4] is 1408 bits and
1536 bits respectively. So our scheme takes (1536 — 1408)
= 128 bits less than that of the scheme of Das et al. [4].
Also the storage cost (stored in the memory of smart card)
of our scheme and Das et al.’s scheme [4] are 512 bits and
32640 bits respectively. So, Das et al.’s scheme [4] takes
(32640 — 512) = 32128 bits more than that of our scheme.
Note that, storage cost dependent on the number of clus-
ter heads in Das et al.’s scheme.

Table 3: Comparison of communication cost, storage
cost and security attacks of our scheme with Das et al.’s
scheme

Cost & Attack Das et al. [4] Our

Communication Cost 1536 bits 1408 bits
Storage Cost 32640 bits 512 bits

Al N X

A2 Vv X

A3 Vv X

A4 X X

A5 vV X

A6 N X

AT N X

Al: Insider Attack, A2: Off-line Password Guessing Attack, A3:
Smart Card Stolen Attack, A4: Replay Attack, A5: Theft Attack,
A6: Password Change Attack and A7: Session Key Recovery Attack

Most wireless sensor networks suffers from power con-
sumption of cluster head. So low computation cost of
cluster head is desirable. In Table 2, we have shown that
the computation overhead of cluster head of our scheme
with Das et al.’s scheme [4]. Das et al.’s scheme [4] takes
more computation cost than that of our scheme.

In Table 3, we have shown that our scheme provide
strong authentication system compared to Das et al.’s
scheme [4]. Hence, our scheme provides batter security,
low computational cost, low communication cost and stor-
age cost than Das et al.’s scheme [4].

We will discuss the advantages of our proposed scheme
over Das et al.’s scheme [4].
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Mutual Authentication. Our scheme provides strong References

mutual authentication between a user and base sta-
tion. Even if attacker can extract the secret informa-
tion from the memory of user’s smart card and in-
tercepting login message between the user and base
station, attacker cannot compute the valid login mes-
sage and reply message without knowing the secret
password pw, of user U;, secret key s of base station
and random number N;7. So our scheme provides mu-
tual authentication between a user and base station.

Early Wrong Password Detection. If the user U; in-
puts a wrong password by mistake in password
change phase or login phase, it will be quickly de-
tected by the card reader itself since card reader
computes pwr; = h(pw; || v;), Y/ = X; ® pwr}, Bj
= h(Y] || pwr) and checks whether computed B
equals stored B; into memory of smart card. Hence
our scheme provides early wrong password detection.

Solves Time Synchronization Problem. Our pro-
posed scheme uses randomly generated nonce N
and N, instead of time stamps to avoid time
synchronization problem.

Unlimited Number of Cluster Head Access. In
our scheme, we do not need to store any key-plus-id
combinations for each cluster heads into the memory
of user’s smart card. In our scheme, stored parame-
ters of user’s smart card are independent of cluster
head’s secret information. Thus in our scheme, a
user can access all the cluster heads (including newly
deployed cluster heads) in the networks.

No Dynamic Cluster Head Addition Over Head.
In our scheme, smart card’s stored information are
independent from any cluster head’s information.
Thus for addition of new nodes, base station does
not need to compute further information regarding
newly deployed cluster heads for user’s smart card.

8 Conclusion

We have shown that Das et al.’s scheme suffers from some
security weaknesses. To over come these weaknesses, we
have proposed our scheme. Further, in security analysis,
we have shown that our scheme is more efficient in terms
of computational, communication and storage cost than
that of Das et al.’s scheme. We have also shown that in
our scheme, users can access all the cluster heads and no
need to compute any parameter for the user’s smart card
after adding new cluster heads into the network. In fu-
ture, validation of the proposed scheme will be evaluated
by Automated Validation of Internet Security Protocols
and Applications (AVISPA) [1], a security tool. Further,
it can be incorporated biometric features into the pro-
posed scheme to achieve high security in remote user au-
thentication scheme.
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