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Abstract

With the continuous development of cloud computing,
more and more sensitive data needs to be centrally stored
in the cloud storage. For protecting the privacy of data,
sensitive data must be encrypted before being outsourced
to the server. The traditional PEKS (Public Encryp-
tion Keyword Search) enables users to search data by
using keywords in the condition of encryption, however,
it not only needs the security channel but also tolerates
the huge pairing-computation. Although the pairing-free
public key encryption with keyword search has been pro-
posed, it can not support fuzzy keyword search and this
drawback greatly reduces the usability of the system. In
this paper, the proposed scheme features three good as-
pects: First, the keywords and data have been encrypted
under the server’s public key and thus the secure chan-
nel of the keywords transmission has been eliminated in
the sense that the outside attackers cannot obtain any
information related to the keywords without the knowl-
edge of the server’s private key. Second, our scheme not
only supports accurate keyword search encryption but
also supports the search when the keywords input have
any spelling mistakes or format inconsistencies, which sig-
nificantly improved the availability of the system. Finally,
the proposed scheme is constructed on the El Gamal en-
cryption instead of the bilinear-pairing encryption, which
greatly improve the computational efficiency.

Keywords: Cloud environment, free secure-channel, fuzzy
keywords

1 Introduction

With the development of cloud computing, more and
more confidential documents will be stored in the cloud
environment. But Clients also worry about the trust rank
of the server, so the data stored in the cloud server will be

encrypted. Clients can download the all data and decrypt
it, then they will search what they want by keywords,
however, the process will expend a lot of time and cost.
So, it’s more and more important to propose an effective
searchable encryption scheme.

Boneh et al. propose the keyword search scheme un-
der the condition of public key encryption for the first
time in [2]. But a secure channel is established between
the server and receiver to transmit data. As all we know,
the computing overhead of bilinear pairings is very huge.
Thokozani et al. propose a pairing-free PEKS scheme
in [14] and it greatly reduces the computational cost.
However, this scheme only allows exact keyword search,
that is to say, the searching keywords can not tolerate any
incorrect spellings and formats. The obvious drawbacks
seriously reduces the availability of it.

In this paper, we propose a pairing-free public key en-
cryption with fuzzy keyword search scheme, it does not
need to establish a secure channel between the server and
receiver. For creating a PEKS ciphertext, the sender will
use the server’s public key and his own public key. Mean-
while the scheme also supports fuzzy keyword search and
don’t need to encrypt keywords by bilinear pairings need-
ing much computing cost. When the keyword input by
users exactly match the defined keyword, the server will
return the related files containing it directly. When the
exact match fails, according to the similar semantics of
keywords, the server will return the most likely similar
matching files. More accurately, this paper will use the
similar semantics in [8] and specifically use edit distance
to quantify the similarity of the keywords. We will use
the wildcard technology to solve the problem of the cre-
ation of fuzzy keyword sets. There is no need to list all
keywords, and the number of fuzzy keyword sets greatly
decrease by utilizing wildcard technology. Compared with
the previous schemes, ours meets the three requirements:

1) Secure channel-free;
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2) Pairing-free;

3) Fuzzy keyword search.

1.1 Related Work

The earliest PEKS scheme was proposed in [2], in which
the user can send a secret key to the server, the server
can identify all of the data files which contain keywords
searched but he can’t get any information about the data
files. An secure channel-free PEKS scheme was proposed
by Baek in [1], the basic idea of it is that the server has
its own public key and private key, the data owner cre-
ates a PEKS ciphertext by using the server’s public key
and their own, then the receiver can send a trapdoor to
retrieve files through a public channel because the out-
side attacker that has not obtained the server’s private
key cannot make any decisions about the PEKS cipher-
texts even though the attacker gets all the trapdoors for
the keywords that it holds. Fuzzy keyword search over
encrypted was first proposed in [8], the scheme use edit
distance to quantify the similarity of the keyword and
use wildcard technology to create fuzzy keyword sets, the
server can return the IDs of files by matching the index of
similar keywords, but, its trapdoor is unsafe and vulner-
able to keyword guessing attack. Most PEKS proposed
so far are based on the bilinear pairings. Thokozani et
al. proposed a pairing-free PEKS in [14] and it improved
computational efficiency greatly, but this scheme can’t
support fuzzy keyword search.

Rhee et al. point out that the SCF-PEKS scheme suf-
fers from keyword guessing attack and proposed a scheme
which satisfies the property of trapdoor indistinguishabil-
ity without using an additional secure channel in [11]. For
achieving a more effective search, a similar ”index” tech-
nology was proposed in [9], in which a single index of en-
crypted hash table is established for the whole file storage.
In the index table, each item is made up of the trapdoor
of keywords and the encrypted collection of identify num-
bers of the files which contain relevant keywords. Both
of the two schemes only support exact keyword search.
Min-Shiang Hwang et al. propose a Study of PEKS in [4]
which is a summary of PEKSs and show an overview of
six existing security models of PEKS/SCF-PEKS scheme
and conclude five security requirements that must satisfy
to construct a secure PEKS/SCF-PEKS scheme.

A scheme supports secure keyword ranking was pro-
posed in [15] and returned the ranking of searching files
through an effective technology, which enhances the us-
ability of searching system. In [10], an efficient PEKS
scheme was proposed, which allows the server to partici-
pate in the decipherment, and to return only files contain-
ing certain keywords specified by the users, so as to reduce
both the computational and communication overhead in
decryption for users, on the condition of preserving user
data privacy and user querying privacy. Shih-Ting Hsu
et al. propose a study of CKSS in [5] and examine six
security models by concluding the secret-key setting and

public-key setting, and sum up six security requirements
that must satisfy to construct a secure conjunctive key-
word searchable scheme.

1.2 The Advantages of Our Scheme

According to [1, 2, 8], most PEKSs schemes cannot sup-
port the public key encryption with fuzzy keyword search.
For example, after sending the encrypted messages along
with the corresponding keywords into the cloud server,
the data owner cannot perform the keyword searching in
case the exact passwords has been forgotten, which usu-
ally happens when many files has been outsourced in the
remote cloud server.

In the addition, most PEKSs need to encrypt keyword
ciphertext by bilinear pairings needing much computing
cost which will reduce the efficiency of schemes. Although
Thokozani et al. proposed a pairing-free PEKS in [14] and
it improved computational efficiency greatly. However,
there are some obvious drawbacks in the scheme. First
the scheme can’t decrypt the ciphertext to get the cor-
rect messages because its decryption algorithm has some
mistakes. Second, it uses the server’s public key to en-
crypt the trapdoor instead of the keyword ciphertext, so,
it needs a secure channel to transport the trapdoor.

Different from previous schemes, our proposed scheme
provides a promising solution to this problem by support-
ing public key encryption with keywords search. In this
way, only part of keywords or the keywords with some
spelling errors can be used to perform the keyword search.
Furthermore, our scheme is constructed on the ElGamal
instead of bilinear pairings to encrypt keywords, which
significantly improve the efficiency.

1.3 Organization

The organization of this paper is as follows. Some pre-
liminaries are given in Section 2. The proposed ElGamal
encryption with fuzzy keyword search on cloud environ-
ment are given in Section 3. The comparison of efficiency
is given in Section 4. Its security analyse is given in Sec-
tion 5. The conclusions will be made in Section 6.

2 Preliminaries

In this section, we will review the traditional PEKS, the
creating method of fuzzy keyword sets and the definition
of some relevant knowledge.

2.1 The Sets of Fuzzy Keyword

For proposing an effective and practical fuzzy keyword
search scheme, the concept of edit distance is introduced
into the solution. If the editing operation is in the same
position of a keyword, all relevant keywords will be listed.
Using wildcards represents the same position of editing
operation in [8].
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Edit Distance. There are some methods to quantize the
similarity of strings. A known edit distance is proposed
in [6], ed(w1, w2)(denoting the edit distance of w1 and
w2) means the number of operations which one keyword
becoming another similar keyword needs.

The editing operation is made up of three parts:

1) Substitution: changing one character to another in a
word;

2) Deletion: deleting one character from a word;

3) Insertion: inserting a single character into a word.
Given a keyword w.

The wildcard-based fuzzy keyword set of wi with edit
distance d is denoted as Swi,d = {S′wi,0, S

′
wi,1, ..., S

′
wi,d
},

where S′wi,τ denotes the set of words w′i with τ wildcards.
For example,assuming that edit distance d = 1 for the
keyword ”while”, its wildcard-based fuzzy keyword set
can denote Swhile,1 = {while, ∗while, ∗hile, w ∗ ile, · · · ,
whil∗, while∗}.

Fuzzy Keyword Search. Given a set of n encrypted
data files C = (F1, F2, ..., FN ) stored in the cloud server,
a set of different keywords W = w1, w2, ..., wp, given the
edit distance d, a search input (w, k) (w denotes a key-
word, k(k 6 d) denotes the input of the edit distance).
The server will return IDs of files after the execution of
fuzzy keyword search and IDs whose corresponding the
data files may contain the keyword w, denoting FIDwi :
if w = wi ∈W , return FIDwi immediately; Or if w /∈W ,
return the IDs’ set FIDwi

for ed(w,wi 6 k).

2.2 The First PEKS Scheme

As being described in [2], this search system is made up
of a data owner, a data receiver, a server. The Data
owner creates some data and then send the encrypted
data and keywords to the server. When the server receives
them, he can execute the search operating by obtaining
the trapdoor from the data receiver. The Data receiver
creates the trapdoor and send it to the server to search
what he wants.

We review 4 steps of the public-key encryption search
(PEKS) algorithm:

1) KeyGen(s): Taking secure parameter s, then the al-
gorithm generates the common public key and pri-
vate key (pk, sk) of data owner and data receiver.

2) PEKS(pk,W ): Taking pk and a keyword W ,
the algorithm generates a PEKS ciphertext S =
PEKS(pk,W ).

3) Trapdoor(sk,W ′): Taking sk and a keyword W ′ in-
put, the algorithm generates a search trapdoor Tw′ .

4) Test(pk, S, Tw′): Taking the public key pk, the
PEKS ciphertext S and the search trapdoor Tw′ =
trapdoor(sk,W ′), the algorithm matches if W = W ′,
output ”YES”, otherwise output ”NO”.

Data owner executes KeyGen algorithm to generate
public-private key pairs. Then data receiver uses the al-
gorithm Trapdoor to generate the trapdoor TW ′ for a
keyword W ′ input by him. After the server receives the
trapdoor, he will execute Test algorithm to determine
whether these data files contain the keyword W ′.

2.3 ElGamal Encryption

ElGamal encryption algorithm is a relatively common en-
cryption algorithm and it is based on public key cryp-
tosystem and elliptic curve encryption system which are
proposed in 1984. Its security depends on elliptic curve
discrete logarithm problem over the finite fields. The al-
gorithm description is in [13] as follows:

KeyGen: First select a prime p and obtain primitive root
g, a random element x ∈ Fq in which both x and g
are less than p, then computes y = gx. The user’s
public key is y and private key is x.

Encryption: For encrypting a file F , pick a random el-
ement r ∈ Fq and computes c1 = gr, c2 = F (gx)r,
then obtain the ciphertext cF = (c1, c2).

Decryption: Given cF = (c1, c2), recover the file by com-
puting c2/c

x
1 = F .

2.4 Discrete Logarithm Problem

Discrete Logarithm Problem: Given a prime number p
and a primitive element a ∈ Zp(Zp is a finite field),for a
integer b ∈ Zp, finding the unique integer c make ac ≡
b(modp) is a difficult problem if selecting p carefully.

At present, there is not a polynomial time algorithm
of computing discrete logarithm problem.

3 Construction

In the section, we will propose our scheme which not only
support fuzzy keyword search but also encrypt keywords
and data files by ElGamal instead of bilinear pairings,
and needn’t an additional secure channel to exchange a
trapdoor.

Some public system parameters will be generated by
first algorithm such as server’s public key and private key,
the sender’s public key and private key.

1) KeyGen(γ1, γ2): Taking the security parameters γ1
and γ2, this algorithm will generate public key y =
gx, private key x for the sender and public key S =
gz, private key z for the server.

We suppose the value of edit distance is d, and sup-
pose the keyword set {w1, w2, w3, ..., wi} of every en-
crypted file in the cloud server. For setting up an
index for each keyword wi, first the sender will cre-
ate a fuzzy keyword set of index Swi,d (Swi,d has
been explained in Section 2). each element of Swi,d
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is the keyword which uses wildcard technology. Ev-
ery wildcard denotes an editing operation. Then the
sender will encrypt each w′i ∈ Swi,d. The description
of PEKS algorithm is as follows.

2) PEKS(y, S, w′i): To encrypt the keyword w′i, this
algorithm first computes ci = h1(w′i) and Cw′

i
= S ·

yci by using one-way hash function. Then the sender
sends Cw′

i
to the server for storage.

The data user needs to input (w, k) ((w, k) has been
explained in Section 2) for searching files, and he
will computes all trapdoors {Tw′}w′∈Sw,k

. the algo-
rithm’s description of computing every fuzzy keyword
trapdoor based on wildcard-keyword is as follows.

3) Trapdoor(x,w′): To retrieve the data files which
the user wants, the user chooses a dynamic ran-
dom element a and computes two trapdoors T ′w′ =

(gh1(w
′))x · ga and T ′′w′ = ga.

The algorithm generates the trapdoor Tw′ =
(T ′w′ , T ′′w′), and when the user computes all fuzzy
keyword trapdoors, he sends the trapdoor set
{Tw′}w′∈Sw,k

to the server for returning what he
wants. the description of matching algorithm is as
follows.

4) Test(T ′w, z, Cw′
i
): First the server uses its private key

to compute Cw = (Cw′
i
)·g−z = yci , then test whether

T ′w′ = T ′′w′ · Cw. If w′i = w′, the algorithm outputs
”YES”, then return the corresponding data files or
else if w′i 6= w′, the algorithm outputs ”NO”.

Our proposed scheme needn’t a secure channel to trans-
port the trapdoor because of the server’s public key
S = gz to encrypt the PEKS Cw′

i
= S · yci , and can

resist keyword guessing attack. By using El Gamal en-
cryption instead of bilinear pairings encryption and sup-
porting fuzzy keyword search, it improves the efficiency
and usability significantly.

4 Comparison

In the section, the efficiency and usability analyse of our
scheme and the others are compared as follows:

We compare our approach with Li et al. in [10], Baek
et al. in [1], Rhee et al. in [11], Boneh et al. in [2],
Thokozani et al. in [14] in term of the computation cost.
To achieve the similar level of security for our pairing-free
approach, the Koblitz elliptic curve y2 = x3 +ax2 + b can
be used. The running time of the cryptographic opera-
tion listed in Table 1 can be derived using the standard
cryptographic library. MIRACAL [12], and the hardware
and OS for the experiment is PIV 3 GHZ processor with
512 M bytes storage capacity, and the Windows XP op-
erating system respectively [3]. Bilinear pairings is the
most expensive computation operation while scalar mul-
tiplication is the next and modular exponentiation is the
third, hash function is the least.

Table 1: Cryptographic operation time in milliseconds

Operations Time
ECC-based scalar multiplication 0.83

Exponential in Fp2 11.20
Pairing-based scalar multiplication 6.38

Pairing 20.01

Table 2: Frequency of each operation

Scheme PA SM EX HF
Li et al. in [10] 3 - 5 3

Baek et al. in [1] 2 2 1 1
Rhee et al. in [11] 3 3 3 3
Boneh et al. in [2] 1 3 1 3

Thokozani et al. in [14] - 3 6 1
Our scheme - 4 5 1

The number of keywords affects the space efficiency
of the existing approaches and ours at the most extent.
For example, we implement the experiment that there
are 5000 keywords needed to be stored , a keyword takes
up two bytes in average and each keyword has 50 cor-
responding fuzzy keywords. So all of keywords will take
5000×2×50 = 500000B ≈ 488KB. We can know that our
scheme needs a little space to save keywords and rarely
reduces the space efficiency.

Next,we can analyse the computation cost of our
scheme that there are 4 scalar multiplications(S · yci ,
(gh1(w

′))x ·ga, (Cw′
i
)·g−z, T ′′w′ ·Cw), 5 exponentiations(yci ,

gh1(w
′), (gh1(w

′))x, ga, g−z), 1 hash function(h1(w′i)).
Also, we can analyse the computational overhead of the
other five approaches in the Table 2.

In the Table 2, Let PA, SM, EX and HF be the abbrevi-
ate for the Pairing, Scalar Multiplication, Exponentiation
and Hash Function, respectively. The comparison focuses
on the operation implemented by the sender or the re-
ceiver with the server to have sufficient communication
capability.

Thus, the computation efficiency is evaluated based
on the method proposed in [7]. For example, in the
algorithm of Baek et al.’s in [4], 2 PAs , 2 SMs , 1
EX, 1 HF are needed, and the computation time is
2× 6.38 + 2× 20.01 + 1× 11.20 = 63.98ms(the computa-
tion cost of hash function can be ignored.). In the same
way, we can calculate the other four existing schemes and
ours(59.32ms). Observing the comparison results listed
in Chart 1, although, the computation cost of scheme
in [2] is less than ours, it needs a extra secure channel to
transport its trapdoor which reduce its efficiency. From
the above, our scheme is more efficient than the existing
schemes for implementing each exact keyword search.

When a user implements fuzzy keyword search, we de-
note the size of a fuzzy keyword set by n, n is a constant
and he/she can compute n by some searching software
quickly and cost m = 59.32n ms for searching, so m is
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Table 3: Comparison of usability assumption

Scheme CT Ind Trap Ind SC FKS
Li et al. in [10] Satisfied Not satisfied Required unsupported

Baek et al. in [1] Satisfied Not satisfied Not Required unsupported
Rhee et al. in [11] Satisfied Satisfied Not Required unsupported
Boneh et al. in [2] Satisfied Not satisfied Required unsupported

Thokozani et al. in [14] Satisfied Satisfied Not Required unsupported
Our scheme Satisfied Satisfied Not Required supported

Figure 1: Comparison of the Existing Schemes on Com-
putation Cost

also a constant and can be accepted.

In Table 3, we use CT Ind, Trap Ind, SC, FKS as
abbreviations for the meaning of PEKS Ciphertext In-
distinguishability, Trapdoor Indistinguishability, Secure
Channel between a sender and server, and Fuzzy Key-
word Search,respectively.

Our proposed scheme uses the lighter operation of ex-
ponentiation because the security bases of it are on the
intractability of elliptic curve discrete logarithm problem
and ElGamal encryption.

5 Security Analyse

The security of our proposed scheme will be discussed in
the section.

As all we know, the first PEKS scheme in [2] is a non-
interactive searchable encryption scheme semantically se-
cure against a chosen keyword attack in the random or-
acle model. But in [2], a certain keyword corresponds to
a constant trapdoor. Therefore, an outside attacker who
intercepts and captures the communications can statistics
the frequency of occurrences of these trapdoors, and then
he can choose the highest frequency trapdoor to attack.
Once the attack is successful, an attacker may know users
privacy interests. So it is not against a keyword guessing

attack.

Theorem 1. Our pairing-free scheme satisfies the prop-
erty of trapdoor indistinguishability which can be against
a keyword guessing attack in the random oracle.

Proof. As a malicious server or an outside attacker, he can
not distinguish whether two trapdoors are from the same
keyword. the trapdoor is changed each time because of
the difference of the random element a we chooses. If the a
is changed, T ′w′ = (gh1(w

′))x · ga and T ′′w′ = ga will be also
changed. So the trapdoor can not be distinguished.

Theorem 2. Our pairing-free scheme satisfies the prop-
erty of keyword security in the random oracle.

Proof. Even though an outsider attacker or a malicious
server knows that two trapdoors are generated by the
same keyword and intercept them, they can’t do anything
about the trapdoors. Suppose an outsider attacker cap-
tures the sender’s private key x , the trapdoor Tw′ and ga.,
then he will compute gh1(w

′) through T ′w′ captured. Due
to elliptic curve discrete logarithm problem, he can’t com-
pute gh1(w

′). So he can’t obtain any information about
the trapdoor.

6 Conclusion

In this paper, we propose an ElGamal encryption with
fuzzy keyword search scheme on cloud environment. It
not only supports accurate keyword search encryption but
also supports the search when the keywords which are
input have any spelling mistakes or format inconsistent
situations. For bilinear pairings free, our scheme is more
efficient than most others, and it can satisfies the property
of trapdoor indistinguishability and keyword security in
the random oracle based on the intractability of elliptic
curve discrete logarithm problem and ElGamal encryp-
tion. Finally it is also a SCF-PEKS. How to reduce the
size of a fuzzy keyword set effectively is our future master
expectation.
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