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Abstract

The certificateless-based signature system allows people
to verify the signature without the certificate. For this
reason, we do not need the certificate authority (CA)
to store and manage users’ certificates and public keys.
Certificateless-based signature can also overcome the cer-
tificate management problem and the key escrow prob-
lem of the traditional signature system. In 2012, Zhang
and Mao first designed the certificateless-based signature
scheme based on RSA operations; however, their scheme
still has latent vulnerabilities. To overcome these short-
comings, we propose an improved version to make the
RSA-based certificateless scheme stronger and more se-
cure. Besides, we reduce the computational cost to make
our scheme more efficient.

Keywords: Authentication, certificateless, integrity, non-
repudiation, RSA, signature

1 Introduction

Due to the rapid development of computer technology,
there are many digital applications that have become
involved in our daily lives. In the past, people usu-
ally use pens to sign important messages; however, since
the digital message has replaced traditional paper, peo-
ple have started to use digital signatures to sign digital
messages. Although many researchers have designed dif-
ferent signature applications with different requirements,
like blind signatures [4, 5, 8] ring signatures, and group
signatures [3, 10], all digital signatures are designed to
uphold the following three rules: 1) integrity, 2) unforge-
ability and 3) non-repudiation. We demonstrate these
rules as follows:

1) Integrity: When a person can verify the received mes-
sage and signature, he or she can ensure that the mes-

sage has not been modified by someone else during
the transmission time.

2) Unforgeability: By verifying the received message
and signature, people easily can verify the legal iden-
tity of the signer. Conversely, the people who verify
the signature can make sure that no one else is using
a fake signature and message to impersonate the real
signer.

3) Non-repudiation: When someone maliciously denies
a message and signature that he or she had signed, a
good signature scheme can identify the true provider
of the signature. In short, the signature must protect
the verifier, in case he or she becomes the victim.

In a traditional digital signature system, the signer nor-
mally holds two keys, a private key and a public key.
The private key can be used for signing important mes-
sages, and give the corresponding public key to the cer-
tificate authority and verifier. The certificate authority
(CA) stores and manages every user’s public key. Once
the verifier receives a signature from a signer and wants
to verify it, CA will give the corresponding certificate to
the verifier which includes the signer’s public key. Hence,
the verifier can verify the certificate and the signer’s pub-
lic key immediately. It is secure and very convenient
but places a heavy burden on CA because the CA has
to store and manage many certificates. For this rea-
son, Shamir proposed an ID-based public key system in
1985 [9]. The users are allowed to use their identity in-
formation as their public key, and a private key genera-
tion center (PKGC) can generate users’ private key which
corresponds to the users’ identity information. Unfortu-
nately, some researchers have started to suspect the roy-
alty of PKC because people feel anxiety about the CA
holding their private key and privacy information. This
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is called the "key escrow problem” in some of the liter-
ature [1]. To overcome this problem, researchers have
started to focus on the issues of the certificateless-based
signature scheme.

In 2003 [2], the first certificateless-based signature was
proposed by Al-Riyami and Paterson; however, Huang et
al. [6] pointed out that Al-Riyami and Paterson’s scheme
has a security weakness in 2005. In 2004 [11], Yum and
Lee used the identity of the signer to replace the pub-
lic key then proposed the ID-based certificateless signa-
ture. Huang et al. [7] found that Yum and Lee’s scheme
was insecure and proposed a novel standard model to
fix Yum and Lee’s scheme in 2007. The following year,
Zhang et al. [13] proposed a signature scheme based on
bilinear pairing operations. Then in 2009 [12], Yuan et
al. proposed a certificateless signature scheme that could
defend against malicious-but-passive-KGC attacks. Re-
cently, Zhang and Mao pointed out that there had never
existed an RSA-based certificateless signature scheme, so
they were first to design the RSA-based construction of
a certificateless signature scheme in 2012 [14]. Unfortu-
nately, we found out that Zhang and Mao’s scheme has
two latent security vulnerabilities. Through latent secu-
rity vulnerabilities, we can show that their scheme is not
safe if we give more power and permission to the attacker.
Thus, in this paper, we propose a novel scheme to improve
the security and reduce the computational cost based on
Zhang and Mao’s RSA-based certificateless scheme. The
contributions of our proposed scheme are as follows: 1) we
overcome the problem of public key in Zhang and Mao’s
scheme, 2) our scheme improves the security of Zhang and
Mao’s scheme and makes RSA-based certificateless signa-
ture stronger, and 3) although Zhang and Mao were the
first to start using the RSA crypto-system to reduce the
computational cost in the certificateless signature system,
the performance of our proposed scheme is more efficient.

The remainder of this paper is organized as follows.
Section 2 reviews the details of Zhang and Mao’s scheme,
and Section 3 points out its latent weaknesses. In Sec-
tion 4, we introduce the details of our strong RSA-based
certificateless signature scheme. Section 5 discusses the
security analysis and the performance of our proposed
scheme. Finally, our conclusions are summarized in Sec-
tion 6.

2 Related Works

In this section, we briefly review Zhang and Mao’s RSA-
based certificateless scheme [14]. Their scheme consists of
the following seven polynomial-time algorithms.

Setup (1*) - (MPK, MSK).
The key generation center (KGC) generates the mas-
ter public key (MPK), and the master secret key
(MSK).

Partial-Private-Key-Extraction (MPK, MSK,ID)
— (d]D).
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KGC generates the partial private key dyp by
inputting MPK, MSK and ID. Then, KGC gives the
partial private key d;p to the user over a secure
channel.

Set-Secret-Value (ID, MPK) — (zrp).
The user randomly chooses the secret value z;p by
inputting MPK and ID.

Set-Private-Key (zrp,drp) = (SKip).
The user inputs z;p and dyp into the algorithm, and
the algorithm generates the signing key SK;p.

Set-Public-Key (M PK,z1p,d;p) = (PKrp). The
user inputs MPK, z;p and d;p into the algorithm,
and the algorithm returns public key PKp.

CL-Scheme-Sign (SK;p,ID, MPK, M) — (M,?).
The signer inputs SK;p, ID, MPK and message M
into the algorithm, and the algorithm returns the
message M with signature 6.

CL-Scheme-Verify (ID, MPK, M,§) — Accept/Reject.
By verifying signature § and message M, the verifier
can accept or reject the message and signature.

After this brief introduction to seven algorithms in
Zhang and Mao’s scheme [14], it is useful to examine
their scheme in more detail. In paper [14], their scheme
can be easily divided into seven phases: 1) setup phase,
2) partial-private key extraction phase, 3) set user secret
value phase, 4) set user public key phase, 5) set user pri-
vate key phase, 6) sign signature phase, and 7) verify
signature phase. The details are described as follows.

1) Setup phase:

First, the KGC generates two large random num-
bers pand ¢, and computes N = pqg. Then it gen-
erates e that satisfies ged(e, 9(IN)) = 1, where ¢(N)
denotes Eular’s totient function. After that, KGC
gets d from computing ed mod ¢(N) = 1 and selects
two cryptographic hash functions Hy: {0,1}* — Z}
and H: Zn - {0,1}* — {0,1}!, where [ is a secu-
rity parameter. Finally, KGC sets the master se-
cret key (MSK) = {d} and the master public key
(MPK) ={e,N,Hy, H}.

2) Partial-private key extraction phase:
KGC uses user’s identity ID, where ID belongs to
{0,1}*, then computes the partial private key d;p =
Ho(ID)MSK = Hy(ID)?. After that, KGC sends
drp to the user over a secure channel.

3) Set user secret value phase:
The user chooses a random number X;p and sets the
X1p as a secret value.

4) Set user public key phase:
Given the partial private key d;p and the secret value
XD, the user uses identity ID to generate the public
key PKrp = Ho(UID)X1> mod N.
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5) Set user private key phase:
Given the partial private key d;p and the secret value
X1p, the user can generate the private key SK;p =
(X1p,dip)-

6) Sign signature phase:

First, the user chooses two random numbers rq
and 7o for computing Ry = Ho(ID)™ mod N and
Ry = Ho(ID)™ mod N. Second, the user computes
h = H(Ry,Rs,ID,PKip, M), where M is a mes-
sage. Then, user computes u; = (Ho(ID)%)(1—)
and us = ro — Xyph. Finally, the certificateless sig-
nature on message M is § = (uq,ug, h).

7) Verify signature phase:

Upon receiving the message with the signature
d = (uj,us,h), the verifier starts to com-
pute R} = w$Ho(ID)*mod N and R, =
Hy(ID)*2PK?;, mod N. Then, the verifier verifies
whether H( L, ID, PKrp, M) * h. If the verifi-
cation holds, the user can accept the signature and
message; otherwise, the user will reject them. The
correctness of the verification can easily be shown as
follows:

Step 1. Computes
R} u§Ho(ID)" mod N

((Ho(ID)")"~")*Ho(ID)" mod N

H(Hy(ID)™) mod N

= R;.

Step 2. Computes

R, = Hy(ID)"*PK", mod N
ID)>~Xip PKM mod N
D)2 =1o (Ho(1D)*+2 )"
ID)™ mod N

(
(
(
(

FEEE

Step 3. Because R} = R; and R, = Rs, we can
compute and verify

H(R),R,,ID,PK;p, M)
H(Rl,RQ,ID,PKID,M)
= h

3 Cryptanalysis of Zhang et al.’s
Scheme

Zhang and Mao improved upon the drawbacks of tradi-
tional signatures, and they were the first to start using
the RSA crypto-system in certificateless signature scheme
to reduce computational costs. Unfortunately, if we give
more power to attackers, we find two defects in Zhang and
Mao’s scheme. The first problem is the signer’s public key,
and second is a royalty problem of KGC.
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3.1 Problem of Signer’s Public Key

In Zhang and Mao’s scheme, their public key is based on a
traditional certificateless scheme. Therefore, their public
key PK;p = Ho(ID)*1P consists of the signer identity
ID and secret value X;p. Apparently, the secret value
is a random number that only the signer knows. Even if
the verifier holds public key PK;p and the signer’s real
identity, he still cannot prove whether this public key is
correct or not without the secret value X;p. Al-Riyami
and Paterson [2] also point out that there is no authen-
ticating information for public keys in the certificateless
signature system. Therefore, the ”impersonate attack”
may exist in certificateless signature if the verifier cannot
verify PK;p = Ho(ID)X1P at the beginning of the proto-
col. For example, we assume that there has one attacker
who impersonates the original signer using the fake secret
value to generate public key as PK;p = Ho(ID)Xattacker,
After the verifier receives it, he cannot detect the fake
public key immediately.

3.2 Royalty Problem of KGC

Assume that Caesar is an attacker, Josh is a victim signer,
and Janet is a victim verifier in Zhang and Mao’s scheme.
Caesar also is one of the KGC’s members, who obtains
the real master key d and stealthily generates a par-
tial private key djosn = Ho(Josh)MSK = Hy(Josh)?
and randomly chooses the secret value Xcgesar. After
that, Caesar can impersonate Josh to generate the fake
public key PK j,s;, = Ho(Josh)Xcaesar and fake private
SK josn = (Xcaesar, djosn). Now, Caesar uses the fake
PK josh, SK josn and Josh’s identity to sign on the fake
important message M as follows:

Step 1. Caesar randomly chooses two numbers ] and
!/
5.

Step 2. Then, Caesar computes

R! = Hy(Josh)"™ mod N,

Rl = HO(Josh)Té mod N,

hy = H(RY,RY, Josh, PK jou, My),
uw o = (Ho(Josh) )rihe,

uy = 15— Xcaesarha.

Step 3. After that, Caesar can generate the invalid sig-
nature §' = (uf, ub, ha).

Step 4. Finally, Caesar sends the invalid signature 6’ and
important message My to Janet.

When Janet receives this important message with the
invalid signature, she starts to verify this signature and
message. The details of the verification are shown as fol-
lows:

Step 1. First, Janet computes
Ry = (u})®Ho(Josh)" mod N
RY' = Hy(Josh)"2(PK jos)" mod N.
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Step 2. After that, Janet can compute and verify
whether H(R}', RY', Josh, PK josn, M2) . hy holds
or not. If the verification holds, Janet believes the
message and the signature; otherwise, Janet can de-
tect that the message and signature are incorrect.

The correctness of the verification can easily be shown
as follows:

Step 1. COmpute
Ry (u})¢ Ho(Josh)" mod N

= ((Ho(Josh)")"1=")" Hy(Josh)" mod N
= Hy(Josh)™ mod N
— RI/
- Rl
Step 2. COII’lpute

Ry’ Ho(Josh)" (PK josn)" mod N
= Ho(Josh)™ ™ Xeecsar2 (PK jou,)" mod N
= HO(JOSh)Téix(:aesa,rhg

(HO(JOSh)XC“SM mod N)hz mod N

—  Hy(Josh)™ mod N
— R//
= Rl

Step 3. Because R’ is equal to R} and R}’ is equal to

/. we can compute and verify h% © hy by computing

as follows:
h/z = H(R/ll/a /2//7J03haPKJOSh7M2)
— H( /1/, g,JOSh,PKJosthQ)
= ho.

However, the message with the invalid signature can
still pass the verification because the secret value Xcgesar
is a random number and nobody knows this secret
value. Josh cannot prove that the fake public key
PK josn = Ho(Josh)Xcacsar and fake private SK josn =
(Xcaesars djosn) do not belong to him. Therefore, even
though Zhang and Mao’s scheme can be safe and efficient
in most general cases, if we give strong power to an at-
tacker, it cannot prevent the above-mentioned problem.

4 The Proposed Scheme

In this section, we propose a novel strong RSA-based cer-
tificateless scheme to improve Zhang and Mao’s scheme.
There are three participants in our scheme: key generator
center (KGC), signer, and verifier. Our scheme consists of
eight algorithms and the details are described as follows.

Setup (1°) - (MPK,MSK)
KGC inputs secret parameter to generate the master
public key (MPK) and master secret key (MSK).
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Set-Secret-Value (UID, MPK) — (zyp)
The signer inputs her/his identity and KGC’s mas-
ter public key, and then randomly chooses the secret
value zyp.

Blind-Secret-Value (R, M PK,zyip) — (Rxuip)
The signer inputs a random number R, MPK and
secret value xyrp to generate the blinded secret value
Rxyrp.

Signed-Secret-Value (Rzyip, MSK) — (Rzd;p)
KGC inputs the blinded secret value Rxyrp and
master secret key, and the algorithm returns the
signed secret value Rz .

Partial-Private Key (UID, MSK) — (UID?)
KGC inputs the signer’s identity and master se-
cret key, then the algorithm returns signed identity
UIDY.

Set-Public Key (UID) — (PKyip)
The signer can directly set her/his identity as the
public key.

Set-Private Key (UID 2% ,,) — (SKyip)
The signer inputs the partial private key and signed
secret value, then the algorithm returns the private
key.

Sign-Signature (SKyp,UID, MPK, M) — (M,J)
The signer can input her/his private key, identity,
master public key and message M, and then he or
she can get a message M with signature ¢ from this
algorithm.

Verify-Signature (PK;p, MPK, M, ) — Accept/Reject
The verifier can input the public key of the signer,
master public key, message M and the signature J.
After this algorithm runs the verification, it can give
a response message to tell the verifier whether the
signature is correct or not.

Our proposed scheme can be divided into four phases:
1) setup phase, 2) blinding phase, 3) signing phase and 4)
verifying phase. The details are described as follows:

1) Setup phase.

The KGC generates two large random numbers pand
q, and computes N = pq first. Then KGC can choose
e that satisfy ged(e, ¢(N)) = 1. Here, ¢(IN) denotes
Eular’s totient function. After that, KGC can find
one d from computing ed mod ¢(N) = 1 and selects
two cryptographic hash functions hg: {0,1}* — Z*
and h: Z2{0,1}* — {0,1}?, where p is a security
parameter. Finally, KGC sets parameter d to be the
master secret key (MSK) and parameters e, N, hyg,
and h to be the master public key (MPK).

2) Blinding phase.
In the blinding phase, the signer chooses a random
number R first, and then computes R~! that satisfies
R-R~! = 1. After that, he or she uses R, secret value
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zyrp and KGC’s master public key e to compute
C = R°zyrp and sends his identity UID and C to
KGC. When KGC receives UID and C, KGC will use
its master private key d to sign the received UID and
C. After that, KGC sends UID? and C¢ back to the
signer. When the signer receives UID? and C?, he
or she can compute C?R~! to get de ;p- Finally, the
signer can compute z¢,; ,UID? = (xy;pUID)?% and
sets (zyrpUID)? as the private key. At the same
time, signer can directly set her/his identity UID as
the public key.

3) Signing phase.
The signer chooses a random number r,,, and uses
rs, to compute Ry, = UID" xfjlb After that,
the signer can compute the Hy = h(Rs,,UID,m3),
where UID is the public key of signer and ms is the
. Hs+rs
message. Then, the signer computes us, = x;;;, ™
and us, = ((xyrpUID)%)™s1~Hs to generate the sig-
nature 0 = (Hg,us,,us,), and send a message with
the signature to the verifier.

4) Verifying phase.

When the verifier receives the message m with sig-

nature d, he or she can use signer’s public key (UID)

and KGC’s master public key e to compute R =

(us,)?(UID)H=ug,. Then, the verifier can use R ,
signer’s public key UID and the message mgs to gen-
erate H, = h(R, ,UID,m3), and verifies whether
H; is equal to H.. If the equation holds, then the
verifier can believe that the signature is correct. The
details of the equation are shown as follows:

H, =

s hR,,,UID,ms3)
= h((us,)(UID)ouy, , UID, m3)
= h((((zyrpUID)H)rs—He)e

(UID)Teay i UID, my)
— h{(algpUTDYm ey

(UID) 27 UID, my)
= h(((agf pUID) =1~ He)

(UID) 27 UID, my)
= h((egip UID™ M)

(UID)Hyapy ™, UID, ms)

(21 s UID™), UID, myg)
Ry, ,UID,mg3)

= h
h

(
(

|
T

S

5 Security Analysis

In this section, we show that a strong certificateless sig-
nature scheme based on RSA not only keeps the original
security properties of the signature, i.e., integrity, authen-
tication and non-repudiation, but also can protect the
signer even if the attacker has strong power. In addition,

205

we also evaluate the computational cost of our proposed
scheme and compare it with that of Zhang and Mao’s
scheme in Subsection 5.6.

5.1 Integrity

In our proposed scheme, the verifier can check the
integrity of message mg3 by verifying signature 6 =
(Hs, us,, us, ), where Hy = h(Rs,,UID,m3). Apparently,
signature § consists of the parameters Hy, us, and us,. At
the same time, the parameter H; also consists of the mes-
sage ms, UID and Rs,. In other words, the verifier uses
the signer’s public key (UID) and KGC’s master public
key e to compute R; first. Then, the verifier uses R, ,
signer’s public key UID and the received message mgs to
generate H! = h(R., ,UID,ms). When the verifier passes
the equation H, =" H, and the verification of signature
4, he or she also can believe that the received message mg
is equal to the value mg in signature 6. Hence, our scheme
can provide a mechanism to convince that the transmitted
message and the signature are correct and complete. The
details of the equation H’ * H, and signature verification
are described in Section 4 (Verifying phase).

5.2 Forgery Attack

In this subsection, we have divided the discussion into two
cases: 1) forgery of the message, and 2) forgery of both
the signature and message.

Case 1. Forgery of the message Assume that there is
an attacker, Caesar, who intercepts the signature
0 = (Hs,us,,us,) and message mg and modifies
the message to mf. Then, Caesar sends m4 and
0 = (Hs, us, , us, ) to the verifier, Janet. She then uses
signer’s public key (UID) and KGC’s master public
key e to compute R, = (us,)*(UID)"u,,. Next,
she uses R to generate H, = h(R, ,UID,msj)
and verifies whether Hy is equal to H.. In this
instance, H, = h(R ,UID,m3) is not equal to
H; = h(Rs,,UID,m3). So, the verifier can easily
detect that there is something strange in the received
message and signature.

Case 2. Forgery of both the signature and message
Assume that Caesar intercepts the signature § =
(Hs,us,,us,) and message ms and modifies both
signature and message to Omodiry = (HY, ul ,ul,)
and mj4. Caesar may try to cheat the verifier by
sending Omodify and mj4 to the verifier. Unfortu-

nately, the parameter Hg consists of Rs,, UID and

2rs,

ms, where Ry, = UID"™1x,;;,. Apparently, Cae-

Hs+rs
sar cannot generate the correct R, us, = xyp

and u,, = ((zyrpUID)%) 1 ~Hs without the correct
zyrp and master secret key d. Therefore, Caesar
cannot pass the verification or fool the verifier be-
cause without the correct secret value xyrp and mas-
ter secret key d, he cannot generate the signature.
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As Cases 1 and 2 demonstrate, our scheme can withstand
the forgery attack.

5.3 Non-Repudiation

Here, we assume that Caesar is a malicious signer, who
signed an important message m with his signature, but
then denies his signature. In our proposed scheme, the
signer must use her/his identity UID and secret value
xyrp to compute Ry, = UID"™ X?s1 and uses secret
value xyrp and private key (zyrpUID)? to generate

Us; = :L{]I;gml and Ug, = ((.’IJU]DUID>d)TSI_HS. Af-
ter that, he can generate the complete signature § =
(Hs, us,, us,), where Hy = h(Rs,,UID,m). Caesar can-
not repudiate the signature because no one can generate
the correct signature parameters without the correct se-
cret value xzyrp. Specifically, in our proposed scheme,
when the signer generates a secret value zyrp, he or
she has to use the blinding phase to let KGC sign the
blind signature on value zy;p. Therefore, Caesar cannot
choose another secret value and create ¢, to gener-
ate the fake private key (z7pUID)?) by himself. Hence,
the proposed scheme can prevent signers from repudiating
their signature.

5.4 Problems of Signer’s Public Key

In Zhang and Mao’s scheme, the signer’s public key
PK;p = Ho(ID)X1P consists of the signer identity ID
and secret value X;p. When the verifier receives a signa-
ture from the signer, he or she cannot verify whether the
public key is correct or not without the secret value. An-
other reason for the verifier cannot verify the public key
is that there has no certificate to check signer’s public
key in certificateless signature system. Hence, in our pro-
posed scheme, when the verifier receives a signature from
a signer, the verifier can directly use the signer’s identity
to verify the signature. In short, we improved upon this
weakness in Zhang and Mao’s RSA-based certificateless
scheme.

5.5 Royalty Problem of KGC

Assume that there is an attacker, Caesar, who is one
of the KGC’s members, and he obtains the real mas-
ter key d. Also, there is a victim signer (Josh) and
victim verifier (Janet) in our proposed scheme. Cae-
sar stealthily generates the partial private key djosn =
ho(Josh)M SK = ho(Josh)? and randomly chooses the
secret value Xcgesar. After that, Caesar can impersonate
Josh to generate the fake public key PK’; _, = Josh and
fake private SK’; ., = m‘éaesarJoshd = (TCaesarJosh)®.
Now, Caesar uses PK’, _, and SK’, _, to sign the fake
important message my as follows:

Step 1. Caesar randomly chooses a number 7, .
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Step 2. Then, Caesar computes

2re
r cq
RCl Josh™ LCaesar?
H. = h(R.,,Josh,my4),
_ He+rey
Uey Caesar?
d\re, —H
Uey ((xcaesarJosh)®) 1~ e,

Step 3. After that, Caesar can generate the invalid sig-
nature ¢’ = (H, tc, , Uc, )-

Step 4. Finally, Caesar sends invalid signature ¢” and
important message m4 to Janet.

When Janet receives the message and signature, she
can compute as follows and believes the result she has
verified.

Step 1. Janet can compute R, = (uc,)®(Josh)"eu,

first.

Step 2. Then, she can generate H = h(R,, , Josh,my)
using parameter Ry, , Josh’s identity and the received

message Mmy.

Step 3. She can verify whether H. is equal to H. or not.
If it is not equal, then she knows that the signature
and message are incorrect. Otherwise, she can be-
lieve the signature and message. The details of the
equation are as follows:

H. = h(R., , Josh,my)

c1?

= h((ucz)e(,]OSh)Hsucl’JOSh,m4)
h(((xCaesarJOSh)d)rcl _Hc)e

(Josh)He Hetre Josh,my)

Logesar

= h(((xéaesarJOShd)Tq _HC)C
(JOSh)chg;:;(;} , Josh,my)

= h(((xectfiaesaT'JOShEd)rC17HC)

He+re
(Josh)Hex ol Josh, my)

= h((acrccée_sif JoshTer )

(Josh)He a:g;::(;j , Josh,my)

h((x?;;SMJosthl ), Josh,my)

= h(R.,,Josh,my4)
= H..

Apparently, even when Caesar uses a fake signature, it
can easily pass verification because Caesar has the cor-
rect master private key d. Nevertheless, when Josh and
Janet realize that the message and the signature are incor-
rect in our proposed scheme, Josh can provide his private
key (X jonnJohn)? and blinded secret value (X jonn)? to
the police or the judge. Because we know that no one
can create a private key and blinded secret value with-
out the master private key d, the judge can that be-
lieve (XcaesarJohn)? and X‘(i;aesm, was created by KGC.
Hence, if there were an attacker with strong power trying
to impersonate the signer in our proposed scheme, our
proposed scheme would protect the signer.
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Table 1: Comparisons of computational cost

Zhang and Mao’s scheme [14] | The proposed scheme
Signature length 1969 bits 2208 bits
Signing computation 3e+ 1M 3e
Verifying Computation 2.4e 1.2e
Algorithms 7 8
Phases 7 4

e: exponentiation operator (relative expensive in RSA crypto-system)

M: multiplication operator

5.6 Performance Analyzes

Here, we compare the computational cost between our
proposed scheme and Zhang and Mao’s scheme. In Zhang
and Mao’s scheme, they point out that one RSA’s mod-
ulus of length is 1024 bits and one output length of the
hash function is 160 bits. In addition, they also point out
that the cost of one multi-exponentiation is about 20%
more than the cost of one exponentiation. The details
are shown in Table 1.

As shown in Table 1, although the length of signature
in our scheme is longer than in Zhang and Mao’s scheme,
the signing computation cost and the verifying computa-
tion cost are more efficient.

6 Conclusions

Recently, the certificateless-based signature scheme has
been found to not only solve the certificate management
problem, but also to overcome the key escrow problem. In
this paper, we proposed a strong RSA-based certificate-
less signature scheme to improve the security of Zhang
and Mao’s scheme. Our proposed scheme makes the
RSA-based certificateless signature system more useful
and powerful. At the same time, it is capable of resist-
ing more intense malicious behavior. Furthermore, we
achieve lower computational cost in than in Zhang and
Mao’s scheme. For all of these reasons, our scheme is
more suitable for certificateless-based signature systems.
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Abstract

In recent years, due to the wide applications of social net-
work and electronic business, privacy protection in the
cyber world has attracted much attention. And in gen-
eral, in order to solve the problems to set up a secure
channel over public Internet, authenticated key agreement
protocols can be adopted because it can achieve authenti-
cation of the corresponding participants and confidential-
ity of data transmission at the same time. Next, many
authenticated key agreement protocols use various func-
tional algorithms, such as dynamic identity and chaotic
maps to achieve privacy protection. In this paper, we
firstly put forward a new method to solve privacy pro-
tection problem, called One-Time Commitment, which is
more efficient than One-Time Password. Then a new ro-
bust biometrics-based authenticated key agreement pro-
tocol with privacy protection using interactive hashing is
given for mobile network. Our protocol has the feature of
high-efficient and user friendly at the same time. Security
of the protocol is based on the biometric authentication,
a secure one way hash function and a pair of secure in-
teractive hashing. Moreover the proposed protocol can
not only refrain from many consuming algorithms, such
as modular exponential computing, scalar multiplication
on an elliptic curve, and even symmetric encryption, but
is also robust to many kinds of attacks, such as replay
attack, perfect forward secrecy and so on. Finally, we
provide the secure proof and the efficiency analysis about
our proposed scheme.

Keywords: Authentication, biometrics, interactive hash-
ing, mobile network

1 Introduction

With the rapid development of the mobile internet related
to many service providers such as stock exchanging, com-
modity trading, and banking, many key agreement proto-
cols have been studied widely. However, many authentica-
tion key agreement protocols used in M-commerce are de-
signed for cable network and consume many communica-
tion rounds and computation costs, making them unfit for
mobile internet surroundings. Furthermore, M-commerce
is designed to satisfy user experience, especially for se-
curity and efficiency. So the paper purposes to design an
authenticated key agreement scheme for E-coupon system
which can achieve high-level security, high-efficiency and
user friendly at the same time.

One time password (OTP) means that the password
can be used only once. Nowadays, OTP has been widely
used in the financial sectors, telecommunications, online
game fields and so on. As a general rule, traditional static
password, for its security, can be easily stolen because
of Trojan horse and keylogger program. It may also be
cracked by brute force if an adversary spends enough time
on it. Attackers can impersonate the legal user to com-
municate with the service server, and even modify the
password of the legal user so that legal user cannot login
the server. To address these conditions, OTP was devel-
oped as a solution. It is an approach to effectively protect
the safety of the users.

Lamport [8] firstly put forward a method of user pass-
word authentication using a one way function to encode
the password in 1981. Obviously, due to the higher
safety request of the users, many schemes based on this
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method [1, 5, 10, 12, 13, 14, 16] have been proposed. In
2000, Tang [14] proposed a strong directed OTP authen-
tication protocol with discrete logarithm assumption. In
2010, based on the use of OTP in the context of password-
authentication key exchange (PAKE), which can offer mu-
tual authentication, session key exchange, and resistance
to phishing attacks, Paterson et al. [13] proposed a gen-
eral technique which allows for the secure use of pseudo
randomly generated and time-dependent passwords. In
2011, Fuglerud et al. [1] proposed an accessible and secure
authentication way to log in to a banking server, which
used a talking mobile OTP client rather than dedicated
OTP generators. Later, Li et al. [10] proposed a two-layer
authentication protocol with anonymous routing on small
Ad-hoc devices. In 2012, Mohan et al. [12] proposed a new
method using OTP to ensure that authenticating to ser-
vices, such as online shopping, was done in a very secure
manner. In 2013, Huang et al. [5] proposed an effective
simple OTP method that generates a unique passcode
for each user. In Huang’s method, OTP calculation used
time stamps and sequence numbers. In addition, a two-
factor authentication prototype for mobile phones using
Huang’s method has been used in practice for a year. In
2014, Xu et al. [16] proposed a self-updating OTP mu-
tual authentication scheme based upon a hash chain for
Ad hoc network. The updating process can be unlimited
used without building a new hash chain.

However, these literatures [1, 5, 8, 10, 12, 13, 14, 16]
only care about covering the password with one-time pass-
word. In fact, the identity information is equally impor-
tant. Because an adversary can retrieve much useful infor-
mation from the static identity by connecting with other
information. From another point of view, one-time pass-
word need a hash chain can update by itself smoothly
and securely through capturing the secure bit of the tip,
will consume a large amount of hash computation and a
lot of storage space. We can use one-time commitment
(OTC) to replace the OTP for achieving the same level
security, and saving much hash computation and storage
space. Based on these motivations, the article presents
a new simple biometrics-based one-time commitment au-
thenticated with key agreement protocol for mobile device
using interactive hashing [3] between user and server to
mobile internet communication setting. Compared with
previous related protocols, the proposed scheme has the
following more practical advantages: (1) it firstly presents
the concept of OTC. (2) it provides a kind of biometric
authentication function securely [9], (3) it provides simple
and robust session key agreement by adopting OTC, (4) it
provides secure OTC and biometrics and password update
function by using update protocol, and (5) it can decrease
the total calculated amount and storage space due to the
interactive hashing and XORed operation, (6) it is secure
against most of well-known attacks and a high-efficiency
scheme.

The organization of the article is described as fol-
lows: some preliminaries are given in Section 2. Next,
a biometrics-based one-time commitment with key agree-
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ment scheme is described in Section 3. Then, the security
analysis efficiency is given in Section 4 and Section 5. This
paper is finally concluded in Section 6.

2 Preliminaries

2.1 One-way Hash Function

A secure cryptographic one-way hash function h: a — b
has four main properties:

1) The function h takes a message of arbitrary length
as the input and produces a message digest of fixed-
length as the output;

2) The function h is one-way in the sense that given a,
it is easy to compute h(a) = b. However, given b, it
is hard to compute h=1(b) = a;

3) Given a, it is computationally infeasible to find o
such that a’ # a, but h(a’) = h(a);

4) Tt is computationally infeasible to find any pair a, o’
such that a’ # a, but h(a’) = h(a).

2.2 Biometric Authentication

Each user has their unique biometric characteristics, such
as voice, fingerprints, iris recognition and so on. These
biometric characteristics have irreplaceable advantages:
reliability, availability, non-repudiation and less cost.
Therefore, biometric authentication has widely used. Fig-
ure 1 is the flow diagram of biometric characteristics col-
lection and authentication. During the biometric collec-
tion phase, a biometric sample is collected, processed by
a smart device, and stored that prepared for subsequent
comparison (Figure 1). During the biometric authenti-
cation phase, the biometric system compares the stored
sample with a newly captured sample (Figure 1). Obvi-
ously, smart device has powerful information confidential-
ity and flexible portability. When performing a biometric
authentication process, a user inputs a smart device, and
utilizes a simple finger touch or a glance at a camera to
authenticate himself/herself [9].

[ Registration phase of users. ]

START- )—>

Generate-
template.

Stored in a secure way >

[ Authentication phase of users. ]

Tmage
processing. il
v
Feature ‘ ﬁ

Biometric
sensor-

TImage
processing-

'

Feature
extraction

Biometric
sensor-

Generate.

extraction. template.

——— |
T
| G [—» QDS .

Figure 1: The flow diagram of biometric characteristics
collection and authentication
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2.3 Interactive Hashing

A secure cryptographic interactive hashing [3] is a ma-
jor component in all known constructions of statisti-
cally hiding commitment schemes and of statistical zero-
knowledge arguments based on general one-way permuta-
tions/functions.

Interactive hashing is a two-tuple < f(), g() >, which
with respect to a one-way function f is a two-party proto-
col that enables a sender who knows y = f(z) to transfer
a random hash z = g(y) to a receiver such that the sender
is committed to y: the sender cannot come up with x and

a' such that f(x) # f(«), but g(f(2)) = g(f(2")) = =.

2.4 Protocol NOVY(H) [2]

Definition 1. Given a sequence of functions h =
(h1,+++ ,hs) defined over {0,1}", let h(z) = hy(z)o -0
hs(x), where o denotes string concatenation. A family
of length s function sequences is called s—piece function
famaly.

The NOVY paradigm instantiated with an s-piece fam-
ily H over strings of length n, denoted NOV'Y (H). Proto-
col NOVY (H) can generate the interactive hashing which
can be described as follows (S: sender; R: receiver).

Common input: 17;
S’s input: y € {0,1}™;
Steps:
1) R choose uniformly at random h = (hy, - - -, hs)
€ H.

2) Do for i =1 to s:

a. R sends h; to S.

b. S aborts if (hy, -+, hs) is not a prefix of
some element in H. Otherwise, S sends
z; = h;i(y) back to R.

3) Routputs (h,zZ = (21, ,2s))-

3 The Proposed Protocol

In this section, biometrics-based one-time commitment
authenticated key agreement scheme is proposed which
consists of three phases: the user registration phase, au-
thenticated key agreement phase and the biometric and
password update phase (because the temporary identity
and the commitment are updated in every authenticated
key agreement phase). But firstly some notations are
given which used in the proposed scheme.

3.1 Notations

The concrete notation used hereafter is shown in Table 1.
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Table 1: Notations

Symbol- Definitione
Alices A typical user~
D, ID; < The identity of a Alice and the server, respectively-
TID, < The temporary identity of Alicer
R, R Nonces+
Bo The biometric sample of Alices
To Predetermined threshold for biometric verifications
d()e Symmetric parametric functione
< f0.20> Interactive hashing. A
Ex()/ De()e a pair of secure symmetric encryption/decryption functions with the key K= |
he A secure one-way hash function that output length is the same length with 7D, |
@ XORed operations

3.2 User Registration Phase

Concerning the fact that the proposed scheme mainly re-
lies on the design of one-time commitment, it is assumed
that the user can register at his appointed server in some
secure ways or by secure channels. Figure 2 illustrates the
user registration phase.

Step 1. When Alice wants to be a new legal user, she
chooses her identity I D 4 at liberty, a password PW 4,
and inputs her personal biometric image sample B
at the mobile device. The mobile device selects a
random R4, and sends {Ra,,IDa, h(PW4l||B)} to
the appointed server.

Step 2. Upon receiving the request from Alice, the server
selects a random number Rg, and carries out the
protocol NOVY to generate the interactive hashing
< f(),g() >. Then the server initialize the tempo-
rary identity 71Dy and computes yo = f(Ra,||Rs,),
Zy = g(yo), Co = h(IDal|lz) ® yo ® h(PWal|B),
Cl = h(yo) ®h(PW4||B) and sends {T 1D 4,, Co, Cj}
to Alice via a secure channel. Finally, the server
stores {T'IDy,ID 4, Zy,{f(),g())} securely.

Step 3. Upon receiving the message {TID4,, Co, C}},
the mobile device computes Ej;p,|pw.)(B) and
stores Store{TIDy, Enp,|pwa)(B), h, Ex/Dk,
d(), 7, Co, Cy} securely, where d() is a symmetric
parametric function and 7 is predetermined thresh-
old for biometric authentication.

Remark: The role of the information Cy, C{) is to protect
the one-time commitment ¥, which can be recovered
by the server using the long secret x.

3.3 Authenticated Key Agreement Phase

This concrete process is presented in Figure 3.

Step 1. Alice inputs [ID,, PW,, B* and the
smart card computes h(IDa||PW4) to decrypt
En(ipa)pwa)(B). Then verify d(B*,B) < 7. If
holds, the smart card selects a random number R4,
(the same length with the output of h()) and com-
putes C; = Cy_1 @ h(PWa||B) = H(IDallz) ® y;—1,
C{ = C{_, ®h(PW4||B) ® Ra, = H(y—1) ® Ra,,
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Secure channel-

Ry, 1D h(PW, || B)}

5 Server+

Choose IDA and a password PW,,

Input B and select a random RAC -

Store {TIDy. Ey oy, (B)- s

{TIDAwaC;} N

L

Select the temporary identity TID, - Run the

protocol NOVY to generate the interactive
hashing < £(),g() >. select a random number

ch and compute y, = f(RAJ | RS;) :
Zy=g()- ~

C, = MID,1X)® y, ® h(PT, | B)
Cy = () ® (P, | B). stre

A

Ey | Dy d().7.C,.Co} g

into the smart card.«

{TID,.ID ;. Z;.< f (). () >} securely--

Figure 2: User registration phase

Public information: /1
Smart card: HD,,,E,(DW;(B),Q, C, . d.T.E/ D,

e
@ Alice

Lput 1D, PWV,.B'
W(ID, || PW,) to
Ehum prm(B)- “

Then verify d(B%,B) <7 . If holds. the
smart card selects a random mumber

Information held by Alice: ID, PW,, B’ ~
Information held by Server: TID_.ID,.Z,_,.< f().&()> *

5 Servers

Compue ¥ = K(TID, |, || C))
Ji =C, - If holds, based on TID), , to find the record

and  compute

decrypt

Check if

{ID,.Z, ,,< f0.g0) >} Useslongsecret key x to
compute A(ID, || x) and get:e
Fer=GOMID,[|). R, =h(3)®C,

R, (the same length with the output of

— D, 1.C.C..C.,
h())and computes C,,C,C, D1 GeCu G

{TID..C, ,Q stC:}“ Verify g(¥,y) =Z,_;. if holds , the server selects a

ﬁ random mumber R, to compute: y, = f(R, | R,)

. - Z,=g(y,) Chooses  TID, to compute
compute i =h(TID, || C, | C, |IC,) C,.C,.C,,Ci. SK = h(h(y,)| D, | ID,) -
Check if h =C§

Store  {TID,,ID,.Z.< f(.g0) >} to replace
{TID,, 1D, Z, ;.= 0.0 >}

If holds, check if

C, =F(Coy ® W(PW, | B)). I holds, Alice
authenticated server. Then Alice computes
C,.C, . SK . Replace {71D, ,.C,,,C, 1}
by {TID,,C,,C}} =~

Figure 3: Authenticated key agreement phase

CY' = W(TID;[|Cy||CY) using h(IDal[PWa). After
that, the mobile device sends {T1Dy,_1,C, Ci,C{'}
to the server.

Step 2. After receiving the message {T'1D 4, 1, Cy, CI,
C}'} from Alice, the server will do the following tasks:

1) Compute h' = h(TID;_1||C%||C]). The server
verifies whether h/ = C/ or not. If it does not
hold, the server terminates it. Otherwise, the
server continues to 2).

2) Using TID;_; to find the record {IDa, Z;_1, <
f0,90) >}. Using long secret key = to com-
pute A(ID4l|z) and get y;—1 = C, ® h(IDy4||z),
RAt = h(yt71> ©® Cg

3) The server verifies g(y¢—1) . Zi_1. If it does
not hold, the server terminates it. Otherwise,
the server Authenticates Alice by one-time com-
mitment and continues to 4).

4) The server selects a random number Rg,
to compute y; = f(RallRs,), Z¢ =
g(y:). Chooses TID; to compute Cy =
W(IDAlZ) © yo CL = h(y) © W),
Cl = Wy 1), C = WTIDIC,|ICLIICE)
and SK = h(h(y)||IDa||IDs). The
server stores {TID;,IDa,Z:,< f(),9() >} to
replace {TID;_1,I1Ds,Z;_1,< f(),g() >} se-
curely. Finally the server sends the message
{TIDy,Cy,,C{ ,C{' ,C&} to Alice.

Step 3. After receiving the message Ci ,C{,C%},
Alice’s smart card will compute, h” =
W(TIDy||Cy,||CL||ICY) and check if B = C3.

If holds, check if C = h2(Cj_, @ h(PWa|B])).
If any one of the two equation does not hold,
Alice terminates it simply. Otherwise that means
Alice authenticates the server in this instance.
Then Alice computes C; = Cy, @ h(PWy4l||B),
C; = C, @ h*(yi—1) ® h(PW4||B) and SK =
h(h(yt)\|IDAHID5).Rep1ace {TIDt_l,Ct_l,Cgfl}
by {TIDt,Ct,CtI}

3.4 The Biometric and Password Update
Phase

When updating biometric or password or both of them,
a significant advantage of our proposed protocol is that
users achieve authentication and updating information
with smart card locally without exchanging any message
with the server, which can save much calculated amount
and communication traffic. Because the server only stores
the user’s one-time commitment with some identities.
Moreover, any adversary cannot carry out off-line dictio-
nary/guessing attacks with stolen mobile device attacks,
because all the authenticated information has been en-
crypted in the smart card. Figure 4 illustrates biometrics
and password update phase.

Step 1. Alice inputs her smart card into a smart card
reader, opens the password and biometrics changing
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software, starts the biosensor, imprints his/her new
biometric. And then Alice inputs I Dy, PW 4, then
the smart card computes h(ID4||PW4) to decrypt
Then verify d(B*,B) < 7. If it
holds, an accept response is given to Alice. Next, we
describe the changing phase in the following three

EnrpA|lpw.a)(B)-

cases.

Step 2. (Case 1): Only changing the password.

Alice inputs her new password PW}c™.
card computes ey, = h(PWa4||B) & h(PW}3°"||B),
Crer = Cy & Temp, C" = C| & Temp. Replaces
{Cy, Ci} by {Cpe, €y} and Ep1p, | pwa)(B) by

En(1p)|pwrew)(B) into it.

Step 2. (Case 2): Only changing the biometrics.

Alice inputs her new biometrics B™<".
card computes Ty, = h(PW4||B)®h(PWa||B™Y),
Cre? = Cy @ Temyp, C"" = C} & Temyp. Replaces
{Ct, Ci} by {Cpev,C"*} and Ey1p | pwa)(B) by

En(rpajpwa) (B"") into it.

Step 2. (Case 3): Changing the password and biomet-

rics.

Alice inputs her new biometrics B™* and new pass-
word PW3°?.The smart card automatically com-
h(PWal|B) & h(PWZe|[B"),
Cre? = Cy @ Tepmp, C"" = C) @ Temp-Replaces
{C, Ci} by {Ce, C"} and Ep(1p a1 pwa)(B) by

putes Tepp =

Eh(IDAHPWZ‘tew) (Bnew) into it.

| Imprints B | B. 1§
M ID,.PW,. o
“ 1 InputsID, PW,. 4 4 ;

44 Input 7p P, B’ and compute Jo(ID, || PW,) to
deerypt By oy, (B). Then verify d(B*,B) <7 .1fit |
holds, an accept response is given to Alice ;

Anaccepted |

e Y
(8

(1) Only changing the password:

L Iputs P . w

Computes Temp = h(PW || B)® h(PW;™ || B)-~
" =C, ® Temp,C™ = C, @ Temp -
Replaces {C,C;} by (C7,C™) and By o (B) by

Eyp,» T (B) intoite

P

<
a

(2) Only changing the biometrics.

| Computes Temp = h(PW, | B)® h(PW, | B™ ).~
C™" =C, ®Temp.C,”™" = C,®Temp «~
Replaces {C,.C.} by {C;.C"} and E,, NW(B) by

" Eypyemry(B™) intoits

g

(3) Changing the password and biometrics.

Inputs i w
i PW”.B. | B«

Computes Temp = h(PW, | B)® h(PW,™ | B™ ).
C =C,®Temp.C,”" = C,®Temp

Replaces {C,.C.} by {C;.C"} and E, Pn;>(3) by

E,

H(ID,ip

oy (B™) into it

Figure 4: The biometric and password update phase

4 Security Consideration

The section analyzes the security of our proposed pro-

tocol.

The structure of analysis security just sees the

i
Guessing Privacy TImpersonation | Man-in-the-middle | Replay [N
attacks protection attack attack attack [l

i
i
i

T
! Arithmetic complexity
assumptions.

device attacks: |

Main security threats.

KCI Mutual
attacks. authentication.

Perfect forward secrecy
Known-key security.

i
i
i
. . . ~ . . i A secure
i secuiy mecani: ore i : :
i

The smart

The smart

Figure 5: The biometric and password update phase

Figure 5. Let us assume that there are three secure com-
ponents, including a secure one-way hash function, a se-
cure symmetric encryption and a pair of secure interactive
hashing. Assume that the adversary has fully control over
the insecure channel including eavesdropping, recording,
intercepting, modifying the transmitted messages. The
definitions and analysis of the security requirements [15]
will be illustrated as follows:

e Security threats can be wiped out owing to shift

static identity to dynamic identity with OTC.

1) Off-line dictionary/guessing attacks.

In an off-line dictionary/guessing attack, an at-
tacker random chooses a word from a dictionary
or guesses a password and verifies his choose
or guess, but he does not need to participate
in any communication phase because he has al-
ready downloaded the necessary information.

In our proposed scheme of the authenticated key
exchange phase, the off-line dictionary/guessing
attack will not affect, because there are multiple
variables involved in the transmission messages,
which are all encrypted, such as C;, @,CT’ and
Ci,,C;,,Cf,C%. The adversary cannot get a
function that views the password as the unique
input during the transmission. Therefore, the
proposed scheme can resist guessing attacks.

2) Privacy protection.

Our proposed protocol can protect user’s
privacy because we firstly adopt the dy-
namic identity. For example, the messages
{TID4, 1C;,C},CI'}, there are two kinds of in-
formation: one is a temporary identity used only
once, the other are some cipher texts. So an ad-
versary cannot get any useful information about
users or the server during the transmitting pro-
cedure. And for other transmitted messages,
there are also no useful information about users
or the server. Therefore, the proposed scheme
can provide privacy protection.

3) Impersonation attack.
impersonation attack is an attack in which an
adversary successfully assumes the identity of
one of the legitimate parties in a system or in a
communications protocol.
An adversary cannot impersonate anyone of
the user or the server. First of all, owing to
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adopt dynamic identity idea, an adversary can-
not launch an impersonation attack because he
doesn’t know the identity of the user at all.
Even if the adversary eavesdropping on the line
year by year, he gets the temporary identities
which are nothing but some random numbers.
Even if the adversary gets the real identity of
a user in a certain way (such as social engi-
neering), he also cannot launch an imperson-
ation attack. Because the users and the server
all choose the random numbers (RS, Ra,) to
protect sensitive information and keep messages
fresh, there is no way for an adversary to have
a chance to carry out impersonation attack.

Man-in-the-middle attack.

The man-in-the-middle attack is a form of ac-
tive eavesdropping in which the attacker makes
independent connections with the victims and
relays messages between them, making them be-
lieve that they are talking directly to each other
over a private connection, when in fact the en-
tire conversation is controlled by the attacker.
First of all, an adversary cannot launch a man-
in-the-middle attack because he doesn’t know
the identity of the user. The adversary doesn’t
know how to become the middle man between
the two hiding men.

Even if the adversary get the real identity
of a user in a certain way (such as social
engineering), and he also cannot launch a
man-in-the-middle attack. Because Cj,C},C}
and Cy,,C{ ,C{',C% contain the secret one-
time commitment and the nonce, a man-in-the-
middle attack cannot succeed.

Replay attack.

A replay attack is a form of network attack in
which a valid data transmission is maliciously
or fraudulently repeated or delayed. Any replay
attack cannot be carried out, because the tem-
porary identity can be used only once.

e Immune to the security threats owing to adopt bio-
metrics authentication.

6)

Key Compromise Impersonation Attacks (KCI
attacks).

An adversary is said to impersonate a party B
to another party A if B is honest and the pro-
tocol instance at A accepts the session with B
as one of the session peers but there exists no
such partnered instance at B [6]. In a successful
KCI attack, an adversary with the knowledge
of the long-term private key of a party A can
impersonate B to A.

Our protocol adopts two factors to authenticate
legal user, even if the close friend gets the Al-
ice’s password, he/she cannot pass the authenti-
cation because the mobile device authenticated
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user also by user’s personal biometric image
sample B, the key compromise impersonation
attacks will fail.

o Resist the security threat owing by nonce.

7)

Mutual authentication.

Mutual authentication refers to two parties au-
thenticating each other suitably and simultane-
ously.

If g(y+—1) equals Z;_1, which means that Alice
was already authenticated by the server. Be-
cause only the server can retrieve the user’s ran-
dom number and one-time commitment by long
secret z. If C} equals h?(Cj_; & h(PW4||B)),
which means that the server was already au-
thenticated by Alice. Because only the user can
retrieve the h(y:—1) by the h(ID4||PWy).

Perfect forward secrecy.

An authenticated multiple key establishment
protocol provides perfect forward secrecy if the
compromise of both the node’s secret keys can-
not results in the compromise of previously es-
tablished session keys.

Because there are only two kinds of informa-
tion during the transmitting procedure: one is
a temporary identity used only once, the other
are some cipher texts. The above informa-
tion is useless for adversary. Next, the ses-
sion key SK = h(h(y:)|[IDal|IDs) including
{Ra,, Rs,} which are random chosen by Alice
and the server. So the adversary cannot previ-
ously obtain the next established session key.

Known-key security.

A protocol can protect the subsequent session
keys from disclosing even if the previous ses-
sion keys are intercepted by the adversaries,
what will not affect other session keys is called
known-key security. As {R4,, Rs,} are indepen-
dent and different in all sessions, if an adversary
knows a session key SK = h(h(y:)||IDal||lIDs)
and a pair random {R4,, Rg, }, she cannot com-
pute the previous and the future session keys
without knowing the previous and the future
{Ra,,Rs,}. Therefore, our proposed protocol
can realize known-key secrecy and session key
secrecy.

e Other security analysis.

10)

Stolen mobile device attacks.
Anyone gets the mobile device in some way to
execute some kinds of attacks.

It is very clear that the proposed scheme pro-
vides biometrics authentication. Any adversary
cannot carry out stolen mobile device attacks,
because the information of biometric verifica-
tion is encrypted by h(ID4||PW4) in the smart
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Table 2: Security comparisons between our scheme and related scheme

S1 S2 S3 S4 S5 S6 S7 S8 S9 S10 S11
Zhuetal. [19] Yes Yes Yes Yes Yes No Yes Yes Yes Yes No
Yoon et al. [18] Yes Yes Yes Yes Yes No Yes Yes Yes Yes No
Xuetal. [17] Yes Yes Yes Yes Yes Null Yes Yes Yes Yes -
Our scheme Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

S1: Perfect forward secrecy; S2: known-key secrecy; S3: Mutual authentication ; S4: Key agreement;
S5: Secure password/biometrics update; S6: KCI attack; S7: Resist Password guessing attack; S8: Resist replay
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attack; S9: Resist impersonation attack; S10: Man-in-the-middle attack; S11: Stolen mobile device attack
--:Not mentioned Yes/No: Support/Not support the security Null: Not involve

Table 3: Comparisons between the related protocols and our proposed protocol

[19](2015) [18] (2013) [17] (2014) Our scheme
Efficiency CM-based ECC-based  Hash Chain-based  Interactive Hashing-based
v A J VA VNN
Total computation
Reg 3h 2h (N+1)h 2h+18+21h
Auth SCM+12h+8S L7h+4ECC 8h 15h+18+31h
Update 2h 2h (N+Dh 2h+2S
Communication-rounds
Reg 2 2 3 2
Auth 5 5 4 2
Update 3 3 3 3
Privacy protection x x N NN NN
No need exchanging with NI vy N/A N oA A A

server during updating phase

X : Weak: \: Ordinary; vV +: Good: v VA Very Good; NV +: Excellent. N/4 not applicable
S: Symmetric encryption, ECC: multiplications, CM: chaotic maps, 4: hash, /h: Interactive Hashing,
Reg: registration phase, 4uth: authentication phase, Update: update phase

card. Therefore, the proposed scheme can resist
stolen mobile device attacks.

According to all of above, we can prove that the
proposed scheme is secure. Table 2 shows the
security comparisons between our scheme and
related scheme.

5 Efficiency Analysis

In this section, we analyze the efficiency of our proposed
scheme. According to the required operations for differ-
ent entities, Table 3 summarizes the communication costs
of our proposed scheme and related schemes in different
phases.

To be more precise, on an Intel Pentium4 2600 MHz
processor with 1024 MB RAM, where N and P are 1024
bits long, the computational time of a one-way hash-
ing operation, a symmetric encryption/decryption op-
eration, an elliptic curve point multiplication operation
and Chebyshev polynomial operation is 0.0005s, 0.0087s,
0.063075s and 0.02102s separately [4, 7, 11]. Moreover,
the computational cost of XOR operation could be ig-
nored when compared with other operations. The compu-
tational time of a Interactive Hashing is close to a one-way
hashing operation [3].

Table 3 compares the functionalities and system effi-
ciency of our proposed protocol and the others, related
schemes [17, 18, 19]. The results of the comparisons show

that our proposed scheme provides more functionalities,
and is more suit for user-friendliness system.

As for storage space, our proposed scheme will save
much storage space contrasting with one-time password
by hash chain. For example, a hash chain needs 62.5K
(assume p, = 128bits, and N = 500) to store. And our
proposed scheme only needs some random identity, en-
crypted data and some algorithms which can be ignored
contrasting with one-time password.

6 Conclusion

The paper proposed a novel and complete biometrics-
based and one-time commitment authentication scheme
for mobile network. There are many advantages about
our protocol which described as follows: Firstly, from the
standpoint of a security analysis, our scheme uses bio-
metrics method, dynamic ID, dynamic commitment or
called one-time commitment to achieve high-level security.
Then, along with OTC, we insert the dynamic ID which
can consume the almost negligible computations, commu-
nications and size of memory. Compared with one-time
password method, our OTC method eliminates hash chain
algorithm, which can drastically reduce the computation
of hash chain and the storage space of hash values. Next,
the core ideas of the proposed scheme are the features of
security and efficiency in the mobile device and servers
side, and the feature of user friendly for the users side.
Finally, through comparing with recent related work, our
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proposed scheme has satisfactory security, efficiency and
functionality. Therefore, our protocol is more suitable for
practical applications.
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Abstract

In 2012, Chuang et al. proposed a smart card based
anonymous user authentication scheme for roaming ser-
vice in global mobility networks. In this paper, however,
we analyze Chuang et al.’s scheme and show that their
scheme is in fact insecure to against server masquerad-
ing attack, off-line dictionary attack and user imperson-
ation attack. Moreover, their scheme cannot achieve the
claimed user anonymity once the smart card is compro-
mised. Then, we propose a new robust authentication
scheme for the roaming service in global mobility net-
works using elliptic curve cryptosystem to eliminate these
weaknesses. Compared with the existing schemes, our
proposed scheme can provide stronger security than pre-
vious schemes.

Keywords: Anonymity, authentication, roaming service

1 Introduction

Global mobility networks (GLOMONET) provide the
global roaming service that permits mobile users to use
the services provided by the home agent in a foreign agent.
However, with the rapid development of such environ-
ment, many security problems are brought into attention
due to the dynamic nature and vulnerable-to-attack struc-
ture.

As user privacy becomes a notable security issue in
GLOMONET, it is desirable to protect the privacy of
mobile users in remote user authentication process [17].
In order to achieve this goal, several authentication
schemes [2,3,6,8-10,12-14,16,18,19] with user anonymity
have been proposed for roaming service in GLOMONET.
Nevertheless, most of the existing schemes were broken
shortly after they were proposed.

In 2012, Chuang et al. [4] pointed out some pre-
vious authentication schemes for roaming service in

GLOMONET could not achieve user anonymity. In or-
der to remedy this flaw, Chuang et al. proposed a new
authentication scheme with user anonymity for roaming
service in GLOMONET.

In this paper, we analyze Chuang et al.’s scheme and
show that their anonymous user authentication scheme
is vulnerable to server masquerading attack, off-line dic-
tionary attack, user impersonation attack, besides, it also
cannot preserve user anonymity under the non-tamper re-
sistance assumption of smart cards. Furthermore, we pro-
pose a more robust authentication scheme for roaming ser-
vice in global mobility networks using elliptic curve cryp-
tosystem, which can successfully prevent different kinds
of network attacks.

This paper is organized as follows. In Section 2, we
briefly review Chuang et al.’s scheme. We show its weak-
nesses in Section 3. Then, we propose a new robust au-
thentication scheme in Section 4. In Section 5, we analyze
the security of our proposal. In Section 6, we compare
the performance of our new protocol with the previous
schemes. Section 7 concludes the paper.

2 Review of Chuang et al.’s

Scheme

Chuang et al.’s anonymous authentication scheme com-
prises three phases, namely registration phase, mutual
authentication and key agreement phase and password
changing phase. Each foreign agent F' shares a secret key
Kprpy with the home agent H. The abbreviations and
notations used in their scheme are listed in Table 1.

2.1 Registration Phase

Step 1. M freely chooses IDy; and PW),, then sends
them to H through a secure channel.



International Journal of Network Security, Vol.18, No.2, PP.217-223, Mar. 2016

Table 1: Notations

M | A mobile user
H | The home agent of M
F | The foreign agent
ID, | The identity of the participant A
PWjys | The password of M
Krp | The pre-shared secret key between F and H
Puby | The home agent H’s public key
Priyg | The matching private key of Pubgy hold by H

2 | The secret key of H

A one-way hash function

@ | Exclusive-OR operation

|| | String concatenation operation

An encryption function with key the k
A decryption function with key the k
The adversary

Dy,
Adv

Step 2. H computes R = h(IDyl||z) ® PWy and k =
h(PWyy). After that, H stores {IDys, R, k, Puby,
h(-), E(-)} into the smart card and submits it to M.

2.2 Mutual Authentication and Key
Agreement Phase

Step 1. M inserts the smart card into the device and in-
puts PWj,. Then the smart card calculates £* =
h(PW53,;) and checks whether k* * k. If yes, it
means M is the cardholder; otherwise, the smart card
terminates the procedure. Afterwards, the smart
card randomly selects ny, 7y € Zy, and computes
AIDM = EPubH(T]V[”IDM)- Finally, M sends my =
{IDH,AIDM,TLM} to F.

Step 2. On receiving mq, F' generates np, rp € Z; and
computes Vi = Epyp,, (rp || IDg [ IDp || AIDp ||nas
|[nF). Subsequently, F' sends my = {IDg, IDp, V1}
to H.

Step 3. Upon receiving mg, H can obtain (rp [[[Dgy
[ IDp ||AIDps ||nar ||ne) by decrypting Vi using
the private key Prig. Subsequently, H can get
(ram|IIDps) from decrypting AIDys. Then, H ver-
ifies the validity of M. If M successfully passes the
verification, H generates a random integer ny € Z;
and calculates C' = h(IDp||z) ®rar, y = h(Cllrar) @
ng ® MKrulrr), 2 = (Clnumllra) © ng, Vo =
WK palnalinglirellyl=), Vs = A(C]2), and then
sends mg = {V, V3,9, 2} to F.

Step 4. Upon receiving mg, F verifies Vo L h(Kpg
lnar Inp llre |ly ||z). If this equation holds, F
computes TK = y @ h(Kpgl||rr), and then sends
my = {V3, z,np} to M; otherwise, F' terminates this
session.

Step 5. After receiving my4, M calculates C = R &
PW;, @ ry and checks whether h(C||z) is equal to
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the received V3. If it is true, then M establishes trust
with F'. Otherwise, this session will be terminated.

After the mutual authentication phase successfully, M
and F share the session key SK = h(TK||ny|nr) =
h(h(Cllrar) & z & h(Clinarllran) Inarlinr).

2.3 Password Changing Phase

When M wants to update PWj,, M inserts his/her smart
card into a terminal and inputs the origin password PWy,
to the smart card.

Step 1. The smart card computes h(PW),) and checks
whether it is equal to the stored k. If yes, M inputs
a new password PWFY; otherwise, the smart card
rejects the password change request and terminates
this procedure.

Step 3. The smart card computes k"% = h(PWJFY),
R = R® PWy @ PWiF" and replaces k, R by
k™ev . R™™ | respectively.

3 Analysis of Chuang et al.’s

Scheme

To analyze the security weaknesses of Chuang et al.’s
scheme, we assume that an attacker Adv could obtain
the secret values stored in the smart cards by monitor-
ing the power consumption [7,11] and intercept messages
transmitted in the insecure communication channel. Un-
der this assumption, we demonstrate that Chuang et al.’s
scheme fails to provide user anonymity and is susceptible
to various attacks, such as server masquerading attack,
off-line dictionary attack, user impersonation attack.

3.1 Server Masquerading Attack

Assume an adversary Adv has intercepted the message
ms = {Va,V3,y, 2} transmitted from H to F. Then
Adv generates a random number Tt and sends Ty =
{V3,z,iF} to M, where if is selected randomly by Adv.
After receiving my from Adv, M computes C = R &
PW;, & ry and h(C||z), it is obvious that Vi = h(C|z).
Thus, M will be fooled into believing the adversary as the
legitimate foreign agent F'.

3.2 Off-line Dictionary Attack

In case a legitimate mobile user M’s smart card is some-
how obtained (e.g., stolen or picked up) by Adv, and
he/she can extract the stored secret value k [1,7,11,15].
Then Adv can acquire M’s password PWy, by performing
the following procedures:

Step 1. Guesses a candidate password PWj; from the
password space Dpyy .
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Step 2. Computes k* = h(PW};) and verifies the cor-
rectness of PW;, by checking k* * k.

Step 3. Repeats the Steps 1 and 2 by replacing another
guessed password until the correct password is found.

Generally, due to the inherent limitation of human cog-
nition, the identity is easy-to-remember and hence the
identity space is very limited, and it follows that the above
attack can be completed quite effectively. The running
time of the above attack procedure is O(|Dpw| * Th),
where T}, is the running time for Hash operation. And
hence, their scheme cannot resist off-line dictionary at-
tack.

3.3 Failure to Provide Users’ Anonymity

In Chuang et al.’s scheme, the home agent H stored I D,
in M’s smart card. Hence, Adv can get 1Dy, by monitor-
ing the power assumption [1,7,11,15]. Although Chuang
et al.’s scheme does not use I D), as a parameter in the lo-
gin request message, it is used to compute AIDj,;. Then,
Adv can launch a series of attacks, such as user imperson-
ation attack, to damage the security of this scheme [4].

3.4 User Impersonation Attack

As explained above, if Adv successfully obtains M’s smart
card, he/she can get PW), and 1Dy corresponding to M.
Then, Adv can impersonate M to make fool of both F' and
H as follows.

In the mutual authentication and key agreement
phase, Adv generates two random number n),, 74, €
Zy and computes AID); = Epup, (Ty|[IDar). Then
he/she sends the forged login request message m) =
{IDy,AID);,n);} to F.

It is easy to see the forged login request is in the cor-
rect format. Upon receiving m), H and F will execute
the protocol normally and Adv will pass the verification
successfully.

4 Our Proposed Scheme

In this section, we propose a new authentication scheme
with user anonymity in global mobility networks using
elliptic curve cryptography. Our scheme consists of four
phases, which are the registration phase, mutual authenti-
cation and key agreement phase, password changing phase
and revocation phase.

Before the system begins, H generates two distinct
large primes p and g with p = 2¢g + 1 and chooses a gen-
erator P of order ¢ on the elliptic curve E,(a,b). H com-
putes the public key Q = z - P mod p with the master
secret key x of H. Subsequently, H computes a secret key
Kpy = h(IDp||x) for each foreign agent F.
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4.1 Registration Phase

Step 1. M freely chooses his/her identity I Djs and pass-
word PWj;. Then, M sends them to H via a secure
communication channel.

Step 2. H calculates A = h(IDy||x), B = h(IDyllv)
and C = h(IDy x P + PWy; x P), where v is a
secret random number chosen by H for every mobile
user.

Step 3. After that, H maintains a registration table in
the format (B, A). H can retrieve A from the regis-
tration table by B in the revocation phase and in the
mutual authentication and key agreement phase.

Step 4. H personalizes the smart card with {C, P, Q,
E,(a,b), q, p, h(-)} and issues it to M.

4.2 Mutual Authentication and Key
Agreement Phase

Step 1. M inserts his/her smart card into a card reader
and enters IDjy;, PWj,. Then, the smart card ver-
ifies C . h(IDy; x P4 PW)y x P), if not, the lo-
gin phase is terminated immediately; otherwise, the
smart card generates a random number « € [1, ¢ — 1]
and computes X = ax P, X; = ax @, D =
IDy @ h(X + X;). Finally, the smart card sends
my ={IDy,X,D} to F.

Step 2. Upon receiving mq, F' generates a random inte-
ger number f € [1,q — 1] and calculates Y = § x P,
Y1=06xQ, E=Kpg X P+Y;. Then, F transmits
the message mo = {IDy,IDp,X,D,Y,E} to H.

Step 3. On receiving mo, H computes X; = = x X,
IDy = D @ WX + X1), B = h(IDylv), and
A* = h(IDp||z). Then, H retrieves A from the
registration table by B and checks A* © A. If B
does not exist in the verifier table or A* # A, H
terminates this session. If three continuous requests
from M fail in a short interval, H will ignore M’s
following request within a guard interval. If the all
conditions hold, H verifies the legitimacy of M suc-
cessfully. Afterwards, H computes Y] = = x Y,
E* = h(IDp|x) x P 4+ Y, and verifies E* with
the received F. If they are equal, the authenticity
of F is ensured; otherwise, H rejects this request.
After the verification of M and F, H computes
1= IDMXP+X1, J = h(h(IDFH.’L‘)XP—Yl)@h(Xl)
and K = h(IDpl||z) x Y7. Finally, H sends the mes-
sage m3 = {I,J, K} to F.

Step 4. After receiving mg from H, F' firstly calculates
Krg x Y7 and verifies it with the received K. If it
is valid, F' computes h(X1) = J ® h(Kpy x P —Y1),
TK = h(X1)xB8xX and sk = h(h(X1)x P—x X)
and transmits the message myq = {I,Y,TK} to M.
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Step 5. Upon receiving my, M computes I = IDy; X
P+ X, and TK* = h(X;) x a xY. Then M checks
I*? Tand TK* ©. TK, respectively. If the two equa-
tions hold, M successfully authenticates H and F,
then sends ms = h(h(h(X1) x P—axY)|0) to F. If
any of these two equations is false, the authentication
fails.

Step 6. After receiving mjs, F computes mf = h(sk]||0)
and checks m} ? ms. If they are equal, F ensures the
legitimate of M ; otherwise, terminates the session.

After mutual authentication, M and F compute and
share the session key SK = h(sk||1) = h(h(h(X1) x P —
a x  x P)||1) for future secure communication.

4.3 Password Changing Phase

When the user M wants to update his/her password off-
line, he/she inserts the smart card into a terminal and
enters his/her identity IDj; and old password PWj, to
the smart card.

Step 1. The smart card checks C' ~ h(IDpsx P4+PWyx
P). If yes, M inputs a new password PW}F"; oth-
erwise, the smart card rejects the password change
request and terminates this procedure.

Step 3. The smart card computes C"¢* = h(IDy; X P+
PW7PF™ x P) and stores C™" into its memory to
replace C.

4.4 Revocation Phase

In case of lost or stolen smart cards, M could request H
to revoke his/her smart card. In our scheme, M should
transmit 1D ); to H via a secure communication channel,
then H computes h(IDys||v), and checks whether it exists
in the registration table. If yes, H retrieves A from the
registration table by B and checks whether h(IDy||x) is
equal to A. Supposing that these two conditions hold,
H removes the entry (B, A) from the registration table.
If M wants to re-register in H, he/she just needs to re-
register in H through performing the registration phase
again.

5 Secure Analysis of Our Scheme

In this section, we analyze the security of the proposed
scheme and show that it can resist different types of at-
tacks and provides user anonymity and untraceability.

We assume that the following problems are difficult to
solve in polynomial time, in other words, there are no
efficient polynomial-time algorithm to solve the following
problems.

1) ECDLP [5]: Given two points P, Q € Ep(a,b), the
elliptic curve discrete logarithm problem(ECDLP) is
to find an integer s € Z7 such that Q@ =s- P.
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2) CDHP [5]: Given three points P, s- P, t-P €
Ey(a,b), where s, t € Z7, the computation Diffie-
Hellman problem(CDHP) is to find the point (s-¢)P
on Ey(a,b).

Theorem 1. Our scheme could provide mutual authen-
tication.

Proof. Mutual authentication means that these three
communication parties involved in global mobility net-
works can authenticate each other before generating the
common session key. In order to withstand user & server
masquerading attack, it is necessary for a robust authen-
tication scheme to satisfy this security feature. In our
scheme, only the home agent H can generate I, J, K us-
ing its secret key x. Then the foreign agent F' could check
the validity of K to verify H. Afterwards, the mobile user
M could check the validity I and TK to verify H and F,
respectively. Further, our scheme allow them to agree on
a session key which varies in each session run. Therefore,
our scheme satisfies this feature. O

Theorem 2. QOur scheme could provide perfect forward
security.

Proof. The forward secrecy is defined as the assurance
that any previous session keys cannot be compromised if
the master secret key x of the home agent H is leaked. In
our scheme, the session key h(h(h(X1)x P—axfx P)|1)
is generated by two one-time random number {a, 8} in
each session. Moreover, even if the adversary eavesdrops
the mutual authentication messages, he/she still cannot
compute a X § X P from a x P and 8 x P since the
intractability of the Diffie-Hellman problem. Therefore,
our scheme could provide perfect forward security. O

Theorem 3. Our scheme could provide user anonymity
and untraceability.

Proof. In the proposed scheme, the information of 1Dy is
hidden in D = IDy; @ h(X + X7). If the adversary wants
to retrieve the mobile user M’s identity from D, he/she
should compute X1 = axzx P from ax P and Q = zx P
to obtain the value h(X + X7), then he/she will face with
the CDHP. Furthermore, {X, D} varies in each session
because they are generated by the random number a. It
is difficult for the adversary to tell apart M from others in
the communication channel. Hence, the proposed scheme
satisfies user anonymity and untraceability. O

Theorem 4. Our scheme could withstand user imperson-
ation attack.

Proof. In our scheme, if the adversary wants to forgery
the legal mobile user M, he/she has to generate a valid
message m; = {IDg, X, D}, where D = IDy; & h(X +
X1), X = a x P. However, Adv cannot generate a valid
D without the knowledge of I Dj;. Therefore, our scheme
could withstand user impersonation attack. O

Theorem 5. Our scheme could withstand server mas-
querading attack.
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m ={IDy,X,D}

m, ={1,Y,TK }

A

ms = h(sk| 0)

»
>
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m, ={m,ID, Y ,E}

my={I,J,K}

A

Figure 1: Message flows in authentication and key agreement phase

Table 2: Comparisons of the security properties

Ours | He et al.’s [6] | Chuang et al.’s [4]
User anonymity | Yes No No
Prevention of user impersonation attack | Yes No No
Prevention of off-line dictionary attack | Yes No No
Prevention of server masquerading attack | Yes No No
Revocation of smart cards | Yes No No
Freely change password | Yes No Yes
Mutual authentication | Yes No No
Prevention of replay attack | Yes No No

Proof. In our scheme, if Adv wants to impersonate H or F’
to fool the mobile user M, he/she has to generate a valid
reply message my = {I,Y, TK}, where I = IDp x P+ X7,
TK = h(X;)xxX and Y = §x P. However, the adver-
sary cannot generate I and T'K without the knowledge of
x. So, our scheme could withstand server masquerading
attack. O

Theorem 6. Our scheme could withstand stolen smart
card attack.

Proof. If M’s smart card is lost and obtained by Adv,
he/she can extract the stored data {C, P, Q, E,(a,b),
g, p, h(-)} in the smart card through the differential
power analysis [1, 7,11, 15] and intercept the message
my = {IDy, X, D}, me = {IDy, IDp, X, D, Y, E},
ms = {I,J,K}, mqy = {[,Y, TK}. If Adv wants to ob-
tain IDjs from these messages, he/she has to compute
Xy =axzx P fromaxP and Q =x x P. Adv will
face with the CDHP.

We should consider the off-line password guessing at-
tack in this case, that is, the adversary uses a brute force
search to find out the correct password from the value C.
In our proposed anonymous authentication scheme, the
user identity is protected against outsiders what can help
to withstand the password guessing attack. Since there
can be a huge number of users in the mobile system, it
is infeasible for an adversary to do an exhaustive search
for all the possible (ID, Password) pairs. Therefore, our
scheme can withstand stolen smart card attack. O

Theorem 7. Qur scheme could withstand replay attacks.

Proof. In our scheme, Adv may intercept the message
my = {IDy, X, D} and replay it to the foreign agent F.

However, the adversary cannot generate valid ms with-
out knowing x and «. Then, F' can find the attack by
checking the valid of ms. Moreover, Adv also cannot gen-
erate valid SK without knowing the value 8 to construct
a communication channel with F'. Therefore, our scheme
could withstand replay attack. O

6 Comparisons

In this section, we compare security properties of the pro-
posed authentication scheme with other related schemes,
including the schemes of He et al. [6] and Chuang et al. [4].
In Table 2, we provide the comparison based on the key
security of these schemes, while we compare their effi-
ciency in terms of computation and communication cost
in Table 3. We define the following notations are used
in Table 3: t¢;: the time complexity of the hash com-
putation; teym: the time complexity of the symmetric
encryption/decryption; tosym: the time complexity of en-
cryption/decryption or signature using asymmetric cryp-
tosystem.

According to Table 2, we can conclude that He et al.’s
scheme does not satisfy any of the criterion listed in Ta-
ble 2. Chuang et al.’s scheme satisfies only one criteria
listed in Table 2. While, our proposed scheme can achieve
all the criterion listed in Table 2. Particularly, our pro-
posed scheme does not require H to store some secret
information that is shared with F' in its database, which
enhances our scheme’s security strength to resist against
different attacks.

In Table 3, we summarize the efficiency comparison
between our scheme and other schemes in [4, 6] in case
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of the mutual authentication phase. From Table 3, it is
easy to see that our scheme is more efficient than other
schemes. Our scheme requires three extra transmitted
messages as compared with Chuang et al.’s scheme and
five extra transmitted messages as compared with He et
al.’s scheme. However, our proposed scheme does not pro-
ceed encryption/decryption using asymmetric cryptosys-
tem, moreover, our scheme achieves stronger security than
the previous solutions as shown in Table 2.

Table 3: Efficiency comparison

Chuang et al. [4] He et al. [6] Ours
C1 2tp + tasym 10ty + 2tsym otp
C2 2ty + tasym 4ty Tth
C3 6ty + 2tasym 4ty + 2tsym + 4tasym Ttn
C4 1 1 3/2
C5 1 1 1
C6 6 ) 7
C7 7 6 9

C1: Computation cost of the M

C2:
C3:
C4:
Ch:
C6:
Cr7:

Computation cost of the F
Computation cost of the H
Communication rounds between the M and F
Communication rounds between the F and H
Total messages transmitted between M and F
Total messages transmitted between F and H

7 Conclusions

In this paper, we analyze several security flaws in Chuang
et al.’s authentication scheme with user anonymity for
roaming service in global mobility networks. Further, we
propose a new authentication scheme for roaming service
in GLOMONET to overcome these shortcomings. In ad-
dition, the security analysis and performance comparisons
demonstrate our proposal is more secure and suitable to
the practical application environment.
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Abstract

Probabilistic Packet Marking (PPM) is one of the most
promising schemes for performing IP Traceback. PPM
reconstructs the attack graph in order to trace back
to the attackers. Finding the Completion Condition
Number (i.e. precise number of packets required to
complete the traceback) is very important. Without
a proper completion-condition, we might reconstruct a
wrong attack-graph and attackers can evade detection.
One presently being used works only for a single attacker
based DoS attack and has an accuracy of just around
70%. We propose a new Completion Condition Number
which has an accuracy of 95% and it works even for the
multiple attacker based DDoS attacks. We confirm the
results using detailed theoretical analysis and extensive
simulation work. To the best of our knowledge, we are
the first to apply the concept of Completion Condition
Number to increase the reliability of IP Traceback for the
DDoS attacks.

Keywords: Completion condition, coupon collector prob-
lem, DDoS attack, IP traceback, probabilistic packet
marking

1 Introduction

In the recent years, the Internet world has seen an alarm-
ing increase in what we call Denial and Distributed denial
of service attacks (Dos/DDoS). Dos/DDoS attacks are
major threat to Internet today [24, 25, 30]. Even the fast
emerging cloud infrastructure is at great risk due to the
highly distributed DDoS attacks [9, 14]. They are possi-
ble due to IP spoofing and destination based routing. A
number of approaches to mitigate these attacks have been
suggested and probabilistic packet marking [1, 11, 22, 27]
is one of the most promising among them.

In PPM, each router in the path marks the packet with

probability p < 1 and the marks can be over-written by
routers down the path from attacker to victim. Hence if
a router is d hops away from the victim, the probability
that packet mark from it reaches the victim is given by
p(1 — p)4=1 [10, 26]. In PPM, the edge information is
encoded in the packet mark. It is of the form (start, end,
distance) where start and end are the IP addresses of the
routers connected to the given edge [3, 12] and distance
is the hop distance of the first router from the victim as
shown in Figure 1.

To reconstruct the attack-path in order to trace the
attacker, victim must collect sufficient number of pack-
ets so that she can get marks from all the routers in the
path [18, 36]. We call the number of packets required to
reconstruct the correct attack path as Completion Con-
dition. Number (CCN) [24, 35]. It turns out that CCN is
very important because without correct completion con-
dition number, victim might not perform successful trace-
back. The constructed path from victim to the attacker
would remain incomplete as shown in Figure 1. This de-
feats the very purpose of traceback as we are not able to
correctly identify the attacker.

Encoded Edge =(R R,)
Start=R;End=R,
Distance =4

Attacker Network

Edge router d

OO OO0 OO0

R; Ry Rs Rg

Incomplete Traceback (marks from R1and R2 not received)

Figure 1: Probabilistic packet marking (PPM) algorithm -
Each router in the path marks the packet with probability
p and encode edge information (start, end, distance) in it.
IP traceback might remain incomplete if the completion
condition number is small.
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We found that Completion Condition Number for IP
traceback has not been extensively investigated in the
present literature. The CCN presently being used is cal-
culated based on mean of the number of packet marks
required to complete the IP traceback [26, 31]. In our
work, we show that the present CCN does not give correct
results for 30 percent of cases. Computation of present
CCN just takes expected number of packets into account.
However, we show that distribution of CCN has got high
variance as shown in Figure 3. Hence, if we ignore the
high variance of the distribution of X, it can lead to in-
accurate results.

Next, we argue that even if we have achieved a very pre-
cise Completion Condition Number for a single attacker
based on a linear network, this would not work for mul-
tiple attackers scenario or a DDoS attack. As shown in
Figure 2, attack graph is a tree with victim at the root
of the tree and the attackers at the leaf nodes. Paths
from the attackers to the victim have a lot of edges or
routers in common as can be seen from Figure 2. For ex-
ample, edges (Ra, R;) is shared by paths from attackers
Rg, Ry, R1p and Ry1 to the victim. These 4 paths share
edge (Ra, R1).

We know that Completion Condition Number improves
the reliability and attacker-detection capability of PPM.
However, in order to apply CCN in case of multiple at-
tackers, we must know how many packets are contributed
by each path individually. To find these numbers, we must
separate the contribution of different paths for the routers
that are shared in multiple paths. We propose a simple
but elegant algorithm which finds the number of packets
generated by each path separately in the attack graph. It
distributes packets to their respective paths for the shared
edges in the attack graph. Then using the Completion
Condition Number, we can find if the traceback for these
individual paths have been completed. Some of the im-
portant advantages of our proposed algorithm are

e It does not require any a priori knowledge of the at-
tack graph.

e It can work for any attack graph and for any rate at
which different attackers might be sending packets.

Tracing attackers in flooding based DDoS attacks be-
comes even more important because DDoS attack is a
big threat for cloud computing [15] and number of well
orchestrated DDoS attacks being conducted by botnets
is increasing manifold each day [33].

We perform extensive simulation to evaluate the per-
formance of our proposed work and algorithms. The re-
sults show that our proposed Completion Condition Num-
ber gives correct results for 98 percent of cases as com-
pared to the present CCN which has a success rate of
just around 70 percent and which cannot work for DDoS
attack. The algorithm proposed to use CCN in case of
DDoS attack also has a success rate of 95%.

In Section 2, we present a literature review of the re-
lated work and show why our work can improve the reli-
ability and effectiveness of present PPM considerably. In
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R1 Path(R8)

R3
R2 / <

RE R7
R4
Q}Do o
R8 R9

R10

Path(R9)

Path(R10)

Path(R11)
RS —
Path(R12)

Path(R13)

O OO0

R12

Path(R14)

R11 RI3  Rl4 R15  Path(R15)

Figure 2: Shared edge or shared router problem for mul-
tiple attacker scenario or DDoS attack. This prevents us
from using CCN in improving the reliability and accuracy
of IP traceback in multiple attacker case for PPM.

Section 3, we outline the problem statement. We state
the two major problems that we are going to solve in this
paper. In Section 4, we derive a new completion condi-
tion number and theoretically prove the accuracy of this
new CCN. In Section 5, we show how we can use CCN for
multiple attacker case as well. In Section 6, we prove the
utility and effectiveness of our work by means of rigorous
simulation work. In Section 7, we conclude our work with
some remark about the future work.

2 Related Work

As discussed in Section 1, the number of packets required
to complete the traceback, called CCN is critical for in-
creasing the reliability and accuracy of IP traceback using
PPM. In this section, we perform a literature survey of
CCN in PPM based IP traceback. In [17, 26], an estimate
for number of packet-marks required to complete IP trace-
back for a given path length d and marking probability
p was proposed. Let X be the number of marks required
to complete the traceback. Then E[X] < % [23].
However, this number does not give accurate results for
25 — 30% of cases because it does not take the high vari-
ance of distribution of X into account. Moreover, we
cannot directly apply this estimate for multiple attacker
scenario due to the problem of shared path that is ex-
plained in Figure 2 and Section 5.

In this section, we enumerate some of the major
IP traceback mechanisms that use PPM to perform
traceback. In Advanced and Authenticated marking
scheme [29], they add authentication procedure to pre-
vent problem of spoofed mark from the attackers and
greatly enhance the performance of PPM. Similarly, in
Dynamic probabilistic packet marking for efficient IP
traceback [19], the marking probability is made dynamic
and it depends upon the distance of the marking router.
This too helps in in thwarting the spoofed marking prob-
lem of PPM and is more light-weight compared to [29].
To reduce the number of participating routers, in prac-
tical and robust inter-domain marking scheme for IP
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traceback [8], traceback is performed on the basis of au-
tonomous systems (AS) instead of routers. This approach
reduces the number of packets required for traceback as
number of AS in a path is much less than the number of
routers. Moreover, AS path are more stable. Still these
methods lacked scalability. In Probabilistic Packet Mark-
ing for Large-Scale IP Traceback [10], they use randomize
and link method along with check-sum chord to make IP
traceback highly scalable.

However, none of the above mentioned schemes make
explicit use of CCN to make IP traceback more reliable.
Work by Wong [34, 35] was the first one to explicitly use
CCN for increasing the reliability of IP traceback. Instead
of finding the CCN for a single path, it finds the CCN
for the complete attack graph treating it as a single unit.
However, we observe that this approach has the following
drawbacks:

1) A-priori knowledge of attack-graph: To com-
pute the CCN, it needs to have a-prior knowledge
of the complete attack graph. This defeats the very
purpose of IP traceback because if we know the at-
tack graph, then there is no need for performing IP
traceback.

Same Rate of packets from attackers: Second,
it assumes that all the attackers are sending traffic
at the same rate. This assumption is very difficult to
be true in the Internet due to its distributed nature.

Bottleneck long paths: Third, this paper finds the
CCN for the complete attack graph as a single unit.
This implies that IP traceback would start only when
we have collected marks from all the routers in the
attack graph. However, we can complete traceback
for shorter paths much faster than those for longer
paths. Hence, if we wait for longer paths, then start-
ing of traceback for shorter path might get delayed
unnecessarily. A few long paths might become the
bottleneck in tracing to the attackers.

In our work, we decouple all the paths from the at-
tacker to the victim and perform traceback individually
for each path. This makes IP traceback much faster. In
our work, we do not need any prior information or knowl-
edge of the attacker graph. Moreover, our algorithm does
not require the constraint of all the attackers sending at
the same rate. We treat all attackers’ path separately and
start traceback for each of them individually and inde-
pendently after victim has received completion condition
number of packets for that particular path.

3 Problem Statement

In this section, we identify the two problems of our work.
We first find a more accurate Completion Condition Num-
ber which makes PPM more reliable. Next, to use the
concept of CCN in case of multiple attackers, we solve
the problem of shared edges in the attack graph.
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3.1 A More Accurate Completion Condi-
tion Number for a Single Attacker

Savage [26] in his preliminary paper on PPM had pro-
vided an estimation of the number of packets required
before the victim can have a constructed graph that is the
same as the attack graph under a single-attacker environ-
ment or a linear network. Let X represent the number of
packets required to reconstruct the complete path from
attacker to the victim. Let p be the marking probabil-
ity and d be the number of routers between the attacker
and the victim. In this scenario expected value of X is
bounded by
In(d)

p(1—p)=t’
. We will call this number the Savage Completion Condi-
tion Number (SCCN).

E[X] < (1)

Probability Distribution Function of number of
packets required to complete traceback for PPM

p=1/25 d=18, Mean=131, standard
deviation=49

T T T T 1
400 500 &00 700 800

Number of packets

Figure 3: Probability Distribution Function for Number
of Packets Required to Complete Traceback for p = %
and d = 18. We can observe the high variance of X from
this figure.

The problem with using Equation (1) as completion
condition is that on average around 25 — 30% of cases, we
cannot reconstruct the correct attack-graph within these
number of packets and in worst case this can even increase
upto 37% of cases as shown in Figure 3. The problem with
Equation (1) is that it ignores the high variance of the
distribution of X while calculating CCN. In our work, we
calculate upper bound of variance of X and incorporate
it in calculation of the completion condition number to
make IP traceback algorithm more reliable and correct.

3.2 Shared Path Problem in Case of Mul-
tiple Attackers DDoS Attack

Even if we have calculated a very precise CCN for a sin-
gle attacker case [13], there are some issues left in us-
ing completion condition number in making IP trace-
back more reliable for multiple attacker case. We con-
sider the problem of shared edges as shown in Figure 2.
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Let us assume that routers R8 to R15 are all attack-
ers and we want to perform IP traceback for all these
nodes. However, path PATH1 = {R8 — R4 — R2 — R1}
and path PATH2 = {R9 — R4 — R2 — R1} have two
shared edges (R4 — R2) and (R2 — R1). Similarly path
{R8 — R4— R2— R1} and {R10 — R5 — R2 — R1} have a
shared edge (R2 — R1).

Hence, from this example we can observe that differ-
ent paths from attackers to the victim would be sharing
a lot of common edges in case of DDoS attack because
all these paths would be converging at the victim. How-
ever to use CCN, we need to know the number of packets
received from each of these different paths individually.
In our example of Figure 2, let’s say that the victim col-
lects 100 marks for edge (R2 — R1), 50 for (R4 — R2), 10
for (R8 — R4) and 15 for (R9 — R4). Then we need to
separate the number of packets obtained for PATH1 and
PATH?2 from the shared edges otherwise we cannot apply
the concept of CCN to find if traceback is complete for
these paths. We need to find that out of 50 packets marks
received for edge R4 — R2, how many of them belong to
PATH1 (originating from router Rg) and how many be-
long to PAT H2 and perform the same calculation for all
other shared edges.

4 Completion Condition Number

As discussed in the previous section, we need to incor-
porate second moment of X in calculation of completion
condition number to make it more accurate. Hence, like
expectation, we calculate an upper bound on the variance
of X and include it in out computation of the completion
condition number.

4.1 Upper Bound on Expectation and
Variance

From Equation (1), we know that if a router is d hops
away from the victim, the probability that it marks the
packet is given by p(1 — p)?~!. From this equation, it is
clear that farther a router is from the victim, lower is the
probability of its marked packet reaching the victim. Let
(p1,p2,D3, "+ ,Pn) be the probability vector of en-route
routers marking the packet, listed from the attacker to the
victim side where the hop distance between the attacker
and the victim is n. This implies that (p; < p2 < p3 <
o pn).

Let X be the random variable that represent the num-
ber of packets required to complete IP traceback. In this
section we derive the upper bounds on expectation F[X]
and variance Var[X]. Without loss of generality, we can
assume that on average, we will first receive packet-mark
from the router nearest to the victim, then from hop dis-
tance two, then three and so on. On an average, we will
get the mark from the farthest router in the end. Let
t; be a random variable that represents the average time
required to collect mark from the i;, router after having
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collected marks from first (¢ — 1) routers. It can be seen
that ¢; is geometrically distributed [2]. For geometric dis-
tribution X with probability of success p, E[X] = % and
VAR[X] = =2 [7].

Now for collecting the first mark, which can be any of
n routers, probability of success is py +p2 +p3+ -+ pn.
Then after receiving the first mark, we will wait to get
the second mark. The probability of getting the second
mark after receiving the first mark would be p; + p2 +
P34+ DPn_o+ pp_1. As we have already received the
first mark, p, is subtracted from probability of receiv-
ing second mark. This is because router nearest to the
victim has the highest probability of generating the first
mark. In a similar fashion, probability of receiving the
third mark would be p; + p2 +p3 + - - + pn—2 and that of
last packet mark would be p;. As there is always a chance
of getting different packet-marks of lower probability also
during these inter-arrival time ¢;, hence, from linearity of
expectation, F[X] can be upper bounded by

EIX] < E(h) + E(ts) + Ets) + -+

+ -+ E(tpo) + E(tn-1) + E(tn)
) 1
pr+pet-dpn prtpeto+ e
1 1 1
4+t + +—
p1+p2+Dp3s pi1+p2 M
<! + ! + : Tt
npy (n—l)pl (n_2)p1
1 11
3p1 2p1 pl
RN
ppl 23 n
_ In(n)
p(1—p)~!

Similarly, from the linearity of variance, VAR[X] can
be upper bounded as

VAR[X] < VAR(t;) + VAR(t:) + VAR(t3) + - -+
+ o+ VAR(tp—1) + VAR(t,)
1—(pr+p2t---+pn)
(p1+p2+ - +pn)?
1—(p1+p2+--+Dn-1)
(pr+p2+-+pn-1)?
1—(p1+p2) 1—m
(pl +p2)2 (p1)2
i Zk 1pk)
o

k= 1pk)

n

o (Choipe)?
Now we want to find CCN based on E[X] and o[X]

calculated above. We want our CCN to be of the form
E[X]+ k- 0[X]. We need to find the value of k for which

= o[X] <
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the probability of performing incomplete traceback after
receiving CCN number of packets is negligible. We find
the value of k by finding the tail estimate of the distribu-
tion of X [28]. Basically, we would like to find starting of
the thin tail of distribution of X. After this point X has
very little probability of occurrence.

4.2 Tail Estimate of Completion Condi-
tion Number

Let Z; denote the probability that we do not receive any
mark from the router that is £ hops away from the victim
after the victim receiving r packets. Probability of not
receiving mark from the router at hop distance k after
receiving a single packet (one attempt) would be given as

1—p(1-p*t.
Zp = (1~ (p(1=p)*h)" (2)

Probability that CC'N would be greater than r packets
would be the union of not receiving packet mark from any
of the n routers in the path. It is calculated as follows

P(CCN >r)=P(U,z >a)
< (P(2y) + P(zy) + -
< nP(=])

<n(l—(p(L—p)" )"

where r = E[X|+k-o[X]. For CCN to be 95% accurate,
P(CCN > r) > 0.95. Now in the above equation, we
already know p and n, hence we can find r from it. Next,
when we know r, we can calculate k because r = E[X] +
k- o[X] and we know E[X] and o[X] for given p and n.
Therefore, we can compute CCN.

Therefore, given distance of attacker from the victim
d, marking probability p and number of packets collected
r, we can find if IP traceback has been complete for a
given path by comparing the number of packets received
for the given path with the completion condition number
CCN = E[X] + k- 0[X] calculated above. In our result
section, we show that value of k = 3 gives us an accuracy
of almost 98%.

+P(z;)) 3)

5 Shared Path

In Section 3, we derived a more accurate completion con-
dition number for IP Traceback for a linear network. We
argued that we need to take the high variance of the dis-
tribution of number of packets that are required for IP
traceback into account. However, we cannot use the CCN
calculated for a single attacker case to improve the cor-
rectness and reliability of PPM in case of multiple at-
tackers because of the problem of shared edges which is
shown in Figure 2. As paths from different attackers to
the victim share edges or routers, we cannot find the num-
ber of packet-marks generated by each path individually.
Therefore, we cannot apply CCN to find if traceback is
complete for those paths.
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In Figure 4, let us assume that routers R8 to R15 are all
attackers and we want to perform IP traceback to all these
nodes. However, path PATH1 = {R8 — R4 — R2 — R1},
PATH2 ={R9—R4—R2—R1}, PATH3 = {R10— R5—
R2—R1} and PATH4 = {R11— R5—R2— R1} have a one
shared edge (R2 — R1). Similarly, PATH1 and PATH?2
have two shared edges (R4— R2) and (R2—R1). However,
to use completion condition number equation, we need to
know the number of packets received from each of these
different paths individually.

Let us assume that the victim collected 100 packet-
marks for edge (R2 — R1). Then, we need to find, that
out of the 100 packet-marks received for edge (R2 —
R1), how many of them are generated by R8(PATH1),
RI(PATH?2), RI0(PATH3) and R11(PATH4). Then
only we can use CCN to find the completion of traceback
for these paths. Shared edge problem exists due to the
convergence of these paths towards the victim.

R3
4
R6 R7
f b4 4 ¢
R12 R13 R14 R15

Figure 4: Problem of shared Path in IP Trace-
back. Marks for edge (Rg,R;) are being gener-
ated by Rg, Ry, RijpandR;;. Weight of edges de-
note the number of marks generated for these edges.
The 32 marks for (Rg, R;) should be divided among
Path(Rg), Path(Ry), Path(Ryo) and Path(R1;).

36

14

5.1 Finding Contribution of Each Path in
Shared Edges

In this section, we compute the number of packets gen-
erated by different attackers or basically the number of
packets generated from each path individually.

In Figure 5, if NV packets are generated by the attacker,
then on an average, router Ry at hop distance d from the
victim would generate Np(1 — p)¢~! marks for the edge
(R4, R4—1) where p is the packet marking probability.

Number of marks from Router Ry

Number of marks from Router Ry
Np(l _ p)(d+1)_1

Np(1 —p)d-1
(1—p)=t=b
= (1-p). (4)
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A Rdil Rﬂ Rd—l RH—Z V
Nﬂ-ll Nr.l Nﬂ—l
d+l

Ny = Number of marks foredge (R;,Rq44)

Ng:; =Number of marks for edge (R;.1,R4)

Figure 5: Calculation of ratio of number of packet-marks
generated for neighboring edges from a single source

Figure 6: Calculating number of packets from different
paths. Weight of the edges in the tree represent the num-
ber of packets encoded with that particular edge received
by the victim (root Ry).

Let the number of packets from router R;z11 be NP;iq
and let the number of packets from router Ry be NP,.

Then N]\fgl = (1 — p) or we can write that NPy =
rlp)NPdH. As (1 — p) is smaller than 1, hence NP; >
NPd+1. Let o = ﬁ Then NPd = OéNPd+1, NPd,1 =

a?N Py, and in general

NPi_; =o' NPy, ;. (5)
Hence, the number of marked packets generated by
routers as we go upstream increases in geometric progres-
sion as can be seen from Equation (5).

Let N(R;, R;) represent the number of marked packets
obtained for edge (R;, R;). In Figure 6, packets encoded
with edge (R4, R2) would be coming from two sources,
first part from node Rg and another from node Rg. We
need to find, how many encoded packets are from Rg and
how many are from Rg. Now contribution of number of
packets by Rg and Rg in N (R4, Rs) would be in the ra-
tio aN(Rs, R4): aN(Ry, R4). Hence, number of marked

packets generated contributed by Rg = Ng - Wy% =
N3Ny

~on - In Figure 6, N(R;, R;)s are denoted by weight of
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the edges in the graph.

In Figure 6, let us now try to work out the same pro-
cess on number of marked packets from edge (Rgz, R1).
Nodes Rg, Ry, R16 and Ryg are generating packets which
are reaching this edge. Now, we need to find the contribu-
tion of marked packets for paths originating from each of
these nodes. The ratio in which packet marks N(Rz, Ry)
would be contributed by Rg, Rg, R16, R1s would be in the
ratio of N7a?: Nga?: Nisa®: Niga*. This is because
if N; marks are generated for edge (Rs, R4), then us-
ing Equation (4), Nya? marks should be generated from
the packets being generated by router Rg. Similarly, if
Nig marks are generated for edge (R, Ri7), then Njga
marks should be generated for the edge (Rz, R1). Hence,
we use these numbers as the ratio in dividing N7 marks
among different paths or routers. For example, contribu-
tion towards path from leaf Rg would be

- N1 -J\]7Oé2
n N7042 + ]\78052 + N15a3 + ngO/l'

COTLtT(R167 (RQ , Ry ))

This concept of simple ratio and proportion forms the
basis of our algorithm for finding number of marks ob-
tained from different paths. Moreover, in a tree, path
from a leaf to root node is unique because each node has
a single parent. Let us denote the path from a leaf node
R, to the root node in our graph as Path(R;). This path
would be unique. Let N(R;,R;) denote the number of
marks obtained for the edge (R;, R;) at the victim. Let
us denote the contribution of Path(R;) in N(R;,R;) as
contr(Path(Ry), (R;, R;)). Let d(R;) denote the distance
of router R; from the victim in terms of number of hops.
Let leaf(R;) denote the set of leaves in the sub-tree with
root as R;. Let P(R;) denote the parent of node R;.

contr(Path(R;), (R;, R;)) =
N(Ri, Ry) - N(Ry, P(Ry)) - o) ~4(R)
ERGleaf(Ri) N(Rv P(R)) - qd(R)=d(Rz).

5.2 Separating Number of Marks Gener-
ated by Each Leaf Node or Path

As discussed in Section 5.1, we can separate out number
of marks generated for a given edge (R;, R;) among all
the leaf routers whose packets are passing through the
router R; using Equation (6). We can safely assume our
attack graph to be tree because paths in the Internet are
mostly stable [20]. Hence, number of paths from victim
to attackers would be equal to the number of leaf nodes
in the attack graph.

Now, to solve the problem of shared edges, we need
to distribute packets marked with edge (R;, R;) to each
leaf node that are in the sub-tree rooted at R;. The
marks encoded with edge (R;, R;) are being generated
by these nodes only. We need to perform a depth first
search (DFS) traversal of the attack-graph [4]. For each
edge (R;, R;j), we need to distributed marks with encod-
ing (R;, R;) to all the leaf nodes in the sub-tree rooted
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Table 1: Symbols used in this paper

Symbols used in this paper and their Meaning

N(R;, R;) Number of packet marks
encoding edge (R;, R;)

STLeaves(R;) Set of leaf nodes in sub-
tree rooted at R;

P(R;) Parent node of node R; in
the attack graph

d(R;) Distance of node R; from

root node or victim

P Marking probability at
each router

T

Path from leaf node R; to
root node

Number of marks gener-
ated by packets from R; in
N(R;, R;).

Set of leaf nodes in the
sub-tree rooted at node
R;.

Number of marked gener-
ated by packets from leaf

Path(Rl)

contri(Path(R;),(R;, R;))

leaf(R;)

noPktsInPath|R;)

node R;
leaf[j].noPkts() Number of marks
generated for edge
(teaf[j], PleafTj])
leaf|j].noHops() Hop distance between

leaf[j] and victim node.
Distribute Marked Pack-
ets Algorithm 1

DMP

at node R;. After traversing the whole graph, we would
have calculated the number of marked packets obtained
from each path in the attack graph. Then, we can use
CCN equation to find if traceback has been completed
for those particular paths.

5.3 Algorithm 1: Distribute Marked

Packets

In Distribute Marked Packets (DMP), Algorithm 1, we
distribute the number of marked packets to different
paths. This helps us in finding the completion of trace-
back for different paths individually and independently.
Table 1 lists the symbols used in this paper. Table 2 lists
the functions and symbols used in DMP algorithm. In
Lines 1 — 5, if it is a root node (parent of node u is null),
then we traverse to each of its child node in the for loop
of Lines 2—4. If u is not the root node, then in Line 6, we
find the number of leaf nodes in the sub-tree rooted at w.
In Lines 7—9, if u is leaf node, then all packet-marks gen-
erated for edge (u, P(u)) are added to number of packets
in path of u. In Lines 11—17, all marks for edge (u, P(u))
are divided among all the paths that are originating from
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Table 2: Functions and symbols used in DMP algorithm

Functions used in DMP Algorithm and their Meaning

u.parent Parent node of node u

adj(u) All the nodes adjacent to
node u in graph G

u.getSTLeaves() get the list of all leaf nodes

in the sub-tree with root
as u

list of leaf nodes

size of the list

Number of marked pack-
ets generated by leaf node
u

list < node > leaf
list.size()
noPktsInPath|leaf[u]

u.noPkts() Number of packets en-
coded with edge (u, P(u))
leaf[i].noPkts() Number  of  packets
encoded with edge

(leaf[i], P(leaf[i])

Algorithm 1 DMP(node u)
1: if u.parent == NULL then
2:  for all v € adj(u) do
3 do DMP(v)
4.  end for
5: end if
6: list < node > leaf = u.getSTLeaves();
7
8
9

. if leaf.size()==0 then
noPktsInPath[u]4+ = u.noPkts();
: return;
10: end if
11: for (i=1; i < leaf.size(); i++) do
12:  for (j=1; j < leaf.size(); j++) do
13 D+= leaf[j].HOPktS()*a(leaf[j]'nOHOps()_u'nOHOps())
14:  end for
15: N =leaf[i].noPkts()xalleallil.noHops()—u.noHops()) 4
u.noPkts();
16:  noPktsInPath(leaf[i]]+= | X |;
17: end for
18: for all ve adj(u) do
19:  DMP(v)
20: end for
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leaf nodes of sub-tree rooted at u. Finally, to traverse the
whole attack-graph using DFS, we visit each child node
of u in the for loop of Lines 18 — 20.

Toy Example for DMP Algorithm

In this section, we give a toy example to illustrate how
Algorithm 1 runs. In Figure 4, number of marked-packet
received for each edge (R;, R;) is given. Now, Algorithm 1
starts with the call DPM(R;). As Ry is the root node,
it goes in the for loop of line 2-4. The we make a call to
DPM(R3). At line 6 in call to DPM(Rs), it finds the
list of leaf nodes of the sub-tree rooted at Ry with call
to u.ST Leaves(). This list contains Rg, Rg, R1o and Rj;.
These are the four nodes through which all traffic towards
R, are coming.

Now, using Equation (4) Lines 10 — 16, it calculates
that out of those 32 marks for edge (Rz, R1), how many
of them belong to path from Rg, Rg, R1g and Ry; respec-
tively. It finds their share to be 8,12, 4 and 8 respectively.
Hence, it adds them in noPktsInPath(R) for the leaf
routers of its sub-tree. Therefore, noPktsInPath(Rg) = 8,
noPktsInPath(Ry) is 12 and noPktsInPath(R;p)=4 and
noPktsInPath(R12)=8.

After visiting Ry, DMP visits node R4. It has to dis-
tribute 10 marks of edge (R4, R2) to paths from Rg and
Rg. These are the leaf nodes in the sub-tree rooted at
R,4. Using Equation (4), it divides marked packets and
hence noPktsInPath(Rg)=noPktsInPath(Rg) + 4 = 12
and noPktsInPath(Ryg) is noPktsInPath(Rgy) + 6 = 18.

Now from R4 DPM next visits Rg. As Rg has no
child and hence, no leaf node in its sub-tree, all marks for
(R4, Rg) will be allotted to noPktsInPath(Rs) = 1242 =
14. Next, in DFS traversal, Rg would be visited and sim-
ilar to Rg all 3 marks for (Rg, R4) would be allocated to
noPktsInPath(Ry) and total marks for Path(Rg) would
become 21.

After Ry, Rs would be visited and 6 marks for edge
(Rs, R2) would be distributed. Two marks would be al-
located to Path(Rjo) and 4 to Path(R;1). Next, router
R1y and Ry; would be visited and 1 would be added to
Path(Ryp) and 2 to Path(R;1). Next, node R3 would be
visited and 36 marks for edge (R1, R3) would be shared
as 12 to Path(Ri2), 16 to Path(Ri3), 4 to Path(Ra4)
and 4 to Path(Ry5). This procedure would continue for
routers Rg, Ri2,R13, R7, R1sandR,5 and marks would be
allocated for paths Path(R12), Path(R13), Path(R14) and
Path(Ry5) respectively.

Finally, noPktsInPath(Rg) = 14, noPktsInPath(Rg) =
21, noPktsInPath(Rjy) = 7, noPktsInPath(R;;) = 14,
noPktsInPath(R12) = 21, noPktsInPath(R;3) = 28,
noPktsInPath(R14) = 7 and noPktsInPath(R15) = 4.

6 Results

In this section, we analyse the results obtained from our
experiments. We have conducted our experiments in
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Scilab and Omnet++ [32]. The results for completion
condition for the more accurate CCN has been obtained
by writing simulation code in Scilab. For the multiple at-
tacker scenario and for different attack networks, we have
used Omnet++. We have used Caida Internet Topology
Generator for topology generation [21]. The code to per-
form traceback at victim was written in C++ in Om-
net++ framework itself.

In Figure 7, we study the number of packets X required
to complete IP traceback in PPM for p = 3= and hop
distance d varying from 12 — 25.

We plot expectation and standard deviation of X. We
also plot the upper bound of expectation and standard de-
viation for X using the formula derived in Subsection 4.1.
From Figure 7, we can verify that upper bound for both
expectation and standard deviation are correct and they
provide tight upper bounds.
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Figure 7: Statistics for number of packets X required for
traceback. We show the expected value, standard devia-
tion and upper bounds of mean and standard deviation
of X. The upper bounds derived are correct and provide
tight bound.

In Figure 8, we observe that our algorithm improves
the correctness and reliability of PPM algorithm signifi-
cantly. In this section, i and o represent the theoretically
calculated upper bounds for mean and standard deviation
of X in this paper. We observe that as we increase the
value of completion condition number from p to p + 20,
the accuracy of IP traceback becomes more than 96% for
all different value of d. On average, taking u + 20 as the
completion condition number improves the correctness of
attack-graph reconstruction by almost 26% and in the
best case even by 35%.

However, this improvement in performance comes at
the cost of increase in number of packets. As we can
observe from Figure 9, percentage increase in number of
packets required is around 80% for CCN = pu+20. How-
ever, we argue that this increase in number of packets is
necessary for improving the accuracy of PPM from 70%
to 98% on an average.

In Section 4.2, we find theoretical tail estimate of dis-
tribution of number of packets required for traceback,X.
In Figure 10, we compare theoretical and experimental
value of the tail of distribution of X for various hop dis-
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Accuracy of IP Traceback for various Completion Condition Number
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Figure 8: Performance Improvement of PPM in terms of
accuracy of IP traceback achieved with our proposed com-
pletion condition number. We observe that as we increase
the completion condition number, accuracy of PPM in-
creases. Here Mu and Sigma represent the upper bound
of mean and standard deviation of X.
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Figure 9: Increase in Number of Packets for PPM due
to increase in completion condition number. We observe
that for X = pu + 20, we achieve an accuracy of 98% with
an increase of 80% in number of packets. Here Mu and
Sigma represent the upper bound of mean and standard
deviation of X.

tance d and marking probability p = % We observe that
probability that IP traceback is incomplete decreases as
the value of completion condition number increases. The-
oretical tail estimate also confirms that for packet count
above p + 20 probability of error in traceback decreases
below 10% and in fact experimental results also confirm
that error is less than 5%.

6.1 Results for Multiple Attacker based
DDoS attacks

We use the dual router and AS Internet topology genera-
tor provided by Caida to generate Internet topologies used
in our experiment for DDoS attacks. The main idea be-
hind this dual Internet topology generator is to rescale a
measured Internet topology to a given target size preserv-
ing some basic statistical characteristics of the measured
topology.

Specifically, it first rescales the measured AS topol-
ogy to any given target size using methods from the
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Figure 10: Theoretical Tail Estimate: Probability of IP
traceback being incomplete even after getting given num-
ber of packets. p is upper bound of mean and o is upper
bound of standard deviation proposed in this paper. As
number of packets increases, tail estimate decreases. It
becomes less than 5% for pu + 20 and almost becomes
negligible after u + 40 packets.

paper ”Graph Annotations in Modeling Complex Net-
work Topologies” [6], and then populate each AS with
a router topology generated from scratch using methods
from the paper "Hyperbolic Geometry of Complex Net-
works” [16] matching some average properties of per-AS
router topologies.

We create 4 Internet topologies with 25,50,75 and 100
ASes. We randomly choose 100 leaf nodes which we as-
sign them as attackers and generate attack traffic to cho-
sen victim. All routers have PPM enabled in it. The
victim collects packet marks from these attackers. Attack
Packet generation from 25 of these attackers were deliber-
ately stopped before all the marks could be obtained for
these attack paths to test the accuracy of our algorithm.
We found the completion condition for each of these 100
attack paths by running the Distribute Marked Packet
(DMP) Algorithm. The results are shown for all the four
topologies.
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Figure 11: Accuracy of DMP Algorithm: Four different
topologies with 25,50,75 and 100 AS were generated us-
ing Caida Topology generator and DDoS was simulated
on these topologies using Omnet++; after which DMP
algorithm was run to find the accuracy of IP traceback
using the CCN number for each of these paths.
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From Figure 11, it can be observed that for 90% of
the cases, our DMP algorithm correctly identifies if the
trcaeback has been completed for a given path using the
CCN number. In fact, the accuracy is more than 95%
for path lengths below 21. Even for path length from 25-
31, accuracy of DMP identifying a complete traceback is
above 90%.
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Figure 12: Percentage increase in number of packets for
Rectified PPM (RRPM) and CCN: It can be seen that for
the same confidence level, the number of packets required
for CCN is far less compared to RPPM.

In Figure 12, we compare our work with Rectified PPM
(RPPM)[35]. We generate two random tree graph of size
500 and 1000 nodes respectively It has a marking prob-
ability of 0.1, we perform traceback with different confi-
dence levels. We compare the number of packets required
for each confidence level ranging from 0.1 to 0.99 with a
step of 0.1. We find that number of packets required for
CCN is less than that required for RRPM for both the
topologies and different confidence levels.

7 Conclusion

In this paper, we provide a framework, which makes PPM
more reliable and accurate. First, we provide a more ac-
curate completion condition number which increases the
reliability of PPM based IP traceback from 70% to 98%
for a single attacker case. However, CCN in its present
form can only be used for a single attacker case. It cannot
be used for DDoS attack because paths from different at-
tackers to victim are not independent. They share edges
in the attacker graph. Hence, we cannot separate out
the number of packet marks generated for each path in-
dividually. To use CCN for such cases, we propose an
algorithm which can find number of packet-marks gener-
ated for each path even if the paths have shared edges.
This enables us to use the concept of CCN even for multi-
ple attacker DDoS attack and hence makes PPM reliable
in this case. Experimental results obtained from our sim-
ulation confirms that concept of CCN helps us improve
the reliability of IP traceback to 95% with minimal num-
ber of packets. As far as we know, we are the first one
to propose the use of CCN to improve the reliability of
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traceback in case of DDoS attack with an explicit algo-
rithm to remove the problem of shared edges. CCN based
framework can be applied to any flavour of PPM and can
be used to make traceback more accurate and reliable.
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Abstract

Mostly, current security architectures for Digital rights
management (DRM) systems use either Public Key Cryp-
tography (PKC) or Identity-based Public Key Cryptogra-
phy (ID-PKC). However, PKC has a complex certificate
management and ID-PKC has a key escrow problem. Cer-
tificateless Public Key Cryptography (CL-PKC) has some
attractive properties which seem compatible with the re-
quirements of DRM systems. In this paper, we present
anonymous pairing-free certificateless authenticated key
exchange (CL-AKE) protocol for DRM system which pro-
vides a mechanism for distributing licenses in a flexible
and secure manner. Furthermore, the analyses demon-
strate that our scheme is efficient and secure.

Keywords:  Anonymity, authentication, certificateless
public key cryptography, digital rights management

1 Introduction

Digital rights management (DRM) is a famous mechanism
for protecting content copyright [18]. Current DRM sys-
tems mostly encrypt the digital contents with a content-
key from the content providers first. They then provide
licenses to the users. The licenses authorize the users to
play the digital contents according to the usage rights in
the license. Consequently, illegal copies of the content are
available over the network which causes a significant loss
of revenue to the right holders. In preventing other users
from using digital content file without content-key, the ex-
isting DRM mechanisms need to manage content /content-
key on a server provider and to provide encrypted content-
key with the user-key for the user. This mechanism also
ensures the server provider manages all user’s licenses,
manages encrypted digital content files and protects copy-
rights against unlawful content distribution.

Ideally, DRM systems should also be able to provide
flexible and secure content distribution mechanisms. For

the purpose of resolving the above loopholes in DRM sys-
tems, it is necessary to apply an efficient mutual authen-
tication and key agreement protocol. In this case the
concerned parties can authenticate each other and create
a secure session key. The session key is established with
the information shared by the concerned parties which
is used to achieve its purpose of confidentiality and data
integrity.

The existing DRM systems mostly rely on two ap-
proaches. The first approach is the Public Key Cryptog-
raphy (PKC) [17]. In this approach, the schemes apply
PKC to authenticate public key [3, 11]. The PKC man-
ages a Certificate Authority (CA). CA authenticates the
concerned parties and their public key. Furthermore, it
administrates certificate management involving distribu-
tion, storage and revocation. However, CA becomes infea-
sible because it suffers from a huge computational cost of
certificate verification especially for a large network. The
second approach, on the other hand, is referred to as Iden-
tity based Public Key Cryptography (ID-PKC) [1]. The
schemes in this approach [12, 13, 14] use an identity based
infrastructure where concerned parties get their full pri-
vate key from Private Key Generator (PKG). Public key is
then generated from their public identity using an email
address or a physical IP address. Another scheme pro-
posed also uses an identity based authenticated key agree-
ment protocol which manages secure communication [15].
However, this scheme suffers from the key escrow prob-
lem, because the PKG knows the full private key of each
user. This implies PKG can easily break the user privacy.
Mishra et al. [7] proposed certificateless authenticated key
agreement protocol for DRM system using the elliptic
curve bilinear pairings. Since the pairing over elliptic
curve is regarded as one of the highly expensive cryp-
tography primitives [10], the use of such pairings makes
the scheme [7] less applicable in practical applications,
even secure in standard model. Therefore, to improve
the efficiency of Mishra’s scheme, we propose anonymous
pairing-free CL-AKE protocol for DRM system, that does
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not depend on the pairings and based on ECC. Elliptic
Curve Cryptography (ECC) is commonly used for highly
secure authentication protocols [9], because it’s more ap-
plicable from the efficiency point of view.

This paper introduces anonymous pairing-free CL-
AKE protocol for DRM system. Our scheme can elim-
inate the use of trusted certificate authority, solve key
escrow problem and avoid the high computation of pair-
ings operation. Furthermore, the symmetric key encryp-
tion is adopted in our scheme. This reduces computa-
tional costs and communication overheads significantly
compared with public key encryption.

The rest of this paper is organized as follows: In next
Section the preliminaries required in this paper are pre-
sented. Our anonymous pairing-free CL-AKE for DRM
system is presented in Section 3. Section 4 presents the se-
curity analysis and performance evaluation of our scheme.
Finally, the conclusion is introduced in Section 5.

2 Preliminaries

Our scheme relies on a certificateless authenticated key
agreement protocol. We will briefly introduce the basic
DRM System, the basic definitions and some properties
related to this technique.

2.1 Basic DRM System

The basic architecture of DRM consists of four parts: con-
tent provider, content server, license server and user.

1) Content Provider: This is an entity that holds the
digital content and protects the content from unau-
thorized user.

2) Content Server: It is an entity that keeps the en-
crypted content over the storage server and provides
the encrypted content to user.

3) License Server: It is an entity which generates and
distributes the licenses for authorized users.

4) User: This is an entity that wants to get the en-
crypted content from content server and acquires the
license from license server.

2.2 Background

Elliptic Curve (EC): An elliptic curve E over a prime
finite field Fp denoted as E/Fp satisfies an equation of
the form.

v’ =2"+ar+b a,b€Fp and 4a®+270% £0. (1)

The condition that 4a® 4+ 27b%> # 0 implies that the Fp
is non-singular. Our scheme is based on the following
computational assumptions:
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1) Computational Diffie-Hellman Problem (CDH): Sup-
pose G is a cyclic group of a prime order P. For a
given generator P of G and {P,aP,bP} € G, where
a,b € Zp, computing abP is hard.

2) Elliptic Curve Discrete Logarithm Problem
(ECDLP): Suppose an elliptic curve E over a
prime finite field Fp, a point P € E(Zp) of order n,
and a point @ € (P). To find the integer k € [0,n—1]
such that Q = kP is hard.

2.3 AL-Riyami and Paterson CL-AKA
Scheme

In 2003, Al-Riyami and Paterson [2] proposed certificate-
less public key cryptography (CL-PKC) to successfully
remove the necessity of certification using user-chosen se-
cret information. Certificateless public key cryptography
is an intermediary between identity-based and traditional
PKI-based cryptography. A generic two-party CL-AKE
scheme consists of two phases. The first phase is the setup
which runs between KGC (Key Generator Center) and
entities. It includes the following five Probabilistic Poly-
nomial Time (PPT) algorithms: Setup, Partial-Private-
Key-Extract, Set-Secret-Value, Set-Private-Key and Set-
Public-Key. The second phase is the key agreement phase
which runs between two entities and depends on session
key agreement algorithm.

2.4 System Model

Problem Statement. Users usually purchase software
licenses from license server. They also might have
downloaded copies of the encrypted software from the
server providers. It is necessary to provide flexible
and secure content distribution mechanism to pro-
tect both the software providers’ intellectual property
rights and users’ privacy.

Architecture and Basic Approach. The architecture
and approach of our DRM system are shown in Fig-
ure 1. The user and license server first register in the
server provider (server provider act as PKG) and ob-
tain their corresponding partial private keys. They
then compute their own public/private keys. After
this process user can anonymously acquire a license
for a software from the license server. To execute
the software, the user will decrypt the encrypted li-
cense using the session key (k) provided and obtain
the valid license.

Assumptions. We assume that none of the parties, i.e.
service provider, software provider, and license server
can get any user’s personal information like which
software is bought and who buys the software.

Requirements.

1) Content Protection: Digital contents should be
encrypted, and then the encrypted contents and
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License Register

provider provider

Figure 1: Architecture and basic approach of our DRM

system

encrypted licenses are separately distributed by
server provider.

2) DRM Security: The content provider expects
that an authorized user must not be able to play
the content. Also content confidentiality against
unauthorized users must be created. Mean-
while, server provider and license server must
not be able to obtain the plain content and con-
tent key.

3) User Privacy/Anonymity: User privacy means
the protection of user’s personal identification
information (PII) [8]. To realize the user pri-
vacy the user should stay anonymous towards
the content provider that deals with user’s con-
tent purchase and the license server that re-
ceives acquisition request. Therefore, neither
content provider nor license server can retrieve
user’s personal information, such as user iden-
tity, IP address, etc.

3 Proposed Protocol

In Section 3.1, we present our anonymous pairing-free CL-
AKE for DRM system. Furthermore, the steps in im-
plementing this scheme for DRM system is provided in
Section 3.2.

3.1 The
AKE

Anonymous Pairing-Free CL-

In this paper, we propose anonymous pairing-free CL-
AKE protocol for DRM system based on Xiong. et. al.’s
protocol [19], it has been proven to be secure in the mBR
model and it seems suitable for DRM system. To achieve
the user anonymity in the key-agreement phase, we use
pseudonym instead of sending the real identity of the en-
tities. It allows a user to generate a session key with the
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license server in anonymous way.

3.2 Implementation Steps of Our Scheme

for DRM System

The content provider encrypts the content with a con-
tent encryption key (K¢g). The content provider then
outsources the encrypted content to the service provider
and provides the content encryption key with usage rules
to the license server. Whenever a user initiates a buying
process, the license server authenticates the user, receives
the payment, and generates the license. The license server
then sends the license through the service provider to the
user. Our DRM system consists of the following four
parties:

e Private key Generator PKG;

Content Provider C'P;

Service Provider SP;

License Server LS,
e User U.

We define the proposed scheme by describing the following
four phases:

o Key Generation: In this phase the service provider
acts as a Private key Generator (PKG) for our anony-
mous pairing-free CL-AKE protocol. PKG generates
the system public key and system master key, while
both U and LS compute their public keys and full
private keys.

e Content Packaging: Content provider generates
a set of symmetric keys as content encryption keys.
Content provider then encrypts the content with con-
tent encryption key, and outsources the encrypted
content to service provider. Padding is employed to
the software before encryption.

e License Acquisition: The user chooses the right
content from the service provider which is allowed to
download the encrypted content. A user cannot use
the software without the valid license. Meanwhile, in
order to acquire the license, a user needs to establish
a secured communication from the license server by
using an anonymous pairing-free CL-AKE protocol
with license server.

e Content Consumption: Whenever a user wants
to use the content, the user will decrypt the message
using session key k and get the valid license.

Next, the algorithms of the four phases of the proposed
scheme are shown in Figure 2 and the following;:

1) Key Generation: In this phase, the system uses
five algorithms: Setup, Partial private key extract,
Set secret value, Set private key and Set public key.
Ilustration of key generation phase is as follows:
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USER (U)

: license server [LS)
N [~
H B
1:5et @y as its pseudonym

2:Send My = (Q,.Ry.Py)

4 : Compute Trg

: ; 3:Choose beZp randomly

5:5end My = [QLsrRLs:PLSrTLS}

'
ol

i

: 6:chooses aeZp randomly

7 : Compute Ty,
B:Send My =Ty

. }Q:Compute SK, Hashgk
10:Send M, = Hashgy H

11 : Compute SK, Hashzg

12 : Verify Hashgy =? Hashgy

13 : Send encrypted [Dgy, with SK and Hashgk

R

i

: 14 : Verify Hashcy = Hashgy

15 : Send encrypted license with SK

A

Figure 2: Proposed an anonymous license distribution mechanism

e Setup(run by the PKG): The Private key Gen- {G,P,Fp,E/Fp, Py, H, Hy}, while the master
erator (PKG) chooses a security parameter k € key s is kept secretly by the PKG.
Z and determines the tuple {G, P,Fp, E/Fp} e Set-public-Key(run by U and LS ):

similar to how it is determined in Section 3. The
PKG also chooses a master private key s < Z}
then computes the master public key Py = s- P
and two cryptographic hash functions namely
H; and Hs, where Hy : {0,1}* x G — Z} and
Hy : {0,1}*2xG® — {0,1}¥. Finally, the PKG
publishes the system parameters (params) =

— U randomly selects zy € Z}, computes
Xy = xzyP, then takes Py = Xy as its
public key and keeps xy secret.

— LS randomly selects x5 € Z}, computes
Xrs =xpsP, then takes Prg = X g as its
public key and keeps zjg secret.

e Partial-Private-Key-Extract (run by the
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PKG): This algorithm takes master key s, a
user’s IDy identifier, license server’s IDjg
identifier and system parameters as inputs. It
then returns the corresponding partial private
keys. PKG works as follows:

— PKG chooses two random numbers ry, r1g
€ Z,, and computes Ry = rgP, Qu =
H,(IDy||Ry), and then computes Rpg =
risP, Qrs = Hi(IDps||Rrs).

— PKG computes dy = (ry+Qus) ™1, drs =
(rs + Qrss)~t. It issues partial keys
{dv,Ru}, {drs,Rrs} to the user U and
license server LS respectively through a se-
cret channel.

Upon receiving their partial private keys U
and LS can validate their private keys respec-
tively by checking whether the following equa-
tions holds: dy(Ry + QuPy) = P, dps(Rps +
QrsPy) = P.

e Set-Private-Key (run by U and LS): When
the U and LS receives their partial private keys
from the PKG, they can compute their full pri-
vate keys as follows:

— U takes SKy = (dy,zy, Ry) as its private
key.

— LS takes SKLS = (dLS;xLS;RLS) as its
private key.

Based on the fact that there is limited validity pe-
riod to maintain forward secrecy of this pair of keys,
U and LS will have to repeat this process after a
period is ended. However this process does not in-
volve the PKG but can be repeated individually by
the LS and U using their respective partial private
keys, {dy, Ru} and {drs, Rrs}. More details about
forward secrecy can be seen in Section 4.1.

Content Packaging: The proposed DRM system
supports the packaging of different types of media
contents such as video, audio, text and image files.
In the first stage of content packaging, there is need
to restrain the service provider from analyzing the
encrypted software by its length. To achieve this,
padding is employed to the software prior to encryp-
tion. The second stage of content packaging is the
encryption of the content. This resolves the owner’s
fear over security of content and distributors’ fears
over unlawful download of content from their SP.

Suppose the content provider has n contents, de-
noted by SWy, SWs, .., SW,, with their unique iden-
tifiers IDgw,,IDsw,,..,IDgw, respectively. The
content provider then can generate n symmetric
keys CEK,,CEK,,..,CEK, and individually en-
crypt each content with a corresponding unique sym-
metric key. It then obtains the encrypted contents in
the following form:

Eoym(SW,|CEK,), where x=1,2,3,..,n.
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Content provider later provides protected content
with content information to the content server, pro-
vides content encryption keys CEKs and provides
usage rules to the license server via a secure channel.

License Acquisition: User chooses the interesting
software SW,, with identifier I Dgyy, from the service
provider which is allowed to download the encrypted
content. A user cannot use the software without ob-
taining a valid license. To obtain the license, user
creates a secure channel between U and LS by using
an authenticated key agreement protocol with license
server. Based on our anonymous pairing-free CL-
AKE protocol, we allow a user to generate a session
key with the license server without leaking his/her
identity. The process in this phase is represented as
follows:

e U sets Qu as its pseudonym, then sends M; =
{Qu, Ry, Py} to the license server.

e Upon receiving the user’s message M;, LS
randomly chooses the ephemeral key b €
p and computes the key token Trg =
b(Ry + QuPy). Finally, the message My =
{Qrs, Prs,Rrs,Trs} is sent to U.

e Upon receiving My, U randomly chooses the
ephemeral key a € Z} and computes the key
token Ty = a(Rrs + QrsPy). Then sends
M3 = TU to LS.

e Upon receiving M3, LS computes dpsTy =
aP, Ki gy = aP +bP, K?¢,; = b-aP and
K3} ¢, =b-Py+SKps-aP. Then computes the
session key SK = H2(Qu,QLs, Ru, Rrs, Pu,
PLS,TU,TLS,K%SU,K%SU,K%SU) and com-
putes Hashgsx = H1(SK,Ty,Trs). Finally,
LS sends the message My = {Hashsk} to U.

e Then U can computes dyTrs = bP, K} g =
bP + aP, K¢ = a-bP and K}, s =
a.Prs + SKy - bP. Then computes the ses-
sion key SK = H»(Qu,QLs, Ru, Rrs, Pv, Prs,
Tu,Trs, Kip gy Kép gy K1 o) and the authenti-
cation token Hash%, = H1(SK,Ty,Trg). Ob-
viously, the two parties get the same session key
because K}, g = aP +bP = K}gy, Kipg =
abP = K34y, K} g = a-Prs+ SKy - bP =
SKps-aP+b-Py=K;g;.

Then U verifies the condition Hashgy <
Hashgg. If the condition holds, U accepts the
session key SK and anonymously purchases in-
teresting content with identity IDgw, within
the service provider, and service provider sends
license acquisition request to license server.
The license acquisition request involves the en-
crypted I Dgyw, which uses session key SK with
Hashgy value.

e Upon receiving the license acquisition request,
LS checks the condition Hashgg . Hashgy.
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LS gets IDgw, by decrypting the encrypted
content’s identity using the shared SK.

e Finally, LS receives the payment and generates
the license Lypg,,, which includes content iden-
tity, content encryption key CEK, usage rules
and user’s pseudonym. It then encrypts the li-
cense using symmetric session key SK and sends
encrypted license Esk(Lrpgy,) to U through
service provider. Furthermore, LS also keeps a
record of usage license statistics for commercial
use in the future.

4) Content Consumption: In the content consump-
tion phase, user checks the license, decrypts the en-
crypted license with shared key SK and obtain the
content encryption key. The user can decrypt the
content with content encryption key and consumes
the content according to usage rules in the license.
The user needs to create a session key only once.
Once the session has been established, a user can
acquire any number of license during that session.
For security enhancement, user can create a sepa-
rate session key for each session. An overview of our
anonymous pairing-free CL-AKE protocol is shown
in Figure 2.

4 Analysis

The security analysis of our key exchange protocol are
discussed in Section 4.1, the DRM security requirements
analysis are discussed in Section 4.2 and Section 4.3 deals
with efficiency comparison.

4.1 Security Analysis of Our Key Ex-
change Protocol

This section attempts to demonstrate that our protocol
has managed to achieve almost all of the known desirable
security attributes as defined by Blake-Wilson et al. [4].

4.1.1 Passive Attack

Attacker can get the information (P, Ty, Trs, Rrs,
Prs, Ry, Py, Qu, Qrs) transferred through the pub-
lic channel. Indeed, it is more complicated for an ad-
versary E to compute the session key SK, because the
adversary does not know the secret keys for the con-
cerned entities. Recalling that computing the values
K}, s or K3 is required to compute the correct ses-
sion key SK, where the secret values SKy or SKpg
are required respectively to find out Ki ;o or K3gp.
Furthermore, the adversary may obtains the information
(dv,zv,Ru),(drs,xrs, Rrs),drsTy = aP and dyTrs =
bP for unknown a, b the value abP is required to obtain
the correct session key SK. To compute abP without the
knowledge of either a or b is equivalent to CDH problem
which is slightly hard.
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4.1.2 Man-in-the-Middle Attack

The most likely attack during the run of a key agreement
protocol is the man-in-the-middle attack. Enabling the
license server and user to authenticate with each other
through exchanging Hashsx and Hashg, values, our
proposed protocol is able to resist against the man-in-the
middle attack. Therefore, there is no way to try man-in-
the-middle attack by sending the forged message. It is
necessary to compute the secret session key SK to find
out Hashsx = H1(SK,Ty,TLs). However, computing
SK an adversary requires computing the value K7 ; ¢ or
K%SU, where the secret value SKy or SK g is essential
to find out K3, ¢ or K3 ¢;;. Moreover, computing SK an
adversary also requires finding out the ephemeral values a
and b, which are not known to an adversary or malicious
PKG.

4.1.3 Known Key Attack

If an adversary E obtains the secret keys of U and LS, it
would be infeasible for E to recover any past session keys.
The reason is as follows: Each session key involves two
random ephemeral secrets a and b. Thus, it is not possible
to derive a, b from Ty, Trg, as ECDLP is not solvable in
a polynomial time algorithm. On the other hand, it is
also impossible to commutate abP given (P,aP,bP) due
to the difficulties of CDH problem.

4.1.4 Forward Secrecy

If the secret key of PKG is disclosed, information about
the session key is not revealed. This is because in or-
der to get a session key, the values (zy,xrs) and (a,b)
are required. These values cannot be computed by using
master key since the secret values (a, zy) and (b, z15) are
randomly chosen by U and LS respectively. Furthermore,
computation of abP from given (P, aP,bP) is hard due to
difficulties of CDH problem.

4.1.5 Key Off-set Attack (KOA)

In our protocol, user U sends the message M; = {Qu, Ru,
Py} and M3 =Ty to LS. An adversary E can modify it
to Mz = T}, where T}, = tially. When, LS computes
the session key SK1 = H2(Qu, Qrs, Ru, Rrs, Pu, PLs,
TG, Trs, Kivg, K¥rg, Kig) and Hashy. LS sends
the message Mo = {Qrs, Prs,Rrs,Trs} to U. Again,
the adversary E modifies Trs to 175 = tiallLg, but does
not change the Hashi, because the LS’s secret is required.
Now U computes the session key SK; = Ha(Qu, Qrs,
Ry, Rrs, Pu, Prs, Tu, Trg, Kgf*fsv K?]?S’ K(?}?S) and
the authentication token Hashi = H1(Ty||T{5||SKY). It
then compares it with the received Hash; and concludes
that Hash] # Hashy. User U therefore turns off the
session key-agreement and sends an authentication-failed
message to LS. So the KOA attack is impossible.
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Table 1: Efficiency comparison

Operations
Multiplication Pairing One-way hash Total Running
Time m/s
Number | Running | Number | Running | Number | Running
time time time
Ref. [7] 17 37.57 4 80.16 8 24.32 142.05
Our 21 46.41 0 0 6 18.24 64.65

4.1.6 Known Session-specific Temporary Infor-
mation Attack (KSTIA)

If the session ephemeral secrets a and b are compromised
by an adversary, then session key will not be revealed.
Because, a user cannot compute SK, and the user can
generate the session key if and only if it is possible to
compute U’s or LS’s secret values.

4.1.7 No Key Control (NKC)

Both entities, U and LS have an input each into the ses-
sion key. No entity can force the full session key to be a
preselected value. It is determined jointly by both entities
U and LS. Whenever SK = Hs(Qu, Qrs, Ru, Rrs, Pu,
Prs, Ty, Trs, K}JLS, K?JLS, K%LS) it involves Ty and
T s and these are computed by U and LS respectively.

4.1.8 Reflection Attack (RA) and Unknown
Key-share Attack (UKA)

In our scheme, the session key is computed not only by us-
ing K}, ¢,K% 1 5,K3 s but also by using the pseudonyms
of the entities Qu, Qs and other session dependent to-
kens Ty, Trs. According to Wang et al. [16], our scheme
provides the resilience against unknown key-share attack
and reflection attack.

4.2 DRM Security Requirement Analysis

Based on the DRM security requirements that have been
discussed in Section 2, this section endeavors to manifest
that our scheme satisfies all the following requirements

4.2.1 Content Protection

The DRM content is encrypted separately from the li-
cense, which increases the flexibility of management.
That is to say, if a DRM content is modified, the cor-
responding license will not be affected. Even if an unau-
thorized user downloads a DRM encrypted content, he
could not be able to play it without the valid license, due
to the reason that the safe performance is also optimized
to prevent the unauthorized access.

4.2.2 DRM Security

The user is limited to purchase the content from service
provider and obtain the license from the license server.

With the license, the user can get the content encryption
key. Thus, only a legal user can decrypt the content with
a valid license.

4.2.3 User Privacy/Anonymity

In our method, an anonymous user directly communicates
with the license server. Since the user is giving out Qg
as its pseudonym instead of its real identity I Dy, which
prevents the other parties such as an adversary from get-
ting any user’s personal information like which software
is bought and who buys the software. In this sense, the
user’s privacy is maintained.

4.3 Performance Evaluation

In this section, the efficiency comparison of our scheme
against Mishra et al. [7] scheme is presented. This com-
parison is prepared based on experimental results in [5, 6],
for various cryptographic operations using MIRACLE [10]
in PIV 3 GHZ platform processor with memory 512 MB
and the Windows XP operating system. From these ex-
perimental results, the relative running time of one pair-
ing operation is 20.04 m/s, ECC-based scalar multipli-
cation is 2.21 m/s, one-way hash function is 3.04 m/s
and pairing-based scalar multiplication is 6.38 m/s. For
convenience, we define the following notations: T (the
time complexity of one-way hash function); T, ( the time
complexity of pairing operation) and T, (the time com-
plexity of a scalar multiplication operation of point). As
indicated in Table 1, the computational costs of Mishra
et al. scheme is increasingly higher. Furthermore, this
scheme requires 4 times bilinear pairing operation. How-
ever, the time consumed in pairing operation is more than
other operations over elliptic curve group. Moreover, Fig-
ure 3 shows the efficiency comparison of our scheme versus
Mishra et al. based on running time for each operation.

5 Conclusions

Based on our anonymous pairing-free CL-AKE protocol
for DRM system, we put forward a mechanism for dis-
tributing licenses in a flexible and secure manner. In
our scheme, the license server authenticates an anony-
mous user and creates session key to communicate se-
curely, which achieves not only user anonymity, but also
preserved user privacy. Moreover, compared to public key
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encryption, our method applies symmetric key encryption
to achieve content license, which needs less computation.
As a result, it is safe to draw the conclusion that our
present work could be considered as the most efficient
and scalable for DRM system.
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Abstract

It is necessary that the linear complexity of a key stream
sequence in a stream cipher system is not less than half of
a period. This paper puts forward the linear complexity
of a class of binary interleaved sequences with period 4N
over the finite field with characteristic 2. Results show
that the linear complexity of some of these sequences sat-
isfies the requirements of cryptography.

Keywords: Interleaved sequence, linear complexity, mini-
mal polynomial, stream cipher

1 Introduction

Sequences with good autocorrelation and large linear
complexity have many applications in CDMA communi-
cation systems and cryptography [2, 4, 13].

Given two binary sequences a = a(t) and b = b(t) of
period n, the periodic correlation between them is defined
by
n—1
D (1)) g < - <,
t=0

Rab(’r) =

)

where the addition t + 7 is performed modulo n. If a =
b, Rqp(7) is called the (period) autocorrelation function
of a, denoted by R,(7), otherwise, R, (7) is called the
(periodic) cross-correlation function of a and b [12].

Binary sequences with optimal autocorrelation values
can be classified into four types as follows according
to the remainders of n modulo 4: (1) R,(7) = —1 if
n = 3mod 4; (2) Re(r) € {—2,2} if n = 2 mod 4; (3)
o(7) € {1,-3} if n = 1mod 4; (4) Ru(7) € {0,—4} if
= Omod 4, where 0 < 7 < n [5]. In the first case,
«(T) is often called ideal autocorrelation. For more de-
tails about optimal autocorrelation, the reader is referred
to [1, 4, 11].

R
n
R

The linear complexity of a sequence is often described
in terms of the shortest linear feedback shift register
(LFSR) that generates the sequence. Generally speaking,
a sequence with large linear complexity is favorable for
cryptography to resist the well-known Berlekamp-Massey
algorithm [7, 16], and the sequence can be recovered easily
if it has low linear complexity [5].

Some results have been gotten based on the interleaved
structure [8, 15]. More precisely, Tang and Gong investi-
gated the interleaved sequences of the form

I(ag + b(0), L1+ (ay) + b(1),
L% (az) +b(2), L*"(a3) + b(3)),

(1)

where I and L denote the interleaved operator and the left
cyclic shift operator respectively [5]. (b(0),b(1),b(2),5(3))
is a binary perfect sequence which satisfies Ry(7) = 0 for
0<7<4 Andas, i =0,1,2,3, are binary sequences
of period N taken from the following sequence pairs:

e (I,I'): I and I’ are the two types of Legendre se-
quences;

e (t,t'): tis a twin-prime sequence, and ¢’ is its modi-
fied version.

Based on the two pairs of sequences, Tang and Gong
constructed several kinds of sequences of period 4N with
optimal autocorrelation value/magnitude, then Li and
Tang obtained the linear complexity of these sequences
in [5]. But in application, sequences with low autocorre-
lation values rather than optimal autocorrelation values
also play an important role. In this paper, using the inter-
leaved technique, we consider a class of sequences in the
form of (¢',¢,¢',t) defined by Equation (1). In [14], Yan
and Gong have proved that the autocorrelation values of
these sequences are low. Besides, this paper determine
both the linear complexity and minimal polynomial of u
of period 4N with low autocorrelation value/magnitude.
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The remainder of this paper is organized as follows.
Section 2 gives some preliminaries. Section 3 determines
both the minimal polynomials and linear complexities
of the sequences u obtained from twin-prime sequences.
Conclusions and remarks are given in Section 4.

2 Preliminaries

Let {ap, a1, ,ar—_1} be a set of T sequences of period
N. An N x T matrix U is formed by placing the sequence
a; on the ith column, where 0 < ¢ < T — 1. Then one
can obtain an interleaved sequence u of period NT by
concatenating the successive rows of the matrix U. For
simplicity, the interleaved sequence u can be written as

u=1I(ap,ai, - ,ar_1).

In this paper, Legendre sequence and two-prime se-
quence are mentioned. Let QR, and NQR, denote
all the nonzero squares and non-squares in Zy respec-
tively, where N is a prime. The Legendre sequence
1= (1(0),1(1), - ,I(N — 1)) of period N is defined as

Oorl, ifi=0;
(i)y=1< 1, ifi € QRy;
0, ifi € NQRy.

Specifically, [ is called the first type Legendre sequence
if 1(0) = 1 otherwise the second type Legendre sequence.
For simplicity, we employ [ and I’ to describe the first and
second type Legendre sequence, respectively.

Let p and p+2 be two primes. The twin-prime sequence
t = (¢(0),£(1),--- ,t(N — 1)) of period N = p(p + 2) is

defined as
0, if i = 0(mod p + 2);
t(i) =4 1, if i = 0(mod p);
Ip(1) + lpy2(i), otherwise.

where [,,, [,12 are two Legendre sequences of period p and
p + 2 respectively.

Let s = (s(2))$2, be a sequence over a field F. A poly-
nomial of the form

f@)=1+ciz+epx? + - +ea” € Fla]
is called the characteristic polynomial of the sequence s if
s(i) =c18(t — 1) +cas(it = 2) + - - + ¢ps(i — 1), Vi > 7.

Among all the characteristic polynomials of s, the
monic polynomial mg(x) with the lowest degree is called
its minimal polynomial. The linear complexity of s is de-
fined as the degree of ms(x), which is described as LC(s).

Let s = (s(0),s(1),--- ,s(n— 1)) be a binary sequence
of period n and define the sequence polynomial

s(z) = s(0) + s(1)x +---+s(n—1)a" L (2)

Then, its minimal polynomial and linear complexity
can be determined by Lemma 1.
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Lemma 1. [6] Assume a sequence s of period n with
sequence polynomial s(x) is defined by Equation (2). Then

z"—1

e The minimal polynomial is ms(x) = TG T,

e The linear complezity is LC(s) = n — deg(ged(z™ —

1,5(x))),

where ged(z™ — 1, s(x)) denotes the greatest common di-
visor of ™ — 1 and s(x).

For the sequence polynomial, we have the following
results.

Lemma 2. [9] Let a be a binary sequence of period n,
and sq(x) be its sequence polynomial. Then

1) Sb(x) = xniTSa(‘T)a if b= LT(a);

n

-1
2) sp(x) = sq(x) + xil, if bis the complement
T —

sequence of a;

3) su(x) = sa(x?) + zsp(xh) + 22s5.(2h) + 2354(2?),
if u=1(a,b,c d).

3 Minimal Polynomial and Linear
Complexity

If N is an odd integer and m is the order of 2 modulo NV,
then the finite field Fom is the splitting field of 2N — 1.
Therefore, Fom has a primitive Nth root of unity, say S,
and the set {1,3,---, Y"1} of roots of ¥ —1 can form a
cyclic group of order N with respect to the multiplication
in Fgm [5]

Let u(x) be the sequence polynomial of u defined by
Equation (1). By Lemma 1, it is equivalent to discuss
the ged(z*"N — 1, u(x)) for determining the minimal poly-
nomial and linear complexity of u. Without loss of gen-
erality, from now on we assume that the binary perfect
sequence is b = (0,1,1,1) and the sequence polynomials
of a;'s are sq,(x), 1 <14 < 3.

By 1) and 2) in Lemma 2 and the fact I =
MH (mod N) if N =3 (mod 4), the sequence polynomi-
als of Lit7(ay) + b(1), L2 (az) + b(2), Lit"(as) + b(3)

1 N

are oV s, (1) + S NNy, () + L

x—1 7
N5 T84, (x) + 5”5__11, respectively. Then accord-
ing to 3) in Lemma 2, the sequence polynomial of u for

N =3 (mod 4) is

x—1 7

u(@) = sag(x?) + 2N, (2%)

+ mQNsaz ((E4) + x3N_4”sa3 ($4)

N —1

2 3

(3)

In what follows, we focus on the discussion of
ged(z*N —1,u(x)) in terms of (ag, a1, az,a3) = (¥',t,t',t),
then compute both the linear complexity and minimal
polynomial of u.
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Let N = pq where p and p + 2 are two primes, and We discuss the results of Equation (5) by Lemma 3 as
s(z) be the sequence polynomial of twin-prime sequence follows,
t of period N. By Lemma 2, the sequence polynomial of

2
aV-1y2)  _ ((&7-1)(aP—1)do(x)ds (x) C—0if
modified twin-prime sequence t' is s(x) + f:qv_’ll Then, o (57 = ( (m—1)20 : ) g = 0if i €
Equation (3) can be reduced to PUQUDyUD;.
_ 4
u(z) = s@@h)(1+2"N)(1+2N) . (ﬂ;’j;j) 5 =0ifi € QUDyUDy.
24N _
+ 2l _ 1 (1+a2N) Nextly, we will discuss the roots of s(z*) and (1 +

AN 1 xN=47) according to the distinct values of n and p by

Tl(x + 2% + 23). (4) Lemma 3, then ged(z*Y — 1,u(x)) is determined.

2 —

Case 1. n=0,p=1 (mod 4).

Since N is odd, we have u(1) =1, i.e., ged(z — 1, u(z)) = By Lemma 3, we have s(z%)

1. Then, Equation (4) can be rewritten as

g = 0if i € {0}, and

(1+2N)|g =0ifi € {0} UPUQU Dy U Dy. Then
ged(2™ — 1, u(x
(.Z'4N—1 ( )) cd & S($4)(1+xN)+ N -1 ’
= ng(ﬁ7u(fL‘)) & J)Z -1 ’ 1‘2(1 —1
2V — 124 1 B NV —1
= sy s@H A+ +2) T
AN 1 22N — 12N -1
+ $4q — (1 + .%‘2N)) gcd(:c4N — 1,u(x)) 73:2 1 zd_1
2N71 2N71 4q71
= :1:2 gc (x2 z4 ,s(zt) (2% — 1) Case 2. n =0, p =3 (mod 4).
r —1 z q2; Lat—1 By Lemma 3, we have s(z%)|5: = 0if i € {0}UPUQU
_ —1 Dy, and (1+2N)|z =0ifi € {0} UPUQUDyU Ds.
1 N—4n €z 1 2N 0, an 8 0 1
(14 )+x2‘1—1( +27) Then
2N _ {420 _q 2N 129 — 1
_ 1'2 332 gcd(zz I’2 ’ ,’I,‘QN—l . N ,’I,‘QN—l 2
229 -1 22 -1 220 -1 22 -1 ged [ ————,s(z®)(1+2™) +
N x? -1 2?24 —1
_ z -
s(a®)(@® = DA+ 2V ) + (=)@ - 1)) p_1 2
1 —1 T
) - (T ) @)
oN _ —
It follows from gcd(%, 2% —1) =1 that ged(z*N — 1, u(z))
2N_1 P _ 1 2
ged(a* — 1, u(x)) - S () aw)
x2N 1 x2N 1 v T
= 2 ged(—;  s(a) (14Nt
4 —1 x4 —1 Case 3. n € @, p=1 (mod 4).
2N -1, 5 By Lemma 3, we have s(z%)|g: = 0 if i € {0}, and
+(x2q_1))' (5) (1+ 2N =4)|5 =01if i € {0} U P. Then

Since N and N — 45 are odd, % — 1 and 2V =% — 1 22N 1 22N 1\ 2
. . o 4 N—dn
have no repeated roots in their splitting field. ged ys(@t)(1+a )+ ( 220 — 1 )

2?2 -1
For simplicity, define
= 17
. ged(@™ — Lu(z)) = —
Lemma 3. [3] Let s(x) be the sequence polynomial of the x® =1

- od N D. .

twin prime sequence of period .and ; be the generalized Case 4. € Q, p=3 (mod 4).

cyclotomic classes of order 2 with respect to p and p + 2 4 e

for j=0,1. Then, for0<i<N —1 By Lemma 3, we have s(z*)|gi = 0if i € {0}UPU
J= ’ - ’ QUDy, and (1+2V*)|5 = 0if i € {0} UP. Then

1) pr = 1 (mod 4), s(8") = 0 if i = 0, otherwise o N ,
s(8') # 0. ged <xx2 : ! s(z*)(1 + 2N + (z — 1) )

, ’ 20 — 1
2) If p=3(mod4), s(')) =04ifi=0,i € PUQ or ! v
i € Dy (by choice of B), otherwise s(3%) # 0. (acp - 1d ( )>2
a_ p_ - w10 )
Further, oV — 1 = (2 = V(= l)do(x)dl(a:); where 2
‘ G A4 1 22N —1 xpfld
di(e) = 1 (# = B) € Fala], j=0,1. ged(@™ — Lu(@) = 57 | G- %@
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Case 5. n € P, p=1 (mod 4).
By Lemma 3, we have s(z*)|g = 0 if i € {0}, and
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o The minimal polynomial is

(1+ 2N=47)|5 = 0if i € {0} UQ. Then my () =
N o (@~ 1) - 1) - 1)
ged (22__11, s(z)(1 4+ N1 + (:;q_—;) ) if n =0 and p= 1 (mod 4);
2P —1 (@*V —1)(a* ~ 1)
T oz -1 (2% — 1)dj(z)d1(x)’

22N — 1P -1
22—-1 z-1

ged(a™ — 1, u(z))

Case 6. n € P, p=3 (mod 4).
By Lemma 3, we have s(z%)[g = 0if i € {0} UP U
QU Dy, and (1+2V )5 =0if i € {0} UQ. Then

22N 1

dl =

8¢ <x2—1
P —1 2

- (x—ldo(x))’

ged (@Y — 1,u(x))

x21 —1

2N —1

2 —1

P —1
N rz—1
In the following two cases, as for n € Z%,, one can

deduce that (1 + z¥=*7)|5 = 0 for any 1 < i <
N —1.

Case 7. n€ Zx, p=1 (mod 4).
By Lemma 3, we have s(x?)

g = 0if i € {0}. Then

22N 1 n Ned 2N 1
v —4n
gcd(xQ_l,s(m)(l—l—x )+<x2’1—1>
= 1,
2N
-1
d(z4N 1 _r -1
ged (e — 1 u(e)) = Ty

Case 8. n€ Z4, p=3 (mod 4).
By Lemma 3, we have s(z4)
QU Dgy. Then

g =0ifi e {0JUPU

x29 —1

T s(@) (L + 2V ) + (xZN—l>2>

2N -1

2 -1

2
P —1
d
( z—1 o(x))
By Lemma 1, substituting the results discussed above
A |

B ged(z*N — 1, u(x))’
minimal polynomial and linear complexity of u that ob-
tained from the twin-prime sequence as follows.

into my, () we can determine the

Theorem 1. Let the integer N = pq where p and q =
p + 2 are two primes, (ag,a1,as,as) (t',t,t',t) and
b= (0,1,1,1). Then the interleaved sequence u defined
by Equation (1) has the following properties:

s(@)(1+ 2N 4 <x2N _ 1>>

do($)>2

)

if n =0 and p= 3 (mod 4);
(@Y = 1)(2® - 1),
ifn e Q and p=
(@Y — )@t - 1)
(2% — 1)dg(z)
if n € Q and p= 3 (mod 4);
(=Y — 1)@ — 1)°
P —1
if n € P and p=1 (mod 4);
(@*N —1)(a* -~ 1)
(2% — 1)d(x)
if n € P and p= 3 (mod 4);
(2N = 1)(2® - 1),
ifne€ Zy and p=1 (mod 4);
(2N —1)(2* = 1)
@~ DB@)
if n € Zy and p= 3 (mod 4).

1 (mod 4);

9

e The linear complexity of u is

LC(u) =
p? + 3p+4,if n = 0 and p= 1 (mod 4);
2 11
% +2p + ?,ifn = 0 and p= 3 (mod 4);

2p% +4p + 2,if n € Q and p=1 (mod 4);
p? +2p+5,if n € Q and p= 3 (mod 4);
2p? + 3p + 3,if n € P and p=1 (mod 4);
p? +2p+5,if n € P and p= 3 (mod 4);
2p2 +4p + 2,if n € Z3 and p=1 (mod 4);
p? +2p+5,if n € Z3 and p= 3 (mod 4).

Example 1. Let p = 3 and q = 5, then the twin-prime
sequence of period N =15 1is

t=(0,0,0,1,0,0,1,1,0,1,0,1,1,1,1)
and the modified twin-prime sequence is
¢ =(1,0,0,1,0,1,1,1,0,1,1,1,1,1,1).

If one takesm =5 € Q, then + +1 =9 mod 15, 1 =
8 mod 15, and % +n =2 mod 15. By Equation (1), the
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sequence u of period 4N = 60 is

t = (1,0,1,1,0,1,0,0,0,0,0,1,1,0,0,
1,0,0,0,0,1,0,0,0,1,1,0,1,1,1,
0,0,0,1,1,1,1,0,1,0,1,1,0,0, 1,

1,1,0,1,0,0,0,1,0,0,1,1,1,0,1).

By Magma program, the minimal polynomial of u is
my(r) = 22° + 210 + 212 + 25 + 22 + 1 and the linear
complexity of u is LC(u) = 20, which are compatible with
the results given by Theorem 1.

Example 2. Let p =5 and q = 7, then the twin-prime
sequence of period N = 35 is

t = (0,0,1,0,0,1,1,0,1,0,1,0,0,0,0,1,0,

0,1,1,1,0,1,1,1,1,1,0,0,0,1,1,1,0,1)
and the modified twin-prime sequence is

t = (1,0,1,0,0,1,1,1,1,0,1,0,0,0,1,1,0,

0,1,1,1,1,1,1,1,1,1,0,1,0,1,1,1,0,1).

If one takes n =7 € Q, then % +n =16 mod 35,
18 mod 35, and % +n = 34 mod 35. By Equation
the sequence u of period 4N = 140 is

1),

NI

t = (1,1,0,0,0,1,0,1,1,0,0,1,0,0,0,0,0,0,0,1,
1,1,0,1,1,0,0,0,1,0,0,0,1,0,0,1,0,0, 1,0,
1,0,0,1,0,1,1,0,0,1,0,1,0,1,0,1,1,0,0, 1,
1,0,1,1,0,0,0,0,0,1,0,1,1,0,1,1,1,1,0,0,
1,1,1,0,1,0,1,0,1,1,0,1,1,1,0,0,1,0,0,0,
1,0,0,0,1,1,1,0,0,0,0,0,1,1,1,1,0,0, 1, 1,
1,1,1,1,1,1,0,0,1,1,0,0,0,1,1,0,1,0,1,1).

By Magma program, the minimal polynomial of u is
my(z) = 2™ + 27 + 22 + 1 and the linear complexity
of u is LC(u) = T2, which are compatible with the results
given by Theorem 1.

4 Conclusion

In this paper, based on the discussion of roots of the se-
quence polynomials in the splitting field of 2% — 1, both
the minimal polynomials and linear complexities of the
binary interleaved sequences of period 4N with low auto-
correlation value/magnitude are completely determined.
When p = 1 (mod 4) and n € Q U Z},, the linear com-
plexity of u is greater than half of a period, then it is as
strong as the sequences defined by Tang et al. [5].

Most recently, Xiong and Qu investigated 2-adic com-
plexity of some binary sequences with interleaved struc-
ture [10]. Similarly, we will compute 2-adic complexity of
interleaved sequences defined in this paper.
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Abstract

In this paper, we proposed a novel blind digital image
copyright protection scheme based on Steerable pyramid
transform (SPT) and visual cryptography (VC). Unlike
traditional watermarking schemes, the proposed method
does not alter the original image by embedding the wa-
termark image. Steerable pyramid transform is performed
on the original image, and the low sub-band is selected.
The watermark image is divided into two random looking
images, called private and public shares using the visual
secret sharing scheme and the selected low sub-band fea-
tures. To reveal the watermark image, the two shares are
stacked together while using each share separately reveals
no information about the watermark image. A series of
attacking experiments are performed on the original im-
age to test the robustness of the proposed method. The
experimental results show excellent visual imperceptibil-
ity and robustness against a variety of attacks.

Keywords: Copyright protection, robust blind watermark-
ing, steerable pyramid transform, visual cryptography

1 Introduction

Nowadays, the transferring of digital media over the In-
ternet becomes increasingly popular because of its inex-
pensiveness and efficiency. Moreover, the availability of
powerful image processing tools has also made digital me-
dia manipulations much easier. These new technologies
also bring in serious problems such as unauthorized re-
production and distribution of digital content. To over-
come this inconvenient, it is very important for owners
of digital content to protect themselves by securing their
products to face all these problems. Digital watermark-
ing [2 B0, B4] emerged as a solution for protecting the

multimedia data.

By using digital watermarking technique, authors of
the digital content can embed additional information
called watermark into their digital product by modify-
ing them unnoticeably, in order to protect them. Later
authorized persons to prove ownership can extract the
embedded information. The embedded watermark should
not degrade the visual perception of the host image, and
should be resistive to malicious attempts of removal as
long as the digital content is still exploitable. A basic
digital image watermarking technique consists of a host
image, a watermark image, an embedding scheme, and an
extraction scheme.

According to the domain in which the watermark is
embedded, watermarking scheme could be divided into
two categories: spatial domain techniques and frequency
domain techniques. Spatial domain techniques [I5] 20]
are less complex and easy to implement, but they are
not robust against various signal-processing attacks as
no transform is used in them. In these the watermark
is directly embedded into the host image by modify-
ing the pixel values. Most of watermarking techniques
proposed in the literature, embed the watermark im-
age into the transform domain like discrete cosine trans-
forms (DCT) [B, 12, 14, 22, 23], singular value de-
composition (SVD) [3| 16 18], discrete Fourier trans-
forms (DFT) [I7, 29], and discrete wavelet transforms
(DWT) [8,[9] 211 [31]. These techniques provide enhanced
imperceptibility and robustness compared to spatial do-
main techniques. This is due to the fact that the water-
mark image is irregularly distributed over the host image.

Perceptual transparency, payload of the watermark,
robustness and security are the main characteristics to
evaluate the performance of a watermarking scheme. (i)
Perceptual transparency means that the host image and
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the watermarked image cannot be distinguished based on
human vision perception. (ii) Payload of the watermark
is the amount of information that can be embedded in the
host image. (iii) Robustness means that the watermark is
resistive to manipulation of data, which may happen dur-
ing transmission or storage phase. And finally, security
refers to the ability to extract the right watermark by the
right owner.

In traditional watermarking techniques, it’s hard to
satisfy all the previous characteristics. This can be
achieved by adapting the concept of Visual Cryptogra-
phy (VC) introduced by Naor and Shamir in 1995 [19)].
VC is a simple but perfectly secure way, which uses the
Human Visual System to decrypt the secret image with-
out any cryptographic computation. It is described as a
secret sharing scheme of digital image; the secret image is
encrypted into random looking images called shares using
a codebook. After printing these shares on transparen-
cies, each participant gets one. In the decryption process,
stacking all or some of the n shares reveals the secret im-
age.

Watermark embedding schemes and watermark con-
cealing schemes are the two categories of copyright pro-
tection schemes that we can find in the literature that
are based in VC. In watermark embedding schemes, the
watermark image is physically embedded into the host
image while in the watermark concealing schemes, the
watermark is not embedded physically and that could be
useful to protect sensitive images since the original image
is not altered.

Joo et al. [T1] proposed a wavelet-based watermarking
scheme that embeds a pseudo-random sequence into the
low sub-band. The embedding occurs by selecting visually
insensitive locations. During the extraction process, the
original image is needed to extract the embedded water-
mark Hou and Chen [7] proposed a watermarking scheme
based on the concept of visual cryptography proposed by
Naor and Shamir [19]. The watermark image is divided
into two shares. The first share is embedded into the host
image by decreasing the gray levels of some specific pixels
using a modified VC scheme. The original image and the
second share are used during the extraction process. This
watermarking method presents two drawbacks: first, it’s
not robust against geometric attack and second; the first
share modifies the host image. Hsuetal. [I0] proposed a
copyright protection scheme based on VC and sampling
distribution of means. The advantages of the proposed
scheme are: the host image is not altered and the size of
the watermark could be of any size.

In this paper, a novel blind digital image copyright
protection scheme based on SPT and VC is presented.
For watermark concealing, SPT is performed on the host
image and the low sub-band is selected. Features of the
selected low sub-band are extracted to construct a bi-
nary image using two random vectors. Based on low sub-
band features and the VC, the watermark image is divided
into two random looking images called private and public
shares. The secret share is kept with a certified authority
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(CA), and the two random vectors are kept by the owner
of the digital content. To make a decision about a sus-
pected image, the two random vectors kept by the owner
are used to extract SPT low sub-band features to con-
struct the public share. To reveal the watermark image,
the constructed public share and the private share kept by
the CA are stacked together. Based on the research that
we did in the literature of copyright protection schemes,
we are the first that combined VC and SPT.

The rest of the paper is organized as follows. The de-
scription of SPT and VC is explained in Section 2, fol-
lowed by the proposed copyright protection scheme in
Section 3. In Section 4, the detailed experimental re-
sults, and comparative analysis are given. Finally, the
conclusions are given in Section 5.

2 Preliminary

2.1 Steerable Pyramid Transform

In signal processing, a signal can be decomposed into sub-
bands by a wavelet transform. An important problem
with the standard wavelet transform is the lack of the
translation and the rotation invariant properties, espe-
cially in two-dimensional (2-D) signals. A way to over-
come this problem is to replace the standard wavelet
transform with a steerable pyramid transform [4 [2§].
Translation and rotation invariant properties are very at-
tractive in copyright protection schemes against geomet-
ric attacks. For this reason we propose a watermark-
ing scheme based on steerable pyramid decomposition
that possesses the desired properties. This decomposition
transform is based on angular and radial decompositions,
and has the advantage that the sub-bands are translation
and rotation-invariant. The steerable pyramid transform
typically partitions the input image into low- and high-
pass portions, the low-pass portion is also sub-sampled,
and the subdivision is repeated recursively on the low-pass
portion [28] by a factor of 2 along the rows and columns.
If there are k band-pass filters, then the pyramid is over-
complete by a factor of 4k/3.

Figure 1: Tree representation of one-level 2D steerable
pyramid transform [27]

Figure [1| shows single stage sub-band decomposition
carried out by the SPT, where H1 is high pass filter, L0
and L1 are low-pass filters and Bi are oriented band-pass
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filters. An example of 3 scales and 4 orientations SPT shares, and each participant would receive only one share.

performed to Lena image is shown in Figure [

Figure 2: Lena steerable pyramid-based image decompo-
sition using 3 scales and 4 orientations.

In steerable pyramid decomposition, filters are polar-
separable in the Fourier domain, the first low- and high-
pass filters, are defined as [24]

Lo(r,0) = L(g,e)/z
HO(Tvo) = H(g’9)7

where 7, 6 are the polar frequency coordinates and L, H
are raised cosine low- and high-pass transfer function:

2 r< i
L(r,0) = 2cos(Zloga(2) T <r < %
0 r> %
Bi(r,0) = H(r)Gg(0),k € [0, K —1].

By (r, ) represents the K directional band-pass filter used
in the iterative stages, with radial and angular parts, de-
fined as:

1 r>z7
H(r,60) = cos(Zloga (%)) T<r<g
0 r < %
[ axleos(0— BENKT Jo-zk <z
Gr(0) = { 0 otherwize

where |
ag = 21 (K -1

K[2(K —1)]!

2.2 Visual Cryptography

The proposed copyright protection scheme in this paper
is based on Visual Cryptography. VC is an image se-
cret sharing scheme proposed by Naor and Shamir, in
which human vision is used to protect the secret mes-
sage. VC presents a simple but perfectly secure way to
protect secret message, by using the human vision system
to decrypt a protected message without expensive and
complicated decoding. In their approach, the secret im-
age, consisting of black and white pixels, is divided into n

To reveal the secret image, all or some of the n shares
are stacked together while using each share separately re-
veals no information about the secret image. However,
the more the sharing images are, the harder the manage-

e l;fl—i-l”l..
o BT o™ ™ "
11111

Figure 3: Possible combinations of 2-o0f-2 visual cryptog-
raphy of a black share: (a) first share; (b) second share;
(c) stacked share.

W ™ ™
o ™ -y ™
o [ CH ™ M ™

Figure 4: Possible combinations of 2-of-2 visual cryptog-
raphy of a white share: (a) first share; (b) second share;
(c) stacked share.

(a) (b)

(d)

Figure 5: Example of basic 2-of-2 Visual Cryptography:
(a) Secret Binary Image; (b) Sharel; (c¢) Share2; (d)
Stacked image (sharel and share2).

Possible combinations of the 2-0f-2 visual cryptography
are shown in Figure [3] and Figure [l Figure [5] shows an
example of basic 2-of-2 Visual Cryptography. In 2-of-2
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VC, six pairs of encryption could be used to represent a
secret image pixel, and each pixel is replaced by two white
pixels and two black pixels to produce random looking
shares. The size of the generated shares is 2Nx2N when
the size of the secret image is NxN.

3 Proposed Method

This section, describes the proposed copyright protection
scheme, which is based on SPT and VC. The proposed
scheme consists of two phases: watermark concealing pro-
cess and watermark extraction process. Unlike traditional
watermarking schemes, the proposed method does not al-
ter the original image by embedding the watermark im-
age. Without loss of generality, the host image 1 is rep-
resented by a gray scale image of size M1xM2 and the
watermark W is represented by a binary image of size
N1xN2. In the proposed scheme steerable pyramid trans-
form with one orientation and one scale is performed on
the host image, and the low sub-band LS is selected. Two
generated random vectors Vs and Vf of size 1xN1 and
1xN2, respectively, are used to select blocks of size 8x8
within the LS sub-band. The watermark image is divided
into two random looking images called private and pub-
lic shares, using the visual secret sharing scheme and the
selected blocks features. To reveal the watermark im-
age, the two shares are stacked together while using each
share separately reveals no information about the water-
mark image. The owner of the digital media keeps the
two generated random vectors securely and the private
share is registered with a certified authority (CA).

3.1 Watermark Concealing Process

The process of watermark concealing is shown in Fig-
ure [6[a) and (b), and the detailed algorithm is given as
follows:

Step 1. Perform one scale and one orientation steer-
able pyramid transform on the host image I of size
M;xMs, and select the low sub-band LS.

Step 2. Calculate the mean LS,,cqn of selected LS low
sub-band.

Step 3. Generate two random vectors Vs and Vf of size
1xNy, 1xNs, respectively. Vs and Vf contain integer
values from 1 to M/2 -8.

Step 4. Blocks B;; of size 8x8 in location LS(Vf;,Vs;)
are selected, where ¢ € {1,...N1} and j € {1,...Na}.

Step 5. For each block B;; calculate the corresponding
mean M;;.
M;; = mean(B;j).

Step 6. Calculate the binary image BI of size N3 x No

as .
BIij _ { 3)7 ZfMZ] >= LSmean

ZfMZ] < LSmean
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Step 7. Construct an empty private share PrS of size
2N; X 2N5 and divide it into non-overlapping blocks
Bpr;; of size 2 x 2. The content of each block is
calculated as follow.

5 Zf Wij =0 and Blz’j =1

’Lf VVU =0 and BIij =0
Bp'f'ij = o
s Zf Wij =1 and BI” =1

O = = Ok OO

= O OO F=O

5 ’Lf Wij =1 and BIZ‘J‘ =0

3.2 Watermark Extraction Process

The process of watermark extraction is shown in Fig-
ure [6fa) and (c), and the detailed algorithm is given as
follows:

Step 1. Perform one scale and one orientation steerable
pyramid transform on the claimed image I’, and se-
lect the low sub-band LS’.

Step 2. Calculate the mean LS’,,cqn of selected LS’ low
sub-band. The same generated vectors Vs and V' f
in concealing process are used to select blocks B’;; of
size 8x8 in location LS’(Vf;,Vs;), where i € {1,...N1}
and j € {1,...Na}.

Step 3. For each block B’;; calculate the correspondent
mean M’;;.

M.

i; = mean(Bj;).

J

Step 4. Calculate the binary image BI’ of size N1 x Ny
as

>= LS,

mean

Bl { 0, ifM! <LS

Step 5. Construct a empty matrix called public share
PuS of size 2N; x 2Ny and divide it into non-
overlapping blocks Bpuy; of size 2 x 2. The content
of each block is calculated as follow.

o

1 .
Pl = 10 .
0 1 5 ZfBIijZO

Step 6. By stacking the private share PrS kept by the
CA and the public share PuS, the watermark image
W’ of size 2IN; x 2N, appears.

Step 7. Divide the watermark W’ into non-overlapping
blocks Wb’;; of size 2 x 2 and apply the following
reduction process to get a reduced watermark W” of
size N x N.

W — { 1, z:fmean(Wb;j) >=0.5
£ 0, ifmean(Wb;;) < 0.5
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Figure 6: (a) and (b) represent the watermark concealing
process.

4 Experimental Results

In this section, we evaluate the performance of the pro-
posed copyright protection scheme by simulating some ex-
periments to demonstrate that the proposed scheme can
meet the requirements for copyright protection. Two well-
known gray-level images named Lena and Einstein (Fig-
ure [Ta)) of size 512 x 512 are used as the host images
and a binary image (Figure El(b) of size 128 x 128 is used
as a watermark image.

Peak signal to noise ratio (PSNR) is widely applied by
copyright protection community for quality assessment.
The bigger the PSNR value is, the better the quality of
the protected image is. Most proposed scheme in the
literature are having a PSNR value around 40dB, which
is considered as a good value, and the quality of the pro-
tected image is considered to be good too. In the proposed
scheme, the protected image has the maximum PSNR
value since the host image is not altered by embedding
the watermark image into the host image. The PSNR is

defined as:

2552
PSNR = 1010g10 m

Where MSE (Mean Square Error) is defined as:

N

> (I - L)

i=1

1
MSE—N

Where N represents the number of pixels in the original
(I) and watermarked (I) image.

Normalized Correlation (NC) and Bit Error Rate
(BER) are used as the objective quantitative measure to

I (c)

process; (a) and (c) represent the watermark extraction

(b)

(d)

M)

(h)

Figure 7: (a) Lena host image; (b) Original watermark;
(c) Stacked watermark; (d) Reduced watermark.
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compare the original and the extracted watermark image.
NC and BER values are between 0 and 1. The bigger NC
value is, the better the watermark robustness is, while
the lower BER value indicates better robustness. NC and
BER are defined as follow:

Yot with;

Jz w2 YN @2

where M represents the number of pixels in the original
(w) and the extracted (w) watermark image.
Yy @i ® w;

N )
where w and w denote the original watermark and the
recovered watermark, respectively, NV is the total size of
the watermark, @ represents the zor operator.

Figure[7|(a) shows the protected image Lena under free
attack and Figure[7jc) Shows the corresponding extracted
watermark obtained by stacking the public share and the
private share. The reduced watermark is shown in Fig-
ure [7(d). From Figure [f(a) to (d) we can see that the
extracted watermark and the original watermark are iden-
tical under free attack on the protected Lena image.

Robustness constitutes the most important require-
ment for copyright protection schemes, and this can be
proven by calculating the NC and/or the BER value be-
tween the original and the extracted watermark from dis-
torted protected images. In order to evaluate the ro-
bustness of the proposed scheme, the protected images
are distorted considering image processing and geometric
attacks, like Pepper & salt noise, Speckle noise, Gaus-
sian noise, Average filtering, Median filtering, Weiner
filtering, Resizing, JPEG compression, Rotation, Crop-
ping, Gamma correction, Histogram Equalization, Sharp-
ening, Increasing contrast, Decreasing contrast, Increas-
ing brightness and Decreasing brightness.

Figure |8 shows the attacked protected images under
various attacks and Figure [0] Figure Figure [T1] and
Figure[I2]show the extracted watermark image under var-
ious attacks. Detailed results are shown in Table [1l and
Table Pl where 100 attacks are simulated.

BER =

4.1 Robustness Against Noise Attacks

Robustness to additive noise is the first test to evaluate
the proposed copyright scheme. Pepper & salt noise (with
density 0.01, 0.02, 0.05, 0.1, 0.2, 0.3, 0.4, 0.5 and 0.6),
Speckle noise (with variance 0.01, 0.02, 0.05, 0.1, 0.2, 0.3,
0.4, 0.5 and 0.6) and Gaussian noise (with zero mean and
variance 0.01, 0.02, 0.05, 0.1, 0.2, 0.3, 0.4, 0.5 and 0.6)
are the three types of noise applied to the protected im-
age. Attacked protected image with Pepper & salt noise
(density 0.6), Speckle noise (with variance 0.6) and Gaus-
sian noise (with zero mean and variance 0.6) are shown
in Figure [§(a), (b) and (c), respectively. Figure [Jfa) to
(x) shows the extracted watermarks for all tested noise
addition attacks.
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Table 1: Obtained NC and BER results after different
attacks on the protected Lena and Einstein images

Lena Einstein
Attacks I NC [ BER | NC | BER
Pepper & salt noise
Density=0.01 0.9966 | 0.0051 | 0.9944 | 0.0084
Density=0.02 0.9954 | 0.0069 | 0.9923 | 0.0115
Density=0.05 0.9905 | 0.0142 | 0.9866 | 0.0200
Density=0.1 0.9905 | 0.0142 | 0.9733 | 0.0394
Density=0.2 0.9784 | 0.0319 | 0.9504 | 0.0725
Density=0.3 0.9726 | 0.0405 | 0.9137 | 0.1245
Density=0.4 0.9658 | 0.0505 | 0.8731 | 0.1807
Density=0.5 0.9583 0.0613 0.8402 0.2244
Density=0.6 0.9423 | 0.0842 | 0.7964 | 0.2816
Speckle noise
var=0.01 0.9964 | 0.0053 | 0.9963 | 0.0056
var=0.02 0.9954 | 0.0068 | 0.9940 | 0.0089
var=0.05 0.9921 | 0.0117 | 0.9904 | 0.0143
var=0.1 0.9887 | 0.0168 | 0.9853 | 0.0218
var=0.2 0.9832 | 0.0249 | 0.9786 | 0.0317
var=0.3 0.9777 0.0331 0.9718 0.0416
var=0.4 0.9719 | 0.0416 | 0.9665 | 0.0494
var=0.5 0.9671 | 0.0486 | 0.9588 | 0.0605
var=0.6 0.9622 | 0.0557 | 0.9517 | 0.0707
Gaussian noise
M=0 & var=0.01 | 0.9929 | 0.0105 | 0.9878 | 0.0181
M=0 & var=0.02 | 0.9905 | 0.0142 | 0.9809 | 0.0283
M=0 & var=0.05 | 0.9851 | 0.0220 | 0.9687 | 0.0461
M=0 & var=0.1 0.9795 0.0304 0.9470 0.0775
M=0 & var=0.2 0.9685 | 0.0464 | 0.9089 | 0.1312
M=0 & var=0.3 0.9612 | 0.0569 | 0.8804 | 0.1707
M=0 & var=0.4 0.9553 | 0.0655 | 0.8585 | 0.2001
M=0 & var=0.5 0.9486 | 0.0752 | 0.8420 | 0.2218
M=0 & var=0.6 0.9432 0.0829 0.8266 0.2418
Average fltering
3x3 0.9991 | 0.0013 | 0.9996 | 0.0006
6x6 0.9917 | 0.0124 | 0.9935 | 0.0097
9x9 0.9906 | 0.0139 | 0.9929 | 0.0105
12x12 0.9859 | 0.0209 | 0.9872 | 0.0190
15x15 0.9838 | 0.0240 | 0.9829 | 0.0254
18x18 0.9776 | 0.0332 | 0.9775 | 0.0333
21x21 0.9730 0.0399 0.9732 0.0396
24x24 0.9673 | 0.0482 | 0.9664 | 0.0496
Median fltering
3x3 0.9983 | 0.0025 | 0.9979 | 0.0031
6x6 0.9899 | 0.0150 | 0.9918 | 0.0122
9x9 0.9920 | 0.0120 | 0.9926 | 0.0110
12x12 0.9865 | 0.0201 | 0.9873 | 0.0189
15x15 0.9853 | 0.0218 | 0.9853 | 0.0218
18x18 0.9821 0.0265 0.9782 0.0323
21x21 0.9771 | 0.0339 | 0.9717 | 0.0418
24x24 0.9718 | 0.0416 | 0.9666 | 0.0492
‘Weiner fltering
3x3 0.9991 | 0.0013 | 0.9996 | 0.0006
6x6 0.9962 | 0.0057 | 0.9955 | 0.0067
9x9 0.9955 | 0.0068 | 0.9953 | 0.0070
12x12 0.9921 | 0.0118 | 0.9915 | 0.0126
15x15 0.9912 0.0131 0.9881 0.0176
18x18 0.9869 | 0.0194 | 0.9849 | 0.0223
21x21 0.9837 | 0.0242 | 0.9820 | 0.0267
24x24 0.9797 | 0.0302 | 0.9774 | 0.0334
Resizing
384x384 0.9998 | 0.0002 | 0.9998 | 0.0002
256x256 0.9997 | 0.0002 | 0.9998 | 0.0002
192x192 0.9993 | 0.0010 | 0.9995 | 0.0007
128x128 0.9982 0.0026 0.9980 0.0029
96x96 0.9971 | 0.0043 | 0.9967 | 0.0049
64x64 0.9929 | 0.0106 | 0.9925 | 0.0112
32x32 0.9728 | 0.0402 | 0.9713 | 0.0424
JPEG compression
Q=90 0.9996 | 0.0006 | 0.9998 | 0.0003
Q=80 0.9989 | 0.0016 | 1.0000 | 0.0000
Q=70 0.9993 | 0.0010 | 0.9988 | 0.0018
Q=60 0.9986 0.0021 0.9985 0.0023
Q=50 0.9986 | 0.0021 | 0.9982 | 0.0027
Q=40 0.9987 | 0.0020 | 0.9981 | 0.0029
Q=30 0.9976 | 0.0036 | 0.9974 | 0.0038
Q=20 0.9970 | 0.0045 | 0.9955 | 0.0067
Q=10 0.9947 0.0079 0.9937 0.0094
Q=5 0.9853 | 0.0218 | 0.9796 | 0.0302
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Figure 8: Protected Lena image under attacks (a) Pepper & salt noise (density 0.5); (b) Speckle noise (var=0.5); (c)
Gaussian noise (M=0,var=0.5); (d) Average filter (24x24); (e) Median filtering (24x24); (f) Weiner filtering (21x21);

(g) Sharpening; (h) resizing (32x32); (i) JPEG compression (Q=5); (j) Cropping 1/4th from the center; (k) Rotation
(angle=10); (1) increase contrast by 10%.

(2) (b)

@ @ © ©

Figure 9: Extracted watermark under attacks (a) Pepper & salt noise (density 0.02); (b) Pepper & salt noise (density
0.05); (c) Pepper & salt noise (density 0.1); (d) Pepper & salt noise (density 0.2); (e) Pepper & salt noise (density
0.3); (f) Pepper & salt noise (density 0.4); (g) Pepper & salt noise (density 0.5); (h) Pepper & salt noise (density 0.6);
(i) Speckle noise (var=0.02); (j) Speckle noise (var=0.05); (k) Speckle noise (var=0.1); (1) Speckle noise (var=0.2);
(m) Speckle noise (var=0.3); (n) Speckle noise (var=0.4); (o) Speckle noise (var=0.5); (p) Speckle noise (var=0.6); (q)
Gaussian noise (M=0,var=0.02); (r) Gaussian noise (M=0,var=0.05); (s) Gaussian noise (M=0,var=0.1); (t) Gaussian
noise (M=0,var=0.2); (u) Gaussian noise (M=0,var=0.3); (v) Gaussian noise (M=0,var=0.4); (w) Gaussian noise
(M=0,var=0.5); (x) Gaussian noise (M=0,var=0.6).
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Figure 10: Extracted watermark under attacks (a) Average filtering (3x3); (b) Average filtering (6x6); (c) Average
)

filtering (9x9); (d) Average filtering (12x12); (e) Average filtering (15x15); (f) Average filtering (18x18); (g

filtering (21x21); (h) Average filtering (24x24); (i) Median filtering (3x3); (j) Median filtering (6x6); (k) Median
filtering (9x9); (1) Median filtering (12x12); (m) Median filtering (15x15); (n) Median filtering (18x18); (o) Median
filtering (21x21); (p) Median filtering (24x24); (q) Weiner filtering (3x3); (r) Weiner filtering (6x6); (s) Weiner
filtering (9x9); (t) Weiner filtering (12x12); (u) Weiner filtering (15x15); (v) Weiner filtering (18x18); (w) Weiner
filtering (21x21); (x) Weiner filtering (24x24).
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Figure 11: Extracted watermark under attacks (a) Sharpening; (b) Resizing (384x384); (c) Resizing (256x256); (d)
Resizing (192x192); (e) Resizing (128x128); (f) Resizing (96x96); (g) Resizing (64x64); (h) Resizing (32x32); (i)
JPEG compression (Q=80); (j) JPEG compression (Q=70); (k) JPEG compression (Q=60); (1) JPEG compression
(Q=50); (m) JPEG compression (Q=40); (n) JPEG compression (Q=30); (o) JPEG compression (Q=20); (p) JPEG
compression (Q=10); (q) JPEG compression (Q=5); (r) Increasing contrast (10%); (s) Increasing contrast (20%); (t)
Decreasing contrast (10%); (u) Decreasing contrast (20%); (v) Increasing brightness (10%); (w) Decreasing brightness
(10%); (x) Decreasing brightness (20%).
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Figure 12: Extracted watermark under attacks (a) Rotation (angle=10); (b) Rotation (angle=20); (c) Rotation
(angle=30); (d) Rotation (angle=40); (e) Rotation (angle=50); (f) Rotation (angle=60); (g) Rotation (angle=70);
(h) Rotation (angle=80); (i) Cropping 1/4th from the top right corner; (j) Cropping 1/4th from the top left corner;
(k) Cropping 1/4th from the bottom right corner; (1) Cropping 1/4th from the bottom left corner; (m) Cropping
1/2th from the top; (n) Cropping 1/2th from the bottom; (o) Cropping 1/2th from the right; (p) Cropping 1/2th

from the left; (q) Histogram Equalization ;
correction (0.85) ; (u) Gamma correction (0.8) ;
Gamma correction (0.65).

As we can see the extracted watermarks under noise
attacks, are very recognizable even if the protected images
being seriously distorted.

4.2 Robustness Against Filtering Attacks

The second test aims to test the robustness against im-
age processing attacks such as filtering. Average filtering
(with window 3x3 to 24x24), Median filtering (with win-
dow 3x3 to 24x24), Wiener filtering (with window 3x3 to
24x24), and un-sharp filtering are the four types of filter
tested on the protected images. Attacked Lena images
with Average filtering (24x24), Median filtering (24x24),
Wiener ﬁltering (24X24), and un-sharp filtering are shown
in Figure[§[d), (e), ( ) and (g), respectively. Figure[10|a)
to (x) and Flgure a) show the extracted watermarks
under this four ﬁlters attacks and demonstrate the effec-
tiveness of the proposed scheme against filtering attack.

4.3 Robustness
Compression

Against JPEG Lossy

The protected images were compressed using JPEG lossy
compression, which is a common image/video compres-
sion standard. Different quality factors (QF) from 90 to
5 are used for the JPEG compression. Compressed Lena
image by QF=5 is shown in Figure [§] (i) and extracted
watermarks for different QF are shown in Figure [11] (i) to
(q). The results demonstrate that the proposed scheme
is highly robust to JPEG lossy compression even if the
protected image is highly compressed.

(r) Gamma correction (0.95) ;
(v) Gamma correction (0.75) ;

(s) Gamma correction (0.9) ;
(w) Gamma correction (0.70) ;

(t) Gamma

(x)

4.4 Robustness Against Geometric At-
tacks

For a specific purpose, an image could be enlarged, re-
duced, cropped or rotated to fit the desired size or a de-
sired area.

For the resizing attack the size of the protected images
is reduced from 512x512 to 384x384, 256x256, 192x192,
128x128, 96x96, 64x64 and 32x32. The 32x32 resized
protected Lena image is shown in Figure [8(h) and the
extracted watermarks are shown in Figure[11] (b) to (h).

The protected images are attacked also by a rotation
attack with different angles of rotation. Extracted water-
marks after applying a rotation angle with 10, 20, 30, 40,
50, 60, 70 and 80 degree are shown in Figure [12] (a) to

(h).

Moreover, cropping attack is also evaluated by cutting
some part of the protected image. Extracted watermarks
after cropping 1/4th from the top right corner, the top
left corner, the bottom right corner and the bottom left
corner of the protected image are shown in Figure [12] (i)
to (1), respectively. Extracted watermarks after cropping
1/2th from the top, bottom, right and left of the protected
image are shown in Figure [12| (m) to (p).

The obtained results demonstrate the robustness of the
proposed scheme under geometric attacks, which are the
Achilles heel for many watermarking schemes in the liter-
ature.
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Table 2: Obtained NC and BER results after different
attacks on the protected Lena and Einstein images

Lena Einstein
Attacks I NC | BER | NC | BER
Rotation
Angle=10 0.9927 | 0.0109 | 0.9932 | 0.0101
Angle=20 0.9931 | 0.0103 | 0.9932 | 0.0102
Angle=30 0.9922 | 0.0115 | 0.9923 | 0.0115
Angle=40 0.9925 | 0.0111 | 0.9943 | 0.0085
Angle=50 0.9929 | 0.0106 | 0.9934 | 0.0098
Angle=60 0.9929 | 0.0106 | 0.9929 | 0.0106
Angle=70 0.9929 | 0.0106 | 0.9932 | 0.0102
Angle=80 0.9931 | 0.0103 | 0.9935 | 0.0097
Cropping 1/4th from
The top right corner 0.9473 | 0.0772 0.9701 0.0442
The top left corner 0.9161 | 0.1208 | 0.9344 | 0.0953
The bottom right corner | 0.9445 0.0811 0.8861 0.1635
The bottom left corner 0.8575 | 0.2015 | 0.8840 | 0.8840
Cropping 1/2th from
The top 0.8621 | 0.1946 | 0.9032 | 0.1392
The bottom 0.7966 0.2808 0.7655 0.3214
The right 0.8931 | 0.1532 | 0.8559 | 0.2046
The left 0.7681 | 0.3154 | 0.8151 | 0.2570
Gamma correction
Gamma=0.65 0.8202 | 0.2504 | 0.7168 | 0.3798
Gamma=0.7 0.8469 | 0.2156 | 0.7389 | 0.3531
Gamma=0.75 0.8786 | 0.1729 | 0.7579 | 0.3292
Gamma=0.8 0.9155 | 0.1222 | 0.7813 | 0.3002
Gamma=0.85 0.9377 | 0.0908 | 0.8185 | 0.2524
Gamma=0.9 0.9556 | 0.0651 | 0.8781 | 0.1735
Gamma=0.95 0.9766 | 0.0345 | 0.9407 | 0.0865
Increasing contrast
By 10% 0.9444 | 0.0812 | 0.8609 | 0.1965
By 20% ‘ 0.8863 ‘ 0.1625 ‘ 0.7715 ‘ 0.3125
Decreasing contrast
By 10% 0.9218 | 0.1134 | 0.8685 | 0.1868
By 20% ‘ 0.8281 ‘ 0.2408 ‘ 0.7195 ‘ 0.3755
Increasing brightness
By 10% [ 09172 ] 0.1199 | 0.8838 | 0.1660
Decreasing brightness
By 10% 0.9353 | 0.0942 | 0.8085 | 0.2654
By 20% ‘ 0.8389 ‘ 0.2261 ‘ 0.7272 ‘ 0.3674
Other attacks
Histogram Equalization [ 0.9837 [ 0.0242 [ 0.9656 [ 0.0507
Sharpening | 0.9976 | 0.0036 | 0.9978 | 0.0033
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4.5 Robustness Against General Image
Processing Attacks

Histogram equalization is a popular image processing op-
eration that consists usually of increasing the global con-
trast of an image. The extracted watermark after per-
forming histogram equalization is shown in Figure (12| (q).

Increasing/Decreasing contrast and brightness is also
evaluated in the proposed scheme and the extracted wa-
termarks are shown in Figure|11] (r) to (x).

Gamma correction with different Gamma values is ap-
plied to the protected image, which consists of maximizing
the use of the bits or bandwidth relative to how humans
perceive light and color. Extracted watermarks are shown
in Figure 12| (r) to (x).

Based on the extracted watermarks we can conclude
that the proposed scheme is highly robust against general
image processing attacks.

4.6 Robustness Compared to Other Ap-
proaches

The robustness of the proposed copyright scheme com-
pared to six recently related watermarking schemes is
tested as well. The comparison includes Lang and
Zhang [13], Ranjbar et al. [25], Agarwal et al. [I], Horng
et al. [6], Run et al. [26] and Wang et al. [33]. Graph-
ical comparison based on the NC results reported by
Run et al. [26] and Wang et al. [33] is shown in Fig-
ure which demonstrates the superiority of the pro-
posed scheme. Moreover, the Robusteness limit against
attacks for all the schemes included in this comparison
is shown in Table [3l These results demonstrate that the
robustness of the proposed algorithm is far better and
proves superiority over the other existing algorithms.

5 Conclusion

A new robust blind copyright protection scheme based
on visual cryptography and steerable pyramid transform
is proposed in this paper. Experimental results show
that the proposed scheme is highly robust against sev-
eral image processing and geometric attacks such as Pep-
per & salt noise, Speckle noise, Gaussian noise, Aver-
age filtering, Median filtering, Weiner filtering, Resiz-
ing, JPEG compression, Rotation, Cropping, Gamma cor-
rection, Histogram Equalization, Sharpening, Increasing
contrast, Decreasing contrast, Increasing brightness and
Decreasing brightness. Moreover the proposed scheme has
the advantage of having the maximum PSNR value since
the host image is not altered and that could be useful to
protect sensitive images.
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Abstract

Secure group communication is an active area of research
and its popularity is fuelled by the growing importance of
group-oriented applications such as teleconferences, col-
laborative workspace, pay per-view etc. A number of
group key agreement protocols have been proposed for
these objectives. However most of the protocols have not
considers the anonymity of the participants. Although in
some applications the privacy of member’s identity be-
comes more crucial and urgent especially for mobile users
of a wireless network due to the open nature of radio
media. The protocols having complex computations like
large modular exponentiations, pairing computations, etc.
are not well suited in wireless environments. Hence this
paper proposes an anonymous ID-based group key agree-
ment protocol without bilinear pairings. The proposed
protocol also have anonymous join and leave procedures
to facilitates the dynamic group operations. Security and
performance analysis of proposed protocol shows that it
provides strong security protection under different secu-
rity attributes, and needs comparatively less computa-
tion and communication overheads than the other exist-
ing protocols. In addition the formal security verification
of proposed protocol has been done by using AVISPA tool
which shows that it is unforgeable against active and pas-
sive attacks.

Keywords: Anonymity, AVISPA, elliptic curve cryptogra-
phy, group key agreement, identity-based cryptography

1 Introduction

Collaborative applications such as multimedia confer-
ences, distributed simulations, multi-user games and
replicated servers have become extremely popular dur-
ing the last decades. All these applications are executed
through Internet connections that in many cases should
be properly secured. Moreover, wireless networks, mo-
bile ad hoc networks and sensor networks are used ex-

tensively in many areas of interest (ranging from homes,
schools and universities to inaccessible terrains, disaster
places, etc.), where security is really crucial. The realiza-
tion of such efficient, robust and secure environments is
a challenging algorithmic and technological task. How to
communicate securely over an insecure channel is a fun-
dament problem. So that all users that participate in the
particular application should be able to communicate se-
curely and exchange information that is inaccessible to
any external entity. Hence, there is a need for finding
a protocol that provides such a confidential communica-
tion, termed usually as secure group communication or
secure conferences. These kind of secure conferences usu-
ally achieved by symmetric key cryptography and often
require an efficient group key establishment protocol. The
goal of such a protocol is to establish a common secret key
among the users, called group key, which can be used for
data encryption and authentication among them.

Group key establishment protocols can be divided into
two subcategories: the Key Transfer Protocols and the
Key Agreement Protocols. During the execution of a Key
Transfer Protocol an entity creates or obtains a secret
value, which transmits it securely to the rest of the en-
tities. In a Group Key Agreement (GKA) Protocol, a
shared secret is derived as a function of information con-
tributed by or associated with all the members in the
group, such that no party in the group can predetermine
the resulting value.

In many cases especially in wireless environments the
user’s anonymity also becomes more crucial and impor-
tant for mobile users along with their others security is-
sues [24]. Out of several existing group key agreement
protocols based on different cryptosystems, very few of
them the privacy of the users’s identities are taken into
account. Since the world is going wireless and ubiquitous,
the privacy of the users also becomes a very challenging
issue as like security because if the group member’s identi-
ties are exposed to everyone including outside eavesdrop-
pers, they can trace a mobile users, find out a specific
users movement patterns etc. [24].
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Hence this paper proposes an anonymous group key
agreement protocol as like [24] based on ID based cryp-
tosystem without pairing which is more suitable for wire-
less networks. It becomes more efficient because the rela-
tive computation cost of the pairing is many times higher
than that of the scalar point multiplication over elliptic
curve group. In wireless environment to construct a se-
cure meeting session by a group of mobile users without
others knowing who are in the meeting and to make sure
that the users in the meeting are indeed those expected
group members, the group key agreement protocol should
be able to protect the user’s identity from the outside
eavesdroppers during the execution of the protocol. This
is achieved in proposed protocol by using pseudonyms for
every users and employing anonymous encryption scheme.
The proposed scheme is ID-based, so it simplifies the com-
plex certificate management of the traditional public key
cryptography. Since dynamicity is a major issue for to-
day’s networks so the proposed protocol also supports all
dynamic operations such as Join, Leave, Merge, to cope
with dynamic membership events. The importance of
group rekeying in dynamic group are summarized in [13].
The security and privacy of the proposed protocol is also
analyzed in this paper and it is found that it provides
strong security protection with anonymity and has rel-
atively efficient performance in terms of communication
and computation overheads than the others existing ID-
based GKA protocols. Moreover the security of proposed
technique is also validates by using AVISPA (Automated
Validation of Internet Security Protocols and Applica-
tions) tool which shows that Protocol is safe under its
different model checkers (back ends). The only limitation
of the proposed work is that, it unable to achieves the
complete anonymity among the legitimate members. The
identities are preserved from outside adversaries only.

The rest of this paper is organize as follows: Some ex-
isting works related to the proposed work are addressed in
Section 2. The preliminaries related to the proposed work
such as ID-based cryptosystem, Elliptic Curve Cryptog-
raphy and security attributes are discussed in Section 3.
Section 4 proposes the protocol while Section 5 discussed
its security analysis. Section 6 shows the security vali-
dation result of AVISPA tool. Section 7 compares the
performance of proposed protocol with others followed by
a conclusion section.

2 Related Work

Protocols based on the traditional public key cryptogra-
phy requires Public Key Infrastructure(PKI)to issue and
manage the certificates for mapping the identity of an
entity to their current public key. For Group Key Agree-
ment (GKA) Algorithms this kind of mapping usually re-
quire some efficient PKI because in group key generation
algorithms authentication of participants is also one of
the major issue thus needs heavy certificate management
by the PKI. A number of group key algorithms includ-
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ing [8, 14, 20] are exist in literature which often depends
on PKI for the authentication of group members. Hawang
et al. [14] introduces the Quad Key Tree structure and try-
ing to reduces the hight of the key tree and thus reduces
the number of rounds. It uses the pairing computations
for further computation along with the modular exponen-
tiations. [20] is also a tree based GK management protocol
for multicast network but it uses the hybrid key tree tech-
nique for efficiency. It uses secure locking technique based
on Chinese Remainder Theorem and shows the graphical
result in their paper. Instead of tree based concept Hong
proposes queue based group key agreement [8] and claim
that it is most suitable for heterogeneous environment.
In [8] each round performs Diffie-Hellman key exchange
located on the opposite side of a blind key queue. Thus
only the fast member are allowed to participate in the
computation of next round and improves the efficiency.
Filtration of fast and slow members are done by using a
FIFO queue. Although [8] is suitable for heterogeneous
group but it still needed [log% | rounds for n members and,
the paper not considered the authentication issues. [15]
proposes a polynomial-based key management for group
scenario. But latter Kamal shows some security weakness
in [15] by attacks in their paper [10].

Password based GKA protocols including [7] are avoids
the requirement of PKI and uses the mutual authentica-
tion. Dutta and Barua proposes an authenticated GKA
protocol on password based setting [7]. In [7] users needs
to shares only a low quality human memorable password
among themselves to agreed upon a high quality common
secrete key. This protocol require constant round but
O(n) modular exponentiations. Since the exponentiation
cost is relatively larger than the cost of scalar point mul-
tiplication over elliptic curve, so the performance of this
protocol might be poor than the protocols based on the
elliptic curve.

In order to overcome the PKI burden in 1984,
Shamir [18] proposed the idea of ID-based cryptosys-
tem where the identity of a user functioned as his pub-
lic key. The first ID-based authenticated group key
agreement(ID-AGKA) protocol was proposed by Reddy
et al [16]. It utilized a binary tree structure and requires
logy rounds for n numbers of users. Since then, many ID-
based group key exchange protocols [3, 12, 24, 27] have
been proposed and each have their own significance.

Wan et al. introduces the users anonymity in the ID
based GKA protocol [24] for wireless networks. This en-
ables a group of mobile users to establish a secret meeting
session without disclosing that who are in the meeting to
the outside eavesdroppers. [24] also provides the dynamic
membership operations (join and leave) anonymously
without leaking information on who is joining/leaving
the group. Although it is a constant round protocol it
employs the bilinear pairing in their computation which
creates overheads for the mobile users. In wireless envi-
ronment nodes should have less computational burden as
much as possible in order to cope energy conservation. A
bilinear pairing is a mathematical tool which maps two
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elements in an elliptic curve group to an element in the
related finite field, and is used commonly in building ID-
AKA protocols and other security schemes [2, 19, 25].
However, since the bilinear pairing is always defined over a
super singular elliptic curve group with large element size,
the operation time for pairings is even longer than that
of RSA private key operations, which makes pairings one
of the most expensive known cryptographic operation [4].
Therefore, ID-based Authenticated Group Key agreement
ID-AGKA protocols without pairing may be more appeal-
ing in practice. The significance of users anonymity in
ID-based cryptosystem are also justified in [17]. More-
over in wireless environment the communication round
time matters. For example, in the mobile IP registra-
tion, a one-round AKA protocol is wanted to reduce the
message exchange time between a foreign domain and a
home domain [4]. The present paper proposes an anony-
mous ID-based group key agreement protocol like [24] but
free from the pairing computation with more efficient per-
formance than same.

3 Preliminaries

The basic idea of ID based cryptosystem, Elliptic Curve
Cryptography and some intractable problems are ad-
dressed in this section.

3.1 ID-based Cryptosystem

The concept of ID-Based Cryptography (IBC) was pro-
posed by Shamir in 1984 [18] to remove the transmission,
verification and maintenance of public key certificates.
IBC employs a user’s unique identifier, e.g., e-mail ad-
dress, rather than a random number, as the user’s public
key, and the user’s corresponding private key is generated
based on the user’s public key by the system’s trusted au-
thority. The system’s trusted authority is unique and is
the establisher of the ID-based cryptosystem. It is called
PKG (Private Key Generator) or KGC (Key Generate
Centre) depending on whether or not the final output gen-
erated by a user is known by the authority. In ID-AKA
protocols, the session key is kept secret from the authority,
and thus the authority is called KGC. KGC has a secret
system master key s, and the user’s long-term key (the
user’s private key) is generated using a definite function
F:

Private Key = F(s,public key, Public parameters).

In IBC, the user’s private key is given to the user via a
secure out-of-band channel; it is in fact the user’s implicit
certificate. Although such implicit certificate is known
only to the user and the KGC, its validity can be veri-
fied publicly, which enables IBC to remove the public key
certificate.
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3.2 Elliptic Curve Cryptography

Elliptic curve cryptography (ECC) is an approach to pub-
lic key cryptography based on the algebraic structure of
elliptic curves over finite fields. The use of elliptic curves
in cryptography was suggested independently by Koblitz
and Miller in 1985.

In ECC non-singular type of Elliptic curves over the
real number are used. The elliptic curve over real numbers
takes the general form as:

y? =2+ ax +b.

In cryptography, variables and coefficients of elliptic curve
equation are restricted to elements in a finite field. Thus
for above equation x, y are co-ordinates of GF(p), and a,
b are integer modulo p, satisfying

4a® +27b* # 0 (mod p).

(for non singular elliptic curve).

Where p is a modular prime integer which make the
the EC of finite field. An elliptic curve E over GF'(p) con-
sist of points (z,y) defined by above two equations,along
with an additional point called O (point at infinity or zero
point) in EC forms a group. The O point plays the role
of identity element for EC group.

Usually an elliptic curve is defined over two types of fi-
nite fields: the prime field F}, containing p elements (prime
curve) and the characteristic 2 finite field containing 2™
elements (binary curve).This paper focuses on the prime
finite field as the prime curve are best suit for software
applications [21].

3.2.1 Elliptic Curve Arithmetic

Cryptographic schemes based on ECC rely on scalar mul-
tiplication of elliptic curve points. Given an integer k£ and
a point P € E(F),), scalar multiplication is the process of
adding P to itself k times. The result of this scalar mul-
tiplication is denoted k x P or kP.

Point’s addition and point doubling form the basis to
calculate EC scalar multiplication efficiently using the ad-
dition rule together with the double-and-add algorithm or
one of its variants. The detail description of ECC (includ-
ing its point addition rule) can be found in various papers
including [11, 26].

The security of ECC based protocols are based on in-
tractability of Elliptic Curve Discrete Logarithm Problem
(ECDLP). ECDLP state that: Given P,Q € F, find an
integer k € Z; such that Q@ = kP. It is relatively easy
to calculate @) given k and P, but it is relatively hard to
determine k given @ and P.

4 Proposed Protocol

This section describes that initially how n numbers of
members agreed up on a common session key under ini-
tialization operation followed by the the join and leave
procedures.
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Assumptions: The following assumptions has
been considered in proposed protocol.  Firstly,
U={U1,Us, - ,Up,}be the set of mobile nodes. Secondly,
each group at beginning must know the identity of
others group members by some sort of other mechanism.
Thirdly the protocol assumes a trusted server which
is responsible for private key generation for the users,
called key generation centre (KGC) in the system. The
subscript notation for the participants are must be
considers in logical ring fashion e.g. U,y; = U; and
Uy = U, in entire paper.

4.1 Initialization

This subsection illustrates that how n members
Uy, -+ ,U, can establish a group key to create a secure
multicast session among them. The entire group key
establishment process divided in two algorithms: Algo-
rithm 1 and Algorithm 2. Algorithm 1 is run by KGC
while Algorithm 2 is to be run by every user after com-
pletion of Algorithm 1.

On completion of Algorithm 1 every user got their long
term private key < S;, R; > though some secure channel.
On receiving the same every user can validate it by check-
ing whether the following equation hold:

R; + Hi(ID;).Pyay = Si. (1)

The private key is valid if the equation holds and vice
versa. Since: R; + H1(ID;).Pyyp = r;.P + h;.s.P = (r; +

On successful validation of their long term private key
every user U;;1 < i < n run the Algorithm 2 in paral-
lel to agreed on a common session key SK. The session
initiator (assuming Uj in this paper) invoked the Algo-
rithm 2 by setting the Role as the INITIATOR, on the
other hand rest of the users invoked the Algorithm 2 as
Role = follower. It is also assume that the initiator al-
ready knows the identities of other users and verified their
authenticity.

The encryption technique used in Step 5 of Algorithm 2
is ID based and must be anonymous as similar in [24]
and Sig; is calculated over the the respective message by
U; by its private key. In Step 14 user U; wait until the
receiving of X;; j # ¢ broadcasted from others from 13 of
Algorithm 2. On receiving all X;, U; verify it in Step 15
by the following equation:

XieXo---0 X, =0. (2)

At the time of verification in Step 15 U; take X; from
itself instead of broadcast channel e.g Us take the value of
X1, X9, X4, X5, X,, from broadcast channel while use
their own calculated value of X3 although the value of
X3 is also available in broadcast channel, so that if an
active adversary intercept and modifies some or all of the
X;’s in such a way that the altered value can also satisfies
Equation (2) it is easily traceable by the U;.

Finally U; can calculate the value of K;; 1 < j < n
and j # ¢ by applying chain XORing in Step 16, and 17
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of Algorithm 2 started from K17 which is equivalent to

let the following calculations:

Ki+1R Xit1 @ Kz'R
Kip2' = Xipp @ K ®
KnR - Xn S5 Kn—lR

KR = XieK,"
K" = X, 0K "

Algorithm 1 Key Generation Algorithm (KGC)

1: Begin

2: On taking k € Z7 as the input. KGC chooses a k -bit
prime p and determines the following:

{F,,E/F,,G, P}.

where k is the security parameter.

F,: a prime finite field.

E/F,: an Elliptic curve over F),.

G: Cyclic additive group formed by points on E/F,
with an extra point O called point at infinity.

ie. G={(z,y) € E/F, :z,y € F,} U{O}

P: Generator of G.

3: Choose a master private key s €gr Z; and compute
master public key Py, = s.P.

4: Choose two cryptographic secure hash function:
Hy:{0,1}* = {0,1}*, Hy : G x G — {0,1}*

5. KGC publish the tuple {F},, E/F,, G, P, H1, Hs, Py}
as the public parameters and secretly keeps the mas-
ter private key s.

6: for Every User U; having identity ID;; 1 <i <n do

Calculates h; = Hy(ID;)
Choose r; €g Z; and calculates:
Si = (r; + s.h;) mod p,
{ RZ = Ti.P
9:  Send U;’s long term private key as < S;, R; > to U;
by using a secure channel.
10: end for
11: End

Correctness:
The correctness of the initialization operation are rely on
the following relations:

K] = K!
Y i
K/ = K

for any value of ¢, 7; (1 < {i,5} < n) It can be proved as
follows:

K =

3

(Si- T + 2i(R; + Hi(1D;). Ppup)

(ri +s.H1(ID;)).xj.P + x;(r;.P + H1(ID;j).s.P)
(ri. P + s.P.H(ID;)).x; + 25 P(r; + Hi(ID;).5)
(
(

Ri + Hl(IDz)Ppub)xj + TZSJ
Sj.Ti + Zj (Rz + H1 (IDz)Ppub)
K;.
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Algorithm 2 Group Key generation Algorithm (Role, U)

1: Begin

2: on validating their long term private key by Equa-
tion (1)

Pick z; €r Z,
Compute T; =z P

3: if Role = INITIATOR then
Choose a  pseudonym
user(including itself)

5:  Concatenates all identities followed by their cor-
responding pseudonym and encrypt entire message
by the public key of every other user separately and
broadcast to all.

INITIATOR — x:
Eua{IDy||- - | IDal| Nymal |- - || Nyma||Sigs}

6: end if

7: On receiving the encrypted broadcast from the Initia-
tor verify the initiator signature.

8: on Successful verification in previous Step U; does a
series decryption trial using the private key.

9: If he is successfully decrypt one cipher text and find
out his identity is in the ID list in Step then look for
his Nym,; chosen by the Initiator.

10: U; send the following message to its immediately
backward and forward neighbour with their signature
which can be verifies by their pseudonym instead iden-
tity.

U, = U;_1, Ui+1 < Nymi7Ti, R;, Sigi >

11: In similar way receives above message from U;_; and
U;+1 and verifies their signature by the pseudonyms
Nym;_1 and Nym;11 according to list obtained from
Initiator.

12: On Successful verification in above Step U; calculates
the following:

KZH = (8i.Tig1 +2i(Rip1 + Hi(IDiy1).Ppus),

Kfﬂl =z;.Tit1,

K;™' = (Si.Ti—1 + zi(Ri—1 + Hi(ID;_1).Ppu),

Kf_ll =z Ti 1,

KT = Hy(Kit' KitY),

K" = Hy(K!7t K71,

X = K" e K"

13: Broadcast X; with their pseudonym Nym; to all users
in the network
U, — % :< Nym;, X; >

Nym; for every

14: User U; wait until the reception of all X;;1<j<n
and j # i
15: if X3 & Xo®---® X, =0 then

16: for j=i+1tonand j=1toi—1do
17: KjR:Xj@Kj_lR

18: end for

190 SK = Hy (K \®||KoT|| - || K,

20: return SK

21: end if

22: return ERROR

23: End
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-/ .
Similarly K] = K;»/. From above relations it is easily

seen that Kt = KiLH.

4.2 Join Operation

In present paper join operation carried out by Single join
(in Section 4.2.1)(for single request) as well as mass join
procedures to handle multiple join requests simultane-
ously (Section 4.2.2).

4.2.1 Single Join

Let U,41 (a new member) send the join request to U
(the initiator). If Uy, the initiator of the group meeting
decided that the new member U,; to join the group
meeting, It execute Algorithm 3 along with the U,, as the
join controllers. It is assume that U; knows the identity
of U,41 in advance and U, 41 is already received its long
term private key pair < Sy 41, Rpt1 > from KGC. U; first
inform to U, about the joining of U, 1, because U,, also
have to participates in join procedure along with U; and
U, +1. Single Join can be performed by Algorithm 3.

Algorithm 3 Single Join (U, Uy, Uy, Upt1)

1: Begin

2: Uy select a non used pseudonym Nymy,41 for U1
and broadcast the following message to all previous
members encrypted with current session key:

U1 — X! ESK{ID7L+1HNymn+1||SIG1}

3: U; also sends the necessary information about U,, and
itself to U,,+1 required for further calculations as fol-
lows:

U1 — Un+1l EID{ID1||Nym1||IDn||NymnHSIG1}

4: U, 41 receives the message from Uj, then he decrypt
the message using his private key to receives his
pseudonym selected by Uy

5: Uy, U, and U, 4+ creates a separate group key K just
for three members by using Algorithm 2

6: Uy broadcast K to all other members encrypted with
previous group key SK.

Uy — «:Esg{Nym||K}

7: All members now can calculates new group session
key as:

SKpew = Hi(SK||K)

8: Uy sends new group session key to U,i; encrypted
with K
U, — Un+12 EK{NymIHSKnew}

9: End

4.2.2 Mass Join

Mass join operation can be implemented as very simi-
lar to Single join operation. Suppose that members in
set U = {U1,Us, -+ ,U,} have shared a common ses-
sion key SK by using Algorithm 2 and then U; the
initiator of the group decided that some users in set
C = {Un+1,Unt2, -+ yUptn/} to join U. Tt is assume
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that U; knows the identities of every member of Set C.
The Algorithm 4 describes the procedure of mass join.

Algorithm 4 Mass Join

1: Begin

2: First of all U; chooses unused pseudonyms for new
user set and concatenates it with their corresponding
IDs encrypts entire message with the public keys of
every users and broadcast to every users as in Step 5
of Algorithm?2
Ui — U7z+i5

Eia{IDnsall -+ IDwsr | [Nymina ||+ | Nym e[| Sign}

(fori=1ton)

3: U; also sends the joining information of new set along
with their I D, and pseudonyms to all current mem-
bers encrypted with current session key:

U1 —r k:
ESK{IDn+1||IDn+2|| T ||IDn+n’|| '
Nymp 1 |[[Nymn o[ - [[Nymn i |[Sigr }

4: All new members now create a separate group key K
along with U; and U,, by using Algorithm 2

5: All members of set U calculates the new group session
key SK e as in single join operation:
SKpew = Hi (SK||K)

6: Uy broadcast new session key to all the members of
set C' (new members) encrypted with K

7: End

4.3 Leave Operation

If a set of members are leaving from the current group
then the group session key of resulting group must be
updated to provide the forward secrecy. For leave oper-
ation the present paper taken the idea of remove algo-
rithm from [27]. Suppose U = {U,Us--- ,U,} be the
current group and L = {U;1,Uja, -+ , Uy } is the set of
leaving members, where {i1,12,--- ,In'} C {1,2,--- ,n}
and n’ < n.We represent the set of remaining members as
A = {Ua1,Ua2," - ,Ug(n—ny}= U — L. The leave opera-
tion can be carried out by Algorithm 5.

5 Security Analysis

The security attributes for the proposed protocols are
analyze in this section and also discussed its privacy is-
sues. As discussed in [9], a secure authenticated group key
agreement protocol should satisfies the requirements of
contributiveness, message integrity, resilience against pas-
sive attack and forward/backward security for the join-
ing/leaving operation. If an scheme is contributory, it also
provides resilience against other relevant known attacks
such as known key attack, key compromise impersonation
attack, known session specific temporary information at-
tack, impersonation attack, etc, as described in [9]. The
security of group session key in proposed protocol relies
on difficulties of ECDLP and CDHP.
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Algorithm 5 Leave Operation(U, L, A)

1: Begin
2: Uy first broadcast set of pseudonyms Nym,; ¢ € L
corresponds to the leaving members in U.
3: On completion of previous Step U;; i € A know about
the set L.
4: for Each U; € A do
5: if (Ui—l S L) OR(UH_l € L) then
6: updates their random secret x; and accordingly
recalculates their K and K} with the contribu-
tion of its neighbours (left and right) alive mem-

bers.

7: Finally U; calculates X,eqi = Kf &) KZ-R and
broadcast to A

8: end if

9: if (Ui,1 ¢ L) AND (Ui+1 ¢ L) AND (Ui+2 € L)

then

10: U; recompute their K/ accordingly but no need
to recalculate K}

11: Calculate the value of X, with the contribu-

tion of newly calculated K* of previous step and
broad cast it in set A.
12:  end if
13:  All other members U;;((U;—1 ¢ L) AND(U;41 ¢ L)
AND (U;42 ¢ L)) do nothing but set their X,ew; =
X, and broadcast in set A.
14: end for
15: Each member U; € A, after receiving all Xye; (§ # ©)
first verifies
Xnewal 2] Xnewa? O---D Xnewa(nfn) =0
16: If above verification is success then U; can calculates
only require value of K JR (the updated one); j # ¢ by
chain XORing operation as in Algorithm 2.
17: Finally the new session key calculated as:
SKnew = Hl(KleKaRéH U ||Kul,%(n7n’))
18: End

Contributiveness and Group Key Secrecy: An au-
thenticated group key agreement protocol is said to be
contributory group key agreement protocol if each and
every member in the group contributes in the formation
of group session key. In proposed protocol each member
U, sends its T; and R; to its neighbour (U;_1, U;4+1) where
T; is computed with its random secrete x; and R; is one
of the private value received from KGC. In this way U;
agreed on two common secrets separately with its neigh-
bours (Ui—l and Ui—i—l) as: :liq;.ﬂ+1 = xi+1-Ti (between Uz
and U;4+1) and 2;.T;—1 = x;,-1.T; (between U; and U;_1)
then U; calculates KiR and KiL with the contribution
of U;11 and U;_; respectively. The final group session
key is computed with the help of all K;% (j = 1 to n)
as discussed in proposed protocol of Section 4. Thus the
group session key is computed by each user’s ephemeral
and long-term private key so the proposed protocol is con-
tributory. In the group of n members {Uy,Us,--- ,U,},
to compute K;,j =1 to n for any user U; should know
the K; 1 and to calculate the K; ;™ they should know
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the value of Kj_QR and so on this way to calculate all
value K;'; j = 1 to n. U; should have at least one value
of K;% j € {1,2,---,n} this is possible if and only if
U, € {U,Uy,---U,} ie. i € {1,2,..,n} means U; is a
valid group member. U; only know the value of K; and
Ki,lR(since Kl = i,lR) in advanced.

Message Integrity: In proposed protocol first every
user receives pseudonyms Nym,; of every member selected
from initiator member which is encrypted by an anony-
mous ID-based encryption scheme with their public keys
and signed by initiator with a powerful signature scheme.
After verifying the signature and decrypting the mes-
sage every members knows the identity and their corre-
sponding pseudonyms but an adversary cannot. All fur-
ther communication between the user are done with their
pseudonyms Nym;, the receiver of the message first ver-
ifies the currently received pseudonym according to the
pseudonym list in first decrypted message from initiator
if the verification is successful he conclude that message
is received from the expected member. Since the group
member’s identity is protected from outside eavesdropper,
the adversary not able to know the actual communicating
party. In similar way before calculating the group session
key each user U; first verifies the all pseudonyms received
along with their X (j # 4) from others. If this is success-
ful U; again checks whether X1 ® Xo @ ---® X,, = 0 hold.
This is hold because X; are calculated as X; = KZ-L @KZ—R
and K;® = i+1L this is proved in Section 4. So

Xl@XQ@"'@Xn
= KfeKk'leKk ek oK,?aK,L
- 0

(note that subscript notation considered as in circular
fashion i.e. n+1 =1 and 0 = n thus K;* = KnR).
U; simply abort in case of any of the above checks will
fail.

No Passive Attack: The proposed protocol is se-
cure against the passive attack under the assumption of
ECDLP. That is an attacker is unable to obtain the result-
ing group session key by using the eavesdropping messages
(T, Ri, X;)(1 < i < n) transmitted over the insecure net-
work. As discussed in [9] an Authenticated group key
agreement protocol is secure against the passive attack
if the protocol is executed in presence of an adversary,
but he cannot get success to obtain to established group
session key from the eavesdropped messages exchanged
between the participants. Assume that an attacker sniff-
ing the communication channel and captures the mes-
sages (Nym;, T;, R;); (1 < i < n) and (Nym;, X;); (1 <
¢ < n) in the current session and tries to generates the
group session key K = Hi(K,"||Ky®|K3"||--- || K,™)
of that session. Attacker is unable to do that because
he cannot calculate any of the K;™ or K;“(1 < i < n)
without the knowledge of S; and x;. It is clear that
to calculate all value of KZ-R(I < i < n) one should
know at least one value of KiR or KiL along with
the all other values of X;. To calculate K;® and/or
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K;L (for any i« < n) one should have to calculates the
value of K™' = (S,.Tiy1 + i(Riy1 + Hi(IDiy1)-Ppup)
and KZH_l/ = ZL’i.E_;,_l or Kf_l = (Slﬂ_l + xi(Ri—l +
Hy(ID;_1).Ppu) and K™'" = 2, T;_;. This is not pos-
sible without the knowledge of long term private key S;
and random secret value x; of any legitimate user U; due
to the difficulties of ECDLP and CDHP.

Forward Secrecy: The meaning of forward secrecy in
any group key agreement protocol is that, on the event
of leave operation the current group session key must be
updated in such a way that the leaving member(s) cannot
compute or trace it and then not able to access the fur-
ther conversations. The proposed protocol provides the
forward secrecy because even a single member is leaving
but the contribution of three consecutive members is to-
tally changed in the formation of new group key. Since
this change happens due to the updating of random secret
value z; of two members U;_; and U,;4; where U; is the
leaving member, U; cannot trace the new contributions
of members because this time the value of T;_1 and T}
is changed. This is achieved by leave operation of the
protocol discussed in Section 4.3.

Backward Secrecy: The backward secrecy of a group
key agreement protocol allows the new member(s) to join
in a group and develop new group key without providing
the scope for generating any previous group session key
to the new members so that they cannot access the previ-
ous group conversations. The proposed protocol provides
backward secrecy as the new member U,,; not able to
calculates previous group session key SK because it re-
ceives only the hash value of SK concatenated with K.
To calculate K, new member U,, 11 receives the new shares
from U; and U,, which is independent from their previous
contributions in SK. Same thing happens in mass join
operation.

Perfect Forward Secrecy: Perfect forward secrecy rep-
resents security in case of long-term secretes compromise.
In proposed protocol, perfect forward secrecy is achieved
from hardness of ECDHP problem. Even if the long term
secrets{S;, R;} is compromised by the adversary, with-
out the ephemeral secret x; the adversary cannot com-
pute KiL or KZ-R so he cannot extract the other user’s
ephemeral values, K jL or KjR and he cannot compute
the session key.

No Key Control: In proposed protocol the group ses-
sion key is created jointly by all legitimate group members
(contributiveness is already discussed previously). So no
individual member can control the key alone.

Known Session Key Security: In each session, each
user U; randomly chooses an ephemeral private key x; €
Z, and the generated group session key depends on each
user’s ephemeral private key x;. The adversary that com-
promises one session key should not compromise other
session keys, so this protocol can provide known session
key security.

Ephemeral Private Key Revealing Resistance: If
all users ephemeral (x;,4 = 1,2,--- ,n), have been com-
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promised, our protocol is also secure. Because the adver-
sary doesn’t know the long-term private key of any user,
he cannot compute the group session key.

Besides above security attributes, this proposed pro-

tocol is also secure in the presence of at most (n — 1)
users controlled by the adversary without their long-term
private keys. The adversary may extract the ephemeral
value z; of a user, U; but he cannot compute the session
key without any user’s long-term private key.
Anonymity: The proposed protocol employs the con-
cept of anonymity as like in [24]. In this protocol in ev-
ery message exchanges the identities of the members are
either encrypted so that no identity-related information
is leaked or the users are identified by their pseudonyms
from which impossible to infer any information by the ad-
versary, since only the legitimate group members knows
the valid Nym,;, I D; pairs. In the first message by U; the
identities of users and their corresponding pseudonyms
are encrypted with their public key by using ID-based en-
cryption and this encryption scheme require to be anony-
mous so that it is impossible to obtain any information
from only the cipher text. Nym, is selected by U; and
obtained by U; by decrypting that message; itself does
not leak information on its identity. Since an adversary
knows all these Nym;, he may want to guess the user’s
identities and verifies his guess by first message. How-
ever, it is impossible to do that as the protocol uses an
anonymous encryption scheme.
Unlinkability: Anonymity would be meaningless with-
out unlikability [24]. The adversary can still trace an
unknown user without knowing his real identity given
only anonymity. In proposed protocols, including join-
ing/leaving operations, different pseudonyms are uses for
every user on each independent execution of the protocol.
A pseudonym is never reused and cannot be used to link
two different execution of the protocol.

6 Formal Security Verification Us-
ing AVISPA Tool

Recently, AVISPA tool [23] is widely used by many re-
searchers for the automated validation of Internet security
protocols and applications. The AVISPA is a push but-
ton tool designed by University of Geneva, Italy using the
concept of Dolev and Yao intruder model [5], where the
network is controlled by an intruder (Active and passive);
however he is not allowed to crack the underlying cryp-
tography.The AVISPA tool supports High Level Proto-
col Specification Language (HLPSL) based on which the
cryptographic protocols are to be implemented and an-
alyzed.It has four back-ends,namely OFMC (On-the-fly
Model-Checker), CL-AtSe (Constraint-Logic-based At-
tack Searcher), SATMC (SAT-based Model-Checker) and
TA4SP (Tree Automata-based Protocol Analyzer). The
details description about AVISPA and HLPSL can be
found in [1].

The initialization operation of proposed protocol is
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specified in HLPSL and verified using online AVISPA tool
which shows that protocol is safe under different attacks.
Role specification of KGC and userl are illustrated in
Figures 1 and 2, respectively. The role of other users are
almost similar than that of userl. While the result under
OFMC and CL-AtSe back ends are Shown in Figures 3
and 4, respectively.

Figure 1: Role specification of KGC in HLPSL

role kgc(Kc
H,H1,H2,M,A

agent,P,S,ID1,ID2,ID3 : text,Kl,K2,K3 :
hash_func, SND,RCV:channel (dy))

public_Key,

played_by Kc
def=

Tocal

state : nat

Ppub,sl,s2, 53 R1,R2,R3,Rrl,Rr2,Rr3,sigl,sig2,sig3 :
init

State = 0

transition

1. State= 0 /\ RCV(start) |>

State' :=1 \ Rrl':= new() /\ Rr2 1= new() /\ Rr3 = new()
/\R1':= M(P, er )/\ R2':= M(P,Rr2') /\ R3':= M(P

/\ S1i:= ACRrL',M(S,H(IDL))) /\ S2":= ACRrZ M(s, H(IDZ)))

/\ s3':= ACRr3',m(s,H(ID3)))/\ Ppub':= mM(P, s)

/\ Sigl’i= H2(ACRL' ,M(PPUb®,H(ID1))
/\ sig2'i= H2(ACR2'.M(Ppub'  H(ID2))
/\ 5ig3' = H2CACR3' M(Ppub’ H(ID3))

/\SND({{R1"'.SL".Ppub’.sigl'}_inv(K)
/\SND({{R2'.s2".pPpub'.sig2'}_inv(K)
/\SND({{R3"'.53".Ppub'.5ig3"}_inv(K)

/\ witness(Kc,ul,
/\ witness(kc,ul,
/\ witness(Kc,Ul,

Text

N
)
))
K1)
1K2)
FK3)
ul_kgc_rl,R1")
ul_kgc_s1,s1")
ul_kgc_ppub,Ppub')

/\ witness(Kc,u2,

/\ witness(kc,u2,
/\ witness(Kc,U2,

u2_kgc_r2,R2")
u2_kgc_s2,s2")
u2_kgc_ppub, Ppub ')

/\ witness(Kc,u3,
/\ witness(kc,U3,
/\ witness(Kc,U3,

u3_kgec_r3,r3")
u3_kgc_s3,s3")
u3_kgc_ppub, Ppub ')

end role

7 Performance Comparison

This section compares the performance of proposed pro-
tocol with some other existing ID-based GKA proto-
cols [3, 6, 22, 24, 27] in terms of communication and com-
putation costs. The result is showed in Tablel (where n
is the number of users. The following notations are used
for comparison.

e PM: number of Scalar point multiplications.
e PA: Number of elliptic curve point additions.

e Message: Total number of message overheads dur-
ing group key generation process (including unicast
and broadcast).

e n: number of participants.
e n/: number of joining or leaving participants.

e Pairings: number of bilinear pairing computations
needed in key agreement process (zero in case of our
proposal).

[3, 6, 22] protocols are not dynamic (Join and Leave
procedures are not exist) so only the initialization cost
are tabulated in Table 1 and it is taken from their re-
spective papers. For Xie Liyun protocol [27] the cost of
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Figure 2: Role specification of Userl in HLPSL

role userl(Ul: agent, Kl:public_key,ID1,ID2,ID3 :text
H1,H,H2,M,A: hash_func P: text, SND, RCV : channe1(dy))

played_by Ul def=

Tocal

State : nat,

uU2,u3 : agent,

K2,K3 : pub11c key,
T3.72,T1,51,R1,R2,R3,X1,K12,K13,K1r,K2r,K3F,
Exl EX2 Ex3 KlR KlL Ppub : text

SK: symmetric_key,

IDRin?: (agent.text)set

%knowledge(Ul) = {inv(K1)}

init

state:= 0 /\ IDRing:= {uUl.ID1,uU2.ID2,U3.ID3}
transition

1. state=0 /\ RCV({{R1'.s1'.Ppub'.sigl"}_inv(K)}_K1)
/\ Sigl'= {{M(P,S1')}_H2}_inv(K) =|>

State':=1
/\request(Ul,Kc,ul_kgc_r1,R1")

/\ request(Ul,Kc,ul_kgc_sl,s1"')
/\ request(Ul,Kc,ul_kgc_ppub,Ppub’)

/\ X1':=new(Q/\ T1':= M(P,X1") /\
SND({U1.ID1.T1'.R1"}_inv(K1))

/\withess(ul,u2,u2_ul_t,T1'.R1")
/\withess(ul,u3,u3_ul_t,T1'.R1")

2.State=1

/N RCV( {U2.1D2.T2".R2"}_inv(K2')) /\ in(U2.ID2,IDRing)
/\RCV( {U3.ID3.T3".R3"}I_inv(K3')) /\ in(U3.ID3,IDRing)=|>
state':=2/\

request(ul,u2,ul_u2_t,T2'.R2")/\
request(Ul,u3,ul_u3_t,T3'.R3")/\

K12':= A(M(T2',51) ,M(A(R2" ,M(Ppub,H(ID2))),X1))/\
K13':= AM(T3',s1),M(A(CR3" ,M(Ppub,H(ID2))),X1))/\
K1R' HL(K12')/\

KIL' ;Z HL1(K13")/\
EX1' := xor(K1L',KIR')/\

SND(EX1'")
%witness(Ul,U2,u2_ul_ex,EX1")/\
%withess(Ul,U3,u3_ul_ex,EX1")

3. state = 2 /\ RCV(EX2' )/\Rcv(Ex3 )=I>
%%%/\xor (ExX1,xor(EX2"',EX3")) =

state':= 3 /\
%request(Ul,u2,ul_u2_ex,EX2")/\
%request(Ul,uU3,ul_u3_ex,EX3")/\

K2r':
K3r':

xor(EX2"',K1R) /\
xor(EX3',K2r')/\

SK':= H(KIR.K2r'.K3r')/\
secret(sKk',sk,{ul,u2,u3})

end role

Figure 3: Simulation result on OFMC back end

% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL
/home/avispa/web-interface-computation/./tempdir/workfileOkImaw.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.65s
visitedNodes: 16 nodes
depth: 4 plies

Figure 4: Simulation result on CL-AtSe back end

SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL

PROTOCOL
/home/avispa/web-interface-computation/./tempdir/workfileOkIMaw.if

GOAL
As specified

BACKEND
CL-AtSe

STATISTICS

Analysed : 9 states
Reachable : 0 states
Translation: 1.28 seconds
computation: 0.00 seconds

Initialization are taken from the tabulated value of [27].
While the cost of join or Leave operation are not given in
its paper. So first it is calculated based on the decryp-
tion of their algorithms and tabulated in present paper for
comparison. However the dynamic cost(cost of join and
leave operation) of Wan’s protocol [24] are described for
single member join/leave in their paper. For comparison,
the unit cost is multiplied by n’ and tabulated in Table 1.
Cost of Leave operation of present paper as well as [27]
are highly depends on the position of the leaving mem-
bers in the current group the tabulated value of leaving
cost of proposed protocol are of worst case when all alive
members needs to updates their ephemeral secret and cal-
culates their new contributions. It can be observed that
overall worst case cost of leave operation is also much less
than the initialization cost of n — n’ members.

8 Conclusion

This paper proposes an anonymous pairing-free ID-based
Group key agreement protocol based on the Elliptic Curve
computational DiffieHellman problem. The protocol pro-
vides strong security protection including Ephemeral Pri-
vate Key Revealing Resistance, forward and backward se-
crecy, Perfect Forward Security,etc. This is the first proto-
col which incorporates the user’s anonymity without using
the bilinear pairings. The protocol also provides efficient
join and leave procedures for dynamic operations. All
such operations accomplished anonymously without leak-
ing the information on who is joining/leaving the group.
In addition of security analysis phase, security of proposed
protocol is also verified by the AVISPA tool which out-
puts safe under its different back ends. Finally the perfor-
mance of the proposed technique is compared with some
other existing protocols which shows that it has compara-
ble communication and computation cost with zero pair-
ing computation. The present technique may create an
attraction for low power wireless devices such as mobile
phones because pairing based applications can be hard to
implement on these.
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Table 1: Comparison table
Protocol Group Operation PM PA Pairings | Message
Choi’s Protocol [3] Initialization 3n n 2n 2n
Du’s Protocol[6] Initialization 5n n? +2n 2n 2n
Tang’s protocol [22] Initialization 5n n 3n 2n
XIE Liyun protocol [27] Initiali-zation n22—|— 3n ZLQ 0 2n
Join (n+n)" +50'+7|(n+n)"+n' +2 0 2n' + 3
Initialization 3n 0 2n 4an
Wan et al. Protocol [24] Join (n*xn’) 0 2(1+n') ™/
Leave 6n’ 0 2n/ '
Initialization In 4an 0 on —1
Proposed protocol Join 9(n' + 2) 4(n’ + 2) 0 5(n' +2) 42
Leave 9(n —n') 2(n—n’) 0 (n—n')+2
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Abstract

This paper proposed a novel method to embed informa-
tion in SMFs (Standard MIDI Files) by slightly adjusting
the velocity values of notes. First, this method uses the
velocity values of the first note of strong beat, the first of
weak beat, and the first second-strong beat with non-zero
velocity value in a measure as the referencing values for
velocity of other notes in the same measure. Then, the
data are embedded in the velocity values of notes exclud-
ing the notes with the referencing values. The method
uses the difference between the velocity value of each note
and its corresponding reference value to decide the num-
ber of bits which can be used for embedding data in each
note. The proposed method limits the changes of the ve-
locity value of each note to its original value and its cor-
responding reference value during the data embedding.
It can avoid the differences from the original music be-
ing heard due to the velocity values excessive change. In
addition, the proposed method can also embed data with-
out changing the file sizes of the SMFs. It can also avoid
attracting attention. The experimental results show the
feasibility of the proposed method.

Keywords: Information hiding, MIDI, standard MIDI file,
steganography, velocity

1 Introduction

With the progress of computer and communication tech-
nology, Internet access is no longer confined to the use of
traditional PCs. Through mobile devices, such as smart-
phones, tablet PCs, etc., people can access the Internet
anytime and anywhere; therefore, the information circu-
lation is increasingly faster. However, security [26] issues
also result. Information hiding [18, 19] is a technology
whereby secret information is hidden in the images, text,
voice, video and other cover-media. A media is called
the stego-media after embedding secret information in a

cover-media. The most common carrier media are images.
Many information hiding techniques are based on images,
such as LSB (least-significant-bit) [12, 14], pixel-value
difference [13], difference expansion [3, 7], prediction-
based [5] and DCT [17] methods.

MIDI [6, 21] (Music Instruction Digital Interface), a
communication protocol, a communicate language be-
tween digital musical instruments and computers, was cre-
ated in 1993. SMF (Standard MIDI File) [6, 8, 20, 21] is
one of the digital music file formats. The difference be-
tween SMF and other digital music files is that it only
records relevant performance data of MIDI, such as mu-
sical instruments, pitches, tempos and other messages re-
lated to the performance. The file size of SMFs is small;
it can be seen not only on PCs, but also on a lot of mo-
bile devices. It is also conveniently transferred through
the Internet.

Some hiding information methods of SMFs have been
proposed and developed. Duration is a parameter related
to the performance of an SMF; it indicates the length of
time of an event. The duration of a note played means the
length of time that a note is pressed till it is released. The
actual expression of same music among different players
may slightly differ because players cannot precisely play
the duration of each note like robots. Adli et al. [2] embed
watermarks by using duration parameters. The method
uses each two duration values of consecutive notes and
adjusts the magnitude of duration values by one increase
and one decrease. The sum value of two durations re-
mains unchanged after embedding the watermarks. Ya-
mamoto and Iwakiri [25] propose another similar technol-
ogy to embed information by duration adjustment. The
method adjusts the duration of one note played to over-
lap the next one. The length of overlapped time indicates
the embedded information. Yamamoto and Iwakiri [24]
also propose another method of embedding information
by using durations. First, the average values of durations
of each category of notes (example: quarter note, eighth
note, etc.) are calculated. Then, the original duration
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value of each note is replaced with the average value of
duration of the notes category. Finally, to achieve the
purpose of embedding information in a note, if the note’s
new duration value is less than that of the original dura-
tion value, the new duration value of the note is added
by the embedded message; otherwise, the new duration
value is subtracted in the embedded message.

A delta-time value is placed before each event in SMFs
to denote the time interval with the previous event.
Dittmann and Steinebach [4] propose a method for em-
bedding information by fine-tuning the delta-time values
of MIDI files. After embedding information in the delta-
time value which is placed before an event, the effect of
time when the event appears will be slightly changed. Xu
et al. [23] propose a method to embed encrypted water-
mark information into generated virtual notes. During
playback, the generated virtual notes do not affect the
original MIDI quality. Program-change messages are used
to change the musical instruments playing in MIDI files.
If more than one program-change message appears con-
tinuously in a MIDI file, only the last instrument will be
retained. John [11] uses this feature to achieve the pur-
pose of information embedding by inserting some addi-
tional program-change messages before the last program-
change message. When MIDI devices read these unde-
fined command codes during playback, they will sim-
ply ignore them and will not affect MIDI file playback.
Malcolm [15] inserts some undefined command codes in
the MIDI specification to deliver secret information. In
the MIDI standard specification, if the same command
codes next to each other appear repeatedly, only the first
command code must appear; the rest of the command
codes can be selected to appear or be omitted. Adli and
Nakao [1] proposes an embedding method by using re-
peated command codes which take advantage of the fea-
ture of showing or omitting command codes to represent
the embedded data, in order to achieve information hid-
ing. Hiding information by this way will not affect the mu-
sic presentation of MIDI files, but will change the size of
MIDI files. In MIDI specification, SysEx commands can
be used for transmitting additional messages. Adli and
Nakao [1] use this feature to hide information in SMFs;
the length of the embedded information is unlimited and
the embedded information will not affect the performance
of the music. However, the size of the MIDI files after em-
bedding information will get larger.

In MIDI files, tempo events are used to set the actual
length of time to play a quarter note of music in microsec-
onds. It controls the playback speed of music. Yamamoto
and Iwakiri [25] insert a group of tempo events to rep-
resent the embedded data. In MIDI files, several note
events, especially note-on events and note-off events, may
occur at the same time. The appearing order of these
note events does not affect the performance in MIDI files.
Inoue and Matsumoto [10] call note events which occur
at the same time as simulnotes. They present the coding
sequence of note events and rearrange them according to
the embedded data to achieve information hiding. In or-
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der to increase security, a stegokey is used when embed-
ding and extracting information. Stegokeys can disrupt
the coding sequence; the information-hidden mechanism
will be more secure. In MIDI files, the quantization func-
tion can be used to correct the start time and end time
of note events. Therefore, Inoue and Matsumoto [10] use
quantization function to correct the timing for increasing
the amount of simulnotes and the embedding capacity.
Inoue et al. [9] analyze the previous method proposed
by Inoue and Matsumoto [10], and found that the SMFs
with embedded information are easily inspected. There-
fore, he proposed an improved method by preprocessing
simulnotes in SMF's before embedding information. The
preprocessing works include rearrangement of note events
for each simulnote to place all note-off events before note-
on events, and divide note events in each simulnote into
multiple subsimulnotes which are grouped by the chan-
nel numbers of note events. Wiedemer [22] proposes a
list steganography algorithm so that any events occurring
at the same time are regarded as list items. First, the
embedded information is converted into a flexible base
number by using flexible base notation. Then, the or-
der of list items is rearranged according to the flexible
base number, and the purpose of information embedding
is achieved. This method also uses a hash function to
increase the security of the embedded data.

In MIDI files, the velocity value of a note event is
represented by a parameter which ranges from 0 to 127.
The velocity value refers to the volume when the note is
played. Dittmann and Steinebach [4] use chords in MIDI
files as an information carrier. Additional notes with low
velocity value are joined into a chord to represent the em-
bedded watermarks. Adli and Nakao [1] propose a method
for embedding information by replacing least significant
bits of velocity value; generally speaking, at most three
bits are replaced in each note, so it can avoid awareness
of the difference between the original file and the file af-
ter information is embedded. Adli et al. [2] use every two
neighboring notes which have the same velocity values,
and adjust the two velocity values by one increasing and
the other decreasing for a small magnitude at the same
time to embed watermarks. However, it is necessary to
refer to the original MIDI file when the watermarks are
extracted. Slur is a music symbol which is represented as
a curve in musical scores. The curve covers two or more
notes as a group and each group should play legato or
smoothly without separation. Yamamoto and Iwakiri [24]
propose a method to embed information into each note in
the group which is covered by a slur.

This paper presents a novel method to hide information
by adjusting the velocity values in SMFs. This method
first uses the velocity values of the notes of the first strong
beat, the first weak beat and the first second-strong beat
with non-zero velocity value as reference values for other
notes in the same measure. If a note is strong beat, refer
to the reference value of the strong beat of the measure;
if a note is weak beat, refer to the reference value of the
weak beat, etc. Then, the information is embedded in
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Figure 1: MIDI message structure
Status Byte Data Byte 1 Data Byte 2
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Note On Channel Number

Note Number

Velocity

Figure 2: An example of a MIDI message

the velocity value of the notes in each measure. The pro-
posed method can limit the changes of the velocity value
of each note to its original value and its corresponding
reference value when information is embedded. After em-
bedding data, the changes of velocity values of notes are
insignificant. This process can avoid the differences from
the original music being heard. The file sizes of SMFs
will not change after data embedding. It can also avoid
attracting attention.

The rest of the sections of this paper are organized as
follows. Section 2 describes MIDI and SMF. The proposed
information hiding method is described in Section 3. The
experimental results are presented in Section 4. Finally,
conclusions are given in Section 5.

2 MIDI and SMF

MIDI is a standard communication protocol that is used
to control electronic musical instruments. It allows the
player to transmit the details of the performance and as-
sociated control information between electronic musical
instruments, computers and other devices. The SMF file
format is one of the popular digital music formats. This
section will introduce MIDI and SMF.

2.1 MIDI

MIDI is composed of hardware interface and communica-
tion protocol. MIDI is used to control electronic musical
instruments; it connects electronic musical instrument,
computer and other digital devices together via hardware
interface through transmission lines. Its commands or
messages about playing music can thus be transmitted.
A MIDI message consists of one status byte and several
data bytes. A status byte indicates the type of trans-
mitted message subsequently followed by data bytes with

related message. Different MIDI messages may have dif-
ferent numbers of data bytes. The length of a status byte
is fixed at one byte, but a data byte can range from 0 to
several bytes, as shown in Figure 1. Status bytes and data
bytes can be distinguished by their Most Significant Bits
(MSBs). The MSB of a status byte is 1, and that of a data
byte is 0. For example, the message generated from press-
ing a key of a keyboard contains one status byte and two
data bytes of MIDI messages. The four high bits value
of the status byte indicate the message type of note-on,
and the four low bits value indicate the channel it used.
Messages can be transmitted through channels 1 to 16
in MIDI devices. The information of the first data byte
indicates which note (note number) is pressed, while the
information of the second data byte indicates the velocity
of the pressed note. As shown in Figure 2, the value of
the status byte, data byte 1 and data byte 2 are 904,
3Cy6 and 4044, respectively. It represents that a center
C is pressed, the velocity value of pressing is 64, and the
message is transmitted via Channel 1.

2.2 SMF

SMF is a standard MIDI file format used to store and
distribute messages related to MIDI performance. It con-
tains file format, events, timing and other information.
SMFs also can be post-produced to make content richer
through music sequencers. Because the file size is small,
SMFs are widely used in computers, ring tones of cell
phone and web pages. SMFs use chunks to store various
information of MIDI performance. The structure of an
SMF contains header chunk and track chunk, as shown in
Figure 3. Both start with four ASCII leading characters
to represent the type of chunk, followed by the length in-
formation of 32 bits which is used to indicate how many
bytes of data are in the rest of the chunk. There is only
one header chunk in an SMF, while there are many track
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Figure 3: The chunk structure of a MIDI file: (a) Header chunk; (b) Track chunk.

chunks. The structure of an SMF starts with a header
chunk followed by several track chunks.

Header chunks store the format, track number, divi-
sion and other important information of an SMF. The
length of division occupies 16 bits, and has two kinds of
formats. If the value of MSB of division is 1, it repre-
sents that the division is time-code-based format, which
is usually used in the synchronization between the video
devices and MIDI devices. If the value of MSB of division
is 0, it represents that this division is the tick number of
a quarter note. Tick is the smallest unit of time in SMF's.
This format is the commonly used division format in gen-
eral SMFs. The division value is relevant to the length of
actual time represented by delta time values. The lead-
ing character of a track chunk is MTrk. Track chunks are
used to store the actual playing music-related informa-
tion, such as playing musical instruments, note velocities,
rhythms, and so on. Delta time is the time interval of two
events. The delta time value is 0 when two events occur
at the same time. Assuming that the division value is 48,
then a delta time value of the quarter note is 48 and the
delta time value of a half note is 96.

Time signature is composed of two numbers in the mu-
sic score. The way they are arranged is much like frac-
tions in mathematics, as shown in Figure 4. The number
of the numerator indicates the number of beats per mea-
sure, while the number of the denominator indicates the
note value of the beat, i.e. the note which is used as a
beat. The time signature of SMFs is set by the time sig-
nature event. The format of the time signature event of
Figure 4 is shown in Figure 5. The first 3 leading bytes of
this event are FF 58 04 in hexadecimal, followed by four
data bytes. The first and the second data byte denote the
numerator and denominator of a time signature, respec-
tively. Among these, the value of the second data byte

is represented by negative power of two. In Figure 5, the
value of the first data byte is 06; it denotes that there are
six beats per measure. The value of the second data bytes
is 03; it represents the value of 273 = é and indicates that
the note value of the beat is the eighth note.

-
<

Figure 4: A time signature

3 Information hiding in a SMF

When playing music, an appropriate change of sound
velocity can make the music much pleasant. Generally
speaking, the strength of the velocity often appears reg-
ularly and periodically in music according to the time
signature of the scores. Usually, the first beat in each
measure of a song is a strong beat, and the second beat is
a weak beat. So, the velocity values of the first note beat
should be greater than that of the second note beat in
the same measure. The velocities of the remaining beats
in the measure exhibit different performance strength ac-
cording to the time signature of the music. Using 4/4 time
signature as an example, it represents that a quarter note
is used as one beat, and there are four beats per measure.
In addition to the first and second beat of each measure,
there are strong beat and weak beat, respectively; the
third beat of each measure is second-strong beat and the
fourth beat of each measure is weak beat. Table 1 lists
the common time signature and its strength performance
of each beat in a measure.
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FF 58 04

06
(Data bytel)

03

(Data byte2)|(Data byte3)|(Data byte4)

Figure 5: The format of the time signature event of Figure 4

Table 1: Strength of beat of common time signature

Time signature | The strength of the expression of each beat in each measure
2/4 Strong, weak
3/4 Strong, weak, weak
4/4 Strong, weak, second-strong, weak
3/8 Strong, weak, weak
6/8 Strong, weak, weak, second-strong, weak, weak
12/8 Strong, weak, weak, second-strong, weak, weak, second-strong, weak, weak, second-strong,
weak, weak

This paper proposes a method to hide information in
SMFs by embedding data in the velocity values of notes.
The method uses time signature to decide the strength
of the performance of each note in the music. Then, the
two velocity values of the first strong beat note ngs and
weak beat note n, with non-zero value in each measure
are used as the reference velocity values: r; and 7, of
strong beat and weak beat of the measure, respectively.
If the strength of performance of a song includes a second-
strong beat according to its time signature, then assume
the reference value of the first second-strong beat note’s
non-zero value ngs is 7ss. The embedding data will be em-
bedded in the notes with non-zero velocity value in the
same measure, excluding ngs, n, and ngs. For each note
n which satisfies the above conditions, assume its veloc-
ity value is v,, and the reference velocity value of n is 7,
according to the strength of the performance. Then this
method can embed |log, |v, — || bits of secret informa-
tion at most in the n. The larger difference value between
v, and 7, indicates that the volume of playing the note
is not generally expected. It also means that the larger
amount of data can be embedded in n. Because the num-
ber of bits occupied by a velocity value does not change
after embedding data in it, the size of MIDI files remains
unchanged while embedding the data. Using a measure of
the song "You can fly’ as an example, the score is shown
in Figure 6. The time signature of this song is 4/4, which
represents that a quarter note is used as one beat, and
there are four beats per measure. The strength of the
expression of each beat in each measure is strong, weak,
second-strong, and weak. The notes @ and b shown in the
figure represent the first and the second beat of the notes
of this measure, respectively. Note ¢ and d represent the
notes of the third beat. Note e and frepresent the fourth
beat of the notes. Among these, notes a and b are the

first strong beat note ns and the first weak beat note n.,
with non-zero velocity value for this measure, respectively,
while note c is the first second-strong beat note ngs with
non-zero velocity value. Note d is the second-strong beat
note; both notes e and f are weak beat notes. Assume
that the velocity values of note a, b, ¢, d, e and f are 97,
89, 92, 84, 85 and 88, respectively, and the embedded bi-
nary secret bit message is 010, then the velocity values
of n, and ngs are 89 and 92, respectively. The method
proposed in this paper can embed information in note d
by using rss as the velocity reference value, and embed
information in notes e and f by using r,, as the velocity
reference value.

—

-
@ © ©W®

Figure 6: Score of a measure

In order to extract the secret information correctly dur-
ing the extraction process, the information embedded in
each note retains one leading bit with bit value 1, and
the remaining embedded bit can be used to embed secret
information. In other words, if the total number of data
bits can be embedded in the notes is ¢, then the actual
number of bits available for embedding secret information
is 1. The velocity reference value of note d is 92; the to-
tal number of data bits can be embedded in this note is
|log, |84 — 92|] = 3. The embedded information of note
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d contains a leading bit 1 and the secret binary informa-
tion 10; therefore, the complete binary information is 110.
The velocity reference values of note e and f are 89; the
number of secret information bits embedded in note e, f
are |log, |85 — 89|] = 2, |log, |88 — 89| | = 0, respectively.
The embedded information of note e contains a leading
bit 1 and the secret binary information 0; therefore, the
complete binary information is 10. Because the number
of bits which can be embedded in note fis 0, this note
is not used for embedding information. Detailed descrip-
tions of embedding and extraction procedures are shown
in the following section.

3.1 Information Embedding Procedure

This section will describe how secret information is
embedded in the SMFs. The embedding procedures are
as follows:

Input: the original cover SMF C) bit length [ of secret
information I = 149 - - - 14;.
Output: stego-SMF S after embedding [ in C.

Step 1. According to the time signature of music and
strength of beat of common time signature in Ta-
ble 1, we obtain the information about strong beat,
weak beat, and second strong beat in each measure
of music. Set j to 1, and perform Step 1.1 for each
measure M; of music one by one until the secret in-
formation is completely embedded.

Step 1.1: Let ng and n, be the first strong beat
note and the first weak beat note with non-zero
velocity value in M;, respectively. Assume the
velocity values of ng and n,, are r5 and ry,, re-
spectively. If there are a second strong beat in
M;, let the first second strong beat note with
non-zero velocity value be ngs, and the velocity
value of ngs be rgs. Perform Steps 1.1.1 through
1.1.7 by using each note n; with non-zero veloc-
ity value in M; as the note variable n one by one
except ng, Ny, ngs and if any.

Step 1.1.1: Let the corresponding velocity ref-
erence value of n be r,; r, can be repre-

sented as
rs, if n; € strong beat
Tn = Tw, Zf n; € weak beat

Tss, 1f n; € second strong beat

Step 1.1.2: Assume the original velocity value
of nis v,. If the value of |v, —r,]| is less
than 2, it indicates that n cannot be used
for embedding data. Then, go to Step 1.1.7.

Step 1.1.3: The number of bits that can be
embedded in n is e, e can be expressed as

e = |logy [vn — 74l

where |e] denotes the floor function.

279

Step 1.1.4: The embedded data of note n con-
tains a leading bit 1 and e-1 bit secret bi-
nary information. Assume fis the embed-
ded data, fcan be expressed as

f 1, ife=1
le ijij+1 T ’L'jJre,Q, Zf e 2 2
where e denotes the symbol of bit concate-
nation.
Step 1.1.5: Let v, be the new velocity value
after embedding f into v,, v, can be ex-

pressed as
, rn + BinToDec(f), if v, >,
() J—
" rn — BinToDec(f), if vy, <ty

where BinToDec(x) denotes the function
which converts the binary bit stream z into
a decimal number.

Step 1.1.6: Set j to j+e-1.
Step 1.1.7: Continue.

Step 2. Obtain stego-SMF S after embedding I.

3.2 Information Extraction Procedure

Extraction procedure is essentially the reverse process of
embedding procedure. If the difference value between the
velocity value of a note and its corresponding reference
value is more than 1, it indicates that the note is with
embedded data. Therefore, the data can be extracted
through the reverse process of embedding information.

4 Experimental Results

This section presents the experimental results of the pro-
posed method. Because this method uses the velocity
values of the first strong beat, the first weak beat and
the first second-strong beat note as the velocity reference
values, the difference value between the velocity reference
value and the velocity value of a note is used to embed
data. While a large amount of difference value represents
that it can provide more bits for embedding data, this
method cannot embed data in the velocity values of notes
if the velocity values are the same as the corresponding
velocity reference values. The tested MIDI files were col-
lected from a web site [16]. There are 75 MIDI files which
contain different time signatures. These MIDI files orig-
inate from the original work of eight authors. Six tested
files are chosen from among them to show the detailed ex-
perimental results. They are dvoel, chonorain, chonoc10,
han-fir-2-bourree, pcanon-in-d-for-guitar and romance-in-
f-op-51. Table 2 shows time signature, file size and num-
ber of measures that can be embedded data by using six
tested MIDI files, respectively.

Table 3 shows beats per note, number of notes, num-
ber of notes that can be embedded data, ratio of notes
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Table 2: Time signature, file size and number of measures that can be embedded data of six tested MIDI files

File name | Time signature | File size (K Bytes) Number of measures
that can be embedded data

dvoel 4/4 29.7 574
chonorain 4/4 11.6 82
chonoc10 4/4 23.8 278
han-fir-2-bourree 4/4 20.3 120
pcanon-in-d-for-guitar 4/4 4.82 35
romance-in-f-op-51 4/4 25.2 105

Table 3: Beats per note, number of notes, number of notes that can be embedded data, ratio of notes that can be
embedded data and embedding capacity of six tested MIDI files

File name Beats per | Number of | Ratio of notes that Embedding capacity Bits por em-
note notes can be embedded data | Bits | Bits per note .
bedding note
devoel 0.4459 5149 0.3650 5165 1.0031 2.7488
chonorain 0.1696 1934 0.3475 2141 1.1070 3.1860
chonocl0 0.6387 1741 0.3297 1234 0.7088 2.1498
han-fir-2-bourree 0.2155 2227 0.7800 2961 1.3240 1.7047
pcanon-in-d-for-guitar 0.2439 574 0.2875 415 0.7230 2.5151
romance-in-f-op-51 0.1317 3187 0.7358 5994 1.8807 2.5561
that can be embedded data, and embedding capacity of pressed as:

six tested MIDI files. Beats per note represents the av-
erage number of beats of notes in a MIDI file. Generally
speaking, the smaller the value of beats per note, the more
notes per measure, i.e. the more notes that can be used
for embedding data. The number of notes that can be
embedded data refers to the sum of the number of notes
with non-zero velocity values, except for the velocity ref-
erence notes of strong beat, weak beat and second-strong
beat of each measure in the MIDI file. The ratio of notes
that can be embedded data represents the proportion of
the notes that can be embedded data to the whole amount
of notes in a MIDI file. The larger the value of ratio of
notes that can be embedded data, the smaller the value
of beats per note. For example, romance-in-f-op-51 MIDI
file in Table 4 has a relatively high ratio of notes that can
be embedded data and has relatively low beats per note.
There are several ways to represent the embedding capac-
ity of each MIDI file in Table 3. Bits per note indicate
the amount of the embedded bits per note in a MIDI file.
It can be expressed as:

total no. of embedded bits

bits — — note =
the T per —note total no. of notes inthe MIDI file

Bits per embedding note’ refers to the total number of
notes with embedded data in a MIDI file. It can be ex-

bits — per — embedding — note =
total no. of embedded bits
total no. of notes with embedded dataina MIDI file

The larger the bits per embedding note’ signifies the
larger the average difference between the velocities of the
notes and their reference values in the MIDI file, and the
more capacity that can be used for embedding data. As
shown in Table 4, the value of bits per embedding note
of chorain MIDI file is relatively larger than those of the
others. It signifies that the differences between the veloc-
ity values and their reference values of the notes in the
chorain MIDI file are relatively larger than those of the
others.

Lastly, Table 4 shows the total number of MIDI files for
each author, the average number of notes of MIDI files,
the average beats per note of MIDI files, the average bits
per note of MIDI files after embedding data and the av-
erage bits per embedding note of the whole 75 MIDI files
which are all classified by the authors. First, the results of
the average number of notes, the average bits per note of
MIDI files after embedding data and the average beats per
note of each author are summed up the number of notes,
bits per note, and beats per note of each author. Second,
divide the sum values by the total number of MIDI files
for each author, respectively. In Table 4, the average bits
per note after data were embedded in MIDI files of author
Brams is relatively small. This is because the differences
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Table 4: Beats per note, number of notes, number of notes that can be embedded data, ratio of notes that can be
embedded data and embedding capacity of six tested MIDI files

Author | Number of | Average number | Average beats | Average bits per note Average bits
MIDI files of notes per note after data embedded | per embedding note

Brahms 1 11921.0 0.7932 0.0084 2.1333
Chopin 12 1369.4 0.7971 0.5246 1.8767
Dvarok 10 8172.7 0.7532 0.7223 2.7638
Handel 17 5519.5 0.7823 0.3834 2.7424
Pachelbel 5 3146.0 1.1864 0.6073 3.1772
Schubert 1 1316.0 0.5091 0.3989 1.9590
Tchaikovsky 11 17732.4 0.6772 0.9232 2.3192
Vavilda 18 5853.2 0.8016 0.2240 2.2541

between the velocity values and their reference values of
the notes in the MIDI files of author Brams are near zero
for most of the notes in his MIDI files. In Table 4, the
average beats per note for an individual author may rep-
resent the expression of the music for each author. The
larger value represents that one’s music is played fast, and
may present a brisk and dancing style. On the contrary,
if the music is played slowly, it may present a lyrical and
restrained feeling.

5 Conclusions

This paper proposed a new method to hide information
in SMFs. This method uses the velocity values of the
first note of strong beat, the first of weak beat, and the
first second-strong beat with non-zero velocity value in
a measure as the referencing values for velocity of other
notes in the same measure. The proposed method can
limit the changes of the velocity value of each note to its
original value and its corresponding reference value when
data is embedded. It can avoid the differences from the
original music due to excessively changed velocity value,
being heard.

In addition, the proposed method can embed data
without changing the file sizes of SMF's, and also avoid at-
tracting attention. Therefore, the proposed method pro-
vides a secure way to embed data in SMFs.
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Abstract

Verifiable computation allows a computationally weak
client to outsource evaluation of a function on many in-
puts to a powerful but untrusted server. The client in-
vests a large amount of off-line computation in an amor-
tized manner to obtain an encoding of its function which
is then given to the server. The server returns both the
evaluation result of the function on the client’s input and
a proof with which the client can verify the correctness
of the evaluation using substantially less effort than do-
ing the evaluation on its own from scratch. In this paper
a verifiable delegation of polynomials is proposed based
on the integer factorization problem. In the computation
procedure, the computation polynomial and the verifica-
tion polynomial are distinguishable, the wrong result and
the result of other inputs will incur a validation failure .
And last, the client can verify the result efficiently.
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able computation, verifiable delegation

1 Introduction

Cloud computing [8, 13, 18, 19, 21] is a type of com-
puting that relies on sharing computing resources rather
than having local servers or personal devices to handle
applications. Cloud computing has provided plenty of
convenience for the resource-constrained clients. Out-
sourced computations are widely used due to the rise
of cloud computing. The complex computing tasks of
users whose computing resources are limited can be out-
sourced to the cloud server. For instance, a large number
of real-time updated data should be computed, but the
resource-constrained clients are unable to deal with. The
computations have to be outsourced to cloud server, nev-
ertheless, in this situation, clients lose the ability to con-
trol their data which may be sensitive and highly interest
related. The growing desire to outsource computational
tasks from a relatively weak client to a computationally
more powerful servers and the problem of dishonest work-

ers who modify their clients’ software to return plausible
results without performing the actual computation moti-
vated the formalization of the notion of Verifiable Com-
putation [6, 15, 16].

Verifiable computation enables a computer to offload
the computation of some function, to other probably un-
trusted servers, while maintaining verifiable results. The
servers evaluate the function and return the result with
a proof that the computation of the function was carried
out correctly.

To ensure that the computation results are correct, the
server must provide the results together with a certificate
of its correctness. In the progress of outsouring compu-
tation, cryptographic techniques [20] are often used. For
the resource-constrained clients, the verification of such
correctness proof must be much easier than the original
computation. If the verification takes more time of com-
putation, the client could perform the computation on
its own without interacting with the server. So verifiable
computation should at least satisfy the flowing three basic
requirements.

1) Server cannot cheat the client with a random value
without computing the outsourced function.

2) Server cannot cheat the client with the computing
result of other input values.

3) The verification of client should be efficient.

The main results of this paper are two aspects, the
function obfuscation technic and the secure scheme for
verifiable delegation of polynomials. The function ob-
fuscation technique which is based on the large integer
factorization will make an efficient computation polyno-
mial mix in the outsourcing polynomials, and due to the
difficulty of large integer factorization the server cannot
recognize the polynomial which is mixed in. The secure
scheme for verifiable delegation of polynomials is based on
this technic, with the mixed efficient computation polyno-
mial client can easily verify the result returned by server.
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1.1 Related Work

In 2001, secure outsourcing for scientific computing and
numerical calculation are studied for the first time by
Atallah, Pantazopoulos and Rice [2], and they put for-
ward a lot of suitable camouflage technology for scientific
computing, such as, matrix multiplication, inequality, lin-
ear equations, etc. These technologies ensure the privacy
of user’s data, but this does not solve the problem of the
verifiability of computing results. In 2005, the formal se-
curity definition of outsourcing has been presented for the
first time by Hohenberger and Lysyanskaya [12] , and two
provably secure outsourcing schemes are proposed, the ba-
sic outsourcing scheme of modular exponentiation and the
CCA2 security outsourcing encryption scheme. In 2008,
Benjamin and Atallah [5] constructed a verifiable secure
outsourcing scheme for linear algebraic calculation by us-
ing semantic security based homomorphic encryption. In
2009, Gentry [10] proposed the fully homomorphic en-
cryption scheme for the first time based on ideal lattices.
But the efficiency is low.

In 2010, Atallah and Frikken [1] proposed a single
server verifiable outsourcing scheme based on Shamir se-
cret sharing scheme, and Gennaro, Gentry and Parno
proposed an outsourcing computation scheme for arbi-
trary function F' with non-interactive verification based
on fully homomorphic encryption. In 2011, Chung, Kalai
and Liu [7] proposed an outsourcing model, and puts for-
ward the idea of memory delegation. In this scheme the
user can change the outsourcing data in memory, how-
ever the data flow cannot be arbitrarily long. And Ben-
abbas, Gennaro and Vahlis [4] studied the problem of
computing on large datasets that are stored on an un-
trusted server, the weak client can make retrieval and
update queries. This is the first construction that re-
lies on a “constant-size” assumption, and does not re-
quire expensive generation of primes per operation. In
2012, Parno, Raykova and Vaikuntanathan [16] proposed
the verifiable multi-function computation scheme. How-
ever, the user can distribute the data to the server only
once, and the relevant information should be stored lo-
cally. And in the same year, Seitkulov [17] put forward
a new verifiable camouflage computation scheme, which
can be used to achieve verifiable secure outsourcing for
abstract equations, Cauchy problem with secret parame-
ters, boundary value problems with secret boundary con-
ditions and some nonlinear equations. And Fiore and
Gennaro [9] presented new protocols for publicly verifiable
secure outsourcing of evaluation of high degree polynomi-
als and matrix multiplication based on the closed form
efficient pseudorandom functions. In 2013, Backes, Fiore
and Reischuk [3] proposed novel cryptographic techniques
that solve the above problem for the class of computations
of quadratic polynomials over a large number of variables.
Papamanthou and Shi and Tamassia [14] also have studied
public verification and considered the case of polynomial
evaluation.

Features comparisons between our scheme and some

recent schemes are list in Table 1.

Table 1: Comparisons with related works

Full Security | Constant Assumption
Scheme [14] v X
Schemes [16] + [11] X Vi
Our Scheme vV N

1.2 Organization of this Paper

The organization of this paper is as follows. Some prelim-
inaries are given in Section 2. The algorithms of verifiable
computation are given in Section 3. Then in Section 4 we
give our protocol of verifiable delegation of polynomials.
The security analysis is given in Section 5. The efficiency
of our scheme analysis is given in Section 6. Finally, con-
clusion will be made in Section 7.

2 Preliminaries

Some definitions and technics are listed in this section,
which will be used in the following sections.

2.1 Negligible Function

A negligible function is a function negl(x) such that for
every positive integer ¢ there exists an integer N. such
that for all x > N, such that

1
l < —
| negl(a) |< —

Equivalently, we have the following definition. A func-
tion negl(x) is negligible, if for every positive polynomial
poly(-) there exists an integer Npo,, > 0 such that for all
xr > Npoly .

poly(x)

| negl(x) |<

2.2 Integer Factorization Problem

Given a number n = pq, where p and g are two large
prime numbers, it is difficult to factorize n.

This problem has many different versions. Here we
introduce a decisional problem.

Given n = pq, and an x with the corresponding v,
it is difficult to determine that y satisfies which of the
following equations:

y=axrmodp or y=axmodp*

where, p* < n is a random prime number.

It can be described as the indistinguishable way, see
the following experiment.

Let IFP be the integer factorization problem, A is a
PPT adversary, d € {0,1}. Gen denotes the generation
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algorithm, and Compute denotes the computation algo-
rithm. )
Experiment Expi{p 4[n, 2, y]
(p,p*,n = pq,a,z) + Gen(1*¥) and
bo =p, b1 =p*
Fori=1tot
Ti < A(n,l'l, Y1, 7xi—17yi—1)
y; = ax; mod by + Compute(z;)

" A(n7$1>y17 e 7xt7yt>
y* < Compute(z*)
d' <+ A(nvml’ylv e amtaytaz*vy*)

If d’ = d, output 1.
Else output 0.
The advantage of an adversary A in the above experi-
ment is defined as:
Advﬁ’};dp7A(n,p,p*) = | Pr[d =d] - %
The factorization of integer n = pq is a difficult problem
means

Advind, 4 (n,p,p*) < negl(k)

where negl(-) is a negligible function.

2.3 Homomorphic Encryption

Homomorphic encryption is a form of encryption which
allows some computations (such as addition, multiplica-
tion and exponentiation) to be carried out on ciphertext
and obtain an encrypted result the decryption of which
matches the result of operations performed on the plain-
texts.

Assume E(-) is an encryption algorithm, and D(-) is
an decryption algorithm, fully homomorphic encryption
should satisfy the following properties.

(O2yy02,) < E(21,22), then D(oy, + 04,) = 1 + Z2.
(OuyyOny) < E(x1,22), then D(oy, - 04,) = 1 - To.

Fully homomorphic encryption is useful in outsourcing
computations.

Given 0, < E(x), 0y = f(04), then y = D(0y), which
satisfies y = f(x).

3 Verifiable Computation

A verifiable computation scheme is with two parties client
and server. Client outsources the computation of a func-
tion f to an untrusted server. Client expects server to
evaluate the function on an input and server returns a
result with a proof that the result is correct. Then the
client verifies that the result provided by the server is in-
deed correct about the function on the input. In this sce-
nario, client should verify the result efficiently with much
less cost of computation resources.

A verifiable computation scheme is defined by the fol-
lowing algorithms:

285

KeyGen(f, k) — (PK,SK): Based on the security pa-
rameter k, the key generation algorithm generates a
key pair (PK,SK) for the function f. PK is pro-
vided to the server, and client keeps SK.

ProGengk(z) = (04, Vz): The problem generation al-
gorithm is run by client to uses SK to encode the
input = as o, which is given to server, and a verifi-
cation key V, which is kept private by client.

Computepy(o,) = (0y): Given PK and o, the algo-
rithm is run by the server to compute an encoded
version of the output o.

Verify g, (Vy,04) = (yU L): Using the secret key SK,
the verification key Vj, and the encoded output o,
the algorithm returns the value y = f(z) or L indi-
cating that o, does not equal to f(z).

A verifiable computation scheme should be correct, se-
cure and efficient. A verifiable computation scheme VC is
correct if the algorithms allow the honest server to output
values that will pass the verification.

Definition 1 (Correctness). A wverifiable computation
scheme 1is correct if the algorithms allow the honest server
to output values that will pass the verification. That
is, for any x,f and any (PK,SK) + KeyGen(f, k),
if (04,Vz) < ProGengsgi(zx), (o) < Computepy(oy),
then f(z) < Verifygx(Va,oy) holds with all but negligi-
ble probability.

In other words, for an input z and a given function
f, a malicious server should not be able to convince the
verification algorithm on output o, such that oj, # f(x).
We use the following experiment to describe this.

Experiment Expr VG, f, k]

(PK,SK) + KeyGen(f, k)
Fori=1toq
T; A(PK,,ThO'I’l,Vm’h' ..
(02,i5 Vi) < ProGengg (z;)
T A(PK, Og,1, Vx,lv 50z, Vz,q)
(04, Vyr) < ProGengg (z*)
O'?// — A(PK7 Ozx,1, Vm,la 50z, Vm,qa O+, Vr*)
Y < (PK, V-, 0,)
Ify # L and ¢y # f(«*), output 1.
Else output 0.

A verifiable computation scheme is secure if an incor-
rect output cannot be accepted. That is, the probability
that the verification algorithm accepts the wrong output
value for a given input value is negligible.

For a verifiable computation scheme, we define the ad-
vantage of an adversary A in the above experiment as:

Ado I (V, f,k)=Pr[EXPY/ [V, f, k] = 1]
Then we get the definition of security.

Definition 2 (Security). A werifiable computation
scheme is secure if for any function f, and any PPT ad-
versary A, that

Ti1,02,i—1Vai—1)
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Advy ) (V, k) < negl(k)

where negl(+) is a negligible function.

In the verifiable computation scheme the time for ver-
ifying the output must be much smaller than the time to
compute the function.

Definition 3 (Efficiency). A wverifiable computation
scheme is efficient, if the time required for Verify(V,,o,)
is o(T), where T is the time required to compute f(x).

4 Verifiable Delegation of Polyno-
mials

In this section, we give the polynomial obfuscation tech-
nique based on integer factorization problem, and give our
implementation scheme.

4.1 Obfuscation Technic
The polynomial

f(x) = ap + a1z + agz® + - + agzr?,a; € Z,,0<i < d

which is a high degree polynomial, is outsourced to server.
Client asks the server to compute the function on the
value of xz. In this scenario, the client must be able to
verify the correctness of the result efficiently.

For the secure and efficient verification, an efficient
computing polynomial v(x) is chosen, and a verifiable
polynomial F(z) = af(x) + v(z) is constructed. This
should satisfy the following requirements.

1) Server cannot get any information about a from f(x)
and F(x).

2) v(z) cannot be identified by server.

3) f(x) and F(x) are indistinguishable.

We use the following technic, which is based on integer
factorization problem, to achieve the requirements.
Client selects a prime g randomly (which satisfies |p| =
lg| ), and computes n = pq. Then client randomly chooses
a € Z;. F(z) is generated as
F(z) = af(z) + v(z) mod n
= by + by + box® + - - - + bgz? mod n
where,b; € Z,,0 <1i < d.

Proposition 1. Server cannot get any information about
a from f(x) and F(x).

Proof. For a = (b;)"ta; mod p(i = 0,1,---,d), if p is
known, then a can be uniquely determined. Server just
knows n = pq, where ¢ is unknown. If p is undetermined,
there are p choices of a, so a is secure. O

Proposition 2. The efficient computation polynomial
v(x) is secure in the computation process.
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Proof. Consider the following experiment.
Experiment Expzj’]@;) aln.z,y]
(p,p*,n = pq,a,z) + Gen(1¥) and
bo=p, b1 =p
Fori=1tot
z; < A(n,x1,y
( )
Z/z( )1 =
yZ(Q)1 = ax;—1 mod p*)

yz(l) = ar; mod p, y£2) = ax; mod p*
+ Compute(z;)

* 1 2
X <;~’4(naxlay§ )7y§) o gctayt( ),ytE ))

y* = az* mod by + Compute(z*)
d + A(n,z, ygl), y§2) e Xy, y,gl)
If d = d, output 1.
Else output 0.
The advantage of an adversary A in the above experi-

ment is defined as:

( ) = axr1 mod p,

= axy mOdp y s Ti—1,

ax;_1 mod p,

(2)

ayt ,.1'*7y*)

Advii{p a(n,p,p") = | Pr[A(p) = 1]— Pr[A(p*) =1]]

Let
v(z) =19 + 1@ + rox® 4+ Fraxt v € Zp,0<4i<d
then
b; = aa; + r; mod p.

We also have the equation
b; = aa; mod p*

where p* # p. For there exists a prime p* such that
p*l(aa; — b;), so aa; — b; = kp*, then the equation b; =
aa; mod p* is existent.

Due to the difficulty of large integer factorization, we
know

Advi 4 (n,p,p*) < negl(k)

SO

AdviN'p 4(n,p, %)
= | PrlA(p) = 1] — Pr[A(p*) =

For n cannot be factorized, p is unknown, the server
cannot distinguish b; = aa; +r; mod p from b; = aa; mod
p*. So the coefficient r; is secure.

Thus v(x) cannot be identified by server.

1] |< negl(k).

Proposition 3. f(z) and F(z) are indistinguishable.

Proof. f(x) and F(x) are two polynomials with same de-
gree d, and b; = aa; + r; mod p,0 < ¢ < d. There exist
b,r; € Z,, such that a; = bb; + 1, mod p.

For p is unknown and a,r;,0 < i < d are safe, q;
and b; are indistinguishable. Thus f(z) and F(z) are
indistinguishable. O



International Journal of Network Security, Vol.18, No.2, PP.283-290, Mar. 2016

4.2 Verifiable Scheme
Computing Functions

with Efficient

We assume z is an encoded input and y is an encoded
output, the function f is a homomorphic encrypted func-
tion.

Client wants to computes y = f(z) mod p (f(x) is a
high degree polynomial), he/she delegates it to a server.
And the client can verify the correctness of the result.

Initialization. Client selects a prime g randomly, and
computes n = pq. Then client randomly chooses
e(0 < e < d) and ri,ro € Z;. Client keeps
p,q,€e,r1, 72 and send n to server.

Delegation. Client sends two polynomials
y = f(z) mod n

and
y=af(x)+z°+r;+rez modn

to server.

Verification. Server sends y; = f(z) modn and yo =
af(x)+x+ri+rex mod n to client. Client computes
m = x¢ + r; + rox mod n and verifies whether the
following equation holds.

Yo = ay; + m mod n.

If this equation does not hold, that means the server
gives the wrong answer, ¥ is not correct. If the equa-
tion holds, that means y; is the right answer, and
client can get the final result by computing

y = y1 mod p.

5 Security Analysis

5.1 Security of Parameters

Theorem 1. The probability that server can get p from
the computation process is no more than %, where s sat-
isfies slns = n.

Proof. Server gets two polynomials
y1 = f(z) mod n

and
y2 = af(z) + x° +r1 + roxr mod n

so server knows the coefficients a;(i = 0,1,--- ,d) of y; =
ap+a1x+- - -+agr?, and the coefficients b;(i = 0,1, -- ,d)
of yo = by + b1z + -+ bgzrt. The random number a is
unknown.

Comparing the coefficients, server can get b; = aa; mod
p, and server can compute a = (b;)"la; mod p. But a is
unknown, for every prim p there exists one a such that
a = (b;)"ta; mod p. Server should find a number a, such
that

a = (bi)—lai modp (i=0,1,---,d).
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There are about s prime numbers which are less than
n, where s satisfies slns = n. So the probability server
can get p is no more than % If p is a 512 bit prime. the
probability is negligible.

On the other hand, server knows n = pgq, so server can
get p form decomposing n. But by the difficulty of integer
factorization, the probability that p can be obtained from
the factorization of n is negligible.

In these two aspects, the probability that server can get
p from the computation process is no more than % O

Theorem 2. The probability that server can obtain a
from the computation process is at most max(%, %)
Proof. For a = (b;)"'a; mod p(i = 0,1,---,d), if p is
known, then a can be uniquely determined. The proba-
bility that p can be uniquely determined is no more than
%, where s satisfies sln s = n, so the probability a can be
determined is also %

In another way server just knows n = pq, where q is
unknown. If p is undetermined, there are p choices of a,
so the probability that a can be determined is at most ]%.

So the probability that server can obtain a from the
computation process is at most max(J, 1). O
Theorem 3. The mixed polynomial x€+ r1 + rox is safe
i the computation process.

Proof. ¢ 4+ r1 + rox is mixed in the polynomial y, =
af(x) + z¢ 4+ r1 + rox mod n, and server do not know
a,e,r1,r9 and p. Server can determine the function pa-
rameters through some special values. The equations are
as follows.

B = af(0)+04+7r +0

yél) = af(l)+1+r1+mr

y$) = af(2)+2° 4+ 2r
y§3) = af 3)+3e+7’1+37‘2
yém) = af(m)+m®+ri+mry

where, a,2° 3% .- ,m° r1,r2 are unknown parameters.
There are m + 1 equations with m + 2 unknown param-
eters, so server cannot gain the parameters from these
equations.

If server guesses a value of the parameters, the other
parameters can be computed out. Even if server gets
2¢.3¢, .-+ ,m®, the unknown variable e is still safe for the
difficulty of discrete logarithm problem.

Server also guess out e,r1, 72 from the p values in Z,,
the probability is p%.

So the mixed polynomial ¢ + ry + roz is safe in the
computation process. O

Theorem 4. The two polynomials y; = f(x) mod n and
y2 = af(x) + x¢ 4+ r1 + rox mod n are indistinguishable.
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Proof. The probability p can be determined is no more
than 1, and a is at most max(%, 1), 2°+ri +rox is mixed
in the polynomial yo = af(x) + x¢ + 1 + rox mod n. For
the mixed polynomial ¢ + r; 4+ rox is safe in the compu-
tation process, the two polynomials y; = f(z) mod n and
y2 = af(z)+x+r1+rex mod n are indistinguishable. [

This theorem means that server cannot distinguish
which polynomial is the one client wants to compute and
which one is for verification.

5.2 No Fraudulence

Theorem 5. The probability that the random values
which the server provides without the evaluation of the
two polynomials y1 = f(x) mod n and y2 = af(x) + 2° +
r1 + rox mod n can pass the verification is max(p%, SP%)

Proof. The probability that server can obtain a from the
computation process is at most max(2, 1), that is
p’s
— 11 — 11
Pr{A(a) =1} = max(, {).
The probability that x¢ + r1 + rox can be obtained from
the computation process is z%’ that is

Pr{A(z® + 71 +7ro2) =1} =

The two random values of the two polynomials y; =
f(x) mod n and yo = af(x)+ x° + r1 + rox mod n should
satisfy the equation

Yo = ay1 +m mod n

so that they can pass the verification. However server

does not know a and m, so
Pr{v(th) = 1} = max(%, %)1% = max(#a #)
Thus probability that the random values can pass the

verification is max(p%, Sp%) O

Theorem 6. The advantage that server uses the result
of other input to cheat client is at most g.

Proof. Considering the following experiment.
Experiment Exppy 4 (k)
X = (x1,29,---74) + Gen(1F)
Y = (91" = (),
yél) =af(x1) + x$ +r1 + roxy),
(i = flwo),
y;Q) =af(x2) + 25+ 71 +1272), 0,
() = f(an),
yét) =af(re) +xf + 11+ 1r2mt))
— AX, (f(x),af(x) + x° 4+ r1 4+ rox))
x* # xo +— AX,Y)
Return 1, if af(z*) + (%) 4+ r1 + rox*
=af(x*) + (x9)° + r1 + roxo.
Else, return 0.

Adv g 4y = Pr[A* (k) = 1| 2* + Gen(1¥),2* # x0] =
Pr[Returnl]
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Client wants to compute y; = f(z1), but server gives
the values yo = f(x2) and yb = f(x2) + § + r1 + roxwe
(lEl # .’EQ)‘

If the equation
yh = ays + 7 + 11 + rem
holds, the value y> can pass verification. That means
2§+ 11 + rawy = x5 + 11 + rawg mod p(xy # x2)

should hold.
There are at most e values in Z,, can satisfy this equa-
tion

z§{ + 71 + roxry = m mod p.

So the probability the equation x§ 471 +rex; = 2§+1r1 +
roxo mod p (1 # x2) holds is at most ]9).
Hence,

AdvA,zo = %

6 Efficiency Analysis

To compute f(z) = ag + a1 + asx + -+ + agx® client
needs 2d times multiplications. If the polynomial f(x) is
outsourced to server, the client need to compute €47y +
rox and verifies wether yo = y1 +x°+71+722x holds. If the
verification passed, client should compute y = y; mod p.
In this way, client needs e+ 1 times multiplications and a
modular exponentiation computation. If e is chosen much
less than d, the computation cost is much smaller than the
cost of computing f(x).

The time cost comparisons of verification and com-
putation are as Figure 1. We implement our mecha-
nism using MATLAB language with a version of R2013a.
The process is conducted on a computer with Intel(R)
Core(TM)i7-3770 CPU processor running at 3.40 GHz,
16 GB RAM.

7 Conclusion

Cloud computing has made a reality of computation out-
sourcing. A new protocol for publicly verifiable outsourc-
ing of evaluation of high degree polynomials is given in
this paper. And we introduce a function obfuscation tech-
nic, the secret polynomial can be mixed into the out-
sourced polynomial by using this technic. This technic
can also be used in the information hiding. In the verifi-
cation phase, the result returned by server can be easily
verified by client. And the time cost is much less than
the time computing the original polynomial. Client can
choose the value of e, such that the computation of veri-
fication value can be controlled within the user’s compu-
tational capabilities.
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Figure 1: Time cost comparisons of verification and com-
putation
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Abstract

DNA Cryptography is a new cryptographic paradigm
from hastily growing bio molecular computation, as its
computational power will determine next generation com-
puting. As technology is growing much faster, data pro-
tection is getting more important and it is necessary to
design the unbreakable encryption technology to protect
the information. In this paper, we proposed a biotic
DNA based secret key cryptographic mechanism, see-
ing as DNA computing had made great strides in ultra-
compact information storage, vast parallelism, and excep-
tional energy efficiency. This Biotic Pseudo DNA cryp-
tography method is based upon the genetic information
on biological systems. This method makes use of splic-
ing system to improve security, random multiple key se-
quence to increase the degree of diffusion and confusion
which makes resulting cipher texts difficult to decipher
and makes to realize a perfect secrecy system. The for-
mal and experimental analysis not only shows that this
method is powerful against brute force attack and chosen
cipher text attacks, but also it is very efficient in storage,
computation as well as transmission.

Keywords: Brute force attack, chosen cipher text attack,
DNA based symmetric cryptography

1 Introduction

DNA Computing is a Bio-molecular Computation (BMC)
which makes use of biological methods for performing
massively parallel computation. This can be a lot quicker
than a conventional Silicon Chip computer, for which
large quantities of hardware needed for performing par-
allel computation. These DNA computers [1, 29, 32, 37]

don’t just make use of massively parallel computation, but
also uses ultra-compact information storage in which large
amount of information that can be stashed in a more com-
pact away with, which massively exceeds in conventional
electronic media, (i.e., A single gram of DNA [1, 8, 14]
comprises 102! DNA bases which equals to 108 terabytes.
A hardly few grams of DNA, possibly contains all data
stored in world. This cross-topical field of DNA Com-
puting [33] combines the ideas from biological sciences,
computer science and chemistry. In 1994, Adleman [8] de-
signed a study to solve the Travelling Salesman problem
that attempts to visit each city exactly once and try to
find every possible route using molecules of DNA. Hence,
this inspired model provides the potential ability of work-
ing out many problems that were previously thought im-
possible or exceedingly difficult to solve out with the tra-
ditional computing paradigm such as encryption break-
ing, game strategy etc.

As Power of the parallel processing is increasing day to
day, modern cryptosystems can be easily cryptanalyzed
by the cryptanalyst, the world is looking for new ways
of information and network security in order to safeguard
the data as it carries. The purpose of using cryptogra-
phy in the areas of bio-molecular computation to bring
up a promising technology for providing of unbreakable
algorithms, but these DNA cryptography lacks the re-
lated theory which is nevertheless still an open problem
to model the good DNA cryptographic schemes.

In this paper, we used pseudo DNA based crypto-
graphic technique which is based on central dogmas of
biological system, which is not same as original DNA
cryptography [12, 18, 23]. This proposed method only
makes use of DNA mechanisms and terminology of DNA
function rather than actual biological DNA sequences (or
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oligos). The encryption and decryption processes are ini-
tiated with DNA transcription, splicing system and RNA
translation [28].

The remainder of the paper is organized as follows.
In Section 2 specifies the related work. Section 3 and
Section 4 describes the scope of research and overview
of DNA. The proposed Pseudo DNA-Based Symmetric
Cryptosystem mechanism and its security analysis are dis-
cussed in Section 5 and Section 6. Section 7 describes the
simulation results. Finally Section 8 concludes this paper
with future work.

2 Related Work

The domain of information and network security is per-
sistently looking for unbreakable cryptosystem to protect
the information while transmitting on to the network, but
it seems that every cryptographic encryption technology
comes across its end game as the new computing tech-
nologies are evolving.

DNA is very potent and exciting study direction from
a cryptographic point of view which requires simple and
effective algorithms, of late, many scientists have pro-
jected a various DNA-based encryption algorithms, but
it is too early to decide the perfect complete model for
some cryptographic functions, such as DNA authentica-
tion methods, digital signature and secure data storage
as these cryptographic models is still in the initial phase.
Adleman [1, 3] proposed the hypothetical model of DNA
computing for any bio-molecular computational problem
which provides vast parallel computing. As his back-
ground stemmed from computer encryption, he partic-
ularly envisioned DNA computing in helping to create
encryption and decryption algorithms in the area of cryp-
tography.

Gehani et.al from Duke University had investigated
the procedure of DNA based Cryptography [18] for one
time pads (OTP). They proposed the large number short
sequence of message can be encrypted using one-time
pads. These small sequences of DNA can avail from
massive one time pad using public key infrastructure
(PKI) [34]. Leier [23] proposed the data hiding pro-
cedure predicated on DNA binary sequences to achieve
DNA encryption scheme; Applying DNA Computation,
Kazuo [22] resolved the trouble for generation of key dis-
tribution, he also proposed DNA based secret key encryp-
tion system; Amin [4] proposed DNA YAEA encryption
algorithm which is a conventional secret key encryption
algorithm. Ning [28] proposed pseudo DNA based cryp-
tography along with the initial Secret key to build DNA
cryptosystem which is also a symmetric encryption algo-
rithm.

3 Scope of Research

The Intellectual property, which is being transferred over
the internet, can be easily acquired and is vulnerable to

292

many security attacks [6, 7, 8, 10] such as Worm Hole at-
tack, Man in the middle attack, IP Spooning, Black Hole
Attack etc. Securing all the information passed through
networked computers is primarily more important for any
application or system, Already a great heap of effort had
been put on the cryptology, As a result, various security
mechanisms have been designed such as DES,RSA, ECC,
DSA, etc., to achieve very high level of security. But these
mechanisms require complex factorization of large prime
numbers and the elliptic curve problem, for which still
a lot of investigation is required to find a proper solu-
tion. Moreover, the RSA cryptosystem is based on the
intractability of large prime factorization as there are no
known efficient algorithms to find largest prime factors.

DNA cryptography is a techniques which have been
devised to break RSA scheme. This techniques is used to
self-assembly of DNA tiles to fully break RSA scheme [3,
9, 11]. If these techniques are able to break RSA, RSA
will no more remain practical. Further, DNA-based Meth-
ods had also been developed to break the cryptosystems
based on elliptic curves. These methods utilize a paral-
lel multiplier to perform basic biological operations and
for adding the points on elliptic curves, it uses both par-
allel divider and a parallel adder [24]. Moreover, so far
many researchers had concentrated on breaking the cryp-
tosystem using several DNA-based methods which are
presently being practiced.

4 Overview of DNA

In order to understand the rudimentary principles of De-
oxyribonucleic Acid (DNA) Cryptography in a emerge
area of DNA Computing, it is necessary to address the
background details of central dogma of molecular biol-
ogy, that is, how a DNA sequence is actually transcripted
and translated into a protein sequence as shown in Fig-
ure 1. DNA (Deoxyribo Nucleic Acid) is the fundamental
hereditary material that stores genetic information found
in almost every living organisms ranging from very small
viruses to complex human beings. It is constituted by
nucleotides which forms polymer chains. These chains
are also known as DNA strands. Each DNA nucleotides
contains a single base and usually consists of four bases,
specifically, Adenine (A), Guanine (G), Cytosine(C), and
Thymine (T) represent genetic code. These bases reads
from the start promoter which forms the structure of DNA
strand by forming two strands of hydrogen bonds, one is
A with T and another is C with G; These DNA sequences
are eventually transcripted and interpreted into chains of
amino acids, which constitutes proteins.

4.1 Transcription

Transcription is a process of newly prepared intermediary
copy of DNA called mRNA instructions that transpires
in the nucleus of the cell, these instructions are contained
and created in DNA i.e. DNA sequence [40] which con-
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Figure 1: Central dogma of molecular biology

tains the nucleotides A, G, C and T. are transcript into
mRNA sequence, here mRNA is a single stranded that
contains the nucleotides A, G, C and Uracil (U). This
intermediary mRNA polymerase that binds the enzyme
which is responsible for copying DNA into RNA.

4.2 Translation

Translation is also a process that contains the RNA copy
of DNA to make a protein. i.e, the mRNA copy of DNA
sequence is translated into a distinct amino acids that can
be chained together to form protein. There are 20 distinct
amino acids which is a basic building block of a protein.
On the mRNA] there are also certain ending three-bases
to sign the end of the translation. Essentially, RNA tran-
script process undergoes the processing step called splic-
ing steps, in which INTervening (introns) sequences are
cut out and discarded, keeping the Expressed (extrons)
sequences to form mRNA, In this mRNA translation pro-
cess, a grouping of three nucleotides [33, 35] called codons
are translated into the amino acids according to the ge-
netic code table [25].

5 Pseudo DNA-based Symmetric
Cryptosystem

The pseudo DNA cryptography [17, 26, 28, 39] method
just takes the standard principle ideas of central dogma
of molecular biology method i.e. the pseudo DNA cryp-
tosystem (Encryption/Decryption) process is similar to
the DNA transcription, splicing system and RNA trans-
lation of the real organisms, but it is different from exist-
ing DNA based cryptography [5, 13, 15, 21, 36], as this
method only make use of DNA mechanisms and terminol-
ogy of DNA function rather than actual biological DNA
sequences (or oligos); therefore, this proposed method is

a kind of pseudo biotic DNA based cryptography method.

The pseudo DNA cryptography technique consists of
transcription/splicing system and translation processes
which is similar to central dogma of molecular biology es-
sentially, in the transcription process undergoes the pro-
cessing step called splicing steps, in which INTervening
(introns) sequences are cut out and discarded, keeping
the Expressed (extrons) sequences to form Messenger,
Ribonucleic Acid (mRNA). In the translation process of
mRNA, a grouping of three nucleotides called codons are
translated into the amino acids according to the genetic
code table [25, 31].

In order to make the statistics of the cipher text and the
multiple rounds of random keys of the encryption as com-
plex as possible to decipher, we have modified the original
splicing system process. Originally, the starting codes of
the introns and ending codes of the introns are very easy
to guess. In this proposed work, we have modified start
codes and the pattern codes to specify the introns. The
non-continuous pattern codes are used to confuse the ad-
versary and hard to guess the introns, by defining which
parts of the DNA frame to be removed, and which DNA
frame to be kept. Further, the no of the splices, the start-
ing code of the frame and removed length of the pattern
codes can be used to determine the key, the ending codes
of the DNA frame are not required.

5.1 Symmetric Cryptography Principles

Generally, Modern Cryptography [27] solves many cryp-
tographic algorithm with the help a KEY. The cryptosys-
tem which comprises of Encryption and Decryption func-
tions using the same Key(K) that can be interpreted as
symmetric cryptography, which is represented with two
functions: Ej(M) = C and Dy (C) = M. In this cryp-
tosystem, first, both the sender and receiver must agree
on a key as well as cryptosystem in order to communicate
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securely. Hence, the success of such symmetric cryptosys-
tem is mainly depends upon its Key.

5.2 Communications Using Pseudo DNA
Symmetric Cryptography

The conventional secret key encryption scheme

[I= (éx, D) is wusually represented with two al-
gorithms; one is &y function, which is a stateful
encryption algorithm with k randomized key generation
algorithm. It takes the plaintext ‘M’ along with random
key ‘K’ and returns a cipher text ‘C’; usually represented
Ek (M)=C and another is Dx function, which is a
deterministic decryption algorithm, which takes a string
‘C’ and the same random key ‘K’ and returns the equiv-
alent plaintext ‘M’ ; usually represented as D (C)=M
where M € {A,T,C,G}", finally we perform that
Dy (Ex (M))= Mor all M € {A,T,C,G,0,1}".

Let us assume Alice want send the message to Bob;
both agree on a key and a cryptosystem; Alice takes
her plaintext message and performs two different con-
versions i.e., First the plaintext information is converted
into in the binary numerical representation, and Second,
she transforms binary forms into DNA form (A for 00,
C for 01, G for 10, T for 11) and encrypts it with the
random key (Here, the Key will number of the splices,
the starting code of the frame and removed length of the
pattern codes). This creates a cipher-text; Alice sends
the cipher text message to Bob through public channel;
Bob decrypts the cipher text message with the decryp-
tion algorithm and random key (No. of the splices, the
starting code of the frame and removed length of the pat-
tern codes) received from secure channel and reads it.
Therefore, to perform above Communications model us-
ing Symmetric Pseudo DNA based Cryptography the fol-
lowing steps can be described briefly:

1) Alice takes the plaintext and converts to binary
form and then converts into DNA form as shown in
Algorithm-1.

2) Alice will scan DNA form of information to generate
the variable length random key by generating the No
of the splices from the specified DNA pattern, the
starting code of the DNA frame to find out the in-
trons, introns places and removed length of the pat-
tern codes i,e. introns are removed from the specified
DNA sequence as the first round of Key Generation,
which is shown in Algorithm-2 and Algorithm-3.

3) With the help random key (splicing system), Alice
will transcript the DNA sequence into the mRNA
strand, as shown in Algorithm-4.

4) After Generating mRNA Strand, Alice also generate
the variable length random sub key by generating the
No of the splices from the specified mRNA pattern,
the starting code of the mRNA frame, introns places
and removed length of the pattern codes as the Sec-
ond round of Processing.
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Algorithm 1 Generate binary value

1: BEGIN
2: Binary Text required to search the DNA patterns
3 X<=0
4: for i <= 0tondo+1do
5. Take an initial quotient variable and while it is not
zero do
while (Quotient is not equal to Zero) do
t[i]< quotient mod 2 +Zero
Divide the Quotient by 2;
Increment i
10:  end while
11:  while (Variable Y is greater than Zero) do

12: Reverse the string to get resultant binary code
13: Increment x;
14: Decrement y;

15:  end while
16:  if String length Mod 2 ==1) then

17: The string length should be a multiple of 2
18:  else

19: Padding Zero at beginning of the String
20: end if

21: end for

22: End

Algorithm 2 Generate DNA strand

Begin

2: DNA patterns
Assign the 2-bit patterns of Binary String to convert
in to DNA SEQUENCE

4: for (i < 0 to stringlength do +2 ) do

if (String Cmp(Binary,”00”) ==0) then
6: DNA-Codeli]«= "A’;

else
8: if (String Cmp(Binary,”01”) ==0) then
DNA-Code[i]«< 'C’;
10: else
if (String Cmp(Binary,”10”) ==0) then
12: DNA-Code[i]«< 'G’;
else
14: if (String Cmp(Binary,”11”7) ==0) then
DNA-Code[i]«= T
16: end if
end if
18: end if
end if
20: end for
End

5) Again, the Spliced mRNA strand are translated into
the amino acids according to the genetic code table
(61 codons to 20 amino acids) which forms protein
sequence, as shown in Algorithm-5.

6) The protein sequence (Cipher Text) will be sent to
the to Bob through public channel.

7) The Random Variable Length Key such as no of
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Algorithm 3 Generation of variable random key

Algorithm 5 Protein code generation

12:

15:

18:

21:

Begin
Input: DNA patterns, Print the length of DNA
Strand for Generating Variable Random Key, No of
Splices of Sender choice for Slicing for M-RNA code
generation, The starting indices of Sender choice, The
lengths of DNA Strand to be deleted
Output: Generating Variable Random Key using
Splicing System
for iand j< 1tondo+1do
Performing the Sub Key Patterns
end for
for i< 0tojdo+1do
Converting patterns key to binary format
Quotient < keyli];
while (i is less then Length of DNA Strand ) do
key[n] < quotient mod 2;
Divide the Quotient by 2
end while
if (quotient==0) then
No Sub Key is Present in DNA Strand and Gen-
erate Sub Key in mRNA
end if
for i < 1tonjdo+1do
Stored Splices in a Key Space
end for
end for
End

Algorithm 4 Generation of mRNA strand

Begin

Input: DNA patterns, Random Key

Output : Generating mRNA Strand

for i <= 0tondo+1do
Extract the slices part from DNA code using slices
process

end for

for i < 0 to Length(DNA Strand) do +1 do
Except the slices part sort the remaining part from
DNA code to form M-RNA code

end for

End

splices, the starting index, pattern codes length of the
introns, the positions and places of the introns, the
cut out the introns, random mapping of codon-amino
acids will form the key to decrypt the cipher text
(protein sequence) and also sent to the Bob through
a secure channel as shown in Figure 2.

On Bob (Receiver) side, when he receives random
keys and protein form (Cipher text) of data from
Alice through the secure channel.

Bob decrypts the cipher text message using the ran-
dom key reversible translation to recover mRNA se-
quence from protein sequence, and then recover DNA

Begin

Input:mRNA Strand

Output: Protein Code (Cipher Text)

for i < 0 to Length(mRNA Strand) do +3 do

5:  Copy the 3-bit patterns from DNA code to protein

code array to match the codon table formats
Compare and replace appropriate protein value
from codon table
Finally print the PROTEINCODE which will be
our final CIPHER TEXT

end for

End

form of information, in the reverse order as Alice en-
crypt the information.

10) Bob can then recover then binary form of informa-
tion, and finally gets what Alice sent him.

5.3 Key Generation Using Splicing Sys-
tems

Head [2, 19] proposed the splicing system which captures
mathematically ¥pya = {A, C, G, T}). Where DNA
strands are referred as strings over the finite alphabet.
However, these splicing systems were introduced more
than twenty years ago, that is when nobody spoke about
DNA computing. In fact, only in 1995-thus, after Adle-
man’s paper - Splicing Systems [30, 38] have been sug-
gested to represent DNA computations and their com-
putational properties, by various authors. The central
operation of the splicing systems: Given an alphabet S
and two strings, y € Y.7, it is defined the splicing of =
and ¥, as indicated by the rule . formally, a splicing rule
r defined on the alphabet X is a word of the form oy # 1
$ o # Bo where aq, 1, az, B2 € .7, while # and $ are
special symbols that are part of 3. If we have x = x4,
B1, Aiy = yova, Ba, yh and r = a1 #L13as#Ps, we write:
(z,y) = (p,q) to indicate that the strings p and ¢ are
obtained from the values of x and y applying the splicing
rule 7.

5.4 Key Selection Using Splicing Systems

In order to improve the security of the proposed algo-
rithm, we had designed random keys of key generator
based upon splicing system of central dogma, the ran-
dom key information will be selected from DNA sequence
and mRNA sequence, the user random generated key se-
quence of DNA strand and random generated key se-
quence of mRNA will be XORed and resultant random
key is shared between Alice and Bob through private or
secure channel. As shown in Figure 1, the Biotic DNA
symmetric cryptosystem is designed in such way that,
the adversary cannot decrypt the encryption algorithm
without the information of the key, it is very difficult to
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find the Random DNA secret key sequence and Random
mRNA key sequence. Suppose, If the adversary applies
brute force search for finding the random key in order to
decrypt the cipher-text, then, the attacker should spend
numerous time and resources because DNA has an ex-
tremely large amount of data storage capacity, which re-
quires tens of millions of nucleotides in order to find the
correct no of splices, cutoff introns, starting position of
DNA/mRNA strand, removed DNA/mRNA strand and
mapping of Amino acids. Hence, the algorithm is secure
and safe enough against Brute force attack and Chosen
cipher text (CCA) [16].

6 Security Analysis of Biotic
Pseudo DNA Cryptography

The main objective to Strength any security technique is
to protect the network and information from any mali-
cious activities. Mainly, Time and computational com-
plexity are two of the most significant parameters for
whatever sort of cryptographic schemes. Semantic Se-
curity and Message Indistinguishability are the two fun-
damental computational -complexity analog of Shannon’s
definition of perfect privacy [20]. Former one represents
the infeasibility to learn anything about the plaintext
from the cipher text and the later one represents the in-
feasibility of distinguishing between the given pair of mes-
sages.

symmetric cryptosystem

6.1 Formal Definitions of Semantic Secu-
rity (SS) and Message Indistinguisha-
bility (MI)

Definition 1. Semantic security ensures that nothing can
be learned just by looking at a cipher text. i.e., cipher text
reveals no information about the message. For every dis-
tribution X over {0,1}™ and for every partial information
h: {0,1}" — {0,1}"™. For every interesting information
f:{0,1}™ — {0,1}". For every attacking algorithm A,
running time complexity t' < t(n), t(n) is a polynomial
in n, there exists algorithm S such that:

PrmeX,(Pk,Sk)eG(n) [A (E (m7pk ) 7Pka h (m))]

< Propex [S(h(m)) = f(m)] +¢€(n)

where e(n) is a negligible quantity which depends upon
value of n. For example, (n) may be ﬁ where p(n) is
a polynomial in ‘n’ of a large degree.

Definition 2. Given two encryptions of messages mg and
my, the probability of guessing the message is very close
to the random probability of guessing the correct message
(%) The security of message indistinguishability states
that the inability to distinguish two plaintexts (of the same
length). i.e., the cipher texts are computationally indis-
tinguishable. For every two messages mg, my € {0,1}",
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for every algorithm A that runs within time < t(n).
Pricioa}(Pr: Sk) < G (n) [A(E (™, Py), Py) = i]

1

Theorem 1. If the symmetric-key encryption scheme
constitutes indistinguishable encryptions then it is seman-
tically secure.

.PT'OOf, If X = [m()aml]? f(mo) = Oa f(ml) = 17 h()
empty output string From Semantic security, for every
opponent A there exist a simulator S, such that

Prm<—X,(Pk,Sk)<—G(n) [A(E (m, P)) =1 <
Prpex [S(h(m)) =] + €e(n).

Now since the simulator receives no information: Pr[S( )
=i] = 4, regardless of S. Thus,

Pric (0,1} (Py, Si) <G [A(E(m; px) px)=1i]

1
= 5"‘ S (n)

Now, For every mg, m; € {0,1}", for every algorithm
A that runs within time = t(n), for every a € {0 1}"

Pr(p,,syecn) [A(E (m1, P) , Py) = d
—Pr(p, sp)ecm) [A(E (my, Py), Py) = a] < 2¢(n).

Let us call above equation as (*) then we can say that
(t, €) —=MI — (%) = ~(t, €) —ML.

1, ifA(e,p) =a

Define A'(c,p) = { 0. otherwise.

So,

Pricto1y,(P..sp)—cn) [A(E (mi, Py) , Py) = i

1
= SPrp,.sye—cm) [A (E(mo, Py), Pr) = 0]

2
%PT(P,WSWG(”) [A (B (m1, Py), Py) = 1]

= S0 Prip, spyecin |4 (B (mo, Py) , Pi) = a))
%PT(PMS,C)FG(") (A (E (m1, Py), Py) = a

- % + %PT(Pk,sk)eG(n) [A"(E (mo, Pr) , Pr) = d]

—Pr(p, sy [A" (E (m1, Py), Py) = a

1
S §+€(n)—MI

is violated. ]

The theoretical result of Symmetric DNA based en-
cryption function gives a diffusion cipher text, which is
hard to compute plaintext without random key There-
fore, security analysis of Symmetric DNA based cryptog-
raphy is efficient and very powerful against certain cryp-
tographic attacks.
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Definition 3. A polynomial-time-computable predicate
b is called a hard-core of a function f, if every effi-
cient algorithm, given f(x), can guess b(x) with suc-
cess probability that is only negligibly better than one-
half.  Formally speaking, we define a hard-core pred-
icate as follows: A polynomial-time-computable predi-
cate b{0,1,G,T,A,C}" — {0,1,G,T,A,C} is called
a hard-core of a function f if for every probabilistic poly-
nomaial time algorithm A/, every positive polynomial p(-),
and all sufficiently large n’s,

1

, 1
Py [A (F(UL)=Db(Un)] < 5+ ook
Note that, for every b: {0,1,4,G,T,C}* — {0, 1, A,
G, T,C}tand f: {A, G, T, C} — {A,G,T,C} there ex-
ist obvious algorithms that guess b (U,) from f(Up,)
with success probability at least one-half, e.g. the al-
gorithm that obliviously of its input, outputs uniformly
chosen DNA Strand. Also if b is a hardcore predicate
for any function, then b(U,) must be almost unbiased
(ie. |P- [b(Un)=0]— [b(Uy)=1] must be a negligi-
ble function of n). Now our encryption scheme make use
hard-core predicate (hp) and we analyze the security of
the scheme.

6.2 Encryption Algorithm

Assume the Encryption Function (Fyin, Fina Frna, Fpro)
and a hard core predicate B(X,k) for FKEY.Here we
want to encrypt a plaintext p and b is a key, which is
the secret information.

Theorem 2. Symmetric DNA based encryption scheme
for Message, i.c. Encryption Ep,,, F,.. Frne Fpro (0 k) is
MI secure.

SCHEME ((Fyin, Fina Frna, Fpros Fkey), B, b)
/*** Encryption Ep,, , Fana Frna, Fpro(ba k) ***/

1) /*** Encryption EFbin} Fdna Frna; FZDTO (b’ k) ***/
Pick X & {A,G,T,C}";
Return (F(X,k) ,b,B(X,k));

2) /*** key generation ***/
Generate the Combination of pairs (kb, Kd, Kana)
using Fynq and Rdna;

3) /*** Decryption Dp,. , Fana Frna, Fpro(c, F(X,k))
*xk )
X = D[F(Xv k)aKvad7Kdna]
Return (¢, B(X, k)).

Proof. Suppose the encryption scheme is not (t, €)-MI
secure, So it exists a PPT algorithm A’ such that

Prye{0,1,G,T,A,C}

A(F(X, k), b, B(X, k), k)].
(Pk,Sk)eG(n),Xg{A,G,T,C}"[ (F(X, k), b, B(X, k), k)]

Consider the following algorithm:
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Figure 3: Performance analysis between plaintext, cipher
text and key length

A” (k)

{

1). Pick random ¢ € protein form;
2). Return (c,A (y,c.k))[

}

Pr U

i
2 oncmop A ECGER)L b BOXR), )

Pr.eProteinsForm

(Pra50)Cln) X LAAGT,CP" [A(F(X.k),c,B(X k),c)].

Since A’ is a PPT algorithm just as A.So B is not a hard-
core predicate (hp) according to definition. This is a con-
tradiction. Hence the primary assumption was wrong.
Hence SCHEME ((Fyin, Fina Frna, Fpro), B, b) Fiey is
MI secure. Hence proved O

7 Cipher Text Indistinguishability

Cipher text indistinguishability is a one of the impor-
tant security property for numerous encryption schemes.
Instinctively, if a cryptosystem has the property of in-
distinguishability, then an opponent will be not able to
distinguish pairs of cipher texts focused around the mes-
sage they encrypt. The property of indistinguishability is
viewed as an essential requirement for most of the prov-
ably secure key cryptosystems under chosen cipher text
attack, chosen plaintext attack and adaptive chosen ci-
pher text attack. A cryptosystem is viewed as ”secure in
terms of indistinguishability” if no opponent A, given an
encryption of a message haphazardly chosen from a two-
component message space controlled by the opponent, can
distinguish the message decision with likelihood better
than that of random guessing (1/2). If any opponent can
succeed in recognizing the chosen cipher text with likeli-
hood fundamentally more noteworthy than . There are
numerous security definitions in terms of indistinguisha-
bility, depending on presumptions made about the abili-
ties of the attacker. At this point, when the cryptosystem
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Figure 4: Performance analysis between plaintext, chosen
cipher text and its deduction of key

is viewed as secure. if, no opponent can guess randomly
with significantly probability more prominent better than
half. The most well-known definitions used in cryptogra-
phy are indistinguishability with various attacks [16] such
as (non-adaptive) chosen cipher text attack (IND-CCA),
chosen plaintext attack (IND-CPA), adaptive chosen ci-
pher text attack (IND-CCA2). The convenient way to
sort out above definitions to secure DNA based Encryp-
tion is by considering different conceivable objectives and
attacks models. The objective here is to make an oppo-
nent’s powerlessness to realize any data about plaintext
underlying a challenge cipher text. In this conception,
the adversary cannot determine from which plaintext the
challenge cipher text came from.

The attack models are considered here are Adaptive
Chosen cipher text Attack, Non-Adaptive Chosen Cipher
text Attack and Chosen Plain text Attack (CPA). In IND-
CPA is characterized between an opponent and a chal-
lenger. For schemes focused around computational secu-
rity, the adversary is modelled in such a way; he must
finish inside a polynomial number of time steps to guess.
In IND-CCAL1, the adversary has a right to access to un-
scrambling oracle O. Nevertheless, the opponent can uti-
lize this oracle only before it gets the challenge cipher
text y. Finally, In IND-CCA2, Adversary has a right to
gain the access of oracle O and his inquiry to the oracle
may rely on upon the challenge cipher text y. however,
the only restriction with this attack is that the opponent
cannot query the oracle to the challenger to decrypt the
cipher text y.

In formalizing IND-Atk, An opponent A as a pair of
probabilistic polynomial time algorithm = (1,2). Here, A
runs in two stages. Whereas, A1 generates a message pair,
encrypt one of them and send to A2 as challenge cipher
text. We say A2 is successful depending on its goal; the
goal is here to tell which message is in encrypted form.
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Figure 5: Analysis of message indistinguishability (MI) of
plaintext, cipher text with different random keys

7.1 Indistinguishability of IND-CCA1 or
IND-CCA2

Definition 4. Let [[= {£,D,K} be a secret key en-
cryption scheme. For an opponent A and b = {0, 1} char-
acterize the experiment

Ezxperiment:

Expindfcca (A b );

a < K; (x1, xg, 8) < APaDa (Find);
y ¢ Ea (xb);

d + AF<Da(Guess,y, s);

Return d;

It is assigned that |xo|=|x1| above and that oppo-
nent A does not query for decryption oracle D, (-) on
cipher-text y in the supposition phase. Characterize the
advantage between opponent A and function 7 respect-
fully, takes as follows:

™

Advind=eea (A= p, [Expind—cca (A0)= o} -

P, [Expi?d*m (A1l)= 1}

Advifd_cca (4,90, qd, Ky, V)= 1\A/IAXAdVi;Id_CCa (A).

The maximum time-complexity ¢ with at most ¢. and
qq encryption and decryption oracle queries and totaling
these queries with at most p bits and finally choosing
|xo| = |x1|= v bits. Hence, the worst-case time-complexity
for this experiment is Exp™d=°* (A ) plus the total size
of the code of opponent A.

The analogy of the above definition E (P, ”M”) which
represents the encrypted message "M” under the random
key "Pg”: The challenger produces encrypts arbitrary
cipher texts and the opponent is offered to access the de-
cryption oracle, which decrypts self-assertive cipher texts
at the opponent’s request, retaining the plaintext. The
opponent may keep on query the decryption oracle signif-
icantly even after it has received a challenge cipher text,
but it may not pass the cipher text for further processing:
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Step 1. The challenger generates a key Py in multiple
rounds of transcription (first key), spicing system
(second key) and translation process (third key) (e.g.,
a key size in K4, Kmrna, Kmap) which produces
cipher text and given to the opponent.

Step 2. The opponent calls to the decryption function
based on haphazard cipher texts.

Step 3. The challenger selects the key P, =
{Ky, K4, Kpine} randomly and sends the chal-
lenge cipher text C = E(Py,M) back to the
opponent.

Step 4. The opponent is free to execute any number of
encryptions or computations.

Step 5. Once again, the opponent may further calls to
the decryption function, but this time he may not
submit the cipher text "C”.

Step 6. Finally, the opponent generates the outputs by
guessing for the value of message "M”. This scheme
is secure against IND-CCA2 if no opponent can guess
with non-negligible time.

A DNA based private key scheme ((Fyin, Fana Frna,
Fpro, Frey), B, b) is (t,q,€) secure in IND-Atk sense. If
for all pair of different messages of same length and any
opponent A, that runs within given time t and performs
at most ¢ queries to the decryption oracle O, ¢(n) denotes
the advantage of the algorithm over a random guess.

Pr(p,.s)—c(n) [A° (P, Epr (m1)) = 1]
—Pr(p, sp)Gn) [A° (P, Epi (mg)) = 1] <€ (n)

where the oracle is

— if IND — CPA
O:

Dy if IND — CCA2

and the adversary cannot query the decryption oracle at
Epi(m;). Therefore, Informally an pseudo DNA based



International Journal of Network Security, Vol.18, No.2, PP.291-303, Mar. 2016

300

Establish Secure Channel

dna cryptography

Plain Text

dna cryptography
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_ 101100100110111011000011100011 101100100110111011000011100011
Binary 111001011110011110000111010011 oot oot non | [oootiomsisoriotaoioss 111001011110011110000111010011
Sequence 011111100111111001011000011110 011111100111111001011000011110
00011010001111001 00011010001111001
DNA GTAGCGTGTAATGATIGCCTG 00011001003CGTOITI3TGCI0111 GTAGCGTGTAATGATTGCCTG
: ACTCTGCATCTTGCTTGCCGAC . SGAC ACTCTGCATCTTGCTTGCCGAC
Sequence TGACGGATTA | Vaable LengthRandomKey | TGACGGATTA
| ‘ 00011000113CUGO11013CUT10101 t
mRNA GUAGGUAAUGAUCUGCUUCAU 3GAU GUAGGUAAUGAUCUGCUUCAU
S CUUGCUUGCCGACUGACGGA "\ Variable Length Random SubKey ~|memmm | C{][/GCUUGCCGACUGACGGA
equence -~ it
UUA UUA
—[ Mapping of Amino Acids } —
Protein/ ValGlyAsnAspLevHisLevAlaCys ValGlyAsnAspLevHisLevAlaCys
Ciphg[ Text ArglevThrAspTALev SN ArglevThrAspTALev
Public Channel

Figure 7: Flowchart of biotic DNA based symmetric cryptosystem

encryption scheme is secure if for each adversary A and
for every polynomial P(-), there exist a ‘N’ such that,
P, (A succeeds in the attack) < ﬁ V'n >N.

From the definition of Semantic Security, for all distri-
bution over {A,T,G,C}; For All Partial information h:
{Proteins}™ — { Proteins}™; For all interesting informa-
tion f: {0,1,A,T,C,G} — {O,1,digits, DN AStrands};
Adversary A with time complexity ¢ < ¢(n), t(n) =
3" tgn?; 3 Simulating algorithm S such that

Pt e [A (B (m), Poh(m) = f (m)]
[S(h(m)) = f(m)] +e€(n)

<P
where €(n) is a negligible quantity; then E(-) is called
semantically (¢, €) is secure.

From the definition of Message Indistinguishability;
For all messages mg, my € {0,1}"; For all Adversary A
with time complexity ¢ < t(n), t(n) = 3 tynt:

Pr(Pk ,Sk)+G(n)

i€{0,1} [A (E(m; px )pr ))=i]

where €(n) is a negligible quantity; E(-) is called (¢, ) MI
secure; n is the security parameter such as key length;
€(n) is a negligible quantity.

1
:§+€ (TL)

8 Results and Simulation Analysis

To study the feasibility of our theoretical work, we have
implemented and evaluated the pseudo Biotic DNA cryp-
tography method in C++ and conducted a series of exper-
iments in a network simulator [NS2] to evaluate its effec-
tiveness. The experiment results show that this method

is more efficient and its increase the power against cer-
tain adaptive cryptographic attacks. The experimental
values were obtained by evaluating the multiple running
times of the pseudo Biotic DNA cryptography on a soft-
ware program running Uduntu-13.04. Our simulations are
based on sender and receiver programs. On the sender
side, the sender first converts the plaintext into the bi-
nary sequence, which in turn translated into the DNA
Strand. Indeed, necessary padding is performed at the
time of translation in order to have the compatibility
DNA strand. After translation, the sender will generate
the random variable length key using the splicing sys-
tem process of the central dogma. In other words, the
sender will generate the random key with a mixture of
binary sequence, decimal digit and DNA Strand, which
makes the adversary hard to guess the key and trans-
lates into mRNA sequence. Next, the sub key generation
is chosen at mRNA sequence using pseudo random key
generator. Subsequently, these two random keys will be
XORed with random mapping of codon-amino acids to
produce the protein sequence. To put in another way, the
mRNA is translate into the amino acid sequence called
codons, which produces the proteins sequence. Eventu-
ally, the whole transcription and translation process of
central dogma creates enciphered information. These en-
ciphered information and Random Key are transferred to
receiver through different channels, i.e., enciphered infor-
mation through public channel, and Random key through
secure channel.

On the destination side, the receiver receives the enci-
phered information and random key from different chan-
nels. Consequently, the receiver uses decryption algo-
rithm and the same key information to decipher the enci-
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phered information. To be more specific, first, the receiver
performs reverse translation process to recover from pro-
tein sequence into mRNA form using same sub-key with
the help of pseudo random generator. Next, reverse tran-
scription process is performed using reverse splicing pro-
cess to recover from mRNA to DNA form. Finally, he
recovers the plaintext using the recovery translator that
the sender had send him.

Figure 7 illustrates the proposed biotic cryptog-
raphy method. Let us exhibit with an example;
how this proposed cryptographic protocol works. Al-
ice creates a cipher text and public key converts
into the DNA Strand.  Moreover, she also gener-
ates the variable length random key (splicing system)
“00011001003CGT011113TGC101113GAC” from DNA
Strand of cipher text. However, DNA form of pub-
lic key will be converted into equivalent numerical form
for clear understanding of the key. The main spe-
cific reason of converting the public key into DNA
form is to have optimized key size.  Subsequently,
the sub key 00011000113CTG011013CTT101013GAT” is
chosen from mRNA sequence “GUAG GUAA UGAU
CUGC UUCA UCUU GCUU GCCG ACUG ACGG
AUUA”using pseudo random key generator. Finally,
these mRNA Strand is translate into amino acid se-
quence (codons), which produces proteins sequence
“Val Gly Asn Asp Lev His Lev Ala Cys Arg Lev Thr Asp
TA Lev”. This encoded proteins sequence will be sent to
the Bob. Bob decrypts the cipher text using the same
random key to recover the plain text.

I verified experimentally that, the encryption and de-
cryption can be performed effectively a given key. More-
over, different plaintexts with the combination of alpha-
bets, digits and few special characters are chosen with
increasing size that includes short-text, average-text and
long-text. Indeed, each plaintext is stored in ASCII for-
mat and number of bits are calculated to that of 8 or
16 times that of the length of the plaintext. The original
plaintext size is calculated with different 64, 128, 256, 512,
1024 and 2048-bits random key and the resulting cipher
text size are examined. These random key are used to
examine the efficiency of the algorithm in terms of com-
putation, storage and transmission. Furthermore, we also
investigated that the proposed algorithm needs the 264,
310, 410, 575 chosen cipher texts to find the message with-
out key for different key size.

As shown in Figure 3. The length of cipher texts is pro-
portional to that of the corresponding plaintexts lengths
with varying key length. However, this method requires
less storage space than that of the plaintext, thus, it is
more efficient in the storage capacity. Another reflection
is that, the size of the random key length increase as the
size of the plaintext increase, which greatly reduces size of
the key length. Moreover, key as well cipher text can be
transmitted much faster through the secure channel and
public channel respectively. Therefore, the method is also
more efficient items of storage and transmission.

As shown in Figure 4. The adversary requires more
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than 65% of chosen cipher texts for the corresponding
plaintexts to recover 78% of the random key length.
Hence, it requires more chosen cipher text to retrieve
the key. The figure also shows that different tests are
performed to experiment the robustness of this proposed
method. Therefore, it is more efficient and effective
method.

Figure 5 indicates, for the same plaintext length, it gen-
erates different cipher text, namely cipher text-1 and ci-
pher text-2 with different random key. Thus, this method
satisfies the Message Indistinguishability (MI) because
the probability of guessing these two cipher text is more
than half of the random probability of guessing the right
message.

Figure 6 shows that the adversary requires more cho-
sen cipher text for a given plaintext, which takes more
than half of the time to retrieve the key. Therefore, PPT
algorithm satisfies Message Indistinguishability (MI), ac-
cording to the definition.

9 Conclusion

In this paper, we addressed a biotic DNA based secret
key cryptographic mechanism, which is based upon the
genetic information of biological system. Moreover, this
cryptographic prototype is motivated from bio-molecular
computation, which is rapidly growing field that has made
great strides of ultra-compact information storage, vast
parallelism, and exceptional energy efficiency. Over the
last two decades, Internet technology is growing much
faster, which permits the users to access the intellectual
property that is being transferred over the internet can
be easily acquired and is vulnerable to many security at-
tacks. Hence, network security is looking for unbreak-
able encryption technology to protect the data. This mo-
tivated us to propose biotic pseudo DNA cryptography
method, which makes use of splicing system to improve
security and random multiple key sequence to increase
the degree of diffusion and confusion that makes result-
ing cipher texts difficult to decipher and to realize a secure
system. Furthermore, Moreover, we also modelled Hybrid
DNA cryptosystem that make use of proposed work by as-
sembling DNA based public key cryptography for effective
storage of public key as well as double blinded encryption
scheme for a given message. The formal and experimen-
tal analysis not only shows that, this method is powerful
against chosen cipher text attacks, but also very effective
and efficient in storage, computation as well as transmis-
sion; To conclude, DNA cryptography is an new emerge
area and extremely guaranteeing field, where research is
possible in incredible development and improvement.
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Abstract

We propose two security models for one-round group key
exchange (ORGKE), which are called as g-eCKw and
g-eCK-PFS. The g-eCK-PFS is a stronger variant of g-
eCKw, which particularly formulates perfect forward se-
crecy for ORGKE. A new tripartite ORGKE is proposed
to provide g-eCKw security without random oracles under
standard assumptions, that is also more efficient than its
predecessor by Li and Yang on CANS’13. We also show
how to transform (compile) a g-eCKw secure protocol to
achieve g-eCK-PFS security. In particular, our result en-
ables us to prove the security of the first ORGKE protocol
that achieves perfect forward secrecy without random ora-
cles in a strong security model allowing adversary to com-
promise critical information of session participants such
as long-term or ephemeral private key.

Keywords: Authenticated key exchange, group key ex-
change, perfect forward secrecy standard model, pro-
grammable hash function

1 Introduction

A group authenticated key exchange protocol (GAKE)
enables multiple parties to share a common secret key
over a public network, where the generated key can be
only known by those intended communication partners
can compute that shared key. As a fundamental build-
ing block, GAKE plays an important role in protecting
various kinds of group applications such as digital confer-
ences and file sharing etc. It is well-known that GAKE
is normally generalized from two party authenticated key
exchange (2AKE) protocols, as well as the security no-
tions for GAKE. The first formal GAKE security model
was proposed by Bresson et al. [7] that follows the sem-
inal work of the indistinguishability based 2AKE model
by Bellare and Rogawary [2]. Since then many modi-
fications and improvements on GAKE models appeared
thereafter. The traditional GAKE-security notion defined

in models [4, 5, 9, 20], is made popular in different flavors
depending on whether the protocol provides forward se-
crecy against outsider adversary, i.e. assuming that ad-
versary is not part of the group. Such security notion
does not take into account any protection against insider
attacks, and in fact it is not hard to see that GAKE secure
protocols may be completely insecure against attacks by
malicious insiders.

The insider security was first studied by Katz and
Shin [19], e.g. preventing honest users from computing
different keys and from having distinct views on the iden-
tities of other participants. Several models [8, 15, 16, 19]
have been proposed to augment GAKE security against
insider threats.

Besides consideration of outsider and insider security,
formulating stronger security notions for GAKE recently
has gained much attention of the researchers. Quite a few
attempts have been made in order to enlarge the class of
attacks that a GAKE protocol can resist. Gorantla et
al. (GBQG) [16] inspired by two party approaches [21] re-
formulated the key compromise impersonation (KCI) re-
silience attribute for GAKE by considering outsider and
insider KCI attacks respectively. In a successful KCI at-
tack, an adversary with the long-term private key of Alice
can impersonate Bob to Alice without knowledge of Bob’s
long-term private key. Thus resistance to KCI attacks is
important in situations where an adversary wishes to ob-
tain some information possessed by Alice, who is only
willing to divulge this information to Bob (and where the
adversary is not able to obtain Bob’s long-term private
key). The GBG model [16] also consider the leakage of
secret states as in [8, 10] that allows the adversary to
obtain long-term secret keys and secret states indepen-
dently, with a restriction that the leakage of secret states
from sessions for which the adversary is not required to
distinguish the key. Such restriction is quite necessary
since many GAKE protocols are insecure if secret session
states used to compute session key are exposed.

In this paper, we study the security and construc-
tion for one-round group key exchange (ORGKE) that
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only one message was sent (and received) by each ses-
sion participants during key exchange procedure. Due to
the attractive advantage of bandwidth-efficient, ORGKE
has drawn great attention of research community. The
seminal work of ORGKE is the pairing based tripar-
tite protocol introduced by Joux [18]. However it is
unauthenticated and subject to well known man-in-the-
middle attacks. During recent years, some solutions,
e.g. [1, 14, 23, 24, 27], have been made to improve the
original protocol. This has also led the development of
security model for GAKE.

Meantime, the FMSU protocol [14] was proven secure
in a very strong model called as g-eCK (see also in [28])
which is extended from two party eCK model [22] to group
case that captures the security properties concerning re-
silience of KCI attacks, chosen identity and public key
(CIDPK) attacks and leakage of session states, and pro-
vision of wPFS in a single model. The g-eCK model is
considered as one of the strongest GAKE security model
in [14, 24], and it was used to prove the recent GAKE
protocol [24]. However, it fails to model the full perfect
forward secrecy (PFS) for ORGKE. Hence there is an in-
teresting open question whether it is possible to achieve
full PFS within one communication round. As well it is
an open question on how to model PFS for ORGKE. In
contrast to PFS security notion, the wPFS has one more
restriction that an adversary does not modify messages
received by the test session and the session is executed
before the long-term private keys are compromised. So
that wPFS is much weaker than PFS. On the other hand,
the GAKE protocol with PFS may be more appealing.
To our best of knowledge, there is no ORGKE protocol
that can provide PFS without random oracles.

Y%paragraphContributions We solve the above open
questions by first introducing two security models (called
as g-eCK and g-eCK-PFS) for ORGKE which follow
the idea of modelling approach [12] for two party key
exchange. The g-eCKw model is a variant of g-eCK
model [14]. Whereas the g-eCK-PFS model is developed
from g-eCKw model with particularly modelling the per-
fect forward secrecy. We also show that it is possible to
compile any g-eCKw secure protocols to be g-eCK-PFS
secure by introducing a signature-based protocol transfor-
mation (compiler). In order to illustrate that our models
are reasonable and practical for our analysis, we focus
on three-party one-round key exchange which is a special
class of ORGKE protocols. As a concrete example we
come up with a new provably secure solution without ran-
dom oracles in the g-eCKw model. To be of independent
interesting, the new proposed protocol is more efficient
than previous g-eCK secure protocol without random or-
acles. The security proof for our scheme is also much
simpler which is mainly based on a strong Cube Bilin-
ear Decisional Diffie-Hellman assumption (that is derived
from the Cube Bilinear Decisional Diffie-Hellman assump-
tion used in [24]).

In 2012, Cremers and Feltz [12] proposed a stronger
security model (referred to as eCKw) to reformulate the
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wPFS notion based on a new concept so called origin-
session. The resultant model is claimed to provide a
slightly stronger form of wPFS than eCK model’s. On
the second, they further develop eCKw to model PFS
that yields another new model (which is referred to as
eCK-PFS). More interestingly, it is possible to transform
any eCKw secure protocol to be eCK-PFS secure using
the signature based compiler in [12]. The implication re-
lationship between eCK and eCKw models was studied
in literature [13, 34]. Their results somehow inspire us to
deal with the issue on modelling PFS for ORGAKE. But
unlike their works, our protocol instance is analyzed in
the new proposed model without random oracles.

In the recent work, Li et al. [24] introduced a new
construction for pairing-based one-round 3AKE protocol.
This protocol is the first one that is provably secure in
the g-eCK model without random oracles. Security of pro-
posed protocol is reduced to the hardness of Cube Bilinear
Decisional Diffie-Hellman (CBDDH) problem for symmet-
ric pairing. However it only satisfies wPFS rather than
PFS. On the other side, this protocol requires many pair-
ing operations for key exchange which might lose practical
interesting. One of the motivations of our works is to im-
prove the efficiency of that protocol.

Some other group key exchange protocols, for instance.
[11, 17, 26, 31, 32] have been recently proposed from dif-
ferent motivations. But none of them can be proven se-
cure in our new proposed models.

2 Preliminaries

In this section, we recall the required definitions for our
result on proposed protocols.

Notations. We let k € N denote the security parameter
and 1" the string that consists of x ones. Let a capital
letter with a ‘hat’ denote an identity; without the hat
the letter denotes the public key of that party. Let [n] =
{1,...,n} C N be the set of integers between 1 and n.
If S is a set, then a < S denotes the action of sampling
a uniformly random element from S. Let ‘||” denote the
operation concatenating two binary strings.

Digital Signature Schemes. A digital signature
scheme Y is defined by three PPT algorithms
SIG = (SIG.Gen, SIG.Sign, SIG.Vfy) with associated pub-
lic/private key spaces

{PK,SK}, message space Msg and signature space Ssig
in the security parameter x:

o (sk,pk) & SIG.Gen(1%): this algorithm takes as in-
put the security parameter £ and outputs a (public)

verification key pk € PK and a secret signing key
sk € SK;

oo & SIG.Sign(sk,m): the signing algorithm gener-
ates a signature o € Ssig for message m € Mgg
using signing key sk;
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e {0,1} « SIG.Vfy(pk,m,o): the verification algo-
rithm outputs — on input verification key pk, a mes-
sage m and corresponding signature o — 1 if o is a
valid signature for m under key pk, and 0 otherwise.

Definition 1. We say that SIG is (t, esig)-secure against
existential forgeries under adaptive chosen-message at-
tacks, if Pr[EXPS;&ffcma(n) = 1] < esig for all adver-
saries A running in time at most t in the following exper-
ment:

EXPLL/ " )
(sk,pk) & SIG.Gen(1%);
(0*,m*) + ASTIGE) - which can make up to q
queries to the signing oracle SIG(sk, ) with arbitrary
messages m;
return 1, if the following conditions are held:

1) SIG.Vfy(pk,m*,c*) =1, and

2) (m*,0*) is not among the previously submitted
to SIG(sk,-) oracle;

output 0, otherwise;

where €sig is a negligible function in Kk, on input mes-
sage m the oracle SIG(sk,-) returns signature o <
SIGsign(sk,m) and the number of queries q is bound by
time t.

Strong Cube Bilinear Decisional Diffie-Hellman
Assumption. We first recall the notion of bilinear
groups. Our pairing based scheme will be parameter-
ized by a symmetric pairing parameter generator, de-
noted by PG.Gen. This is a polynomial time algorithm
that on input a security parameter 17, returns the de-
scription of two multiplicative cyclic groups G and Gr
of the same prime order p, generator g for G, and a bi-
linear computable pairing e : G X G — Gp. We call
PG = (G, g,Gr,p,e) & PG.Gen(1%) be a set of symmet-
ric bilinear groups, if the function e is an (admissible)
bilinear map and it holds that:

e Bilinear: V(a,b) € G and V(z,y) € Z,, we have
e(a®,b¥) = e(a, b)™.

e Non-degenerate: e(g,9) # lg,, iS a generator of
group Gr.

e Efficiency: V(a,b) € G, e is efficiently computable.

The strong Cube Bilinear Decisional Diffie-Hellman
(sCBDDH) problem that is formally defined as follows.

Definition 2. We say that the sCBDDH problem relative
to generator PG.Gen is (t, esceppH ) -hard, if the probability
bound | Pr[EXPEC G 4(k,n) = 1] — 1/2| < escappn holds
for all adversaries A running in probabilistic polynomial
time t in the following experiment:
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EXPEE Gen, (5. 7)
PG = (G,g,Grp,p,e) & PG.Gen(1%);
a,”y & Loy;
b < {0,1}, ifb=1T « e(g,9)*, otherwise T +
e(9,9)7;

v« A%, PG, g%, gt/ T);

if b="0" then return 1, otherwise return 0;

where esceppH = €scBDDH (K) s a negligible function in the
security parameter K.

General One-round Group Key Exchange. We
present a generic definition of one-round group key ex-
change (ORGKE) to allow us to describe our generic re-
sult for this class of protocols. In a ORGKE protocol, each
party may send a single ‘message’ and this message is al-
ways assumed to be independent of the message sent by
the other party without loss of generality. The indepen-
dence property of sent messages is required since the ses-
sion participants can’t achieve mutual authentication in
one-round and it enables parties to run protocol instances
simultaneously (which is a key feature of one-round pro-
tocol). The key exchange procedure is done within two
pass and a common shared session key is generated to be
known only by session participants.

Let GD := ((ID1,pkfs,),...,(IDn,pkfs ) be a list
which is used to store the public information of a group
of parties formed as tuple (ID;, pkﬁi), where n is the size
of the group members which intend to share a key and
pk,’fDei is the public key of party ID; € IDS (i € [n]).
Let T denote the transcript storing the messages sent
and received by a protocol instance at a party which
are sorted orderly. A general PKI-based ORGKE pro-
tocol may consist of four polynomial time algorithms
(ORGKE.Setup, ORGKE.KGen, ORGKE.MF, ORGKE.SKG)
with following semantics:

e pms <« Setup(1%): This algorithm takes as input a
security parameter xk and outputs a set of system
parameters storing in a variable pms.

o (skfs, pkls) & ORGKE.KGen(pms,ID): This algo-
rithm takes as input system parameters pms and a
party’s identity ID, and outputs a pair of long-term
private/public key (sk{¢, pkfis) € (PK,SK) for party
ID.

® mp, & ORGKE.MF(pms,sk,’Bel,nDl,GD): This algo-
rithm takes as input system parameters pms and the
sender ID;’s secret key sk,’“De17 a randomness 7|p, &
Rorcke and the group information variable GD, and
outputs a message to be sent in a protocol pass, where
RorckE is the randomness space.’

1We remark that the parameter GD of algorithm ORGKE.MF is
only optional, which can be any empty string if specific protocol
compute the message without knowing any information about its
indented partners.
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o K « ORGKE.SKG(pms,skﬁ)‘i,r.Dl,GD,T): This al-
gorithm take as the input system parameters pms
and IDq’s secret key skﬁi, a randomness 7ip, &
Rorcke and the group information GD and a tran-
script T orderly recorded all protocol messages ex-
changed?, and outputs session key K € Korcke.

For correctness, we require that, on input the same
group description GD = ((ID1, pk¥¢), ..., (ID,, pk*e))
and transcript T, algorithm ORGKE.SKG satisfies the
constraint:

— ORGKE.SKG(pms, sk,klfl ,7D,,GD, T) =
ORGKE.SKG(pms, sk,’gﬂi ,7D;, GD, T),

where skﬁi is the secret key of a party ID; € GD who
generates randomness rp, € Rorcke for i € [n].

Besides these algorithms, each protocol might consist
of other steps such as long-term key registration and mes-
sage exchange, which should be described by each proto-
col independently. The key exchange procedure among n
parties is informally depicted in Figure 1.

Pseudo-Random Functions. Let PRF Kpre X
Dprr — Rprr denote a family of deterministic functions,
where Kprr is the key space, Dpgrg is the domain and
Rprr is the range of PRF for security parameter . Let
RL = {(z1,%1),--.,(zq,Yq)} be a list which is used to
record bit strings formed as tuple (z;,y;) € (Dpre, RPre)
where 1 < i < ¢ and ¢ € N. So that in RL each z is
associated with a y. Let RF : Dprgp — Rpgrr be a stateful
uniform random function, which can be executed at most
a polynomial number of ¢ times and keeps a list RL for
recording each invocation. On input a message = € DprgF,
the function RF(z) is executed as follows:

e If x € RL, then return corresponding y € RL,

e Otherwise return y & Rpgre and record (x,y) into
RL.

Definition 3. We say that PRF is a (q,t,€epRre)-
secure pseudo-random function family, if it holds that
|Pr[EXP€EfF7A(/<;) = 1] — 1/2| < eprr for all adversaries
A running in probabilistic polynomial time t and making
at most q oracle queries in the following experiment:

EXPRRE A (%)

b& {01}, k & Kere
b Af(b")(n)

if b="0" then return 1,
otherwise return 0.

F(b,x)
If x ¢ Dpgre then return L

If b =1 then return PRF(k, )
Otherwise return RF(zx)

where eprr = €pre(K) s a negligible function in the secu-
rity parameter k, and the number of allowed queries q is
bound by t.

2The detail order needs to be specified by each protocol.
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Target Collision-Resistant Hash Functions. Let
TCRHF : ICTCRHF X MTCRHF — yTCRHF be a farnily of
keyed-hash functions associated with key space Ktcrur,
message space Mtcryr and hash value space YtcrHE-
The public key hktcrur € Ktcrup of a hash function
TCRHF(hktcrur, -) is generated by a PPT algorithm
TCRHF.KG(1%) on input security parameter x. If the
hash key hktcruyr is obvious from the context, we write
TCRHF(m) for TCRHF(hkTCRHF,m).

Definition 4. TCRHF is a (¢, ercrue)-secure target colli-
sion resistant hash function family if for all t-time adver-
saries A it holds that

hktcrue & TCRHF.KG(1%),
$
m < MTCRHF,
m' < A(1%, hktcrur, m),
m#m', m" € Mrcrnur,
TCRHF(m) = TCRHF(m')

Pr < ETCRHF,

where the probability is over the random bits of A.

3 New Security Models

In this section we present two new strong security model
for one-round group key exchange that are generalized
from the models [12] for two party case. In these mod-
els, the active adversary is provided with an uniform
‘execution environment’ that follows an important re-
search line research [10, 14, 20, 22, 27] which is initiated
by Bellare and Rogaway [2].

Execution Environment. In the execution environ-
ment, we fix a set of honest parties {IDq,...,ID,} for
¢ € N, where ID; (i € [£]) is the identity of a party which is
chosen uniquely from space ZDS. Each identity is associ-
ated with a long-term key pair (skip,, pkip,) € (SK, PK)
for authentication.

Each honest party ID; can sequentially and concur-
rently execute the protocol multiple times with different
intended partners, this is characterized by a collection of
oracles {mf : i € [{],s € [d]} for d € N.3 Oracle 7 be-
haves as party ID; carrying out a process to execute the
s-th protocol instance (session), which has access to the
long-term key pair (skip,,pkip,) and to all other public
keys. Moreover, we assume each oracle 7 maintains a
list of independent internal state variables with semantics
listed as follows.

e W7 — a variable storing the identities and public keys
of session participants which are sorted lexicograph-
ically in terms of identity, including ID; itself.

e &7 — a variable denoting the decision ®; €
{accept, reject}.

3An oracle in this paper might be alternatively written as b,
which is conceptually equivalent to 7.
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D1
(Sklol,Pk{CDel) &
ORGKE.KGen(pms, ID1)

ID2

TID, & Roreke
mp, := ORGKE.MF(pms,
SklkDel ,TID, > GD)
broadcast (ID1, mip,)

(SleQ,Pkﬁi) &
ORGKE.KGen (pms, ID2)

TID, & Roreke
mp, := ORGKE.MF(pms,
sk(ffl , 7Dy, GD)
broadcast (ID2, mp,)

IDn,
$

(skip,, , PK(, ) <
ORGKE.KGen(pms, IDy,)

71D, & RORGKE
myp, := ORGKE.MF(pms,

skl ;71D , GD)
broadcast (IDn, mip,,)

each party has T = mp, ||mip,|| ... [|mip,,

K := ORGKE.SKG(pms,
skl%el , 7D, , GD, T)

K := ORGKE.SKG(pms,
sk:lkDez ,TIDy, GD, T)

K := ORGKE.SKG(pms,
skl%en,ﬁDH,GD,T)

Figure 1: General one-round group key exchange

e K7 — a variable recording the session key K; €
KeakE-

e st? —avariable storing the ephemeral keys that allows
to be revealed, e.g. the randomness used to generate
ephemeral public key.

e sT? — a variable recording the transcript of messages
sent by oracle 7.

o {rT}} - a set of variables each of which records the
transcript of messages received by oracle w} from
party ID; € ¥ such that j # i.

e T — a variable storing the transcript of all messages
sent and received by 77 during its execution, where
the messages are ordered by round and within each
round lexicographically by the identities of the pur-
ported senders.

All those variables of each oracle are initialized with
empty string which is denoted by the symbol @ in the
following. At some point, each oracle 7} may com-
plete the execution always with a decision state ®; €
{accept, reject}. Furthermore, we assume that the ses-
sion key is assigned to the variable K7 ( such that K7 # )
iff oracle 7} has reached an internal state ®; = accept.

Adversarial Model. An adversary A in our model is
a PPT Turing Machine taking as input the security pa-
rameter 1* and the public information (e.g. generic de-
scription of above environment), which may interact with
these oracles by issuing the following queries.

e Send(wf,m): The adversary can use this query to
send any message m of his own choice to oracle .
The oracle will respond the next message m* (if any)
to be sent according to the protocol specification and
its internal states. Oracle 77 would be initiated via
sending the oracle the first message m = (T, ¥?) con-
sisting of a special initialization symbol T and a vari-
able storing partner identities.

o RevealKey(7?): Oracle 7§ responds with the contents
of variable K.

o StateReveal(n7): Oracle 7§ responds with the secret

state stored in variable st7. We assume that the st}
only include all ephemeral randomness generated on
host machine (such as personal computer).
Namely, the ephemeral states on secure device (like
the smart card) where the long-term key is stored
are excluded from st;. This modelling approach is
widely used in literatures [6, 29, 33].

e Corrupt(ID;): Oracle 7} responds with the long-term
secret key skip, of party ID; if i € [{]; otherwise a
failure symbol L is returned.

e EstablishParty(ID,, pkip, ): This query allows the ad-
versary to register an identity 1D, (¢ < 7 and 7 € N)
and a static public key pkip, on behalf of a party ID.
Parties established by this query are called dishonest.

o Test(nf): If the oracle has state ®f = reject or
K? = (), then the oracle 7§ returns some failure sym-
bol L. Otherwise it flips a fair coin b, samples a
random element K from key space Kgake, and sets
K; = K. Finally the key Kj is returned.

We highlight that the exact meaning of the StateReveal
must be defined by each protocol separately, i.e., the con-
tent stored in the variable st during protocol execution.
Our goal is to define the maximum states that can be
leaked from each session.

Secure GAKE Protocols. In order to denote the sit-
uation that two oracles are engaged in an on-line com-
munication, we first define the partnership via matching
5€8810NS.

Definition 5 (Matching sessions). We say that an oracle
¢ has a matching session to oracle 7%, if 7§ has sent all
protocol messages and W5 = V' and T} = Tf. The oracle
7r§» is said to be the partner-oracle of ;.

We also recall the notion of origin session defined
in [12].

Definition 6 (Origin Session). We say that an oracle

7T§- has an origin session to oracle 7, if 7T§ has sent all
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protocol messages and sTf = rTf;. The oracle 7§ is said
to be the origin-oracle of ;.

Please note that if the protocol message does not in-
clude any information about its owner, then the origin-
oracle of an oracle may not come from its intended com-
munication partner.

CORRECTNESS. We say a group authenticated key ex-
change (GAKE) protocol X is correct, if two oracles 7§
and 7r§- accept with matching sessions, then both oracles
hold the same session key, i.e. K7 = K;.

For the security definition, we need the notion of fresh-
ness of an oracle. in the sequel, we give two freshness
definitions. The difference between those two notions is
that the first one formulates only weak perfect forward se-
crecy and the second one formulates the perfect forward
secrecy. Let 77 be an accepted oracle. Meanwhile, let 7T§-
be an oracle (if it exists) with intended partner ID;, such
that 7 has a matching session to 7%. Let 7l be an oracle
(if it exists), such that 7! has a origin session to mf. Let
mwms be a variable storing all partner-oracles of 7, and
mro be a variable storing all origin-oracles of ;.

Definition 7 (g-eCKw Freshness). The oracle 7§ is said
to be g-eCKw fresh if none of the following conditions
holds:

1) A queried EstablishParty(ID;, pkip;) to some party
ID; € .

2) A queried RevealKey(7?).

38) if mus # 0, A queried RevealKey (%) to some oracle
7T§- € TMS-

4) A queried both Corrupt(ID;) and StateReveal(n).

5) For some oracle nf € mro and some ID; € pid] (j #
i), if STY = rT}; # 0, A queried both Corrupt(ID;)
and StateReveal(7}).

6) For some ID; € pid; (j # i), if there is no oracle 7!

such that 7r§» has an origin session to m, A queried

Corrupt(ID;).

Definition 8 (g-¢cCK-PFS Freshness). The oracle w} is
said to be g-eCK-PFS fresh if none of the following con-
ditions holds:

1) A queried EstablishParty(ID;, pkip;) to some party
|Dj S \Iff

2) A queried RevealKey(7?).

3) If tys # 0, A queried ReveaIKey(ﬂ;?) to some oracle
7T§f € TMpS.-

4) A queried both Corrupt(ID;) and StateReveal(7).

5) For some oracle nf € mro and some ID; € pid] (j #
i), if STY = rT}; # 0, A queried both Corrupt(ID;)
and StateReveal(7}).
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6) For some ID; € pid; (j # i), if there is no oracle w5
such that 7t has an origin session to 75, A queried
Corrupt(ID;) priori to the acceptance of oracle .

SECURITY EXPERIMENT EXPSE(k): On input security
parameter 1%, the security experiment is proceeded as a
game between a challenger C and an adversary A based
on an AKE protocol ¥, where the following steps are per-
formed:

1) At the beginning of the game, the challenger C imple-
ments the collection of oracles {7% : 4 € [{],s € [p]},
and generates ¢ long-term key pairs (pkip,, skip,) for
all honest parties ID; for ¢ € [¢] where the iden-
tity ID; € IDS of each party is chosen uniquely.
C gives adversary A all identities and public keys
{(|D1,pk‘|D1), chey (|Dg,pk'|De)} as input.

2) A may issue polynomial number of queries as
aforementioned, namely A makes queries: Send,
StateReveal, Corrupt, EstablishParty and RevealKey.

3) At some point, A may issue a Test(w}) query on an
oracle 7 during the game with only once.

4) At the end of the game, the A may terminate with
returning a bit b’ as its guess for b of Test query.

5) Finally, 1 is returned if all following conditions hold:

e A has issued a Test query to a fresh oracle 7
without failure,

e A returned a bit ¥’ which equals to b of Test-
query;

Otherwise 0 is returned.

Let variable M € {g-eCKw, g-eCK-PFS} denote spe-
cific model.

Definition 9 (GAKE Security). We say that an adver-
sary A (M, t,€)-breaks the M security of a correct GAKE
protocol ¥, if A runs the AKE security game within time
t, and the following condition holds:

o If a Test query has been issued to a M fresh oracle
77, then the probability holds that |Pr[EXPgﬁ|§E(n) =
1] -1/2| > e

We say that a correct GAKE protocol X5 is (M, t, €)-secure,
if there exists no adversary that (M,t,e)-breaks the M
security of X.

Remark 1. Please note that the freshness of g-eCK
model [28] is defined based on only the notion of match-
ing sessions (MS). Whereas our new proposed models also
make use of the notion of origin session (OS) which has
less restriction than matching sessions. Namely OS only
compares transcript of messages from one protocol move
(e.g. sent or received by an oracle) other than all tran-
script of messages required by MS. Informally speaking,
less restriction in freshness definition would provide more
power to adversary.
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4 A Tripartite AKE Protocol
from Bilinear Maps

In this section we present a three party one-round AKE
protocol based on symmetric bilinear groups, a target col-
lision resistant hash function and a pseudo-random func-
tion family. The new proposed protocol is more efficient
and than its predecessor.

Protocol Description. We describe the protocol in
terms of the following three parts: Setup, long-term key
generation and registration, protocol execution. Please
note that the general algorithms (defined in Section 2)
are implied in specific part.

Setup: The proposed protocol takes as input the fol-
lowing building blocks which are initialized respectively
in terms of the security parameter x € N: (i) Symmetric
bilinear groups PG = (G, g,Gr,p,e) <& PG.Gen(1%) and
a set of random values (ug, u1, us, us3) & G and

(Uo,U1,Us,Us) = (e(uog, 9),e(u1,9), e(uz, g), e(us, 9),
(ii) a target collision resistant hash function
TCRHF(hk‘TCRHF, ) ICTCRHF x G — Zp, where

hkTcrurF & TCRHF.KG(1%), and (iii) a pseudo-random
function family PRF(-,) : Gp x {0,1}* — Kgake. The
system parameter variables encompass

pms = (PG, {u;}o<i<s, {Ui}o<i<s, hkTCRHF)-

CONSTRUCTION IDEA. Our new protocol is motivated to
improve the efficiency of the LY [24] protocol. We notice
that the consistency check on long-term and ephemeral
public keys in LY scheme requires eight pairing opera-
tions which is quite inefficiency. Hence we try to reduce
the computation cost of the consistency check. Our main
idea is to make use the pre-computation value in the tar-
get group G, and the inversion of Diffie-Hellman key to
facilitate the validation of a consistency proof. Namely,
we utilize the inversion of a Diffie-Hellman key e.g.
g*/® provided together with the proof of g%, to remove
corresponding exponent a in the target group G during
verifying process. So that we could use pre-computed
values in target group to build the verification equation.

Long-term Key Generation and Registration: On
input pms, a party A may run an efficient algorithm
(sk 4,0k ) & ORGKE.KGen(pms, A) to generate the
long-term key pair as: sk; = a & Zy,pky = (A, A ta)

where A = g%, A’ = gl ta = (uoul

(322 u")e and hy = TCRHF(A).

=0 "1

b5, hiva
uytuzt)® =

Protocol Execution: On input pms, the protocol
among parties A, B and C' is executed as Figure 2.

310

Comparisons. We summarize the comparisons among
some existing well-known concrete g-eCK secure one-
round AKE protocol (i.e. [24]) in the Table 1 from the
following perspectives: (i) the security model; (ii) the se-
curity assumptions; (iii) number of long-term (LL) and
ephemeral (Eph) keys; (iv) and overall computation cost
of considered protocol. In the table, ‘Exp’ denotes the
exponentiation and ‘ME’ denotes multi-exponentiations,
‘Pair’ denotes pairing evaluation, ‘CBDDH’ denotes the
Cubic Bilinear Decisional Diffie-Hellman assumption,
‘GBDH’ denotes the gap Bilinear Diffie-Hellman assump-
tion and ‘sCBDDH’ denotes the strong Cubic Bilinear
Decisional Diffie-Hellman assumption. Let ‘Rom’ denote
the random oracle model and ‘Std.” denote the standard
model.

It is noticeable that our scheme reduce four expensive
pairing operations comparing to the construction [33]. It
is remarkable that our new scheme is even more efficient
than the one [27] secure in the random oracle model.
Hence our proposal can provide much more practical in-
teresting.

Security Result of Proposed Protocol. We show
the security result of our proposed protocol in the g-eCKw
model via the following theorem.

Theorem 1. Suppose that the pseudo-random function
family PRF is (t, eprp)-secure, the TCRHF is (¢, eTcruF)-
secure and the strong Cub Bilinear Decisional Diffie-
Hellman assumption is (t,esceppn) hard. Then the pro-
posed protocol is (g-eCKw, t, €)-secure in the sense of Def-

(p0)?

inition 9, such that t =~ t' and € < B3~ 4 eTcruF +

14(p€)3(€sCBDDH + €pRF)-
The proof of this theorem is presented in Appendix A.

5 Protocol Transformation from
g-eCKw to g-eCK-PFS

Next, we proposed a compiler called as SIG(X) which
make use of a deterministic SEUF-CMA secure signature
scheme SIG = (SIG.Gen, SIG.Sign, SIG.Vfy) to transform
any g-eCKw secure one-round group key exchange proto-
cols ¥ to provide g-eCK-PFS security. Our compiler is
generalized from the CF compiler [12]. Namely we digital
sign each out-going ephemeral key. Moreover, we assume
that the signature scheme is executed on secure device
(where the long-term private key is stored). So that no
state can be revealed from the signature scheme for sim-
plicity (see more discussion about modelling session states
in [33]). The compiler is depicted in Figure 3. In contrast
to the original ORGKE protocol, the transformation only
adds signature to each outgoing message generated by
ORGKE.MF (without changing the session key generation
algorithm).

By applying the SIG(X) compiler, we show the resul-
tant protocol is secure in the g-eCK-PFS model as long
as the original protocol X is g-eCKw secure.
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A
sk 4 =a<iZ;,
pki = (A A" ta) =

i
(9% g%, (Ti_gu; )*

rﬁZ*
X = g*, X' _gl/a:
hxz TCRHF(X)
h
tx = (A 13 ol X)I
broadcast (A, A, A’ tA,X,tX)

hp := TCRHF(B)
he := TCRHF(C)
hy := TCRHF(Y’)
hz := TCRHF(Z)

= (X2, U'B)

= (L “_C)

Vy = (D hY)
= (X2, U'?)

reJect it elther
e(tgB,B’) # Vg or
e(tcC,C") # Ve or
e(tyY,Y') # Vy or

e(tzz, Z/) # Vz

ke := PRF(e(BY, CZ)*t®, sid)

B
skézbﬁzg,
B :(B BI tB):

< b (S ul By

Yy (i Z*
Y. gy Y/ .= gl/y
hy = TCRHF(Y)
ty = (30, hy)y
broadcast (B, B, B',t5,Y,ty)

ha := TCRHF(A)
hc := TCRHF(C)
hx := TCRHF(X)
hz = TCRHF(Z)
h
Va = ( 3 0 A)U4
Ve =28, U; c)U4
h
Vx = (25 ?‘)
h
Vz = (Zi:() i Z)

reject if either
e(taA,A") # Va or
e(tcC,C’) # Ve or
e(txX,X’) # Vx or

e(tzZ7 Z/) # Vz

lClIClIC ltc 12112’ ||tz

ke := PRF(e(AX,C2Z)"1Y, sid)

C
sk =C£Z;,
pks = (C,C' tc) ==

(6% g/°, (S0_p uC)e

2 & /s
7= g7, 2 = gt/*
hy = TCRHF(Z)

I
= (9 ul?)?
broadcast (C,C C Jte,Z,tz)

ha := TCRHF(A)
hp := TCRHF(B)
hx := TCRHF(X)
hy := TCRHF(Y)

Va = (Sl ul?)
Ve = (50 f?)
Vi 1= (0 U X)

Vo= ( 3:0 Uy

reject if either
e(taA,A") # V4 or
e(tgB,B’) # Vg or
e(txX,X’) # Vx or
e(tyY,Y') # Vy

Each party has sid := A||A||A’||ta||X||X’||tx||Bl|B||B’||ts||Y||Y'||ty

Each party rejects if some values recorded in sid are identical

ke := PRF(e(AX, BY)t%, sid)

Figure 2: One-round tripartite AKE protocol

Table 1: Comparisons

$
7D,  RORGKE
mip, := ORGKE.MF(pms,

skllfjel , TIDg 5 GD)
0’|D1 =
SIG.Sign(skip, mip, )
broadcast (ID1,mip; , oD, )

$
7Dy — TRORGKE
mip, := ORGKE.MF(pms,

skllg; ,TIDy 5 GD)
4:)'|D2 =
S|G.Sign(skf,;9, ™MD, )
broadcast (IDz2, mip,, UIDQ)

Security Security LL Eph Overall
model assumptions (pk,sk) (pk,sk) cost
[27] g-oCK ROM, GBDH €%)) 1,0 9 Exp, 4.Dair
[24] ¢-cCK | Std, TCR, PRF, CBDDH | (1,2) (1,2) | 2 Exp, 5 ME, 9 Pair
Proposed | g-eCKw TCR, PRF, sCBDDH (1,3) (1,3) 3 Exp, 5 ME, 5 Pair
ID; IDs ... D,
(skli ki) & ORGKE.KGen( (skifi, pkipy ) < ORGKE.KGen( (skfEe , phip, ) < ORGKE.KGen(
pms,IDy) pms, D2) pms, IDn)
(skin?, pki?) & 51G.Gen(17) (skin?, pki?) & s1G.Gen(17) (skin? Pkin?) & 51G.Gen(17)

$
7D, < TRORGKE
mip; := ORGKE.MF(pms,

sk{fjel , 71Dy 5 GD)
0‘|Dn =
SIG.Sign(skip? , mup,, )
broadcast (ID,, mip,, , o, )

[lmip,, [loD,,

each party has T = mip, H¢7|D1 [[mipgy | ‘UIDQ [I...

each party ID; (1 <4 < n) rejects if one of the received signatures
o, € {oDy5- 0D, }j2i is invalid i.e. SIG. ny(ple » D ;5 G'IDj) #1
K := ORGKE.SKG(pms,

K := ORGKE.SKG(pms,
ki, T, ,GD, T)

K := ORGKE.SKG(pms,
skits, , Tipy ; GD, T)

skig, , 7oy GD, T)

Figure 3: Signature-based generic compiler

Theorem 2. For any ORGKE protocol ¥, if ¥ is t=t and € </{-esic+2- €geckuw-
(9-eCKw, t, €4-ccxw)-secure and the signature scheme SIG
is deterministic and (t,esig)-secure, then the protocol

SIG(X) is (g-eCK-PFS,t', ey.ccx-prs)-secure, such that
The proof of this theorem is shown in Appendix B.
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6 Conclusions

We have shown how to model perfect forward secrecy for
on one-round group key exchange by introducing two new
security models called as g-eCKw and g-eCK-PFS. We
also showed a new practical construction for one-round
group key exchange protocol which is the first one which
can be proven g-eCKw secure in the standard model. Our
proposal is more efficient than previous g-eCK secure pro-
tocol without random oracles. Our construction idea (in
particular for the new consistency check) can be applied
to other pairing based protocols with weak programmable
hash function that may yield more efficient schemes. Fur-
thermore, it is possible to transform our proposal or any
other g-eCKw secure protocols to satisfy g-eCK-PFS se-
curity following the new compiler. It is an interesting
open problem to formally consider generic constructions
for g-eCKw secure AKE in the standard model.
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A Proof of Theorem 1

The proof of this Theorem 1 is quite similar to the [24, 25,
Theorem 1]. We only show a proof idea here to avoid
repetition.

Let oracle 77,5,;1 be the test oracle with intended com-
munication partners IDs and ID3. To prove the secu-
rity of a protocol in the g-eCK model, it is necessary to
show the proof under all possible freshness cases (rele-
vant to StateReveal and Corrupt queries) which are for-
mulated by Definition 7. Following the similar approach
in [24], we may obtain 14 detailed freshness cases at all.
In each freshness case, there are three distinct (long-term
or ephemeral) secrets from test oracle or its partner oracle
or origin-oracle are not compromised by adversary. The
proof proceeds in a sequence of games, following [30, 3].
Let Sy be the event that the adversary wins the security
experiment in Game 6. Let ADV; := Pr[S;] — 1/2 denote
the advantage of A in Game J.

Game 0 This is the original game with adversary A.
The system parameters are chosen honestly by challenger
as protocol specification. Thus we have that Pr[S,] =
1/2+e=1/2+ ADV,.

Game 1 In this game we want to make sure that the
received ephemeral keys are correctly formed. Techni-
cally, we add an abort condition, namely the challenger
proceeds exactly as before, but it aborts if there exist
two distinct (either ephemeral or long-term) public keys
W and N such that TCRHF(W) = TCRHF(N). Mean-
while the probability that two oracles output the same
ephemeral key is bound by birthday paradox. Accord-
ing to the security property of underlying hash function.

Thus we have ADVy < ADV; + (’;?2 + ETCRHE-

Game 2 This game proceeds as previous game, but C
aborts if one of the following guesses fails: (i) the fresh-
ness case occurred to test oracle from all 14 possibili-
ties, (ii) the test oracle, (iii) the intended communica-
tion partners of test oracle, and (iv) every oracles (if they
exist in terms of specific guessed freshness case) which



International Journal of Network Security, Vol.18, No.2, PP.304-315, Mar. 2016

have origin-session to test oracle. The probability that all
above guesses of C are correct is at least Thus we

have that ADV; < 14(pf)® - ADVs.

_1
14p303 *

Game 3 Please note that the g-eCKw freshness defini-
tion guarantees that for our protocol there are at least 3
Diffie-Hellman (DH) keys from all session participants of
fresh test oracle are not compromised by adversary. We
call such guessed 3 uncompromised DH keys as target DH
keys. This game is proceeded as previous game, but the
challenger C replaces the key material k] with random
value k¢ for oracles {rf : i € [(],s € [p]} which satisfy the
following conditions:

e The k} is computed involving the 3 target DH keys
which are guessed by C for test oracle, and

e Those target DH keys used by 7 are from 3 distinct
parties.

The above two conditions ensure that the changed key
materials of oracles can not be trivially generated by ad-
versary. This also enables us to embed sCBDDH challenge
instance into the simulation of all oracles satisfying above
conditions. The second condition is used to exclude the
situation that the DH keys from some party are all com-
promised in which case the adversary can simply compute
the session key.

The proof in this game is quite similar to the proof
of [25, Theorem 1] but the sCBDDH challenge instance is
involved instead of CBDDH. By applying the security of
sCBDDH assumption, we therefore obtain that ADVy <
ADV3 + €5cBDDH-

Game 4 In this game, we change function PRF(E,-)
to a truly random function for test oracle and its partner
oracles (if they exist). Exploiting the security of PRF, we
have that ADV3 < ADVy4 + €pgf.

Note that in this game the session key returned by Test-
query is totally a truly random value which is independent
to the bit b and any messages. Thus the advantage that
the adversary wins this game is ADVy = 0.

Sum up the probabilities from Game 0 to Game 4, we
proved this theorem.

B Proof of Theorem 2

Since a correct g-eCKw protocol must also be g-eCK-PFS
protocol. In the sequel, we wish to show that the adver-
sary is unable to distinguish random value from the ses-
sion key of any g-eCK-PFS oracle. Please first note that
the g-eCKw freshness and g-eCK-PFS freshness only dif-
fer in the last condition, i.e. when there is no origin-oracle
to test oracle. In other freshness cases, those two freshness
notions are the same. Hence, if we can show that the test
oracle always has origin-oracle before its intended partner
is corrupt, then the proof would go through.
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In the following, we use the superscript ‘“*’ to highlight
corresponding values processed in test oracle wf* which
has intended communication partner ID,. Let 7] be an
accepted oracle with intended partner ID;. Let 7r§ be an
oracle (if it exists) with intended partner ID;, such that
7 has a matching session to 7%. Let 7l be an oracle (if it
exists), such that m! has a origin session to 7. Let Sg be
the event that the adversary wins the security experiment
under the Game § and one of the above freshness cases.
Let ADVs := Pr[S;] — 1/2 denote the advantage of A in

Game §. We consider the following sequence of games.

Game 0 This is the original g-eCK-PFS security game
with adversary A. Thus we have that Pr[S)| =1/2 4+ €=
1/2 + ADV,.

Game 1 In this game, the challenger proceeds exactly
like previous game, except that we add a abortion rule.
The challenger raises event aborti ans and aborts, if during
the simulation either the message myp, replied by an ora-
cle w7 but it has been sample by another oracle 7, or sent
by adversary before. Since there are pf such values would
be sampled randomly. We claim that the event aborti ans
occurs with probability Pr[abortirans] < €g.eckw. We elab-
orate the proof as follows. Please first recall that if the
test oracle 7§ (generating message mﬁ;i) is fresh then
the adversary is not allowed to issue both Corrupt(ID;)
and StateReveal (75" ), as otherwise the security is trivially
broken. However, consider the case that the adversary
issued Corrupt(ID;), and at the same time there is an-
other oracle 7r§- which outputs the same messages as the
one generated by test oracle. Then the adversary can is-
sue StateReveal(7!) to learn the ephemeral secret relative
to m,"”D*i without violating the g-eCK-PFS of test oracle.
Furthermore, the probability that the collisions among
the messages generated by ORGKE.MF in either proto-
col ¥ or SIG(X) is the same. The security of ¥ in the
g-eCKw model, implies the collision probability among
outgoing messages is negligible. We therefore have that
ADV( < ADV| + €g-cCKw-

Game 2 This game proceeds exactly as before, but
the challenger raises event aborts, and aborts if a fresh
oracle 7{ with intended communication partner ID; re-
ceived a message mp, which is not sent by any oracle
of ID; but the signature computed over myp; subject-
ing to SIG.ny(pk:fo,ij,a.Dj) = 1. We have ADV; <
ADV; + Pr[abortsig].

If the event aborts; happens with non-negligible prob-
ability, then we could construct a signature forger F as
follows. The forger F receives as input a public key pk*,
and runs the adversary A as a subroutine and simulates
the challenger for A. It first guesses an index 6 <& [/]
pointing to the public key for which the adversary is able
to forge, and sets pkip, = pk*. Next F generates all other
long-term public/secret keys honestly as the challenger in
the previous game. The F guesses the party ID; (such
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that 8 = j) correctly with probability 1/¢. Then the F
proceeds as the challenger in Game 2, except that it uses
its chosen-message oracle to generate a signature under
pkip, for the oracles of party I1Dg.

The F can use the signature received by 7 to break the
SEUF-CMA security of the underlying signature scheme
with success probability esig. So the event abortgz hap-

P i
% < €s1g. Therefore we

pens with the probability
have ADV; < ADVqy + /£ - €516

So in Game 2 each accepting g-eCKw fresh oracle 7}
with intended communication partner ID;, there always
exists an oracle 7% which has origin session to 7. That
means the last condition of both g-eCK-PF'S freshness and

g-eCKw freshness would never occurred in this game.

Game 3 This game is proceeded as previous game, but
the challenger C replaces the session key of test oracle
and its partner oracle (if it exists) with a uniform random
value. If there exists an adversary A can distinguish the
Game 3 from Game 2 then we can use it to construct an
adversary B to break the g-eCKw-security of X.
Intuitively, the security reduction from g-eCK-PFS to
g-eCKw is possible in this game, since both g-eCK-PFS
and g-eCKw encompass the same freshness cases (related
to StateReveal and Corrupt queries) when the test oracle
has origin-oracle. We elaborate the simulation as follows.
Let B be an adversary which interacts with an g-eCKw
challenger C and tries to breaks the g-eCKw security of
Y in the g-eCKw security game. B runs A (who is a
successful g-eCK-PFS attacker) as subroutine and sim-
ulates the challenger for A as previous game. For each
party ID; (i € [¢]), B generate an extra pair of long-term
keys (sk,séf,pklség) & SIG.Gen(1%) and gives all public
keys to A at beginning of the game. For every oracle
{m? + i € [{],s € [d]} simulated by C, B keeps corre-
sponding a dummy oracle Wf/ and the adversary A is able
to interacts with those dummy oracles simulated by B5.
Specifically, a dummy oracle proceeds as follows:

e For any Send(ﬂf/,m) query from A, if m # (T, IAD;)
and the signature in m is valid then B peels off the
signature value from m to obtain a truncated mes-
sage m’ and issues m* <+ Send(w?,m). Meanwhile
if m(T,Ivaj) then B just issues m* < Send(rwf,m).
To this end, B does o« < SIG.Sign(skip,, m*) and
returns (m*, o,,~) to A.

e For any Corrupt(ID;) (i € [f]) query, B asks
Corrupt(ID;) to C to obtain skfis and returns

(skfis . skip?) to A.

e For any other oracles queries on 7rf' (including Test
query), B just asks corresponding oracles queries on
m; to C and returns the results to A.

So that B is able to perfectly simulate the environment
for A. If the session key returned by Test query is a true
key, then the simulation is exactly the same as previous
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game, otherwise it is equivalent to this game. Finally, B
returns what A returns to C. If A wins the game with
non-negligible probability, so does B. Thus we have that
ADVy < ADV3 + €g-cCKw-

In this game, the session key given to adversary is
independent of the bit b of Test query, thus Pr[Si] = 0.
Sum up the probabilities from Game 0 to Game 3, we
proved this theorem.
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Abstract

This paper describes a class of SQL injection attacks
(SQLIA) where attackers can deduce information from
the back-end database management system (DBMS)
without transferring actual data. Instead, by using pre-
determined differentiation mechanism, information is be-
ing inferred piece by piece. Because of its widespread
success, particularly in difficult situations where other
SQLIA classes fail, understanding of this subject is of
great importance for successful mitigation of this type of
attacks.

Keywords: Blind injection, inference, SQL injection, tim-
ing attack

1 Introduction

Although SQLIA made its first public appearance back in
1998 [16], it still stays one of most serious [25] and preva-
lent [5, 10] threat types. When used properly, attackers
can influence what is passed to the database by exploit-
ing weak input validation and/or dynamic construction
of SQL statements having no proper usage of type-safe
parameter values'.

In SQLIA, if affected database connection is using over-
privileged login, attackers can retrieve confidential infor-
mation, corrupt it and/or even destroy database content.
It is usually known as an attack against web applications,
but any kind of application using relational database can
become a target.

SQLIA vector is a mean by which attackers can deliver
and execute a malicious SQL formation called payload
(e.g. OR 2>1). Payload is enclosed with context sensi-
tive boundaries (e.g. abe’) OR 2>1 AND (’abc’="abc),
making it work when injected inside the vulnerable SQL
statement.

SQLIA can be illustrated with the following piece of a
vulnerable PHP code (Example 1).

1Type safety is a mechanism for discouraging and prevention of
type errors by explicit declaration of value types.

Example 1: SQLIA vulnerable code written in PHP

$query = 'SELECT name, surname FROM users WHERE
id = ' . $_REQUEST['id'] ' LIMIT O, 1';
$result = mysql_query($query);

Variable $query is used for storing crafted SQL SE-
LECT statement that is being executed in the MySQL
DBMS, value $_REQUEST/’id’] represents user supplied
HTTP request value (e.g. GET parameter id) that is con-
catenated to the static part of query in its unfiltered form,
while variable $result holds result of query execution.

If user intentionally supplies malicious SQL code, in-
stead of, as in this case, naively expected integer value,
SQLIA is under way. It should be noted that unfiltered
usage of any user influenced value (e.g. HTTP header
Cookie) inside web application’s code can result in this
kind of attack.

To be as realistic as possible, SQLIA examples used in
this article will be focused on retrieval and/or modifica-
tion? of content from the hypothetical table users, which
can be instantiated with the following SQL code (Exam-
ple 2).

Example 2: SQL code used for instantiation of table
users

CREATE TABLE users (
id INT NOT NULL,
name VARCHAR(500),
surname VARCHAR(500),
password VARCHAR(500),
PRIMARY KEY (id)

);
INSERT INTO users (id, name, surname, password)
VALUES
(1, 'matt', 'jones', 'passwOrd'),
(2, 'john', 'doe', 'cakel23'),
(3, 'admin', 'admin', 'a4zL74pRDS');

Created table users has primary key column 4d, column
name for storing user’s name, column surname for storing

2Modifications can be done only in special cases discussed further
in text.
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user’s surname and column password for storing user’s
password. In real life scenario, content of such table would
be of great interest to the attackers.

SQLIA examples will be presented either in original
form used against the attack point (e.g. HTTP GET pa-
rameter id), or in its final contaminated form, where they
are already incorporated into the vulnerable SQL state-
ment. In both cases, used SQLIA vector will be marked
with bold characters.

Examples that are DBMS dependent will contain the
corresponding DBMS name enclosed in parenthesis (e.g.
(MySQL)). That way it should be easily distinguishable
which SQLIA payload is targeting which DBMS.

2  SQL Injection Fundamentals

2.1 SQLIA Types

SQLIA can be classified by its purpose as data mining
or non-data mining. Data mining class is used for re-
trieval of stored database content. Non-data mining class
is used for everything else, like addition or modification
of database content, execution of stored procedures, au-
thentication bypass, etc.

Further, data mining SQLIA can be classified as in-
band, inference or out-of-band [15]. Inband class is used
for data retrieval using existing transmission channel be-
tween target and attackers, like formatted query result in
web application response or included DBMS error report.
Inference class is used for inferring data, never transfer-
ring the actual data. In out-of-band class, contrary to
inband, alternative channel is used for data retrieval, like
HTTP [11], DNS [19], SMTP [7], etc.

Fundamental SQLTA types are: tautologies, blind in-
jections, timing attacks, UNION queries, illegal/logically
incorrect queries and piggy-backed statements [8]. De-
pending on the purpose of attack, affected vulnerable SQL
statement and target’s configuration, different SQLIA
types will have a different efficacy.

For instance, piggy-backed statement SQLIA is rarely
usable against targets using DBMS other than Microsoft
SQL Server and PostgreSQL, as those are seldom that na-
tively support stacking of multiple SQL statements inside
a single line. Also, in case that a non-query statement
is found to be vulnerable and DBMS error reporting is
turned off, it is highly probable that relatively slow tim-
ing attack will be the only SQLIA able to perform the
data mining task.

In related work it can be found that alternate encod-
ing is a type of SQLIA too [8, 9, 12, 21|, while in reality
it is only a mean of avoidance from detection done by
automated prevention mechanisms, used in other web ap-
plication attacks as well [17, 22].

Also, it can be found that a SQLIA type name piggy-
backed query [8] is used instead of piggy-backed state-
ment, while in reality this type of SQLIA is predomi-
nantly being used for execution of non-query statements
(e.g. INSERT).
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Tautology is a type of SQLIA where conditional part
of the vulnerable query is forcefully being evaluated to
the logical value True. It is used mostly for bypass of
login pages and content extraction of table used in vul-
nerable query itself. This attack can be illustrated with
the following contaminated SQL query:

Example 3: Tautology

SELECT name, surname FROM users WHERE id=1 OR
1=1-- LIMIT O, 1

In Example 3, if vulnerable target returns result of a
vulnerable query in response, then used SQLIA payload
will force it to return the content of the whole table users,
instead of only one (expected) row. Trailing character for-
mation —— is a common suffix?® found in SQLIA vectors,
used in cases where the rest of the vulnerable query needs
to be neutralized for attack to be successful. In this case
clause LIMIT needs to be cut out so attackers could be
able to retrieve all entries for columns name and surname.

Blind injection is a type of SQLIA where conditional
part of the vulnerable statement is forced to be evaluated
(solely) depending on an answer to the attacker’s ques-
tion. In case that content of target’s response differs for
logical value True from response for Fulse, attackers can
infer the arbitrary database content from series of truth
questions?. This attack can be illustrated with the fol-
lowing contaminated SQL query:

Example 4: Blind injection (Microsoft Access)

SELECT name, surname FROM users WHERE id=1 AND

(SELECT UCASE(MID(password, 1, 1)) FROM users
WHERE name='admin')='A'

In Example 4, if response is same, or at least as similar,
as predetermined response for logical value True, attack-
ers can infer that the upper cased first character of user
admin’s password is A. Otherwise the rest of the charac-
ter space will be checked exactly the same way until the
right one is found.

Timing attack is a type of SQLIA where vulnerable
statement is forced to have a delayed execution depending
on an answer to the attacker’s truth question. In case
that time required for target to respond® differs for logical
value True from time for False, attackers can, similar as in
blind injection case, infer arbitrary database content from
series of truth questions. This attack can be illustrated
with the following contaminated SQL query (Example 5).

In Example 5, if time required for target to respond
is noticeably longer than the regular response time, at-
tackers can infer that the upper cased first character of

3 Another popular suffix is #.

4Truth question is a type of question where answer is a truth
value (True or False), indicating the relation of a proposition to
truth.

5Term response time will be used for a total time required for
request to reach the target, target to generate response and response
to come back to the attacker.
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user admin’s password is A. Otherwise the rest of charac-
ter space will be checked exactly the same way until the
right one is found.

318

cases when DBMS supports execution of OS commands
through system stored procedures (e.g. zp_cmdshell in
Microsoft SQL Server).

Example 5: Timing attack (MySQL)

SELECT name, surname FROM users WHERE id=

IF(((SELECT UPPER(MID(password, 1, 1)) FROM
users WHERE name='admin')='A'), SLEEP(5), 1)

UNION query is a type of SQLIA where, by using SQL
operator UNION, result of maliciously injected query is
combined and returned inband with the regular response.
This attack can be illustrated with the following contam-
inated SQL query:

Example 6: UNION query

SELECT name, surname FROM users WHERE id=1

UNION ALL SELECT Password, NULL FROM users
WHERE name='admin'-- LIMIT O, 1

In Example 6, if content of column name for table
users is returned as part of the target response, then used
SQLIA payload will force it to return the content of col-
umn password for user admin from that same table, along
with the regular response.

Illegal/logically incorrect query® is a type of SQLIA
where DBMS error state, carefully chosen by attackers,
is provoked in such way that the resulting error report
carries result of the injected (sub)query inband with the
target response. It can be illustrated with the following
contaminated SQL query:

Example 7: Tllegal /logically incorrect query (Oracle)

SELECT name, surname FROM users WHERE id=

ExtractValue('<xml/>', CONCAT('\', (SELECT
password FROM users WHERE name='admin')))

In Example 7, illegal XPath? value is crafted and pro-
vided as an argument to the function EzxtractValue®. If
DBMS error message reporting is turned on, password
for user admin will be returned inband with the target
response, as part of an explanation of what went wrong.

Piggy-backed statement® is a type of SQLIA where in-
jected SQL statement is executed along with the vulner-
able one. It is typically being used for modification of
database content and execution of stored procedure lan-
guage (SPL) code. This attack can be illustrated with the
following contaminated SQL query (Example 8).

In Example 8, SQL INSERT statement is being piggy-
backed to insert a new row into the table users. It has to
be noted that this kind of SQLIA is extensively used in

6 Also known as error message SQLIA [2].

"XPath (XML Path Language) is query language used to navi-
gate through elements and attributes in an XML document.

8MySQL function for extraction of value from an XML string
using XPath notation.

9 Also known as stacked [7] and/or batched SQLIA [6].

Example 8: Piggy-backed statement

SELECT name, surname FROM users WHERE id=1;

INSERT INTO users VALUES('foo', 'bar',
'testpass')--

2.2 SQLIA Phases

Typical SQLIA can be divided into several distinguishable
phases: reconnaissance, attack vector establishment, enu-
meration, data retrieval and (optional) system takeover.

In reconnaissance phase potentially vulnerable attack
points are being collected, along with all possible informa-
tions about the back-end DBMS. Vulnerable attack points
for SQLIA can be anything, ranging from HTTP param-
eters (e.g. GET), HTTP headers (e.g. Cookie), message
formats (e.g. JSON) and more. In case that the target’s
response contains the DBMS error report for the delib-
erately invalid value (e.g. 17)’) attackers will be able to
recognize the back-end DBMS and further narrow down
used payloads in following phases.

In attack vector establishment phase chosen pairs of
boundaries and testing payloads are used against the po-
tential attack points, in hope of finding one that responds
positive to tests. In case of success, recognized boundaries
are being used along with predefined malicious payloads
in following phases.

For successful exploitation attackers have to know the
type of the back-end DBMS. If that information has not
been found in the reconnaissance phase (e.g. through
parsing of DBMS error reports), couple of DBMS spe-
cific fingerprinting payloads have to be used. For in-
stance, payload QUARTER(NULL) IS NULL will be
evaluated to True only in case of MySQL DBMS, while
LENGTH(SYSDATE)>0 will be evaluated to True only
in case of Oracle DBMS. Otherwise those payloads will
result with non-True (i.e. False) responses.

In enumeration phase information about the under-
lying database structure is being collected: user names,
user privileges, password hashes, database names, table
names, column names, etc. It is being done by using spe-
cific queries, where each DBMS has its own places (e.g.
system tables) for storage of this kind of information.
For instance, Microsoft SQL Server holds stored database
names inside system table master.dbo.sysdatabases, while
MySQL stores that same data inside system table infor-
mation_schema.schemata.

In data retrieval phase stored database content is be-
ing retrieved by using enumerated database, table and
column names collected in the previous phase. Usually,
only content of tables having names of interest is being
retrieved (e.g. wusers). From attacker’s perspective this
phase represents the most important part of SQLIA.
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In (optional) system takeover phase underlying OS is
being further exploited making the target completely vul-
nerable to other arbitrary attacks (e.g. uploading of web
shell through SQLIA). Usage of special system stored pro-
cedures for OS interaction is required, that are available
only in a handful of DBMSes (e.g. Microsoft SQL Server).
As required privileges for current user are usually insuffi-
cient, this phase is rarely being successfully performed.

3 Inference

Inference is a class of SQLIA based on logical reasoning,
where attackers are asking specific questions against the
DBMS and inferring results based on target’s behavior.
Observed characteristic(s) can be anything, ranging from
content, return code, existence of error report, response
time and more. It is intended to be used only for data-
mining purposes, while it largely benefits from process
automation and parallelization.

First appearance of inferential SQLIA can be found
in paper ” (more) Advanced SQL Injection” [3] where it is
described as ”a novel method for extracting information in
the absence of helpful error messages”. Inside of it, time
delay is proposed as a transmission channel. Following
SQLIA vector has been given:

Example 9: Inference SQLIA (Microsoft SQL Server)

DECLARE @s VARCHAR(8000) SELECT @s = db_name()
IF (ASCII(SUBSTRING(®@s, 1, 1)) & (POWER(2, 0))
) > 0 WAITFOR DELAY '0:0:5'

In Example 9, target will pause for five seconds if the
least significant bit (LSB) of the first character of current
database name is 1. Otherwise it will respond in a regular
manner.

Inference is being categorized into two SQLIA types:
time based timing attack and non-time based blind injec-
tion. If observed target’s characteristic is a time required
for it to respond to a given request, timing attack SQLIA
is underway. Otherwise we are talking about the blind
injection SQLIA.

Inference is used only when usage of inband and (more
complex) out-of-band SQLIA classes is not possible, as it
is significantly more time and resource demanding pro-
cess. It largely benefits from process parallelization,
where multiple requests are being made at the same time,
effectively shortening the run time.

Provoking conditional responses requires the usage of
particular SQL expressions. Fach expression has a pur-
pose of binding the vulnerable SQL statement to the
question part of the inference SQLIA. Which one will
be used is based on injection place inside the vulnera-
ble SQL statement itself. For instance, if the injection
place is located inside the WHERE clause of a vulnerable
SQL statement, then used SQL expression will be differ-
ent than the one required for cases when injection place
is located inside the ORDER BY clause.
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3.1 Blind Injection

In case of blind injection (Example 10) attackers are try-
ing to bind the question part of inference to the vulnerable
SQL statement in such way that it changes the final result
depending on an answer to that same question. If SQL
statement is vulnerable inside the WHERE or HAVING
clause, inference question is being bind with usage of AND
or OR boolean operators.

Example 10: WHERE or HAVING clause blind injec-
tion

SELECT name, surname FROM users WHERE id=1 AND
2>1

By using boolean operator AND in WHERE or HAV-
ING clause blind injection, when the conditional part
evaluates to True, resulting response should be as similar
to the original as possible. In case of usage of boolean
operator OR, original parameter value is usually being
invalidated by using either random value or negated form
of the original, so that the response is visibly larger for
evaluated value True, than for value False.

In generic cases, like ORDER BY clause blind in-
jection, mechanism called parameter replacement can be
used. In it, original parameter value is replaced with the
conditional SQL expression in such way that when used
question evaluates to True it returns the original value,
while when it evaluates to Fulse it evaluates a logically
incorrect (sub)query.

Example 11: ORDER BY clause blind injection

SELECT name, surname FROM users WHERE id=1

ORDER BY (CASE WHEN (2>1) THEN 1 ELSE
1/ (SELECT 0))

In Example 11, web application will respond with
either DBMS error report, noticeably different output
and/or different return (HTTP) code. In either case at-
tackers will be able to distinguish True from False re-
sponse.

3.2 Timing Attack

In case of timing attack (Example 12) attackers are trying
to bind a question part of inference to the vulnerable SQL
statement without usual care for the final result. Their
only concern is that the malicious conditional SQL ex-
pression properly executes. If the result of a run is the
delayed response then attackers can infer that the answer
to the given question is True, False otherwise.

Example 12: Timing attack bound with boolean opera-
tor AND (MySQL)

SELECT name, surname FROM users WHERE id=1 AND
1=IF((2>1), SLEEP(5), 1)

There are two mechanisms for provoking delayed re-
sponses: delay functions and heavy queries.
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Delay functions (Example 13) are stopping the exe-
cution of the current code for a specified period of time,
while heavy queries (Example 14) are causing the resource
intensive calculations effectively stopping the execution of
current code for non-deterministic period of time.

Example 13: Timing attack with delay function (Post-
greSQL)

SELECT name, surname FROM users WHERE id=1 AND

1=(CASE WHEN (2>1) THEN (SELECT 1 FROM
PG_SLEEP(5)) ELSE 1 END)

Deterministic nature and inconspicuous resource con-
sumption makes SQL delay functions considerably better
choice than heavy queries. But, as they are available in
only couple of DBMSes, latter are used more often.

Example 14: Timing attack with heavy query (MySQL)

SELECT name, surname FROM users WHERE id=1 AND
i;IF((2>1) , BENCHMARK (5000000, MD5('foobar')),

For instance, DBMS delay functions can be found
in MySQL (SLEEP), PostgreSQL (PG_SLEEP), Oracle
(DBMS_-LOCK.SLEEP and USER_-LOCK.SLEEP) and
Microsoft SQL Server (WAITFOR DELAY).

However, heavy queries can be made virtually in any
DBMS by performing (e.g.) SQL JOIN operation on
a number of (known) tables, running iterative process
with large number of repetitions (e.g. BENCHMARK in
MySQL), using specialized data generation functions (e.g.
RANDOMBLOB in SQLite - Example 15), etc.

Example 15: Timing attack with heavy query (SQLite)

SELECT name, surname FROM users WHERE id=1 AND

1=(CASE WHEN (2>1) THEN(LIKE('ABCDEFG',
IEJEB})ER(HEX (RANDOMBLOB (200000000))))) ELSE 1

Non-query SQL statements (INSERT, UPDATE,
DELETE, etc.) are usually targeted with this kind of
SQLIA. Attacking them with blind injection would not
produce any usable results as the execution of non-query
SQL statements usually does not change the response, at
least not in an expected manner. Also, if the error mes-
sage reporting is turned off, timing attack is the only way
how to perform the SQLIA on those.

It should be noted that attackers, in such cases,
can cause destructive consequences, even unintentionally.
Taking this into consideration, if boolean operator OR is
used for binding to the vulnerable non-query SQL state-
ment (Example 16), attackers should take care that both
execution paths in the question part do not return non-
False result, while still able to run the timing attack.

Example 16: Destructive timing attack (MySQL)

DELETE FROM users WHERE id=1 OR 1=IF((1>2),
BENCHMARK (5000000, MD5('foobar')), 1)
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3.3 Character Search

Resulting character is being inferred using one of the fol-
lowing methods: sequential search, binary search or bit-
by-bit extraction. While binary search and bit-by-bit ex-
traction are generally considered faster, sequential search
is used more often, as it is the simplest one to implement.

In sequential search every element from character do-
main is being checked against the subject in a sequential
manner, until the right one is found. It is also the most
simple way how to do the inference, having linear time
complexity O(n).

Example 17: Inference by sequential search (MySQL)

http://www.target.com/vuln.php?id=1 AND
MID((SELECT password FROM users ORDER BY id
LIMIT 1, 1), 0, 1) = CHAR(0)--

# False ('\x00')
http://www.target.com/vuln.php?id=1 AND
MID((SELECT password FROM users ORDER BY id
LIMIT 1, 1), O, 1) = CHAR(1)--

# False ('\x01'")

http://www.target.com/vuln.php?id=1 AND
MID((SELECT password FROM users ORDER BY id
LIMIT 1, 1), O, 1) = CHAR(112)-- # True ('p')

In Example 17, first character of first entry for column
password in table users is being inferred by using sequen-
tial search. In generic approach, when there is no prior
knowledge of the content of retrieved data, search starts
with the first ASCII character NUL (i.e. \00’). Process
is being repeated until the result is found (in our case let-
ter 'p’) as the first character responding with the answer
True to a comparison question.

Binary search relies on the divide and conquer strat-
egy. It starts by splitting the character domain into two
equally sized parts. After check request, part that does
not contain the result is dropped, while the other is used
in further steps as the character domain. The process is
repeated until it is being left with only one remaining (i.e.
resulting) character. It has a logarithmic time complexity
O(logan).

Example 18: Inference by binary search (MySQL)

http://www.target.com/vuln.php?id=1 AND
IF((MID((SELECT password FROM users ORDER BY
id LIMIT 1, 1), O, 1) > CHAR(127)), SLEEP(5),
0)-- # False ('\x7f')
http://www.target.com/vuln.php?id=1 AND
IF((MID((SELECT password FROM users ORDER BY
id LIMIT 1, 1), O, 1) > CHAR(63)), SLEEP(5),
0)-- # True ('7')

http://www.target.com/vuln.php?id=1 AND
IF((MID((SELECT password FROM users ORDER BY
id LIMIT 1, 1), O, 1) > CHAR(112)), SLEEP(5),
0)-- # False ('p")

In Example 18, first character of first entry for column
password in table users is being inferred by using binary
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search. In generic approach, when there is no prior knowl-
edge of the content itself, search starts by splitting the
character domain around the character with ASCII code
127 (i.e. \z7f’). As the resulting (unknown) character
’p’ falls inside the lower part, after the first inference ques-
tion, upper part is discarded and the rest is used in the
following iteration. Process is repeated until the character
domain is left with only one element. That last character
is considered to be the resulting one.

While inference by binary search is solely based on log-
ical reasoning, inference by bit-by-bit extraction is based
on bitwise arithmetic. FEach character bit is inferred by
using bitwise operator AND (&) in combination with ap-
propriate bit-mask marking the required bit position.

Example 19:
(MySQL)

http://www.target.com/vuln.php?id=-1 OR
MID((SELECT password FROM users ORDER BY id
LIMIT 1, 1), O, 1) & 128-- # False
http://www.target.com/vuln.php?id=-1 OR
MID((SELECT password FROM users ORDER BY id
LIMIT 1, 1), 0, 1) & 64-- # True

Inference by bit-by-bit extraction

http://www.target.com/vuln.php?id=-1 OR
MID((SELECT password FROM users ORDER BY id
LIMIT 1, 1), 0, 1) & 1-- # False

In Example 19, first character of first entry for column
password in table users is being inferred by using bit-by-
bit extraction. In first request, most significant bit (MSB)
is being inferred by using a bitwise operator AND (&) in
combination with bit-mask 10000000 (decimal 128). In
second request second bit is being inferred the same way,
using corresponding bit-mask. Process is being iterated
until the least significant bit (LSB) bit is inferred.

3.4 Response Differentiation

Inference is based on differentiation of particular charac-
teristic in target’s behavior. In case of blind injection,
it can be made in many ways, where chosen method of-
ten depends on case complexity. In simplest case, when
response content for the identical request is found to be
static, text comparison should be sufficient. If response
is same as for the original request, it can be concluded
that the answer to an inference question is True, other-
wise False. Popular variation is to compare the message
digest values (e.g. MD5) of response contents, instead of
performing comparison character by character.

In real life, content is being changed dynamically with
each response, even for identical requests. Banners, ads,
session tokens, style sheets, etc., are making the process
of response differentiation considerably more difficult. In
those kind of cases attackers are usually choosing between
three different approaches: searching for particular pat-
tern(s), length comparison or calculation of likeness.

When searching for particular pattern(s), string or reg-
ular expression is chosen in such way that it can be found

321

1.00 =

44)”‘);-“‘(2;

0.98 MY/

o
©
o

www.google.com

| www.facebook.com
www.youtube.com
www.yahoo.com ||
www.baidu.com
www.wikipedia.org |4
WWW.d.com
www.linkedin.com
www.live.com
www.twitter.com

o
©
&

o
©
N

o
©
o

Ratcliff-Obershelp similarity

il -~

0.88f

0.86

P S S e B B S S
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Request #

Figure 1: Ratcliff-Obershelp response content similarity
for Alexa’s top 10 websites (Nov. 2013)

in both original and content taken for 7rue response,
while it must not be found in response for False. For
instance, if string Welcome can be found in both origi-
nal and determined response for True, while it can not
be found in response for False, it can be used in further
inference.

Length comparison is one of the easiest and most ef-
fective ways how to perform differentiation, especially for
cases when responses have considerable percentage of dy-
namic content. Usually, responses for answer True tend
to differ noticeably in size compared to those for answer
Fulse. If response lengths tied to answer True are falling
inside some tolerable boundaries (e.g. >90%), while for
answer False are falling outside, this method can be used
for inference.

String comparison is often limited to finding exact
matches inside response contents. Therefore, recom-
mended approach [20] is the usage of algorithms for cal-
culation of likeness. For example, Levenshtein algorithm
returns the minimum number of single character edits'®
that are required to transform one string to the other [14],
while Ratcliff-Obershelp algorithm returns the similarity
of two strings as the number of matching characters di-
vided by the total number of characters in both strings [4].
In the former algorithm, if calculated distance between
the original response and response got for inference ques-
tion is lesser than some upper (arbitrary chosen) value
0 (e.g. 10), or in case of Ratcliff-Obershelp algorithm,
if similarity is greater than some threshold value 7 (e.g.
0.9), it can be concluded that answer to the inference
question is True, otherwise False. Implementation for
both algorithms can be found in almost every major pro-
gramming language, making them easy to be used for this
purpose.

10Single character edits include insertion, deletion and substitu-
tion.
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times for Alexa’s top 10 websites (Nov. 2013)

Response time differentiation in timing attack can be
done in several ways. Most simple way is to compare the
response time 7 with the constant delay value T used in
inference question itself. If 7 is greater than T (i.e. de-
layed), it can be concluded that answer to the inference
question is True, otherwise False. This is all being done
with the premise that the regular response time is consid-
erably smaller than the used delay value.

If heavy queries are used in timing attacks, faster tar-
gets will most probably process them faster, while on
slower machines there is a possibility that attackers will
unintentionally cause Denial of Service (DoS) by their us-
age. Hence, in most cases simple comparison of time val-
ues is simply not good enough.

Recommended approach [20] for dealing with this kind
of cases is the usage of probability distribution. If proba-
bility distribution can be calculated for regular response
times, then it can be concluded, with certain probability,
if response for the inference question has been delayed or
non-delayed (i.e. regular).

For demonstration purpose, probability distributions
for regular response times of Alexa’s top 10 websites have
been calculated (Figure 2). Total time required to con-
nect, for a HTTP request to reach the web server, re-
sponse to be generated and it to come back to the testing
machine, has been observed for 200 times.

From given results it can be seen that the response
densities resemble bell-shaped curve(s) found in normal
distribution. Calculating the mean p, point where the
peak of density occurs, and standard deviation o, indi-
cating the curve spread, one approach could be to use the
68-95-99.7% rule*. Tt states that in normal distribution
nearly all values lie inside three standard deviations of
the mean. That said, value p + 30 can be taken as the
boundary between normal and delayed responses. Hence,
if response time falls below the given boundary value it

11 Also known as Three-sigma rule or Empirical rule.
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172.16.93.1 - - [03/Nov/2013:18:25:07 +0000] "GET /vuln.php?id=1%20AND%200RD(MID((SELECT
%20IFNULL(CAST(surname%20AS%20CHAR) , 0x20)%20FROM%20user s%200RDER%20BY%201d%20LIMIT%
200,1),3,1))>64 HTTP/1.1" 200 127 "-" "Python-urllib/2.7"

172.16.93.1 - - [03/Nov/2013:18:25:07 +0000] "GET /vuln.php?id=1%20AND%200RD(MID((SELECT
%20IFNULL(CAST(surname%20AS%20CHAR) , 0x20)%20FROM%20user s%200RDER%20BY%201d%20L IMIT%
200,1),3,1))>96 HTTP/1.1" 200 127 "-" "Python-urllib/2.7"

172.16.93.1 - - [03/Nov/2013:18:25:07 +0000] "GET /vuln.php?id=1%20AND%200RD(MID{(SELECT
%20IFNULL(CAST(surname%20AS%20CHAR), 0x20)%20FROM%20user s%200RDER%20BY%201d%20L IMIT%
200,1),3,1))>112 HTTP/1.1" 200 75 "-" "Python-urllib/2.7"

172.16.93.1 - - [03/Nov/2013:18:25:07 +0000] "GET /vuln.php?id=1%20AND%200RD(MID((SELECT
%20IFNULL(CAST(surname%20AS%20CHAR ), 0x20)%20FROM%20users%200RDER%20BY%201d%20LIMIT%
200,1),3,1))>104 HTTP/1.1" 200 127 "-" "Python-urllibs2.7"

172.16.93.1 - - [03/Nov/2013:18:25:07 +0000] "GET /vuln.php?id=1%20AND%200RD(MID((SELECT
%20TFNULL(CAST(surname%20AS%20CHAR) , 0x20)%20FROM%20user s%200RDER%20BY%201d%20L IMIT%
200,1),3,1))>108 HTTP/1.1" 200 75 "-" "Python-urllib/2.7"

172.16.93.1 - - [03/Nov/2013:18:25:07 +0000] "GET /vuln.php?id=1%20AND%200RD(MID((SELECT
%20IFNULL(CAST(surname%20AS%20CHAR), 0x20)%20FROM%20user s%200RDER%20BY%201d%20L IMIT%
200,1),3,1))>106 HTTP/1.1" 200 75 "-" "Python-urllib/2.7"

172.16.93.1 - - [03/Nov/2013:18:25:07 +0000] "GET /vuln.php?id=1%20AND%200RD(MID( (SELECT
%20IFNULL(CAST(surname%20AS%20CHAR) , 0x20)%20FROM%20users%200RDER%20BY%201d%20LIMIT%
200,1),3,1))>105 HTTP/1.1" 200 75 "-" "Python-urllib/2.7"

172.16.93.1 - - [03/Nov/2013:18:25:07 +0000] "GET /vuln.php?id=1%20AND%200RD(MID((SELECT
%20TFNULL(CAST(surname%20AS%20CHAR) , 0x20)%20FROM%20user s%200RDER%20BY%201d%20L IMIT%
200,1),4,1))>128 HTTP/1.1" 200 75 "-" "Python-urllib/2.7"

172.16.93.1 - - [03/Nov/2013:18:25:07 +0000] "GET /vuln.php?id=1%20AND%200RD(MID((SELECT
%20IFNULL(CAST(surname%20AS%20CHAR), 0x20)%20FROM%20user s%200RDER%20BY%201d%20L IMIT%
200,1),4,1))>64 HTTP/1.1" 200 127 “-" "Python-urllib/2.7"

172.16.93.1 - - [03/Nov/2013:18:25:07 +0000] "GET /vuln.php?id=1%20AND%200RD(MID((SELECT
%20IFNULL(CAST(surname%20AS%20CHAR) , 0x20)%20FROM%20users%200RDER%20BY%201d%20LIMIT%
200,1),4,1))>96 HTTP/1.1" 200 127 "-" "Python-urllib/2.7"

172.16.93.1 - - [03/Nov/2013:18:25:07 +0000] "GET /vuln.php?id=1%20AND%200RD(MID((SELECT

Figure 3: Excerpt from an Apache HTTP Server log dur-
ing blind injection SQLIA

can be concluded that response for the inference question
is most probably False, True otherwise.

3.5 Optimization

Both sequential and binary search methods can be op-
timized in a heuristic way if basic characteristics of the
retrieved data are known. In case of sequential search,
used character domain can be sorted using predetermined
probability (e.g. letter frequency in English language [18]
or character frequency in general computer text [23]). In
case of binary search, used character domain can be split
into several sub-domains, where first would be used those
having higher probability of containing the result (e.g. a-
z, A-Z, 0-9, etc.).

Another popular mean of optimization is paralleliza-
tion, where parts of content are inferred simultaneously.
Usually, at first, entry length is retrieved in a regular (se-
quential) manner. After the length is found out, each
worker instance (e.g. thread) is started in parallel hav-
ing a task of retrieval of dedicated part of the entry.
That said, in one scenario, instance ¢ will infer characters:
E;,E;1p,E;iiop,... where E represents the current entry
and P total number of worker instances. In ideal condi-
tions speedup should be close to N, where most of the
time is being spent on waiting for individual responses.

If the target web server is HTTP 1.1 compliant, HTTP
persistent connection'? can be established. In that case
single TCP connection can be used to send and receive
multiple HTTP requests and responses. That way, net-
work latency is being reduced noticeably because of avoid-
ance of the TCP handshaking part in subsequent requests.

One more way how to speed up the data retrieval
is by using character prediction. All DBMSes do have
characteristic responses for particular requests. For
instance, PostgreSQL DBMS version string always starts
with PostgreSQL, no matter the actual version (e.g.

12 Also known as HTTP Keep-Alive.
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PostgreSQL 8.3.9 on i486-pc-linuz-gnu, compiled by
GCC gec-4.3.real (Debian 4.3.2-1.1) 4.3.2). Also, in
case of table content retrieval, sequential column entries
tend to share the same prefix (e.g. COLLATIONS,
COLLATION_CHARACTER_SET_APPLICABILITY,
COLUMNS, COLUMN_PRIVILEGES, etc.). That
gives us the opportunity to start search by using charac-
ters from either predetermined expected prefixes and/or
the previously retrieved entry (or entries).

3.6 Potential Problems

Inferential SQLIA is generally regarded as "noisy”. Most
obvious reason is the number of requests made during
data mining, originating from low data bit transfer ra-
tio per single request compared to other SQLIA classes.
For instance, compared to inband class, it can be slower
ranging anywhere from ten to a couple of thousand times
on average. This can lead to obvious trails in web server
logs (Figure 3), raise in web server traffic and ”spikes” in
(potential) IDS monitoring mechanisms.

In case of timing attack SQLIA there is another risk
that the used payload will cause a DoS. As majority of
heavy queries work by performing SQL JOIN operation
on a number of (known) tables, server memory can be
easily filled up. Also, in case that the injection place is
located inside the WHERFE clause of the vulnerable SQL
statement, there is a possibility that the timing attack
payload will be evaluated more times than once. Hence,
if the payload is based on a fact that the processor will
require a certain amount of time to process it under a full
load, then total processing time can be raised multiple
times, inadvertently causing server wide problems.

Another often problem seen in timing attack SQLIA
is the inability to use the parallelization for speeding up
the data retrieval process. If used payload affects how
the rest of DBMS performs, performing inference in par-
allel will most probably introduce undesired noise in re-
sults. This effect is especially noticeable for heavy query
cases. If multiple inference questions answer True at the
same time, making deliberate delays, there is a consider-
able possibility that all nearby questions will be (probably
wrong) inferred to True too.

Content dynamicity is making the process of blind in-
jection detection particularly difficult. If the regular con-
tent is changing considerably with each response, there is
a considerable chance of false negative detection, where
part(s) changing with the vulnerability itself could be
overseen as just another dynamic part. On the other
hand, there is also a chance of false positive detection.
In such case, regular change could be marked by mistake
as a result of the blind injection itself.

Network latency is the biggest obstacle in timing attack
SQLIA. If regular response times are not in a short range,
distinguishing True from False responses can be impos-
sible. That being said, false positive and false negative
detection are both likely to happen.

Another related problem is the occurrence of sporadic
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network lags'® in data mining process. Results, in such
cases, frequently contain errors in form of distinguishably
invalid characters (e.g. index — jndex) coming from
an erroneous inference. One way how to deal with this,
along with usage of considerably high delay value, is to
use one extra validation request per character, effectively
improving the quality of final results.

4 Evaluation

4.1 Overview

In this section, experimental results are presented gath-
ered for different search methods that can be used in in-
ferential SQLIA cases. Both blind injection and timing
attack SQLIA types have been covered. Along with reg-
ular search methods, optimized versions have been tested
too.

Deliberately vulnerable web application has been writ-
ten in programming language PHP, with MySQL used for
database storage. Example 1 has been used as the basis
for the vulnerable PHP code, while SQL code from Ex-
ample 2 has been used for database instantiation. For
testing purposes only the content of table users has been
retrieved in all cases. Enumeration of database structure
has been skipped, to simplify the whole process, by using
known identifier names.

Responses for identical requests had no content dif-
ferences. Hence, in case of blind injection SQLIA, re-
sponse has been classified as True if the comparison ratio
(compared to the original response) has been found to be
greater than 0.99 (i.e. >99%).

First web setup had an average regular response time
of 0.05 seconds with standard deviation of 0.002, while
the second had an average response time of 0.13 seconds
with standard deviation of 0.158. Hence, in former case,
because of low average response time and low standard
deviation, used deliberate DBMS delay has been set to 1
second. Response has been classified as True if the total
response time has been greater than 1 second. In later
case, used deliberate DBMS delay, because of considerable
standard deviation, has been set to 2 seconds. Response
time has been classified as True if the total response time
has been greater than 2 seconds.

It has to be noted that 68-95-99.7% rule has been taken
into the consideration while choosing delay values. Also,
as the used delay function has been MySQL’s DELAY,
chosen values had to be of integer type.

Along with regular versions of search methods, their
optimized variants have been implemented and tested
as well. In case of sequential search, instead of regular
ASCII table, frequency ordered character table has been
used [23]. In case of binary search, ASCII table has been
split into several segments, where first segment consisted

13Lag is a failure of an application to respond in a timely fashion
to inputs.

14Implementation of Ratcliff-Obershelp algorithm from standard
Python’s library difflib has been used.
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Table 1: Comparison of search methods

Method | # of requests

Blind injection (sec) | Timing attack (sec)

Sequential search (regular 5412

305.44 / 800.27 367.13 / 882.84

Sequential search (optimized 2140

120.67 / 293.11 184.97 / 414.58

)

)
Binary search (regular) 537 30.34 / 72.17 241.89 / 517.75
Binary search (optimized) 494 27.89 / 64.63 173.57 / 375.95
Bit-by-bit extraction (regular) 537 30.25 / 68.74 315.41 / 487.24
Bit-by-bit extraction (optimized) 470 26.63 / 59.21 238.19 / 485.72

of digits (i.e. 0-9), second segment of upper case letters
(i.e. A-Z), third segment of lower case letters (i.e. a-z),
while the last one contained the rest. In case of bit-by-bit
extraction, only the first seven bits have been retrieved,
with a premise that the pulled data consisted entirely of
basic ASCII characters.

4.2 Results

Evaluation results can be found in Table 1. Each row
holds results for a different search method, while columns
hold values for observed quantities. First column holds
number of requests, while the second and third hold times
(in seconds) taken for blind injection and timing attack
SQLIA cases.

Time values are presented as pairs, where first value
represents the result got for first web setup, while second
value represents the result got for second web setup.

Number of requests was the same for both blind injec-
tion and timing attack SQLIAs when same search method
was used. It is visible from results that blind injection
SQLIA cases performed faster than their timing attack
counterparts. Also, optimized versions performed better
than their normal variants.

In case of blind injection, fastest performing method
was the optimized bit-by-bit extraction, while slowest was
the regular sequential search. In case of timing attack,
fastest performing was the optimized binary search, while
slowest was the regular sequential search.

Binary search and bit-by-bit extraction methods (reg-
ular and optimized variants) performed almost the same
in case of blind injection SQLIA. Also, times were around
ten times better than those got for the sequential search
method.

In case of timing attack for first web setup, mostly
because of noticeable number of generated delayed re-
sponses (one per resulting bit 1), regular bit-by-bit ex-
traction method was performing almost with the same
speed as the sequential search method. This effect dimin-
ished for second web setup, because of greater average
regular response time and significantly larger number of
used requests in case of sequential search.

5 Mitigation

SQL injection is based on passing a user supplied value(s)
carrying malicious SQL statements to the underlying

DBMS. Recommended techniques to mitigate such risk [1,
13, 24] are as follows (in no particular order):

1) Type casting - in case that the input value can be
strictly defined to a specific non-string type (e.g. in-
teger) it is recommended to perform the casting (i.e.
conversion) to that same type;

Input validation - it is recommended to do the input
validation where applicable (e.g. regular expression
matching in case of phone number values);

Escaping special characters - special characters are
used in most of SQLIA cases (i.e. single quotes in
case of string values and/or parentheses in case of
function calling). That said, it is recommended to
perform appropriate escaping (i.e. backslash escap-
ing) or their removal altogether;

Turning off error messages - DBMS error messages
are a strong signal to the attackers that they could
potentially influence the underlying database logic.
It is strongly recommended to turn them off;

Prepared statements (parametrized queries) - pre-
pared statements ensure that attackers will not be
able to change the intent of the original SQL state-
ment itself. In such case, developers are required to
split the constant SQL code from parameter values.
That way DBMS is able to make distinction between
code and data, regardless of what input user supplies;

Principle of least privilege - used database privileges
should be restricted to only appropriate operations
(e.g. querying of only specific tables). That way, in
worst case scenario, potential damage will be con-
strained.

6 Conclusion

In this article we study special class of SQLIA where at-
tackers can deduce database content by inspecting only
differences between responses. Although slower than
other SQLIA classes, it can be used in virtually any case
of SQL injection vulnerability. Two inferential SQLIA
types are presented: blind injection and timing attack.
In case of blind injection any response characteristic can
be observed other than time, while in timing attack only
the response time is being observed.
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Evaluation of inferential SQLIA types has been done
depending on different search methods. Results show that
sequential search is the slowest, while binary search and
bit-by-bit extraction are the fastest methods in case of
blind injection. In case of timing attack sequential search
and bit-by-bit extraction perform almost the same, while
binary search is the fastest. Nevertheless, with an increase
of the regular response time sequential search should per-
form noticeably slower because of large number of re-
quests.
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Abstract

Nowadays, the overwhelming majority of password-
authenticated key agreement protocols using chaotic
maps are based on three architectures (client/server, two
clients/server and multi-server) and four security models
(heuristic security, random oracle, ideal cipher and stan-
dard model). However, with rapid changes in the modern
communication environment such as wireless mesh net-
works and cloud storing, it is necessary to put forward
a kind more flexible and general architecture to adapt it.
So, in our paper, we firstly propose a provable secure pass-
word authenticated key agreement protocol using chaotic
maps towards multiple servers to server architecture in
the standard model. The multiple servers to server ar-
chitecture will solve the problems single-point of secu-
rity, single-point of efficiency and single-point of failure
in the centralized registration center towards multi-server
architecture. The new protocol resists dictionary attacks
mounted by either passive or active network intruders,
allowing, in principle, even weak password phrases to be
used safely. It also offers perfect forward secrecy, which
protects past sessions and passwords against future com-
promises. Finally, we give the security proof in the stan-
dard model and the efficiency analysis of our proposed
scheme.

Keywords: Chaotic maps, key exchange, multiple servers
to server, mutual authentication

1 Introduction

Nowadays, chaos theory has widely used to cryptogra-
phy. Chaotic system has numerous advantages, such as
extremely sensitive to initial parameters, unpredictability,
boundeness, etc. Meanwhile, chaotic sequence generated
by chaotic system has the properties of non-periodicity
and pseudo-randomness. In a word, chaos theory and

chaotic system have exploited a new way for cryptogra-
phy.

In 1998, Baptista [1] firstly connects cryptography with
chaos theory. As a fundamental cryptographic primi-
tive, key agreement protocol allows two or more parties
to agree on shared keys which will be used to protect
their later communication. Then, conbiming chaos the-
ory and key agreement primitive, many authenticated key
exchange (AKE) protocols [7, 8, 12, 16, 21, 23, 24, 25] have
been proposed. The literature [25] firstly proposed a new
one-way authenticated key agreement scheme (OWAKE)
based on chaotic maps with multi-server architecture.
The OWAKE scheme is widely used to no need for mutual
authentication environment on Internet, such as readers-
to-journalists model and patient-to-expert model. Using
the chaotic maps, the literature [24] firstly proposed a new
multiple servers to server architecture (MSTSA) to solve
the problems caused by centralized architecture, such
as multi-server architecture with the registration center
(RC). The core ideas of the proposed scheme are the sym-
metry (or called peer to peer) in the server side and the
transparency for the client side. In brief, based on chaotic
maps, there were many AKE protocols from functionality
aspect, or from efficiency aspect, or from security aspect,
or from architecture aspect to improve the AKE proto-
cols.

Recently, Multi-server authenticated key agreement
(MSAKA) architecture is more popular among the AKE
protocols which aim to register at the registration cen-
ter for log in other servers without register repeat-
edly. MSAKA protocols mainly want to solve the prob-
lems in a traditional single server with authentication
schemes [2, 5, 22] which lead to the fact that user has
to register to different servers separately. On a macro
level MSAKA protocols can be divided into three phases
in chronological order:

1) The creative phase: The pioneer work in the field



International Journal of Network Security, Vol.18, No.2, PP.326-334, Mar. 2016

was proposed by Li et al. [9] in 2001. However, Lin
et al. [13] pointed out that Li et al.s scheme takes
long time to train neural networks and an improved
scheme based on ElGamal digital signature and ge-
ometric properties on the Euclidean plane has also
been given.

2) The development phase: the main work in this
phase is amended repeatedly. For example, Tsai [15]
also proposed an efficient multi-server authentication
scheme based on one-way hash function without a
verification table. Because Tsai scheme only uses the
nonce and one-way hash function, the problems asso-
ciated with the cost of computation can be avoided
in the distributed network environment. However,
some researchers [6] pointed out that Tsai scheme is
also vulnerable to server spoofing attacks by an in-
sider server and privileged insider attacks, and does
not provide forward secrecy.

3) The diversification phase: the research emphasis
shifts to functionality. Therefore, identity-based
MSAKA protocols, based on bilinear pairings or el-
liptic curve cryptosystem (ECC) MSAKA protocols,
dynamic identity-based MSAKA protocols and other
MSAKA protocols came up recently [3, 6, 17].

Based on the chaotic maps, we believe MSAKA proto-
cols is not a general solution because only one centralized
registration center cannot handle so complex network en-
vironment. So based on our previous studies [24], we be-
lieve that we should design an AKE protocol in a more
general architecture. So we propose the first towards mul-
tiple servers to server architecture key exchange protocol
using chaotic maps in standard model.

The rest of the paper is organized as follows: Some pre-
liminaries are given in Section 2. Next, a novel chaotic
maps problem is described in Section 3. Then, the non-
interactive twin chaotic maps-key exchange protocol is
given in Section 4. The Security of our proposed protocol
is given in Section 5. The efficiency analysis of our pro-
posed protocol and some feasible applications are given
in Section 6. This paper is finally concluded in Section 7.

2 Preliminaries

2.1 One-way Hash Function and Pseudo-
random Function Ensembles

A secure cryptographic one-way hash function h: a — b
has four main properties:

1) The function h takes a message of arbitrary length
as the input and produces a message digest of fixed-
length as the output;

2) The function h is one-way in the sense that given a,
it is easy to compute h(a) = b. However, given b, it
is hard to compute h=1(b) = a;
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3) Given a, it is computationally infeasible to find o
such that a’ # a, but h(a’) = h(a);

4) Tt is computationally infeasible to find any pair a, o’
such that a’ # a, but h(a’) = h(a).

Pseudo-random function ensembles:

If a function ensemble F' = {F,},ecn is pseudo-
random [14], then for every probabilistic polynomial ora-
cle A and all large enough n, we have that:

AGn(1") = 1]| < e(n)

where G = {G,}nen is a uniformly distributed func-
tion ensemble, e(n) is a negligible function, Advf =
max 4{ AdvF' (A)} denotes all oracle A, and Adv’ (A) rep-

resents the accessible maximum.

2.2 Symmetric Encryption

A symmetric encryption scheme Ey(Kgen, E, D) consists
of three algorithms as follows:

1) Randomized Key Generation Algorithm Kgen:it re-
turns a key k drawn from the key space Keys(E}y) at
random.

2) Encryption Algorithm E: it takes the key k €
Keys(Ey) and a plaintext M € {0,1}* as the in-
puts and outputs a ciphertext C' € {0,1}*. So it can
be written C' = Ey(M).

3) Decryption Algorithm D:it takes the key k €
Keys(Ey) and a ciphertext C' € {0,1}* as the in-
puts and outputs a plaintext M € {0,1}*. So it can
be written M = Dy(C).

2.3 Definition and Hard Problems of
Chebyshev Chaotic Maps

Let n be an integer and let = be a variable with the interval
[-1,1]. The Chebyshev polynomial [16] T),(z) : [-1,1] —
[—1,1] is defined as T, (z) = cos(ncos~!(z)). Chebyshev
polynomial map T, : R — R of degree n is defined using
the following recurrent relation:

Tn(a:) = 258Tn_1($) — Tn_g(x),

where n > 2, To(xz) = 1, and T;1(x) = x. The first few
Chebyshev polynomials are:

To(x) = 22° -1,
T3(z) = 4a®— 3z,
Ty(z) = 8x*—8z% 41,

One of the most important properties is that Cheby-
shev polynomials are the so-called semi-group property
which establishes that

T, (Ts(x)) = Trs().
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An immediate consequence of this property is that
Chebyshev polynomials commute under composition

Tr(Ts<x)) = TS(TT(‘T))

In order to enhance the security, Zhang [21] proved that
semi-group property holds for Chebyshev polynomials de-
fined on interval (—oo,400). The enhanced Chebyshev
polynomials are used in the proposed protocol:

T.(z) = (22T, -1(z) — Th—2(z))(mod N)

where n > 2, x € (—o0,+00), and N is a large prime
number. Obviously,

Trs(l‘> = Tr(Ts(x)) = Ts(Tr(x))

Definition 1. (Semi-group property) Semi-group prop-
erty of Chebyshev polynomials: T,s(z) = T,(Ts(x)) =
cos(rcos™1(scos™1(x))) = cos(rscos™i(z)) = Ts(T; (7)) =
Ty (), where r and s are positive integer and x € [—1,1].

Definition 2. (Chaotic Maps-Based Discrete Logarithm
(CDL) problem) Given x and vy, it is intractable to find
the integer s,such that Ts(x) = y. The probability that a
polynomial time-bounded algorithm A can solve the CDL
problem is defined as AdvqGPE(p) = Pr[A(z,y) =71 €
7%,y = Ty(x) mod ).

Definition 3. (CDL assumption) For any probabilistic
polynomial time-bounded algorithm A, AdvQPL (p) is
negligible, that is, AdngL(p) < e, for some negligible

function €.

Definition 4. (Chaotic Maps-Based Diffie-Hellman
(CDH) problem) Given z, T,.(x) and Tg(x), it is in-
tractable to find T,s(x). The probability that a polynomial
time-bounded algorithm A can solve the CDH problem is
defined as AdvGPH (p) = Pr[A(z, T.(x) mod p, Ts(z) mod
p) =Trs(x) mod p:r,s € Zy].

Definition 5. (CDH assumption) For any probabilistic
polynomial time-bounded algorithm A, Advf;{DH(p) s neg-
ligible, that is, AdngH(p) < g, for some negligible func-

tion €.

2.4 Definition and Properties of Cheby-
shev Chaotic Maps [7, 8]

Definition 6. f:J — J is said to be topologically tran-
sitive if for any pair of open sets U,V C J, there exists
k>0 such that fF(U)NV # ¢.

Definition 7. f : J — J has sensitive dependence on
initial conditions if there exists § > 0 such that for any
x € J and any neighborhood N of x, there exist y € N
and n >0 such that | f™(x) — f™(y)| > 0.

Definition 8. Let V be a set, then f:V — V is said to
be chaotic on V if

1) f has sensitive dependence on initial conditions.
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2) f is topologically transitive.
3) Periodic points are dense in V.

Definition 9. Let f: A — A, f: B — B be two maps,
if there exists a continuous surjection h : A — B such
that h - g = g - h,we say that these two maps f and g are
topologically semi-conjugate.

Theorem 1. A non-zero polynomial is the n'" Chebyshev
polynomial or its constant times iff the nonzero polyno-
mial is the root of the differential equation

(1—2%)" —ay +n?y=0(ncZ,).

Lemma 1. If f : A — A, f: B — B are topologically
semi-conjugate, (1) when p is the periodic point of f, then
h(p) is the periodic point of g;(2) when the periodic point
of f s dense in A, the periodic point of g is dense in
B,where h is the topologically semi-conjugate between f
and g.

Lemma 2. Assume f : A — B is a map, Ag, A1 C A,
then f(Ao N A1) C f(Ao) N f(Ar).

Lemma 3. When f : A — A is topologically transitive,
g : B — B is topologically semi-conjugate f via h, then g
is topologically transitive.

Lemma 4. Let R : S8" — S’ be a map of the circle into
itself, then R(0) = nf(n € Z,n > 2) is chaotic,where 0 is
the radian value.

The concrete proof of chaotic properties can be found in
the literature [8] and the enhanced properties of Chebyshev
polynomials that defined on interval (—oo, +00) still have
the semi-group property (see [21]).

2.5 Practical Environment

The literature [24] firstly proposed a new multiple servers
to server architecture (MSTSA), and now we set a pro-
totype example in practical environment. (1)(2)(3)(4)(5)
denote the five rounds in Figure 1 respectively. We as-
sume Alice wants to establish a session key with Serverp
for getting the service of Serverp. So the initiator Al-
ice broadcasts (A, Servery, Serverg) in (1). Because
Alice have already registered on Server 4, Server 4, can
use registered verifiers and ephemeral random numbers
to authenticate Alice for helping Serverp in (2) (3). In
(4) Server,4 and Server g will deliver the sensitive infor-
mation to each other with Chaotic maps cryptosystem af-
ter authenticating each other. At the same time, Serverp
will compute the session key with Alice after authenticat-
ing Alice and Server,4. In (5), Server, sends sensitive
information to Alice and finally Alice use sensitive infor-
mation and the her own secret ephemeral random number
to compute the session key with Serverp. (The same way
for other servers and users)
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Alice: register
on Servers

Bob: register 9
on Servers “

Figure 1: An example for practical environment of multi-
ple servers to server architecture

3 The Proposed Protocol

In this section, under the multiple servers to server ar-
chitecture, a chaotic maps-based password authentication
key agreement scheme is proposed which consists of three
phases: registration phase, authentication key agreement
phase and password update phase.

3.1 Notations

In this section, any server ¢ has its identity I Dg, and pub-
lic key (x,Tk,(x)) and a secret key K; based on Cheby-
shev chaotic maps, a secure one-way hash function H(-),
a pseudo-random function F, and a pair of secure sym-
metric encryption/decryption functions Fx ()/Dg() with
key K. The concrete notations used hereafter are shown
in Table 1.

Table 1: Notations

Symbol Definition
ID . IDy, 0. the identity of Alice and the session respectively
8551 DS} The ith server, the identity of the ith server, respectively
a,8,,8,,8,, nonces
(. T (x) public key based on Chebyshev chaotic maps
K secret key based on Chebyshev chaotic maps
E.0/D.0 a pair of secure symmetric encryption/decryption functions with the key K
n A secure one-way hash function
F pseudo-random function
I concatenation operation

3.2 Registration Phase

Concerning the fact that the proposed scheme mainly re-
lies on the design of Chebyshev chaotic maps-based in
multiple servers to server architecture, it is assumed that
Alice can register at the Server, by secure channel and
view the Server 4 as her own registration center to login
on other servers for some services. The same assump-
tion can be set up for users. Figure 2 illustrates the user
registration phase.
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Step 1. When a user Alice wants to be a new le-
gal user, she chooses her identity ID4 and pass-
word PWjy. Then Alice computes HPW,4 =
H(IDA||PWa||Tk ,(x)) and sends {ID 4, HPW 4} to
the server via a secure channel.

Step 2. Upon receiving {ID 4, HPW 4} from the Alice,
the Server 4 stores {ID 4, HPW 4} in a secure way.

Secure channel

1 v y
=) Alice Server,
w. }» .
Compute HPW, = H( D, || PW, || Ty, (,\.)) D HPW, > Store {ID , HPW,} securely

Figure 2: Server or a authenticated expert registration
phase

3.3 Authenticated Key Agreement Phase

This concrete process is presented in the following Fig-
ure 3.

Step 1. If Alice wishes to consult some personal issues
establish with Serverp in a secure way, but Alice
has not register at Serverp. So in our multiple
servers to server architecture, Alice need not reg-
ister at Serverp and she just uses her account at
the Server 4 to login in Serverp. Alice will choose
a large and random a. Then the device of Alice
will compute T, (z),Ca, = To(x)Tupw, Tk, (z) and
MCLCAS = FTaTKA(m)(]DSessionHCAl)- After that,
Alice sends IDy,IDg,,Cy4,,Macas to Servery
where she registers on.

Step 2. After receiving the message: ID4, IDg,, Ca,,
Macas from Alice, Server, will do the following
tasks:

1) Servery uses HPW,4 to compute T,(x) =
Ca, /TapwaTk ().

2) Server, examines whether Macag =
Fr,ry (2)({Dsession||Ca,) is valid in terms of
the (IDgession||Ca,)-

3) Servery selects a large and random integer S,
to compute Tg, (z), Ca, = To(x)Ts, Tky (),
Macsap = Fr,ry, (2)(IDsession||Ca,) and
sends ID4, IDg,, Ca,, Ts, (z), Macsap to
Serverp.

Step 3. After receiving the message: ID4, IDp, Ca,,
Ts, (), Macsap from Server,, Serverp will
uses Kp to compute To(z) = Ca,/Ts,Tk,(z) =
Ca,/TkTs,(x). Then Serverp examines whether
MacSAB = FTaTKB(m)(IDSessionHCAQ) iS Valid in
terms of the (I Dgession||Ca,)-

Serverp selects a large and random integer S
and computes T, (x), Ca, = Ts,, (@) TupwyTo(z),
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MCLCSB = FTaTb(I) (IDSessionHCAg) and sends
IDA,IDSB,CAs,TSb(SC),MaCSBA to ServerA. And
then Serverp computes the session key is SK =

Frg 7, ()(1).

Step 4. After receiving the message: ID4, IDg,,
Ca,y Ts,(x), Macspa, Servery uses K4 to com-
pute 01,43 = Tx,Ts,(x) = Ts,Tk,(x) = Ca,.
Then Server, examines whether Macspa =
Fry s, (IDgession]|Cas) is valid in  terms of
the (IDgession||Cas)- If holds, Server, se-
lects a large and random integer S,, and com-
putes T, (z), Ca, = Ts,,(2)Tupw,Ts,(x),
Macsa = Frg, Typw, (IDgession||Ca,) and sends
IDA,IDSB,CA4,T5aa(I),MaCSA to Alice.

1D, = (D, | 1D, | IDs,)
Shared secret parameter by Alice and Sever,: HPW, = H (ID, || PW, || Ty, (x))

Public parameters ((x.Ty, (x)).(x.Ty, (x)).F)

Sever, asa RC Severs as a Server

Selects a large and random
integer a. Computes T, (x)
C, =T, ()T, Ty, (x) and

Uses HPW, to compute
Mac,s = Fyy, (Do 1 C,)

e
" ey
Selects a large and random integer
Computes C, =T,(x)T; Ty, (x)
Macgs = Frg (IDsn 1€.)

Uses K, to compute
Cy Cy
LT, (7)) TuT (%)

Verify Macss
Selects a large and random integer 5,
Computes €, =T, Ty (x)
Macg, = Fr 5, (IDseon [ C)

ID,.ID;.C,.T, (x).Mace, |»

Z(x)

«| D, .C,.T, (x).Macg,

Uses K, to compute

Cy =T T, (1) =TT, (v)=C,
Verify Macgsy

Selects a large and random integer S,

Computes €., =T, (N)Typy, Ty, (%)
«| DD, .C,.T, (x).Macy, | Macy=Fy z,, (IDseu]Cy)

Uses HPW, to compute

74 ot
I ()=t
5 T, T, (Y) Tpm T5_ (%)
Verify Macg,
SK=F; w1

Figure 3: Authenticated key agreement phase

Step 5. After receiving the message: ID4, IDg,, Ca,,
Ts,,(x), Macsa from Servery, Alice will uses
HPW 4 to compute Ts(x) = Cya,/Ts,, Tupw,(x) =
Ca,/Tapw,Ts,,(x). Then Alice examines whether
MacSA = FTHPWATSM (z) (IDSessionHCAz) is valid in
terms of the (IDgession||Ca,). If holds, Alice com-
putes the session key is SK = FTast(w)(l)- If any
authenticated process does not pass, the protocol will
be terminated immediately.

3.4 Password Update Phase

This concrete process is presented in the following Fig-
ure 4.

Step 1. If Alice wishes to update her password with
Server 4, Alice will choose a new memorable pass-
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Shared secret parameter by Alice and Sever,: HPWV, = H( ID, || PW, || T ( \))
h - - 4
Public parameters (( X T, (x)), 1:)

Alice Sever, 5

Chooses a new password PU: . Computes
HPW, = H(ID, | PIV, | T, (x)):
Lo, (%) Cy= THPW‘('V)THPW{TKg (x) and

HPW,
Mac, =Fy_ ;. (D, 1Dy, IIC,).

Uses HPJV, to compute
THPW" (x)= C,{, THP"j4TKA (x)
Verify Mac 4. If holds, computes
Mace, = Fopy iz (D, 1D, | Ty ()

Teem s T,