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Abstract

An authenticated group key exchange (AGKE) protocol
allows a group of participants to establish a common ses-
sion key and then provides secure group communications
in collaborative and distributed applications. Recently,
Wu et al. proposed an ID-based authenticated group
key exchange protocol based on bilinear pairings. They
claimed that their protocol can detect and identify the
malicious participants, which means it not only can check
whether malicious participants exist in the protocol or
not, but also can find out who the malicious participants
are. However, their protocol is not as secure as claimed.
In this letter, we show that Wu et al.’s protocol is insecure
against an insider colluding attack. Two malicious partic-
ipants can collude to impersonate several honest partici-
pants to the rest participants in the group. In addition,
we also figure out what has gone wrong with Wu et al.’s
protocol and how to fix it.
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1 Introduction

Establishing secure channels is one of the most impor-
tant areas of network security [6, 7]. User authentica-
tion and key exchange protocols are often combined to
establish shared secrets for the communication partici-
pants [2, 3, 9, 11]. Owing to the rapid development
of group-oriented applications such as e-commerce and
collaboration works [8, 15], authenticated group key ex-
change (AGKE) protocols have become an important re-
search issue in network security. An AGKE protocol al-
lows a group of participants to agree upon a common
session key in an authenticated manner, which can sub-

sequently be used to provide group secure communica-
tions [1, 10]. In the traditional certificate-based AGKE
protocols, the public keys of the participants are issued
by a trusted certificate authority (CA), which brings the
problems of complex certificate management. In order to
simplify the management of public keys and in particu-
lar the association of a public key to the identity of its
holder, researchers pay more and more attention to ID-
based AGKE protocols. Over the years, a few ID-based
AGKE protocols based on bilinear pairings have been pro-
posed.

In 2004, Choi et al. [4] proposed the first ID-based
AGKE protocol using bilinear pairings. However, Zhang
and Chen [17] showed Choi et al.’s proposal is vulner-
able to an insider colluding attack, whereby two mali-
cious participants can impersonate an honest participant
to establish a session key in a new group if these two
malicious participants have the previous authentication
transcripts of the victim participant. In 2007, Shim [12]
pointed out that Choi et al.’s ID-based AGKE protocol is
insecure against another colluding attack. Shim also pre-
sented an improved protocol to resist the attack. In 2008,
Choi et al. [5] demonstrated Shim’s improvement suffered
from other insider colluding attacks, they also suggested
a modification to overcome the problem. Unfortunately,
Wu and Tseng [13] have shown that Choi et al’s modi-
fied protocol is still insecure against insider colluding at-
tacks. Moreover, they also proved that the batch verifi-
cation scheme used in [5] suffers from a forgery attack, in
which some malicious participants can collude to imper-
sonate a non-involved user to generate valid signatures
to pass the batch verification. Recently, Wu et al. [14]
proposed a 2-round ID-based AGKE protocol and proved
its security in the random oracle model under the Com-
putational Diffie-Hellman (CDH) and Decisional Bilinear
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Diffie-Hellman (DBDH) assumptions. They claimed their
protocol can resist insider attacks and identify malicious
participants, which means it not only can detect whether
malicious participants exist in the group but also find out
“who are malicious participants”. Their protocol heav-
ily uses ID-based signature schemes. Almost all the mes-
sages are signed using the ID-based signature scheme pro-
posed by Yoon et al. [16]. Consequently, the security of
their protocol relies on the unforgeability of the signature
scheme.

In this letter, we show that Wu et al.’s protocol is vul-
nerable to an insider colluding attack. Through this at-
tack, two malicious participants can collude to imperson-
ate several honest participants to the rest participants in
the group. In [14], Wu et al. claimed that their protocol
is provably secure against insider attacks. Our attack in-
validates their claim of security. Wu et al.’s protocol fail
to resist insider attacks, not to mention identifying the
malicious participants. To remedy the problem, we first
point out the flaw in the security proof, and then suggest
countermeasures to thwart the attack.

The remainder of this paper is organized as follows.
In Section 2, Wu et al.’s ID-based AGKE protocol is re-
viewed. In Section 3, we point out its vulnerability against
insider colluding attacks. We suggest countermeasures to
the insider colluding attack in Section 4. Concluding re-
marks are given in Section 5.

2 Review of Wu et al.’s ID-based
Group Key Exchange Protocol

2.1 Notations

The notations used throughout the letter are summarized
as follows:

• q: a large prime.

• G1: a cyclic additive group of order q.

• G2: a cyclic multiplicative group of order q.

• e: an admissible bilinear map, e : G1 ×G1 → G2.

• P : a generator of the group G1.

• s: the system private key, where s ∈ Z∗q .

• Ppub: the system public key, where Ppub = s · P .

• IDi: the identity of participant Ui.

• DIDi: the private key of participant Ui.

• HG: a map-to-point hash function, HG : {0, 1}∗ →
G1.

• H1: a one-way hash function, H1 : {0, 1}∗×G1 → Zq.

• H2: a one-way hash function, H2 : {0, 1}∗×G3
1 → Zq.

• ‖: concatenation operation.

2.2 Descriptions of Wu et al.’s Protocol

In this subsection, we briefly review Wu et al.’s ID-based
authenticated group key exchange protocol [14]. In the
setup phase, the Key Generation Center (KGC) generates
the public parameters {G1, G2, e, q, P, Ppub, HG, H1, H2}
and the system private key s. When a participant Ui

with identity IDi wants to obtain his private key DIDi,
he submits his identity IDi to KGC. KGC computes this
user’s private key as DIDi = s ·HG(IDi).

Let U1, U2, ..., Un(n > 2) be a set of participants who
want to establish a session key. The indices are subject to
modulo n, e.g. Un+1 and U0 denote U1 and Un, respec-
tively. PID is defined as ID1 ‖ ID2 ‖ ... ‖ IDn, which is
the concatenation of the identities of participants taking
part in a session. M ∈ {0, 1}∗ is a pre-known message by
all participants which contains some conference informa-
tion such as the conference title, date and location. The
details of Wu et al.’s protocol are described as follows.

Round 1. Each participant Ui randomly chooses an inte-
ger ai ∈ Z∗q , then computes Pi = ai ·P , hi = H1(M ‖
PID ‖ IDi, Pi), and Vi = ai ·HG(IDi) + hi ·DIDi.
Finally, each Ui broadcasts (IDi, Pi, Vi).

Round 2. Upon receiving the messages (IDi−1, Pi−1,
Vi−1) and (IDi+1, Pi+1, Vi+1), each participant
Ui checks the equation e(P,

∑
k∈{−1,1}

Vi+k) =∏
k∈{−1,1}

e(Pi+k + hi+k · Ppub, HG(IDi+k)). If the

checking equation holds, each Ui uses the secret ai
to compute Di = e(Pi+1 − Pi−1, Ppub)

ai .

Then Ui generates a signature on the message
(PID ‖ IDi ‖ Di ‖ S) as follows: Ui chooses
a random integer ri ∈ Z∗q , computes αi = ri · P ,
βi = ri · (Pi+1 − Pi−1), ki = H2(PID ‖ IDi ‖ Di ‖
S, Pi+1 − Pi−1, αi, βi) and γi = ri · Pi + kiai · Ppub,
where S = P1 ‖ P2... ‖ Pn. Finally, each Ui sends
σi = (IDi, Di, αi, βi, γi) to all other participants.

Group Session Key Computation. Upon receiving
all σj = (IDj , Dj , αj , βj , γj) for j = 1, 2, ..., n and
j 6= i, each Ui checks e(P, γj) = e(Pj , αj + kj · Ppub)

and e(Pj+1 − Pj−1, γj) = e(βj , Pj) · D
kj

j , where
kj = H2(PID ‖ IDj ‖ Dj ‖ S, Pj+1 − Pj−1, αj , βj)
and S = P1 ‖ P2... ‖ Pn. If the above
equations hold, each participant Ui can com-
pute the same session group key SK =
e(ai · Pi−1, Ppub)

n ·Dn−1
i ·Dn−2

i+1 ...Di−2.

Malicious Participant Identifying. If a participant
Um tries to send a wrong σm = (IDm, Dm, αm, βm,
γm) to interrupt the establishment of a group session,
then he will be determined as a malicious participant
because the two equations e(P, γm) = e(Pm, αm+km·
Ppub) and e(Pm+1−Pm−1, γm) = e(βm, Pm) ·Dkm

m do
not hold. If the malicious participant Um is detected,
then he will be deleted from the participant set. The
other honest participants may return the protocol.
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3 Insider Colluding Attack on Wu
et al.’ Protocol

In this section, we point out a simple but powerful insider
colluding attack on Wu et al.’s ID-based AGKE protocol.
Suppose Ui−1 and Ui+1 are two malicious participants.
They collude and want to impersonate several honest par-
ticipants in the group to fool a honest participant Ui.
They proceed as follows:

1) In Round 1, the malicious participants Ui−1 and
Ui+1 generate the messages (IDi−1, Pi−1, Vi−1) and
(IDi+1, Pi+1, Vi+1) according to the description of
the protocol, respectively. Meanwhile, for each par-
ticipant Uk, k ∈ {1, 2, ..., n} and k 6= i− 1, i, i+ 1,the
colluding participants Ui−1 and Ui+1 pick an integer
ak and computes Pk = ak · P , hk = (M ‖ PID ‖
IDk, Pk), and Vk = ak · HG(IDk) + hk · Pk′ , where
Pk′ is an element randomly chosen from G1. Finally,
the malicious participants broadcast (Dj , Pj , Vj) for
j = 1, 2, ..., i− 1, i+ 1, ..., n.

2) In Round 2, the malicious participants Ui−1 and Ui+1

only check the following equation:

e(P, Vi) = e(Pi + hi · Ppub, HG(IDi))

where hi = H1(M ‖ PID ‖ IDi, Pi). If the above
equation holds, the malicious participants proceed to
the next step. Note that in this time, nobody ex-
cept Uk−1 and Uk+1 knows the invalidity of VK , k ∈
{1, 2, ..., n} and k 6= i−1, i, i+1, since only Uk−1 and
Uk+1 verify Uk’s signature. The honest participant
Ui cannot detect the invalidity of VK , either.

3) For each participant Uj(j = 1, 2, ..., n, j 6= i), the
malicious participants compute Dj = e(Pj+1 −
Pj−1, Ppub)

aj , and generates (αj , βj , γj) according to
the description of the protocol. More precisely, the
malicious participants choose a random integer rj ∈
Z∗q and computes αj = rj ·P , βj = rj · (Pj+1−Pj−1),
kj = H2(PID ‖ IDj ‖ Dj ‖ S, Pj+1 − Pj−1, αj , βj),
and γj = rj · Pj + kjaj · Ppub, where S = P1 ‖ P2... ‖
Pn. Finally, the malicious participants broadcast the
message (IDj , αj , βj , γj).

4) In group session key computation stage, γj will pass
the verification because γj is generated using the
ephemeral key aj and aj is chosen by the malicious
participants. The malicious participants can com-
pute the group session key since they know aj(j =
1, 2, ..., i− 1, i+ 1, ..., n). Finally, The malicious par-
ticipants Ui−1 and Ui+1 succeed in impersonating
other participants in the group to the honest entity
Ui.

Note that the above attack can be easily ex-
tended to the case in which two malicious participants
Ui−m and Ui+m try to fool the honest participants
Ui−m+1, ..., Ui+m−1 by impersonating other participants

in the group, where m > 1. In this way, two malicious
participants can collude to fool m honest participants by
impersonating the rest participants in the group. The
attack is powerful since it only needs two malicious par-
ticipants collude to impersonate several participants in a
session without being detected.

4 Discussions and Countermea-
sure

Although Wu et al.’s protocol heavily relies on ID-based
signature scheme, the insider colluding attack is still pos-
sible. The reason lies in two points: first, each partici-
pants Ui is only authenticated by its neighbors Ui−1 and
Ui+1 in Round 2, nobody except Ui−1 and Ui+1 knows the
validity of Ui. Second, the message (PID ‖ IDj ‖ Dj ‖
S) is signed using the ephemeral secret aj . As long as
the malicious participants impersonate an honest partic-
ipant in Round 1, they can easily generate the signature
in Round 2 because the ephemeral secret aj is chosen by
the malicious participants.

An intuitive countermeasure to our insider colluding
attack would be let the participant Ui check the valid-
ity of all the signatures of other participants in Round 2.
However, this would make the protocol very inefficient
and impractical. We suggest that the message (PID ‖
IDj ‖ Dj ‖ S, Pj+1 − Pj−1, αj , βj) be signed using the
private key DIDj of participant Uj . In this way, the ma-
licious participants could not forge an honest participant’s
signature in Round 2.

In fact, Wu et al. [14] proved the security of their pro-
tocol in a formal security model. They also claimed their
protocol could resist insider attacks. It fails because of
the incorrect announcement in its security proof. In The-
orem 1 of [14], the authors simply conclude that their pro-
tocol is secure against ID and forgery attacks due to the
unforgeability of the signature scheme of Yoon et al. [16].
However, a signature scheme may be secure alone, but
when it is used in a group key exchange protocol, the
security of the group key exchange protocol can not be
derived simply from the security of the signature scheme.
This attack warns us that we should consider the secu-
rity of the group key exchange in a whole framework, not
separately. It also emphasis the importance of rigorous
security proof for group key exchange protocols.

5 Conclusions

In this letter, we have shown that Wu et al.’s ID-based
authenticated group key exchange protocol is insecure
against an insider colluding attack. Two malicious par-
ticipants can collude to impersonate several honest par-
ticipants without being detected. We also analyzed the
reason to the attack and suggested a countermeasure.
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