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Abstract

In this paper, we introduce an efficient Condi-
tional Privacy-Preserving authentication scheme(ECPB)
based on group signature for vehicular ad hoc networks
(VANETs). Although group signature is widely used in
VANETs for security requirements, the existing schemes
based on group signatures suffer longer computational de-
lays in the certificate revocation list (CRL) checking and
in the signature verification process, leading to lower ver-
ification efficiency. In our scheme, membership validity
(a validity period) is required when a vehicle applies for a
group member and this validity is used to check whether
the vehicle is still a group member or not, which can be
used as a substitute for the CRL checks. Neglecting the
CRL checks will sharply decrease the costs incurred in the
signatures verification. In addition, our proposed scheme
also supports batch verification. Experimental analysis
proves that our proposed scheme exhibit improved effi-
ciency over the existing schemes, in terms of verification
delay and average delay.

Keywords: Batch verification, CRL, group membership
validity, group signature, VANETs

1 Introduction

In vehicular ad hoc networks (VANETs) is a subset of
mobile ad hoc networks (MANETs), which uses mobile
vehicles as network nodes in order to enable communi-
cation. Such network nodes include both onboard units
(OBUs) those equipped with in mobile vehicles and road
side units (RSUs) those mounted on stable units (traffic
posts etc.). These network nodes communicate among
each other to so that they can access the application
server for retrieving services. In general, services pro-

vided via VANETs include traffic information for drivers,
such as traffic accident, traffic condition, weather fore-
cast and multimedia infotainment dissemination, etc. [8],
thus helps improving driving safety. One of the prevailing
issues in the design of VANETs is the anonymous authen-
tication being involved whilst disseminating messages. In
general, users tend to protect their identity and location
during the authentication process.

However, such anonymous message authentication in
VANETs should be conditional, in a way that, trusted
authorities should be able to track the vehicles involved
in their targeted path, enabling them to collect the safety
messages during dissemination. But, such a scenario cre-
ates conflicts between privacy and accountability. To this
end, existing methods in solving this conditional privacy
issues in VANETs include pseudonym-based scheme and
group-oriented signature-based scheme etc. Pseudonym-
based scheme [7] uses a pseudonym irrelevant to the
real identity of the senders for the purpose of protect-
ing their privacy in the communication process. But in
practice, such an irrelevant identity for the senders can
hardly be achieved by one pseudonym whilst dissemi-
nating multiple messages, thus demanding pre-packaged
massive pseudonyms [3]. And each pseudonym has a cor-
responding certificate to ensure its legitimacy. Besides,
anonymity in VANETs requires that adversaries cannot
connect the newly generated pseudonyms with the previ-
ous ones whenever vehicles update the pseudonyms. In
order to improve the efficiency of the authentication pro-
cess, the proposed b-SPECS+ scheme [6] is a pseudonym-
based approach incorporated with a batch Verification
process. Genetically, pseudonym schemes include sev-
eral drawbacks, exhibiting flaws in their storage struc-
ture, certificate issuing mechanisms and update strate-
gies. Also, such schemes demand massive storage space
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for the pseudonyms and incur high costs for newly acceded
vehicles in the communication path and exhibit low query
efficiency.

Group-oriented signature-based scheme [1] is widely
used in VANETs for vehicles to achieve anonymous au-
thentication [4, 10, 19], as it is capable of eliminating the
inefficiencies of the Pseudonym-based approach. Accord-
ing to Calandriello et al. [12], group-oriented signature-
based scheme with public key infrastructure (PKI) is bet-
ter than other methods in computing and storage effi-
ciency, based on their analysis on signature and verifica-
tion process. But, the major disadvantage of the group-
oriented signature-based scheme is the overheads involved
in the CRL (checking, storing and updating, etc) pro-
cess. If a vehicle is revoked, it will be added into the
CRL. Thus when receiving a message from an unknown
entity, a vehicle has to check the CRL to avoid communi-
cating with revoked vehicles and then verify the senders
group signature to check the validity of the received mes-
sage. This approach generally requires 9 ms to check
one identity in the CRL, To expand on that, for n re-
voked identities in the CRL, the number of messages that
can be verified in one second is 1000/(9n + 1), which is
far smaller than the requirement of 600 in VANETs [17].
The CRSB protocol [16], introduced by Zeng et al., is
based on ring signature (ring signature can be regarded
as simplified group signature) to verify the message, the
time increases linearly as the number of revoked vehicles
in the revocation list grows. Zhang et al. [18] applied
batch group signature verification to improve the effi-
ciency of the authentication process, Similar issue prevails
in the method [15] proposed by Wasef et al. But, the two
schemes can only verify 274 and 127 messages per second,
respectively, which still cannot satisfy the requirement of
verifying 600 messages per second. Hao et al. [5] pro-
posed a novel distributed key management scheme based
on cooperation among vehicles. Although this scheme can
achieve the verification speed of 600 messages per second,
it is not effective in eliminating the CRL checking over-
head. Studer et al. [14] proposed the VAST scheme based
on Elliptic Curve Digital Signature Algorithm (ECDSA)
and Timed Efficient Stream Loss-Tolerant Authentica-
tion (TESLA++). VAST combines the advantages of
ECDSA and TESLA++, where ECDSA provides fast au-
thentication and non-repudiation, and TESLA++ guar-
antees data integrity. Still, this scheme does not consider
anonymity and traceability. Lu et al. [13] proposed the
SPRING scheme, which incorporates the Trust Author-
ity (TA) framework to improve the overall efficiency. Be-
cause the whole scale of CRL will be decreased in this
method when the shot-term certificates and the CRL are
limited to single Road Side Units (RSUs). Based on the
social degree information, SPRING places RSUs at high-
social intersections to improve the communication effi-
ciency. Due to the larger number of interacting protocols,
this scheme incurs communication delays. Further, it ex-
hibits a weaker privacy protection as the security of the
entire process relies heavily on the RSU. Another strat-

egy of improving privacy protection in VANETs is to use
shared keys [11] as a substitute for anonymous certificates
or pseudonyms to verify vehicle safety messages.

With this in mind, this paper proposes a novel com-
munication protocol based on group signature to tackle
the conditional privacy presentation and authentication
for VANETs, called ECPB. Differing from the existing
group signature based schemes, ECPB uses validity as a
substitute for CRL checks. In other words, it is focused
on rectifying problems caused by CRL, such as the over-
head involved in storing, communication, updating and
checking process.

Remark 1. Unlike the existing schemes based on
Pseudonym, our communication protocol(ECPB) does not
require each vehicle to store a large number of keys and
anonymous certificates, and so the storage overhead of
our scheme is lower. Also ECPB guarantees anonymity
and traceability, as it is based on group signature scheme,
which is not found in VAST. Comparing to SPRING,
ECPB does not require any RSUs for the purposes of au-
thenticating messages, tracing the vehicles. Because of
using the validity to be a substitute of checking CRL, it
offers faster message authentication. While in CRSB, the
time increases linearly as the number of revoked vehicles
in the CRL grows when verifying messages. In addition,
ECPB can support batch verification.

Table 1 presents an overview of the security of our
proposed scheme over other existing schemes. The re-
mainder of this paper is organized as follows. Section 2
presents our system model and the security goals. Sec-
tion 3 introduces the preliminaries of our approach. Sec-
tion 4 proposes our scheme, and the security analysis and
performance evaluation are discussed in Section 5. And
Section 6 concludes this paper.

Table 1: Overview of the security of ECPB over existing
schemes

CRSB VAST SPRING
Our

Scheme

Integrity
√ √ √ √

Non-repudiation
√ √

×
√

Privacy
√

×
√ √

Anonymity
√

×
√ √

Certificateless
√

× ×
√

Conditional
traceability

√
×

√ √

Revocability
√ √ √ √

Efficient
verification

×
√ √ √

Batch
verification

× × ×
√
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2 System Model and Security
Goals

In this section, we present the main entities and at-
tributes of VANETs, illustrated in Figure 1. In addition,
this section also presents the security requirements that
should be satisfied during communications in VANETs.

2.1 System Model

The proposed system model of VANETs consists of a
trust authority (TA), service providers (SP), RSU, OBU,
as shown in Figure 1.

TA: a trusted third party, for example, the government
traffic management department, acts as the manage-
ment center of the network; it provides registration
and certification (public key certificate, PKC) for ve-
hicles and group manager when they join the net-
work.

SP: service provider, the group manager in the model;
the service is chargeable and the group member can
pay for a period of validity and then he can use the
service in the validity; whose main mission is to au-
thenticate vehicles by providing them with the group
public key and group members secrete key for signa-
ture and verification.

RSUs: infrastructure of VANETs, they act as the bridge
between SP and OBUs or between two OBUs, con-
necting SPs by wire and connecting OBUs by a wire-
less channel respectively.

OBUs: a unit that is embedded in vehicles, is the indis-
pensable basic entity in VANETs; this unit is similar
to the mobile terminal of communication systems,
the hardware security module of it ensures the secu-
rity of calculation, such as encryption and decryp-
tion; and it is responsible for the communication of
vehicles and RSU, and periodically broadcasts traffic-
related status information.

Figure 1: System model of VANETs

2.2 Security Goals

Authentication: Node authentication, helps users to
ensure that the node identity information to which
they establish communication is real.

Non-repudiation: Authenticated vehicles cannot deny
messages after sending to the VANETs.

Anonymity: Other vehicles and adversaries in VANETs
cannot identify the sender’s identity.

Traceability: Manager of VANETs can identify the real
identity of the senders for malicious and controversial
messages.

Forward and backward security revocation:
Vehicle cannot access the services both before
authentication and after revocation; other vehicles
cannot access the services as an impostor.

3 Preliminaries

In this section, we briefly introduce the statistical tech-
niques used in our protocol.

Bilinear Pairing. Both G1 and G2 are two (multiplica-
tive) cyclic groups of prime order q. g1 is the genera-
tor ofG1, g2 is the generator ofG2. ψ is a computable
isomorphism from G2 to G1, with ψ(g2) = g1. e is
a bilinear map, and e : G1 × G2 → GT , satisfies the
following rules:

1) Bilinear: e(ag1, bg2) = e(g1, g2)ab, for all g1 ∈
G1, g2 ∈ G2 and a, b ∈ Z∗q .

2) Non-degenerate: e(g1, g2) 6= 1.

3) Computable: e(g1, g2) is efficiently computable,
and e(g1, g2) = e(g2, g1).

Zero-knowledge Proof. Alice and Bob are two partici-
pants, and Alice has a secret M. Alice communicates
with Bob to demonstrate that she has a secret but
do not tell Bob any other messages of the secret. It
means that Bob knows that Alice has a secret, but
he does not know what the secret is.

Strong Diffie-Hellman Hypothesis. Let G1, G2 be
cyclic groups of prime order p, where possibly G1 =
G2. Let g1 be the generator of G1, g2 be the genera-
tor of G2. Given (g1, g2, g

r
2, . . . , g

rq
2 ) as input, output

will be a pair (g
1/(r+x)
1 , x). In multiple-term formula

time, it is unsolvable, and is called q-SDH.

4 Description of Our Scheme

Before the deployment of the message transmission, ve-
hicle registration, SP registration and initialization of the
whole protocol, including system parameter generation,
are achieved by TA, as shown in Figure 2. For example,
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every vehicle will achieve a unique identity Vid from TA
during vehicle registration, including an electronic license,
legal certificate CertVid , and a pair of public and secrete
key (Vsk, Vpk). Before providing services, SP submit an
application to TA, and will obtain a unique identity Sid,
legal certificate CertSi and a pair of public and secrete key
(Ssk, Spk). The notations used in the following scheme are
listed in Table 2.

Figure 2: Vehicle and SP registration

Table 2: Notation and description

Notation Description
TA A trust authority
SP Service provider

CertVid The certificate of Vid
CertSi The certificate of Sid

Vid The real identity of vehicle V from TA
Vsk, Vpk A pair of public and secrete key of V

Sid
The real identity of Service provider S
from TA

Ssk, Spk A pair of public and secrete key of S
M The authenticated message

H,H1, H2 Hash function
Sig(·) Digital signature algorithm
m‖n Concatenation of strings m and n

4.1 System Initialization

As the basis of the system group initialization, TA initi-
ates the bilinear parameter (G1, G2, GT , e, g1, g2, q, ϕ,H),
where e is a bilinear pair G1 ×G2 → GT , and all groups
G1,G2,GT are multiplicative cyclic groups of the prime
order q. g1 is the generator of G1, g2 is the generator of
G2, and ϕ(g2) = g1, Hash Function is H : {0, 1}∗ → Z∗q .

4.2 Operation of ECPB

This subsection details the operation of our scheme.
The operation includes five parts such as membership ap-
plication (Figure 3), membership registration (Figure 3),
vehicle safe message generation, message verification (Fig-
ure 4), and traceability of controversial message.

In our scheme, Group signature key management sys-
tem is managed by the SP as follows:

1) SP chooses random numbers h ∈ G1 and k1, k2 ∈
Z∗q , given uk1 = vk2 = h, where u, v ∈ G1, thus all
g1, u, v, h ∈ G1.

2) SP chooses hash function H1 : {0, 1}∗ → Z∗q , uses
the unique identity Sid, computes r = H1(Sid) and
w = gr2, then g2, w ∈ G2; and then chooses another
hash function: H2 : {0, 1}∗ → Z∗q .

SP provides group public parameter {u, v, h, w,H2},
where the master key is gmsk = (k1, k2), and the
public key of the group signature system is gpk =
(g1, g2, h, u, v, w,H2).

Figure 3: Group membership application and registration

Figure 4: Message verification

Membership Application. SP broadcasts its service
information {Spk, CertSi, Sid, SigSsk(Sid)}, where
Spk is the public key, CertSi is the PKC, Sid is its
unique identity, SigSsk(Sid) is its signature. When a
vehicle receives a message, it executes it as follows:

1) The vehicle identifies the legality of Spk
through its CertSi, then verifies the validity of
SigSsk(Sid) by using Spk to confirm that the
message source is real, not falsifying.

2) The vehicle sends its application information
{Vpk, CertV i, Vid, SigVsk(Vid), Ti} to SP, where
Vpk is the public key of the vehicle, CertV i is
the PKC, Vid is its unique identity, SigVsk(Vid)
is the signature, and Ti is the membership va-
lidity.

Membership Registration. Receiving an application
message from a vehicle, the operations of SP are il-
lustrates as follows:

1) SP identifies the legality of Vpk through CertV i,
and then verifies the validity SigVsk(Vid) by us-
ing Vpk to confirm that the message source is
real, not falsifying.

2) SP selects a random number vi, computes xi =

H1(Vid‖vi), gives fi = g
1/(xi+r)
1 , then chooses a

random number si, computes si
′ = H2(si), then

computes ti = H2(Ti‖si′), and gives fi
′ = (fi)

ti
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as the group identity information of the vehicle,
which establishes the corresponding relationship
with Vid, and stores it. The group membership
secrete key of the vehicle is gsk[i] = (xi, fi

′, si),
and it encrypts Evpk(xi, fi

′, si) by its public key
Vpk, then sends it to vehicle Vid.

Vehicle Safe Message Generation. Each vehicle in
VANETs generates the signature on message M ∈
{0, 1}∗ before sending it. In our scheme, we take
a common vehicle who has become a group mem-
ber which obtain gpk = (g1, g2, h, u, v, w,H2) and
gsk[i] = (xi, fi

′, si) by decrypting Evpk(xi, fi
′, si) us-

ing the vehicles secrete key Vsk. Before sending a
message M ∈ {0, 1}∗, the message will be signed. In
this message generation, the signature σ is computed
as follows:

1) The vehicle checks the validity of Ti. If Ti is
invalid, then the vehicle sends a new applica-
tion to SP for a group member. If it is valid,
it will compute si

′ = H2(si) initially and then
computes ti = H2(Ti‖si′).

2) The vehicle selects random numbers α, β, rα,
rβ , rx, rγ1 , rγ2 ∈ Zq and computes:

A1 = uα;A2 = vβ ;A3 = fi
′ · hα+β ;

γ1 = xi · α; γ2 = xi · β;

R1 = urα ;R2 = vrβ ;

R3 = e(A3, g2)rx · e(h,w)−rα−rβ · e(h, g2)−rγ1−rγ2 ;

R4 = Arx1 · u−rγ1 ;R5 = Arx2 · u−rγ2 ;

Then it computes:
λ = H(M,A1, A2, A3, R1, R2, R3, R4, R5).

3) The vehicle gives λ′ = λ/ti, then computes.

sα = rα + λ′ · α; sβ = rβ + λ′ · β; sx = rx + λ′ · x;

sγ1 = rγ1 + λ′ · γ1; sγ2 = rγ2 + λ′ · γ2;

Based on the above computations, signature σ of M
is (A1, A2, A3, λ, sα, sβ , sx, sγ1 , sγ2 , si

′, Ti). Now M
and σ are broadcasted, and the concrete format of
broadcasted message is shown in Table 3.

Table 3: Formats of broadcast message

Message
Identifier

Timestamp Signature Message

IDm tm σ M

Message Verification. Based on the strong Diffie-
Hellman Assumption, group member authenticates
a signature by using the zero-knowledge proof. It
means that without the identity fi

′ and other secrete
information of the sender, such as xi, si, verifiers can
validate the legality of the senders. In order to pre-
vent a message from replay attacks, the freshness of

Algorithm 1 Message Verification

Require: gpk = (g1, g2, h, u, v, w,H2),M, σ =
(A1, A2, A3, λ, sα, sβ , sx, sγ1 , sγ2 , s

′

i, Ti).
1: Begin
2: if Ti is invalid then
3: Drop the message;
4: else
5: Compute: ti = H2(Ti‖si′);
6: Set λ′ = λ/ti
7: Compute:

R1 = A−λ
′

1 · usα
R2 = A−λ

′

2 · vsβ
R3 = e(A3, g2)sx · e(h,w)−sα−sβ · e(h, g2)−sγ1−sγ2

·(e(A3, w)1/ti/e(g1, g2))
λ

R4 = Asx1 · u−sγ1
R5 = Asx2 · v−sγ2

8: Verify:

λ
?
= H(M,A1, A2, A3, R1, R2, R3, R4, R5)

9: if true then
10: Accept M;
11: else
12: Drop the message;
13: end if
14: end if
15: End

tm is verified upon receiving the corresponding mes-
sage, as illustrated in Algorithm 1.

Traceability of Controversial Message. Upon re-
ceiving a controversial message, it is necessary
to find out the real identity of the sender. The
group manager will first verify whether the sender’s
M and σ are real and correct, similar to the
verification process of Algorithm 1. Then, using
the master key gmsk = (k1, k2), the real identity
A3/(A

k1
1 · A

k2
2 ) = fi

′ of the sender is computed,
thereby identifying the corresponding vehicle Vid
from the storage list.

4.3 Batch Verification

Our proposed scheme supports batch verification,
which helps improving the signature verification effi-
ciency. Now, R3 has been given in the new signature
Sign(M) in advance, so it just needs to be verified and
not to be calculated. Suppose that a vehicle receives n
messages, the batch verification process of the traffic mes-
sages is executed as shown in Algorithm 2( τ1, . . . , τn is
random vector, and τj ∈ Zq). Successful completion of
this batch verification allows the validation of n messages
together.

Sign(Mj) = (Aj,1, Aj,2, Aj,3, Rj,3, λj , sj,α, sj,β , sj,x,

sj,γ1 , sj,γ2 , s
′

j , Tj), 1 ≤ j ≤ n.
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Algorithm 2 Batch Verification

Require: gpk = (g1, g2, h, u, v, w,H2), M ,
Sign(Mj)(1 ≤ j ≤ n)

1: Begin
2: Compute: tj = H2(Tj‖sj ′);
3: while j ≤ n do

4: Rj,1 = A
−λ

′
j

j,1 · usj,α

5: Rj,2 = A
−λ

′
j

j,2 · vsj,β
6: Rj,4 = A

sj,x
j,1 · u−sj,γ1

7: Rj,5 = A
sj,x
j,2 · v−sj,γ1

8: Verify:

λj
?
= H(Mj , Aj,1, Aj,2, Aj,3, Rj,1, Rj,2, Rj,3, Rj,4, Rj,5)

9: j=j+1
10: end while
11: Give θj = λj/tj
12: Verify:

e(
n∏
j=1

(A
sj,x
j,3 · g

−θj
1 · h−sγ1−sγ2)

τj
, g2)·

e(
n∏
j=1

(A
θj
j,3 · h−sj,α−sj,β )

τj
, w)

?
=

n∏
j=1

R
τj
j,3

13: if true then
14: Accept n messages
15: else
16: Drop n messages
17: end if
18: End

5 Security Analysis and Perfor-
mance Evaluation

In this section, we present the security analysis and
performance evaluations of our scheme.

5.1 Security Analysis

Group signature algorithm is not detailed in this sec-
tion, as it is out of scope this paper. A detailed description
of this algorithm can be found in the works of [2], which
also proves the anonymity, security and unforgeablity of
the group signature algorithm. The correctness and se-
curity of the innovating part of our proposed scheme are
proved as follows.

Correctness proof. When the verifier received gpk =
(g1, g2, h, u, v, w,H2), M , σ = (A1, A2, A3, R3, λ, sα,
sβ , sx, sγ1 , sγ2 , s

′

i, Ti), he can calculate the correct
value of R1, R2, R3, R4, R5, if Ti is a real validity,

then λ
?
= H(M,A1, A2, A3, R1, R2, R3, R4, R5) will

be verified, and based on λ and other parameters,
and R3 can be calculated, which will be equal to the
R3 in signature.

The correctness proof process is as follows:

e(A3, g2)sx · e(h,w)−sα−sβ · e(h, g2)
−sγ1−sγ2 ·

(e(A3, w)1/ti/e(g1, g2))
λ

=e(A3, g2)rx+λ
′x · e(h,w)−rα−λ

′α−rβ−λ′β ·

e(h, g2)−rγ1−λ
′
γ1
−rγ2−λ

′
γ2 · e(A3, w)λ/ti · e(g1, g2)

−λ

=e(A3, g2)λ
′x · e(h,w)−λ

′α−λ′β · e(h, g2)−λ
′
γ1
−λ′

γ2 ·

e(A3, w)λ
′
· e(g1, g2)−λ · e(A3, g2)rx ·

e(h,w)−rα−rβ · e(h, g2)−rγ1−rγ2

=e(A3
λ′
, wg2

x) · e(h−λ
′α−λ′β , wg2

x) · e(g1, g2)−λ·
e(A3, g2)rx · e(h,w)−rα−rβ · e(h, g2)−rγ1−rγ2

=e(f
′

i , wg2
x)λ

′
· e(g1, g2)−λ · e(A3, g2)rx ·

e(h,w)−rα−rβ · e(h, g2)−rγ1−rγ2

=e(g1, g2)λ · e(g1, g2)−λ · e(A3, g2)rx ·
e(h,w)−rα−rβ · e(h, g2)−rγ1−rγ2

=e(A3, g2)rx · e(h,w)−rα−rβ · e(h, g2)−rγ1−rγ2

=R3

R1 =A−λ
′

1 · usα = u−λ
′α · urα+λ

′α = urα

R2 =A−λ
′

1 · vsβ = v−λ
′β · vrβ+λ

′β = vrβ

R4 =A1
sx · u−sγ1 = (uα)

rx+λ
′
x · u−rγ1−λ

′
αx

=A1
rx · u−rγ1

R5 =A2
sx · v−sγ2 = (vβ)

rx+λ
′
x · v−rγ2−λ

′
βx

=A2
rx · v−rγ2

In a similar way, the batch verification process can
also be validated.

Security proof. When a false user attempts to use an
expired membership, he must forge a false validity T ′

in advance. As the Hash Function is collision resis-
tant, it is probably impossible that the false T ′ can
be an equivalent to the true T . During the signature
verification, when someone sends his M , σ and T ′

to the verifier, the verifier initially checks T ′. If this
is not valid, the signature verification process cannot
be progresses any further, otherwise, the verification
process can be carried out as follows:

1) t′i = H2(T ′i‖si
′
)

2) Verify the equation:

e(A3, g2)sx · e(h,w)−sα−sβ · e(h, g2)
−sγ1−sγ2 ·

(e(A3, w)1/ti/e(g1, g2))
λ ?

= R3

If ti is not equal to t′i, e(f
′ · wgx2 )

1/ti = e(g1, g2) will
be an impossible equation, thus the equation could
not be verified and the verification process will be
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terminated here. And so the false validity cannot re-
gain the membership and the vehicle needs to reap-
ply for it. In this way, the forward and backward
secure revocation is achieved in VANETs. It means
that the false vehicle cannot access the services af-
ter revocation, and other vehicles cannot access the
services as an impostor either. In a similar way, the
batch verification process of the Security proof can
be validated.

5.2 Performance Evaluation

In this section, firstly, we define the time complex-
ity of the cryptographic operations required between our
scheme and other existing schemes. Let m denotes the
number of group member, Ncrl denotes the number of
CRL items, Tmul denotes the time to compute one point
multiplication, Tmac denotes the time of one message au-
thentication code operation, Tpar denotes the time to per-
form one pairing operation, Texp denotes the time to com-
pute one exponentiation. We consider the time of the four
important operations above but neglect the time of the
other operations such as additive and one-way hash func-
tion in this evaluation. Here, we adopt the experiments in
paper [6], which observes processing time [9], where G1,
G2 is by 161 bits, GT is by 960 bits and elements in Zp
is by 160 bits, and running on a machine with 1G RAM
and a single core CPU with a frequency of 3.0 Hz.

Verification Delay. Our scheme does not consider CRL
checking, as it supports batch verification process si-
multaneously, thereby the checking cost (both the
time of checking one signature and n signature)
is decreased significantly compared to CRSB and
SPRING. Although the verification delay of our
scheme consumes more time than VAST, VAST does
not consider both anonymity and traceability. In this
way, our scheme is superior to VAST. Table 4 dis-
plays the combination of the dominant operations of
the four signature schemes in terms of authenticating
a single signature and n signatures, respectively. It
can be observed from Figure 5, the verification delay
of other existing schemes (CRSB,SPRING) signifi-
cantly varies with an increasing number of messages.

Batch Verification. In general, frequent communica-
tion is evident between the vehicles and RSUs, and
also between two vehicles in VANETs. Obviously,
VANETs deserves shorter verification delays in or-
der to achieve effective communication. Batch verifi-
cation of our scheme can significantly improve the
signature verification efficiency. Before optimiza-
tion, the verification time of a single message is
12Texp+5Tpar. Also the original scheme cannot sup-
port batch verification, where the verification time of
n pieces of message is 12nTexp + 5nTpar. After op-
timization, our scheme supports batch verification,
with a batch verification time of 13nTexp + 2Tpar.
Time to perform one pairing operation is much more

Figure 5: Verification delay versus traffic density

than the time to compute one exponentiation, thus
improving the efficiency. Figure 6 depicts the in-
crease in the signature verification delay with the
increasing number of messages, between single verifi-
cation and batch verification. The results show that
the efficiency of batch verification is superior to single
verification in VANETs.

Transmission Overhead. Communication overheads
incurred in the authentication process of a single
message is caused by the attached certificate and
signature. CRSB verification is based on a ring
structure along with a group public key for verifying
messages, and so this process does not require the
attachment of certificates. The signature length of
CRSB is 147 bytes. Communication overhead of
VAST includes 63 bytes certificate, 20 bytes message
authentication code, 42 bytes signature, 16 bytes
symmetric key and 4 bytes of index ID. So the total
length of this signature is 63+20+42+16=4=149
bytes. Communication overhead of SPRING in-
cludes 121 bytes Short-time certificate, 26 bytes
Anonymous key, 40 bytes signature, 2 bytes of
Group ID, and so the total length of the signa-
ture is 121+26+40+2=189 bytes. Without batch
verification in our scheme, the scheme signature
consists of 3 elements of G and 8 elements of Zp,
so its byte-length is 3*(161/8)+8*(160/8)=220
bytes, along with the 4 bytes Timestamp, 2 bytes
of Message ID. The total length of the signature
of Scheme 1 is 220+4+2=226 bytes. There is no
significant difference between the length of our
Scheme and the length of other existing schemes.
When batch verification is included in our scheme,
the total signature length is 226+(960/8)=346 bytes
because of the additional elements of GT . The
additional signature length overheads incurred in
our scheme are acceptable, even though the single
signature length of our scheme is greater than that
of the other existing schemes. This is because of
the higher storage requirements and communication
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overheads caused by CRL or PKC in other existing
schemes.

Figure 6: Single verification versus batch verification

Table 4: Comparisons of the speed of four signature
schemes

Method
Verify a single

signature
Verify n

signatures

CRSB [16]
2Tpar + 3Texp+
mTmul + 9Ncrl

2nTpar + 3nTexp+
nmTmul + 9Ncrln

VAST [14] 4Tmul + 2Tmac 4nTmul + 2nTmac

SPRING [13] 11Tmul + 3Tpar 11nTmul + 3nTpar

Our Scheme 12Texp + 5Tpar 13nTexp + 2Tpar

Average Delay. We use the average delay (AD) to re-
flect the efficiency. The VAST scheme is neglected
in this evaluation due to comparable incompatibil-
ity, as it is not supporting privacy protection, the
scheme is not comparable with our scheme. A criti-
cal comparison is attempted in terms of average de-
lay between our scheme,and CSRB and SPRING,
simulated in MATLAB. The signature length of our
scheme, CSRB and SPRING are 346 bytes, 147 bytes
and 189 bytes respectively. The formulas used in this
evaluation are listed as follows:

ADmsg =∑N
i=1

∑M
j=1(Ts + Tt + αTC + (1− β)Tv) + βTb

NM

α =

{
0 the scheme does not need to check the CRL

1 the scheme needs to check the CRL

β =

{
0 the scheme cannot support batch verification

1 the scheme can support batch verification

where ADmsg represents the average delay, N repre-
sents the total number of vehicles, M is the number
of messages sent by a vehicle, Ts is the signature time
for a message, Tt is the transmission time for a mes-
sage, TC is the CRL checking time for a message, Tv

is the verification time for a message, and Tb is the
batch verification time for all the messages. As shown
in Fig.7, the average delay of our scheme is 32% lesser
compared to SPRING, and 40% lesser compared to
CSRB respectively. This is because our scheme sup-
ports batch verification and also eliminates the need
for CRL checks.
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Figure 7: Average delay

6 Conclusion

In this paper, we introduce a new scheme (ECPB)
based on group signature for privacy-preserving in
VANETs. In our scheme, the validity of membership is
required when a vehicle applies for group membership and
the validity is used to check whether the requesting vehicle
is genuine or not, This validation process can deployed as
a substitute for CRL checks. Also, our proposed scheme
supports batch authentication of the messages. The se-
curity analysis and experimental results show that ECPB
delivers the higher efficiency verification requirements of
VANETs, and also satisfies the Privacy-preserving Com-
munication for VANETs.
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