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Abstract

In 2011, Kumar et al. proposed an efficient password
authentication scheme using smart cards to overcome the
security flaws in Liao et al. scheme. However, in this
paper, we point out that Kumar et al.’s scheme actually
has various defects been overlooked, such as no provision
of forward secrecy, poor repairability and practicality.
More recently, Ramasamy and Muniyandi presented an
efficient two-factor scheme based on RSA and this scheme
is claimed to have a number of merits over existing
schemes. Notwithstanding their ambitions, Ramasamy-
Muniyandi’s scheme is vulnerable to user impersonation
attack, and it actually is equivalent to a verifier-table-
based scheme, which discourages any use of the scheme
for practical applications.
Keywords: Authentication protocol, cryptanalysis, imper-
sonation attack, RSA, smart card

1 Introduction

With the increasing need of accessing remote digital
services and protecting electronic transactions, password-
based authentication that enable two or more parties
sharing memorable passwords to securely communicate
over an open channel are gaining popularity due in
large part to its practical significance. Its feasibility
was investigated as early as the work of Lamport [21],
and this initial study has been followed by various pro-
posals, including ones employing multi-application smart
cards, [4, 6, 7, 10, 16, 18, 24, 26, 36, 37, 42, 46, 47, 55].

In such schemes, two participants, i.e. a server S and
a user U , are involved. In the beginning, U submits her
identity ID and password PW to S over a secure channel,
and upon receiving the registration request, S issues a
smart card to U with the smart card being personalized
with some initial security parameters [15, 32]. This phase
is called the registration phase and is carried out only
once for each client. With the smart card obtained, U can
get access to S by employing the login-and-authentication
phase. This phase can be carried out as many times

as demanded. Besides registration phase and login-and-
authentication phase, there may be additional phases,
such as the password change phase used when U wants to
change her password, and the user eviction phase is used
to delete an expired or malicious account.

In 2000, Peyravian and Zunic [34] proposed two user
authentication schemes which only employ lightweight
hash functions, and thus these two schemes are simple
and efficient to be implemented on resource-constrained
smart cards. Unfortunately, Peyravian-Zunic’s schemes
are found vulnerable to various attacks, such as of-
fline password guessing attack, stolen-verifier attack and
denial-of-service attack, by Hwang and Yeh in 2002 [14].
To overcome the defects in Peyravian-Zunic’s schemes, a
number of enhanced versions [3, 30] are subsequently put
forward. One common feature among these schemes is
that, a password-verifier table is stored on the authen-
tication server. As stated by Chen and Lee [5], these
schemes in [3, 14, 30, 34] invariably suffer from the risk of
modified-verifier-table attack and the cost of protecting
and maintaining the verifier table on remote server. If
this password-verifier table is stolen by the adversary or
leaked by accident, the entire system will be completely
broken. Accordingly, intensive research has been made to
cope with this problem [12, 18, 22, 28, 48, 50], yet most
of the previous schemes are found prone to various issues
on both security and performance aspects [13, 23, 25, 27,
31, 32, 40, 41, 45].

As stated by a comprehensive work [44], an important
reason for the failure of previous schemes is that, in most
of these previous studies, the authors demonstrate attacks
on problematic schemes and advance new proposals with
claims of the superior aspects of their schemes, and ignore
benefits that their schemes fail to provide. Accordingly,
a comprehensive and reasonable evaluation metric is of
particular importance. In 2006 Liao et al. [29] first
proposed ten requirements for evaluating a password
authentication, and then presented a new scheme using
smart cards for password authentication over insecure
networks. Liao et al. argued that their scheme can
satisfy all the ten requirements and thus is immune to
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various attacks. Although this scheme possesses many
admired features, particularly, no verifier table is needed
on the server and a user can freely change her password
without interaction with the remote server. However,
some security loopholes of this scheme are shortly pointed
out by Xiang et al. [52].

To remedy the defects identified in Liao et al.’s scheme,
Kumar et al. [20] further put forward an improved scheme
in 2011. This scheme is claimed to have enhanced security
and could maintain all the advantages of the original
scheme and be free from the attacks pointed out by
Xiang et al. [52]. Notwithstanding their claims, we will
report that this scheme still has serval serious defects:
(1) it cannot preserve forward secrecy; (2) it has poor
repairability; (3) it is not user friendly.

In 2012, Ramasamy and Muniyandi [35] also reported
that previous two-factor authentications are far from
practicality, and accordingly they put forward an efficient
RSA-based password authentication scheme with smart
card, which is claimed to be well-suited for practical
applications. Their schemes are not only very efficient,
but also can withstand various sophisticated attacks such
as parallel session attack, denial of service attack and
smart card loss attack, and the server has no need to
maintain a sensitive password table for authenticating
users. However, in this short paper, we will show that
Ramasamy-Muniyandi’s protocol cannot even attain the
basic goal of user authentication by demonstrating its
vulnerability to user impersonation attack, in which an
adversary does not need any credentials of the legitimate
user but just a protocol transcript. Moreover, we reveal
that this scheme actually is equal to a password-table-
based scheme by presenting a reduction to absurdity.

The rest of this paper is organized as follows: in
Section 2, we review Kumar et al.’s scheme. Section 3
describes the defects of Kumar et al.’s scheme. Then, we
turn to review and analyze masamy-Muniyandi’s scheme
in Section 4 and Section 5, respectively. Finally, the
conclusion is drawn in Section 6.

2 Review of Kumar et al.’s
Scheme

In this Section, we briefly review the remote user authen-
tication scheme proposed by Kumar et al. [20]. Their
scheme is composed of four phases: registration, login,
authentication, and password change. The notations and
descriptions used throughout this paper are summarized
in Table 1 and we will follow the notations in Kumar et
al.’s scheme as closely as possible.

2.1 Initialization Phase

In this phase, AS first selects a large prime number p.
Without loss of generality, p is large enough, e.g., at least
1024 bits. Besides, AS selects a secure one-way hash

Table 1: Notations and abbreviations
Symbol Description

Ui ith user
AS remote authentication server
M malicious attacker
IDi identity of user Ui

PWi password of user Ui

x the secret key of remote server AS
Skey the session key
h(·) collision free one-way hash function
⊕ the bitwise XOR operation
‖ the string concatenation operation
→ a common (insecure) channel
⇒ a secure channel

function h(·) and a long secret key x. The details of this
phase are described in the following.

2.2 Registration Phase

The registration phase involves the following operations:

1) Ui chooses her IDi and PWi, generates a random
number b and computes h(b‖PWi).

2) Ui ⇒ AS: {IDi, h(b‖PWi)}.
3) AS checks the format of IDi and computes A1 =

h(IDi)h(b‖PWi) mod p, A2 = (A1)K(x) mod p, EA2 =
A2 ⊕ h(b‖PWi), B = (h(IDi))x mod p, BK = K(B)
and EBK = BK ⊕ h(b‖PWi).

4) AS ⇒ Ui : SC containing {A1, EA2, EBK , p, h(·)}.

2.3 Login Phase

When Ui wants to login to AS, the following operations
will be performed:

1) Ui inserts her smart card into a card reader and
submits her identity IDi, password PWi and the
random number b∗;

2) SC computes A∗1 = h(ID∗
i )h(b∗‖PW∗

i ) mod p and
checks if A∗1 6= A1. If the equality does not hold,
the login request is rejected by the smart card.
Otherwise, SC proceeds to the next step.

3) SC computes A2 = EA2 ⊕ h(b‖PWi), BK = EBK

⊕h(b‖PWi), A3 = A2⊕h(BK‖TU1), C1 = R⊕ h(BK

‖TU1), C2 = (A2, BK)R mod p and C3 = h(C2‖TU1),
where R is a random number.

4) Ui → AS: Login request {IDi, A3, C1, C3, TU1}.
It should be noted that, as with many commercial

cards, if Ui fails to enter the correct triple {IDi, PWi, b}
and the number of failed attempts exceeds a predefined
value, then SC denies to work further and displays need
for re-registration.
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2.4 Authentication Phase

After receiving the login request from user Ui, S performs
the following operations:

1) S checks the validity of IDi and that TAS1 − TU1 ≤
∆T , where TAS1 is the time when the login request
was received. If either is invalid, the login request
is rejected. Otherwise, S performs the following
operations.

2) Computes BK = K(B) = K[(h(IDi))x mod p], A∗2 =
A3‖h(BK‖TU1) and R∗ = C1 ⊕ h(BK‖TU1).

3) Computes C∗2 = (A∗2‖BK)R∗ mod p and C∗3 =
h(C∗2‖TU1). If C∗3 6= C3 then rejects the login request.

4) Computes D1 = S⊕h(A2‖TAS2), D2 = (C2)S mod p
and D3 = h(D2‖TAS2), where S is a random number
chosen by AS from Z∗p .

5) AS → Ui : {D1, D3, TAS2}. On receiving the
response from AS, SC performs as follows:

a. Checks whether TU2 − TAS2 ≤ ∆T , where TU2

is the time when the response was received. If
so, then extracts S∗ = D1 ⊕ h(A2‖TAS2).

b. Computes D∗
2 = (C2)S∗ mod p and D∗

3 =
h(D∗

2‖ TAS2). If D∗
3 = D3, then the legality

of AS is confirmed.

6) After authenticating each other, Ui and AS use the
same session key Skey = h(D2‖A2 ‖BK ‖R ‖S ‖TU1

‖TAS2) for further communications.

2.5 Password Change Activity

When Ui wants to change the old password PWi to a new
one, this phase will be involved and Ui does not need to
interact with AS.

1) U inserts her SC into the smart card device and then
keys her identity ID∗

i , password PW ∗
i , and random

number b∗; and requests SC to change the password.

2) Computes A∗1 = h(ID∗
i )h(b∗‖PW∗

i ) mod p. If A∗1 =
A1, then U is allowed to enter the new password
PW ∗∗

i ;

3) Extracts A2 = EA2 ⊕ h(b∗‖PW ∗
i ), BK = EBK ⊕

h(b∗‖PW ∗
i ) and A∗∗1 = h(ID∗)h(b∗‖PW∗∗

i );

4) Computes A∗∗2 = A
(h−1(b∗‖PW∗

i ))(h(b∗‖PW∗∗
i ))

2 mod p,
EA∗∗2 = A∗∗2 ⊕ h(b∗‖PW ∗∗

i ) and EB∗∗
K = BK ⊕

h(b∗‖PW ∗∗
i );

5) Replaces A1, EA2 and EBK with A∗∗1 , EA∗∗2 , and
BK∗∗ respectively.

3 Cryptanalysis of Kumar et al.’s
Scheme

In this Section we will show that Kumar et al.’s
scheme [20] fails to provide forward secrecy, has poor
repairability and is not user-friendly, which make this
scheme unpractical. There are three assumptions of the
adversary’s capabilities clearly made in Kumar et al.’s
scheme, and we summarize them as follows:

Assumption 1. The malicious attacker M can eaves-
drop, insert, delete, alter, intercept or block any messages
transmitted in the channel. In other words, M has
total control over the communication channel between the
user U and the remote server S, this is consistent with
the Dolev-Yao standard distributed computing adversary
model [9];

Assumption 2. The malicious attacker M is able to
extract the secret security parameters stored in the smart
card when the user’s smart card is in M’s possession.
This assumption is reasonable according to the recent
research results on side-channel attack techniques [1, 2,
17, 33].

Assumption 3. The malicious attacker M can offline
enumerate the password space. For user-friendliness,
most schemes (e.g., the schemes in [11, 23, 27, 31])
facilitate the users to select their own password at will
during the password change phase and registration phase
and the users often choose passwords which are eas-
ily remembered for their convenience, and these easily-
remembered passwords are weak and fall into a small
dictionary [8, 51].

It is worth noting that the above three assumptions are
also explicitly made in most of the latest works [13, 27,
32, 38, 39, 40, 41, 45], and indeed reasonable as justified
in [46, 54]. Based on the above assumptions, in the
following discussions of the security flaws of Kumar et
al.’s scheme, we assume that an attacker can extract the
secret values {A1, EA2, EBk, p} stored in the legitimate
user’s smart card, and the attacker can also intercept or
block the login request {IDi, A3, C1, C3, TU1} sent out by
Ui and the reply message {D1, D3, TAS2} sent out by the
server AS.

3.1 Failure to Achieve Forward Secrecy

As noted in [43, 53], forward secrecy is an important
property of remote user authentication schemes for lim-
iting the effects of eventual failure of the entire system
in case the long-term private key(s) of the authentication
server is compromised (leaked or stolen). A scheme with
perfect forward secrecy assures that, even if the server’s
long-term key is compromised, the previously established
session keys will not be compromised.

When analyzing their scheme, Kumar et al. argued
that “if the secret key x of AS is revealed accidentally,
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even in possession of Ui’s smart card, M can neither
behave like legal AS nor like a legal Ui”, and hence this
scheme is claimed to provide forward secrecy. Firstly, we
have to say that Kumar et al. have misunderstood the
meaning of forward secrecy. Actually, as stated in [19, 43],
forward secrecy has nothing to do with impersonation but
relates to session keys. With this notion misunderstood,
their scheme, of course, cannot achieve this important
property.

Supposing an attacker M has obtained the master se-
cret key x from the compromised server and eavesdropped
the transcripts {IDi, A3, C1, C3, TU1, D1, D3, TAS2} dur-
ing Ui and AS’s jth authentication process from the open
channel. M can compute the session key of Ui and AS’s
jth encrypted communication as follows:

Step 1. Computes BK = K(B) = K[(h(IDi))x mod p],
where IDi is previously obtained by eavesdropping
on the public channel.

Step 2. Computes A2 = A3‖h(BK‖TU1), R = C1 ⊕
h(BK‖TU1), where A3 and TU1 is previously obtained
by eavesdropping on the public channel;

Step 3. Computes C2 = (A2‖BK)R mod p;

Step 4. Computes S = D1⊕h(A2‖TAS2), where TAS2 is
previously obtained by eavesdropping on the public
channel;

Step 5. Computes D2 = (C2)S mod p;

Step 6. Computes the jth session key Sj
key = h(D2‖ A2‖

BK‖R‖S‖TU1‖TAS2).

Once the session key SKj is obtained, the whole jth
session will be completely exposed to M. Therefore, as
opposed to Kumar et al.’s claim, forward secrecy is not
provided in their scheme.

3.2 Poor Practicality

In Kumar et al.’s scheme, the user has to input three
items, i.e. IDi, PWi and b when login. As stated in [20], b
is a random number generated by Ui when registration. If
it is large (and really random), it will be very hard for the
user to remember and it is most likely that Ui may forget
this long and random number if she does not frequently
use the system, which will render the scheme completely
unusable. However, if it is not large enough (i.e. not of
high entropy and drawn from a small dictionary Db), it
can be easily guessed as with guessing the password, and
this scheme will be vulnerable to offline password guessing
attack. In case an attacker M gets access to Ui’s smart
card for a period of time, according Assumption 2, M can
extract the secret values {A1, EA2, EBk, p} stored in the
legitimate user’s smart card. Then, an offline password
guessing attack can be launched as follows:

Step 1. Guesses the value of PWi to be PW ∗
i from a

dictionary space Dpw, the value of b to be b∗i from a
dictionary space Db;

Step 2. Computes A∗1 = h(IDi)b∗‖PW∗
i ;

Step 3. Verifies the correctness of PW ∗
i and b∗ by check-

ing if the computed A∗1 is equal to the revealed A1,
where A1 is extracted from Ui’s smart card;

Step 4. Repeats the above steps until the correct value
of PWi is found.

Let |Dpw| denote the number of passwords in the
password space Dpw, |Db| denote the number of items
in Db. The running time of the above attack procedure
is O(|Dpw| ∗ |Dpw| ∗ TH), where TH is the running time
for hash operation. As |Dpw| and |Db| are very limited
in practice [8, 51], the above attack can be completed in
polynomial time.

3.3 Poor Repairability

In Kumar et al.’s scheme, when a user suspects (or
realizes) that she has been impersonated by an attacker,
however, even if Ui changes her password to a new one,
such a fraud can not be prohibited. Since A1 is uniquely
determined by Ui’s identity IDi and AS’s permanent
secret key x, AS can not change A1 for Ui unless either
IDi or x is changed. Unfortunately, since IDi is tied
to Ui uniquely in most application systems and it is
not reasonable to change IDi. Furthermore, it is also
impractical and inefficient to change x to recover the
security for Ui, since x is commonly used for all users
rather than specifically used for only one user.

4 A Brief Review of Ramasamy-
Muniyandi’s Scheme

In this Section, we briefly review the remote user au-
thentication scheme proposed by Ramasamy and Mu-
niyandi [35] in 2012. Their scheme is based on RSA
and involves three parties, i.e. the user Ui, the server S
and the key information center (KIC). KIC is responsible
for registration only and does not participate in the
authentication process. Their scheme consists of three
phases: the registration phase, the login phase and
the authentication phase. In the following, we employ
the notations listed in Table 1 and follow the original
notations in [35] as closely as possible.

4.1 Registration Phase

User Ui chooses her identity IDi and password PWi, and
submits them to KIC. For issuing a smart card to user
Ui, KIC performs the registration steps:

1) Generates an RSA key pair, namely a private key
d and a public key (e, n), ed = 1modψ(n), n = pq,
where p and q are two large primes of nearly the same
length. KIC publishes (e, n) and keeps d secret.
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2) Determines an integer g, which g is a primitive in
both GFp and GFq.

3) Generates the smart card identifier CIDi of Ui and
calculates security parameter Wi = IDCIDi×d

i mod
n.

4) Computes Vi = gPWi×d×TR mod n, where TR is the
user’s registration time. This value is unique for
every user and maintained by the server AS. In
other words, AS keeps an entry {IDi, TR} for each
registered user Ui.

5) AS ⇒ Ui: A smart card containing security parame-
ters {n, e, CIDi,Wi, Vi, h(·)}.

4.2 Login Phase

When Ui wants to login to S, she inserts her smart card
into a card reader and keys IDi and PWi. Then the smart
card will perform the following steps:

1) Generates a random number r and calculate Xi =
gPWi×r mod n and Yi = Wi × V r×T

i mod n.

2) Ui → S: {(IDi, CIDi, Xi, Yi, n, e, g, Tu)}.

4.3 Authentication Phase

On receiving the login request, the server S performs the
following steps:

1) Checks whether IDi is a valid user identity and CIDi

is a legal smart card identity. If either is not valid,
AS rejects the login request.

2) Checks whether Ts − Tu ≤ ∆T , where Ts is the time
when the login request is received and ∆T is the legal
time interval due to transmission delay, if not, then
AS rejects the login request.

3) Evaluates the equation Y e
i = IDCIDi

i ×XTu×TR
i mod

n, where Tu is the login request time and TR is the
registration time of Ui.

4) If any one of the above results is negative, then login
request is rejected. Otherwise, the login request is
accepted.

5) If the login request is rejected three times then the
user account will be automatically locked and she has
to contact the server to unlock the account.

5 Cryptanalysis of Ramasamy-
Muniyandi’s Scheme

In this Section, we will discuss the flaws of Ramasamy-
Muniyandi’s scheme. Note that the three assumptions
listed in Section 3 are also clearly made in [35]. This
scheme is simple and elegant, however, after careful
examination, we find it cannot achieve the basic goal of

user authentication. Besides, their scheme has an inherent
design flaw in the registration phase and it actually is
equal to a verifier-table-based scheme. The identified
defects discourage any use of the scheme for practical
applications.

5.1 User Impersonation Attack

In the following, we will show how an attacker M without
any credentials (i.e., the password and the smart card) of
Ui can successfully impersonate Ui to login to SA and
freely enjoy the services.

Step 1. Intercepts and block a login request
{(IDi, CIDi, Xi, Yi, n, e, g, Tu)} of the user Ui from
the public communication channel;

Step 2. Computes T ′u = εTu, where ε is a small real
number chosen by M in such a way that T ′u is a
valid timestamp in the near future;

Step 3. M→ AS: {(IDi, CIDi, X
ε
i , Yi, n, e, g, T ′u)}.

Step 4. The server AS checks the validity of the times-
tamp T ′u by checking Ts−T ′u ≤ ∆T , where Ts denotes
the server’s current timestamp. Then the server AS

checks Y e
i

?= IDCIDi
i × (Xε

i )Tu×TR mod n.

Now we show that in Step 4, AS will find no abnor-
mality, because

Y e
i = (Wi × V

r×T ′u
i ) mod n

= IDCIDi
i × gPWi×r×TR×T ′u mod n

= IDCIDi
i × gPWi×r×TR×ε×Tu mod n

= IDCIDi
i × g(PWi×r)TR×ε×Tu

mod n

= IDCIDi
i × (Xε

i )TR×Tu mod n.

On successful verification, the server AS accepts the
forged login authentication request. Therefore, the at-
tacker M can impersonate as the legitimate user without
any cryptographic credentials, which breaches the sound-
ness of the underlying authentication scheme.

5.2 The Problem of Storing Parameter TR

In this Section, we demonstrate another serious defect
in Ramasamy-Muniyandi’s scheme. In the registration
phase, AS keeps an entry {IDi, TR} for each registered
user Ui. At first glance, TR is not the user’s password
and the store of such an entry does not violate the basic
goal of no password-verifier table. However, TR actually is
as critical as the password, and Ramasamy-Muniyandi’s
scheme equals to a scheme with password-verifier table.
We prove this by contradiction.

If Ramasamy-Muniyandi’s scheme is a scheme with no
“password-verifier table”, then the disclosure of TR alone
(i.e., Ui’s smart card and password, server’s private key
x are still secure) will pose no threat to the security of
the scheme. Now we assume Ui’s entry on the server has
disclosed and been obtained by the attacker M.
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If gcd (TR, e) = 1, M can impersonate as Ui by
performing the following steps:

Step 1. Intercepts and blocks a login request
{IDi, CIDi, Xi, Yi, n, e, g, Tu} of the user Ui from
the public communication channel.

Step 2. Reads the current timestamp Tu and checks if
gcd (TR × Tu, e) = 1. If it holds, proceeds to the
next step. Otherwise, M repeats this step.

Step 3. Runs the Extended Euclidean algorithm to com-
pute two integers a and b such that a× e + b× Tu ×
TR = 1(in Z).

Step 4. Computes X ′
i = (IDCIDi

i )−b mod n and Y ′
i =

(IDCIDi
i )a mod n.

Step 5. M→ AS: {(IDi, CIDi, X
′
i, Y

′
i , n, e, g, Tu)}.

Step 6. The server AS checks the validity of the times-
tamp Tu by checking Ts−Tu ≤ ∆T , where Ts denotes
the server’s current timestamp. Then the server AS

checks (Y ′
i )e ?= IDCIDi

i × (X ′
i)

Tu×TR mod n.

We give a few remarks on the above attack. Firstly,
in Step 3, M can definitely find a and b, for the value
of Tu is chosen in such a way that gcd (TR × Tu, e) = 1.
Secondly, in Step 6, the server AS will accept, which is
justified by the following equalities:

(Y ′
i )e = (IDCIDi

i )ae mod n

= (IDCIDi
i )(−b)×Tu×TR mod n

= IDCIDi
i × (IDCIDi

i )−b×Tu×TR mod n

= IDCIDi
i × (ID

CIDi×(−b)
i )Tu×TR mod n

= IDCIDi
i ×XTu×TR

i mod n.

The above attack procedure has shown that if gcd
(TR, e) = 1, M can impersonate as Ui with the help
of the leaked TR. We now show that, the above attack
has a success rate about 60% due to the following two
facts: (1) The probability of gcd (TR, e) = 1 is about
6/π2 ≈ 0.6 [49]; (2) TR and e are chosen by different
parties, and thus they are independent.

The above analysis demonstrates that M can imper-
sonate as Ui with remarkably high probability (i.e., a suc-
cess rate about 60%) in case TR is leaked. Consequently,
the leakage of the {IDi, TR} table does endanger the
security of the scheme and it should be well kept secret,
which invalidates the claim of a “no verifier table” scheme.
As stated in the introduction, it is greatly undesirable for
the server to maintain and protect a verifier table.

6 Conclusion

Two-factor authentication is an important mechanism for
remote login systems that enables the server and its users
to authenticate each other. In this paper, we first pointed
out that Kumar et al.’s scheme is really impractical by
demonstrating three serious defects. Then, we illustrated

that Ramasamy-Muniyandi’s RSA-based authentication
scheme is prone to a user impersonation attack and equal
to a verifier-based scheme. In our security analysis,
we employed the number theory that two random (or
independently chosen) numbers are relatively prime with
a probability about 6/π2 ≈ 0.6. As for future work, we are
considering to design two-factor authentication schemes
with formal security.
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