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Abstract

Data hiding is a technique that is used to embed
secret data into a cover media. This paper
presents the implementation of reversible data hiding
in spatial domain images based on neighbor mean
image interpolation without impairing the image quality.
Here, the cover image and secret bits are extracted
from stego image without the need for any additional
information. The strength of the proposed method
has lower computational complexity, less blurring and
greater image resolution. This paper also discusses the
performance aspects of the proposed method which is
superior in terms of high data embedding capacity and
image quality.

Keywords: Image interpolation, payload, reversible data
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1 Introduction

In the modern era of high speed internet, multimedia data
are represented in digital forms to be transmitted through
internet. Since digital media is easily replicated and
subject to tampering, protecting content is an important
issue. Data hiding schemes have been widely used to
protect the content of digital media. Data hiding schemes
generally embed important data into the cover media
by modifying the pixels to protect the data from illegal
peeking or damaging. The concept of data hiding was first
suggested by Simmons in 1983 [11]. Data can be hidden
in lots of ways. In order to hide secret data, straight
data insertion may encode every bit of data in the cover
media or it may selectively embed data in noisy areas
that describe a smaller amount of attention. Data may
also be scattered erratically throughout the cover media.
There are a number of ways to hide secret data; the most
common methods are the Least Significant Bit (LSB)

insertion, masking, filtering and transformations [7].

Reversible data hiding methods enable the exact
recovery of the original cover image from the stego
image without any distortion upon extraction of the
embedded information [6]. Image interpolation tackles
the difficulty of generating high resolution images from
its low resolution image. The model that is employed to
illustrate the relationship between high resolution and low
resolution pixels plays a crucial role in the performance
of an interpolation algorithm. Conventional linear
interpolation methods, derived from space-invariant
models, are unsuccessful to capture the hasty evolving
statistics around edges and annoying artifacts. Linear
interpolation [8] is commonly chosen for computational
simplicity not for performance. Hence, reversible data
hiding is incredibly important for securing sensitive data
in image applications.

With this goal, the implementation of reversible data
hiding in spatial domain images based on neighbor mean
image interpolation without impairing the image quality
is presented in this paper. The cover image and secret text
data are extracted from stego image without the need for
any additional information. The proposed method can
embed a huge amount of secret data whereas maintaining
an elevated image quality that of the other data hiding
methods.

This paper is organized as follows. Section 2 reviews
related works in the area of data hiding. In Section 3,
the details of the proposed data embedding method is
described. In Section 4, the experimental results are
presented and discussed. Finally, the concluding remarks
are presented in Section 5.

2 Related Works

In this section, some highlights of the relevant work in
the area of data hiding are outlined. A simple and most
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instinctive scheme for hiding secret data into a digital
image is to directly substitute the LSBs of each pixel in
the cover image with the bits of secret data [17]. Wang et
al. [16] described an optimal re-naming problem for the
hidden secret data, and then applied a genetic algorithm
for seeking the problem’s nearly optimal solution. Thien
and Lin [13] suggested a digit by digit data hiding scheme
based on modulus function.

Ni et al. [9] proposed a histogram based data hiding
scheme. In their scheme, the search for the pair of peak
and zero points from the histogram is performed first.
The peak point refers to the most often occurring pixel
value in the histogram. The zero point stands for the pixel
value with zero or minimal occurrences in the histogram.
The secret data are embedded by shifting the pixel values
located between the peak point and the zero point. Huang
et al. [5] proposed a histogram-based scheme which used
a multilevel hiding strategy to obtain high capacity and
low distortion.

Most of the work on reversible data hiding focuses
on the data embedding/extracting on the plain spatial
domain [1, 3, 4, 14]. Tsai et al. [15] developed a reversible
data embedding method that merges predictive coding
and histogram shifting techniques. Chang et al. [2]
suggested a reversible data embedding method to embed
secret data in original images based on the edge directed
prediction scheme. In this scheme, an embedded pixel
value is simplifying along with a predetermined threshold
and the difference between the predicted pixel value and
its original pixel value.

Peng et al. [10] proposed a reversible data embedding
algorithm based on integer transform and adaptive
embedding. In this algorithm, the parameter is adaptively
chosen in dissimilar blocks in integer transform. In [12],
Tai et al. presented a reversible data hiding scheme based
on histogram modification using pairs of peak points.
Owing to these existing works on data hiding and its
popularity, it is proposed to hide the data in spatial
domain images using neighbor mean image interpolation.

3 Proposed Method

The proposed method is made up of interpolation,
data embedding and data extraction phases. Initially,
the proposed method introduces a scaling up and an
interpolation technique. The scaling up image focuses
on high speed and low complexity that is used as a cover
image. In the data embedding phase, the secret data S
is taken as input and then, it converts into binary secret
bits. After the conversion process, then these secret bits
are embedded into the cover image C, and then transmit
the stego image to a receiver without impairing the image
quality.

At receiving side, the cover image and secret bits
are extracted from stego image without the need for
any additional information. Then these secret bits are
converted into text data. Figure 1 shows the sketch of
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the proposed data embedding method.

3.1 Interpolation Phase

In the Neighbor Mean Interpolation (NMI) phase uses
neighboring pixel values to compute the mean, and after
that the computed mean value is introduced into a pixel
that has not been assigned yet. In general, high resolution
pixels are getting when a neighboring pixel values are
referenced in order to calculate a value that is to be
assigned, but time complexity is higher when the number
of referenced pixel is higher. The scaling up method
decides what application to which it should be applied.

p(z,y) ifx=kiy==k.j
[p(z,y — 1) +p(z,y + 1)]/k
ife=ki,y=kj+1
p(x —1,y)+ (p'(z + 1,y)|/k
if r=ki+1ly=kj
p(x—Ly—1)+p(x—1y+
P (z,y—1D]/k+1) otherwise

(1)

p/(l’,y) =

Assume that p(x,y) represents the value of a pixel
located at (z,y) in original image and its interpolated
pixel in cover image p’(z,y) is computed as Equation (1),
where 0 <y <z and ¢, j =0,1,--- ,127. k stands for a
value of scaling up coefficient. In the scaling up process,
the cover image is scaled two times more. Therefore, the
value of k is 2 for which a cover image can preserve an
elevated resolution.

For the pixel p’(0,0) and p’(2,2) are the same value
with p(0,0) and p(2, 2), respectively. In the case of = < y,
p'(0,1) is computed as (p(0,0) + p(0,2))/2 operation.
When z < y, p'(1,0) is calculated as (p(0,0) + p(2,0))/2.
Finally, p’(1,1) is obtained from (p(0,0) + p'(0,1) +
P'(1,0))/3.

The proposed neighbor mean interpolation method
is more efficient, less blurring and greater image
resolution than nearest neighbor interpolation and
bilinear interpolation methods. So, the resulting image
that is produced by the NMI method is used with a cover
image.

3.2 Data Embedding Phase

In the data embedding phase, the sequence of
data embedding can be in zig-zag, left-to-right and
top to bottom directions. Before secret data are
embedded, the cover image is partitioned into four-pixel,
non-overlapping, consecutive by zig-zag scanning. For
every four non-overlapping consecutive pixel values, i.e.,
p(z,y), p(r,y + 1), p(z + L,y) and p(z + 1,y + 1),
the corresponding stego-image pixel values are p’(z,y),
p(z,y+1), p'(x+1,y), and p'(z+ 1,y + 1), respectively.
Here, secret data are embedded into three pixels except
for p(z,y) pixel. The details of each step are specified as
follows.
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Figure 1: Sketch of proposed data hiding method

1) For every four non-overlapping consecutive pixel
values, a difference value d is computed as
Equation (2), where 0 < z,y < 127 and 3, a value is
0 or 1, respectively. When 8 = o« = 0, the difference
value d as zero.

d=plkx+ B, ky+a)—plkax ky). (2)
Calculate the number of bits, say n, which can be
embedded in this pixel is

n = log, ld]. 3)
Select first n bits from the secret message S that is
substream S(n) and it is converted to integer value

b.

4) Then, a stego image pixel p/(x,y) is computed as
follows.
P (z,y) = p(z,y) +b. (4)
50 83 | 116 50 102 | 116
132 88 105 137 95 | 105
214 | 154 94 214 154 | 94

a) Cover Image b) Stego Image

Figure 2: Example results of the data embedding
procedure

The following serves as a detailed example to depict the
data embedding procedure. Figure 2(a) shows a 33 cover
image, and Figure 2(b) shows its stego image. Let secret
message S = 71001100010100111”. In Figure 2(a), pixel
p(0,0) = 50 is the starting point for zig-zag scanning.
In the proposed method, pixel p(0,0) is retained. Next,

consider the pixel p(0,1) as 83. First the difference value
d is computed by using Equation (2) as d = 83 — 50 = 33.
Second, by Equation (3) calculate the number of bits
embedded in p(0,1) as log, | d |= 5. Third, select
first 5 bits from the secret message S and convert it into
integer value b = 10011, 19. Therefore, the pixel
of stego-image is p’(0,1) = 83 4 19 = 102. Similarly,
other pixel values p(1,0) and p(1,1) are calculated and
tabulated in Table 1.

Table 1: Example details of the data embedding
procedure
Coordinate | p(xz,y) | d | n | S(n) b | p'(z,y)
(0, 1) 83 33 | 5| 10011 | 19 102
(1, 0) 132 82 | 6 | 000101 | 5 137
(1, 1) 88 38 | 5| 00111 | 7 95

3.3 Data Extraction Phase

In the data extraction phase, the cover image and secret
bits are obtained by using stego image only without need
for any further information. The cover image and the
secret data are extracted by using the following step by
step procedure.

1) Compute the pixel in cover image p(x,y) from
the stego image p’(x,y) using a simple arithmetic
expression as defined by Equation (5), where 0 <
y<zandi,j=0,1,---,127 and k is defined to 2.

' (z,y) +p'(z, )]
ife=ki,y==kj

' (z,y) +p'(z,y + 1)]/k
ife=kiy=kj+1

' (z,y) + (p'(z + Ly)l/k
ife=ki+1ly=kj

[k.p'(z,y) + 9/ (z,y + 2)/k+

p(z+2,y)/k]/(k+1)

otherwise

p(x,y) (5)
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2) Then, the secret data embedding in p(z,y) is
computed as

3) Next, calculate the difference value d using
Equation (2) for the three neighboring pixels,

excluding p(0,0); this is because p’(0,0) does not
include secret bits.

4) Finally, the length of hiding is calculated for each
secret bit. The integer value b is represented as secret
bits based on the hiding length.

Table 2: Example details of the data extraction procedure

Coordinate | p'(x,y) | p(z,y) | b | d | n | S(n)
(0,1) 102 83 19 | 33 | 5 | 10011
(1,0) 137 132 5 | 82| 6 101
(1,1) 95 88 7 1385 111

Table 2 shows an example of the data extraction
procedure. For example, p(0, 1) is calculated by (p’(0,0)+
p'(0,2))/2 = (50 + 116)/2 = 83 and the secret data
embedding in p(0,1) is 102 — 83 = 19. p(1,0) is also
calculated by (p'(0,0) + p'(2,0))/2 = (50 + 214)/2 = 132
and the secret data embedding in p(1,0) is 137 —132 = 5.
Finally, p(1,1) is obtained by [2 * p’(0,0) + p’(0,2)/2 +
p'(2,0)/2]/3 = (2% 50+ 116/2 + 214/2)/3 = 265/3 = 88
and secret data embedding in p(1,1) is 95—88 = 7. Then
calculate the difference value d as 33, 82 and 38 which
correspond to p’(0, 1), p’(1,0) and p’(1,1). Finally, based
on the hiding length n, the integer value b is represented as
secret bits as 19 = 100115, 5 = 0001015 and 7 = 001115.
As a result, the cover image and secret data are extracted
from the stego image only.

4 Results and Discussion

In this paper, four standard 512 x 512 gray scale images
Lena, Pepper, Airplane and Baboon are considered as
cover image for data embedding phase as shown in
Figure 3. To evaluate the performances of the proposed
method, two indicators have been considered.

Foremost, the histogram of the cover image and stego
image are compared. An image histogram shows how
pixels in an image are distributed by plotting the number
of pixels at each intensity level. The histogram of the
stego image is slightly varies from its cover image. So, the
image distortion gets reduced in this proposed method.
Due to this reason, the hacker cannot find the hidden
data, because stego image looks same as original image
but the secret data is embedded in stego image. From
this, the proposed method is more efficient to hide the
secret data by verifies the histogram of the original and
stego images as shown in Figure 4.

Second, the Peak Signal-to-Noise Ratio (PSNR) is
evaluated to compare visual quality between the cover
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image and the stego-image. The PSNR value can be
computed by the following equation:

PSNR(dB) =10 x lo (@ —1)° (7)
- & MSE

Where n represents the number of bits per pixel, and MSE
(Mean Square Error) can be computed as follows:

The parameters u and v represent the height and width
of the image. The notations C,, and E,, represent the
cover image and the stego image pixel value in position
(z,y) respectively. If the distortion between the cover
image and the stego image is small, the PSNR value
is large. Thus, a larger PSNR value means that the
quality of the stego image is better than the smaller
one. Generally, with human vision alone, it is hard to
differentiate a stego image from its original image when
the PSNR value is greater than 30 dB.

Table 3 gives the values of PSNR calculated for the
four cover images with different payload size are stated
by the formula specified in Equation (7).

Figure 3: The Four Cover Images

Numiber of Frequency Occurnces
Number of Frequency Occurances

Figure 4: Histogram of original image and stego image

Here we include the results for the 512 x 512, 8 bits per
pixel (bpp) grayscale ”Lena”. The embedded payload size
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Table 3: PSNR values for the four cover images with
different payload size

Cover image Payload Size (bits)

(512 x 512) | 2520 | 36216 | 42264 | 56840 | 71400 | 85960
Lena 66.7 |[61.93 | 54.19 | 51.56 |49.94 | 48.76
Peppers 55.29 | 54.44 | 53.23 | 51.02 | 49.55 | 48.46
Airplane 63.28 | 59.54 | 52.82 | 50.76 | 49.37 | 48.32
Baboon 56.96 | 55.76 | 51.7 | 50.03 | 48.83 | 47.89

and its PSNR of embedded ”Lena” images are specified
in Table 4. It is also very apparent that the payload
size increases, the PSNR value decreases. But the image
quality is still preserved.

Table 4: Embedded payload size vs. PSNR of embedded
”Lena” image

Payload Size
(bits) 2520 | 36216 | 42264 | 56840 | 71400 | 85960
PSNR (dB) | 66.7 | 61.93 | 54.19 | 51.56 | 49.94 | 48.76

Based on these aspects, it is observed that the
proposed method is good in terms of lower computational
complexity, less blurring, high data embedding capacity
and greater image quality.

5 Conclusion

The proposed data hiding method is a good candidate
for providing security over confidential data. Since this
method uses neighbor mean interpolation for generating
the cover image, so it provides less blurring and
degradation in cover image. And also it uses reversible
data hiding method, so that original image can be
extracted without impairing the image quality. Due
to these reasons, hacker can’t predict the hidden data.
Hence, it is robust method for providing data security
across networks. The histogram of original and stego
images are compared and it is clear that there is very
less degradation between the original and stego image.
The performance and quality of the cover image and
the stego image are computed and analyzed in terms of
PSNR value. With some performance improvement in
the computations it can be made useful in real time day
to day transaction security related with e-commerce and
other online transaction.
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