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Abstract

Dynamic spectrum access (DSA) is a novel communi-
cation paradigm that enables wireless clients to utilize
statically allocated radio channels that are currently
idle. Specifically, in the database-driven DSA model,
clients learn their geographic location through a GPS
device and use this location to retrieve a list of available
channels from a centralized white-space database. To
mitigate the potential privacy threats associated with
location-based queries, existing work has proposed the
use of private information retrieval (PIR) protocols when
querying the database. Nevertheless, PIR protocols are
very expensive and may lead to significant costs for
highly mobile clients. In this paper, we propose a novel
method that allows wireless users to collaborate in a
peer-to-peer (P2P) manner, in order to share their cached
channel availability information that is obtained from
previous queries. To preserve location privacy against
other users, we leverage an anonymous veto protocol that
anonymizes the exchange of information among a group
of users. Our experimental results with a real-life dataset
show that our methods reduce the number of PIR queries
by 50% to 60%, while incurring low computational and
communication costs.

Keywords: Computer-communications networks,
database applications, database management, distributed
systems, GIS, spatial databases

1 Introduction

Radio spectrum is governed by federal agencies, mainly
through a static sharing strategy. However, with the ex-
ponential increase of mobile devices capable of Internet
connectivity, static spectrum sharing has led to a spec-

trum shortage. To this end, dynamic spectrum access
(DSA) is a novel communication paradigm that enables
wireless clients to utilize statically allocated radio chan-
nels when not in use by their licensed owners. DSA is
accomplished through cognitive radio (CR), an intelligent
wireless communication system that is aware of its oper-
ating spectral environment [33].

Currently, there exist two main approaches by which
CR nodes acquire their spectral knowledge. On one
end lies the distributed and cooperative sensing method,
where nodes perform sheer power detection and coor-
dination [18, 45, 47, 48]. On the other end lies the
database-driven model, where nodes learn their spec-
tral surroundings by querying a centralized white-space
database (WSDB). In this latter model, mobile clients
no longer bear the task of fusing spectral knowledge re-
garding the surrounding geographical area. Instead, they
simply send their GPS coordinates to the database and
receive the centrally fused repository report for that area.

On May 2012, the FCC issued a ruling [7] that ob-
soletes the distributed and cooperative sensing methods
for white-space TV bands, thus requiring all CR nodes to
implement the database-driven approach. Nevertheless,
this approach suffers from severe location privacy leak-
age. According to the FCC specifications [8], a mobile
TV band device (TVBD) must access the WSDB for a
list of available channels, every time it is activated from a
power-off state. Furthermore, a mobile TVBD must issue
a new query to the WSDB whenever it moves further than
100m from its previous location. Given that the GPS co-
ordinates are part of the query, the WSDB operator can
easily build a detailed history of a mobile TVBD’s tra-
jectories. These trajectories would allow the WSDB to
infer sensitive information about the mobile user, such as
home location, health condition, lifestyle habits, political
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and religious affiliations, etc.
To mitigate the potential privacy threats associated

with location-based queries, existing work has proposed
the use of private information retrieval (PIR) protocols
when querying the database [10]. A PIR protocol en-
ables a user to retrieve a record from a database server,
while maintaining the identity of the record secret from
the server. However, PIR protocols are very expensive
and may lead to significant costs in the case of highly mo-
bile clients that issue numerous queries throughout their
trajectories. For example, the trivial PIR case is to down-
load the entire database (e.g., once per day), which clearly
preserves privacy but incurs an overwhelming communi-
cation cost.

Typical PIR protocols offer a trade-off between compu-
tational and communication complexity. Computational
complexity has an adverse impact mostly at the server
side, whereas communication complexity affects the end-
user as well (especially in the case of wireless devices). For
instance, the scheme by Trostle and Parrish [40] that is
applied in previous work [10] is computationally efficient,
but its communication cost is equal to a large percentage
of the database size. On the other extreme, Gentry and
Ramzan’s protocol [11] is considered to attain the best
communication complexity, but incurs a high computa-
tional cost due to its heavy use of cryptographic opera-
tions [35].

In this paper, we argue that any location privacy
method for the database-driven DSA model is bounded
by the limitations of the underlying PIR protocol. As
such, it is desirable to identify new mechanisms for users
to acquire the necessary spectral knowledge. Our intu-
ition is that, in a white-space TV band network, mobile
TVBD users will gradually develop a trajectory-specific
spectrum knowledge cache, through a series of PIR re-
quests. In the extreme case, some users might opt to
download the entire WSDB (trivial PIR case) before ini-
tiating their travel1. Therefore, we propose that mobile
users that are within communication range interact in a
peer-to-peer (P2P) manner, in order to exchange their
cached spectrum knowledge for the surrounding area.

However, a user’s spectrum knowledge cache is a sum-
mary of his/her recent trajectory, and some users may
be unwilling to share that information due to privacy
concerns. To this end, we leverage the anonymous veto
network (AV-net) protocol of Hao and Zielinśki [17] that
anonymizes the exchange of information among a group
of users. Our experimental results with Microsoft’s Geo-
Life trajectory dataset [49] show that our methods reduce
the number of PIR queries by 50% to 60%, while incur-
ring low computational and communication costs for the
mobile clients.

The rest of this paper is organized as follows. Section 2
presents a literature review on location privacy and Sec-
tion 3 provides the necessary background on the cryp-
tographic primitives utilized in our methods. Section 4

1However, due to its overwhelming communication cost, the triv-
ial PIR case may be infeasible for most users.

describes the details of our P2P protocol and Section 5
presents the results of the experimental evaluation. Fi-
nally, Section 6 concludes our work.

2 Related Work

Most existing protocols on location privacy build upon the
notion of k-anonymity [38] or l-diversity [31]. A spatial
query is considered to be k-anonymous if it is indistin-
guishable from at least k−1 other queries spawning from
the same area, usually called the spatial cloaking region
(SCR). The SCR is chosen such that it encapsulates the
querying user as well as at least k − 1 other users. To
compute the SCR, existing k-anonymity algorithms typ-
ically extend the SCR around the query point until it
encapsulates k − 1 other users [16, 34, 44].

On the other hand, l-diversity based methods, such
as the ones proposed in [42, 43], extend the SCR until
l − 1 different locations are included in the query. Both
k-anonymity and l-diversity offer some degree of location
privacy, but they are susceptible to semantic location in-
formation leakage. For example, if the SCR only contains
casinos, the server can infer (to a certain degree) that
the mobile user is interested in gambling. To this end,
the work of Lee et al. [27] attempts to provide location
privacy using location semantics.

The k-anonymity and l-diversity based approaches, as
well as collaborative location privacy protection meth-
ods [9, 41], often rely on third party trusted anonymizers,
an expensive and scarcely available option. Ghinita et
al. [12] propose the first privacy-preserving protocol that
does not require an anonymizer. They focus on nearest
neighbor queries and introduce a method that achieves
perfect location privacy via the PIR protocol of Kushile-
vitz and Ostrovsky [26].

Other protocols on location privacy revolve around
the notion of data perturbation, location hiding, and
the introduction of data point dummies. Meyerowitz et
al. [32] introduce a data perturbation technique to pro-
tect personal location data against untrusted location
based service (LBS) servers. In their work, they develop
CacheCloak, a protocol that enables real time anonymiza-
tion of location data. CacheCloak relies on a trusted
anonymizing server to generate mobility prediction from
historical data, and then submit intersecting predicted
paths simultaneously to the LBS. Reliance on a trusted
server is a very expensive and strong assumption that we
would like to avoid in our proposed methods. Also, the
intuition behind CacheCloak is to obscure the user’s path
by surrounding parts of it with other user’s paths, effec-
tively creating a k-anonymous region.

Huang at al. [20] study the problem of location pri-
vacy preservation with respect to an LBS that threatens
a user’s location privacy by tracking transmitting frames.
The authors argue that correlation attacks between a
node’s old and new address are not sufficient. They sug-
gest the concept of a silent period, defined as the transi-
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tion period between the use of new and old pseudonyms,
during which a node is not allowed to disclose neither the
old nor the new address.

Furthermore, Huang at al. [21] extend their previous
work [20] and study the problem of location privacy with
respect to a user’s communication with network access
points. They mainly focus on the issue of how location
privacy enhancements affect the perceived Quality of Ser-
vice (QoS). The authors propose a silent cascade method
to enhance a user’s location privacy by trading end-to-
end delay for anonymity. They abstract silent cascade as
a mix-network model and evaluate its performance. In our
setting, however, we are concerned with the effectiveness
(computation and communication cost) of the location
privacy-preserving protocol itself.

Kido et al. [25] suggest a location privacy-preserving
method that uses the notion of dummy data (false posi-
tives), in order to hide the user’s true location from the
LBS. The authors argue that, after sending their GPS co-
ordinates to the LBS, users can not delete or modify their
disclosed location. In other words, users cannot prevent
the service providers from analyzing motion patterns us-
ing stored location data. In their proposed method, users
send their true location data along with several false ones
(dummies) to the service provider, who subsequently cre-
ates a reply message for each received data point. Users
then simply extract the correct information from the re-
ply messages. However, it is clear that this scheme is
essentially a k-anonymity based approach.

Similarly to Kido et al. [25], Lu at al. [30] introduce
PAD, a method that injects dummy locations in the query,
which are generated according to either a virtual grid or
a circle. The virtual grid or circle cover the user’s actual
location, and their spatial extents are controlled by ap-
propriate generating algorithms. However, PAD relies on
a server-side front-end, in order to be integrated into ex-
isting client/server mobile service systems. Even though
PAD takes into account the number of location points
in the query, as well as the area of the region covered
by those points, it can be effectively reduced to a pure
k-anonymity based technique.

Other techniques such as routing anonymization and
privacy-preserving wireless broadcast networks have been
suggested. The authors in [2] suggest wireless anony-
mous routing (WAR) as the main approach of achieving
anonymity in a wireless broadcast network. Ref. [50]
and [28] propose lightweight ad hoc routing protocols in
order to preserve location privacy of the mobile nodes.
Lastly, the authors in [22] provide evidence that such
anonymization and location privacy-preservation tech-
niques can be applied even in radio frequency identifi-
cation networks (RFID). Such techniques are orthogonal
to our proposed methods and can be applied in an op-
tional and complementary fashion in order to provide lo-
cal network addressing anonymity as well as geo-location
privacy.

Until recently, location privacy work in the dynamic
spectrum access domain has mainly focused on the col-

laborative spectrum sensing model. In particular, most
existing solutions attempt to protect the location privacy
of mobile users that submit sensing reports to a fusion
center [19, 29, 37]. The collaborative sensing and report-
ing approach was embraced as a superior method com-
pared to the centralized database approach. This is no
longer the case, though, at least in the white-space TV
band realm.

Due to the recency of the FCC’s ruling (May 2012), lo-
cation privacy research in database-driven DSA networks
is still in its infancy. The state-of-the-art protocol is due
to Gao et al. [10], which builds upon a modified version
of Trostle and Parrish’s PIR scheme [40]. They assume
a fixed grid of n × n cells, where each cell contains a
bitmap that represents the channel availability informa-
tion (typically 32 bits). Nevertheless, their scheme incurs
a high communication cost of (2n + 3) · log p bits, where
p is a 2048-bit modulus. For example, if n = 5000, the
amount of data transmitted to retrieve the bitmap of a
single cell is 2.5 MB, which is approximately 2.6% of the
whole database size. For highly mobile clients, the cost of
this approach can exceed the cost of the trivial PIR case.

3 Preliminaries

In this section, we give a brief description of the cryp-
tographic primitives incorporated in our methods. Sec-
tion 3.1 provides some background on anonymous com-
munication and Section 3.2 introduces the 2-round anony-
mous veto network (AV-net) of Hao and Zielinśki [17].
Section 3.3 presents the threat model of our approach.

3.1 Anonymous Communication

Research on anonymous communication has evolved due
to the dining cryptographers problem, introduced by
Chaum in 1988 [5]. Essentially, a dining cryptographers
network (DC-net) allows groups of n > 2 participating
users to contribute their boolean bits towards a boolean-
OR calculation of some statement, while preserving the
privacy of the individual inputs. DC-nets have many
weaknesses and are considered impractical due to com-
plex key setup, message collisions, and vulnerability to
disruptions. Alternatively, circuit evaluation techniques,
such as the ones proposed in [13, 46], can also be used
towards the secure computation of a boolean-OR func-
tion. However, as pointed out by Brandt [4], the circuit
evaluation technique is expensive and impractical.

A similar problem is the anonymous veto network (AV-
net), which allows groups of n > 2 participating users
to vote against a given statement. In the setting of a
white-space TV bands database, where channel availabil-
ity can be represented via a boolean bit, a sample state-
ment might be: “none of the group members knows that
the channel is free.” If any of the users in the group anony-
mously vetoes the statement, it means that “at least one
of the users in the group knows that the channel is free.”
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Unlike DC-nets, AV-net protocols do not require secret
channels in order to exchange messages. Furthermore,
they have no message collisions and are very resistant
to disruptions. Nevertheless, all existing AV-net proto-
cols assume the existence of an authenticated broadcast
channel, which is easily implemented using digital signa-
tures [5]. Several such anonymous veto protocol designs
exist in the literature [4, 15, 17, 24]. In our work, we lever-
age the 2-round AV-net protocol of Hao and Zielinśki [17],
because it is more efficient in terms of number of rounds,
computation, and communication cost.

3.2 The 2-Round AV-net Protocol

Setup. All users participating in the protocol agree
on two public parameters, namely G and g. G is a fi-
nite cyclic group of prime order q in which the Decision
Diffie-Hellman (DDH) problem is hard [3], and g is a
generator of G. These values are fixed and used in all
protocol invocations. Subsequently, each participant Pi,
i ∈ {1, 2, . . . , k}, selects a random secret value xi ∈R Zq.

Round 1. In the first round, every participant Pi broad-
casts gxi . When the first round completes, each partici-
pant Pi computes

gyi =

i−1∏
j=1

gxj

/ k∏
j=i+1

gxj

Round 2. In round 2, every participant Pi broadcasts
a value gciyi where ci is either xi or a random value
ri ∈R Zq, depending on whether participant Pi vetoes
the statement or not.

gciyi =

{
griyi if Pi sends ‘1’ (veto),

gxiyi if Pi sends ‘0’ (no veto).

In order to test the final result, all participants com-
pute

∏
i g

ciyi . If nobody vetoed the statement, then∏
i g

ciyi =
∏

i g
xiyi = 1, since

∑
i xiyi = 0. If, however,

one or more participants vetoes the statement by sending
a ‘1’, we have

∏
i g

ciyi 6= 1.

3.3 Threat Model and Security

In this work, we are not concerned with privacy against
the WSDB operator. We assume that mobile users, when
needed, query the WSDB through a standard PIR pro-
tocol. Instead, in our methods, the adversary is one or
more users in the group that executes the AV-net proto-
col, or any eavesdropper that monitors the exchange of
messages over the wireless channel. The adversary runs
in polynomial time, and its goal is to identify a user that
vetoes a certain statement.

Note that, in the case of malicious adversaries, the pro-
tocol described above necessitates zero-knowledge proof
(ZKP) schemes, such as Schnorr’s signature [36]. In
particular, during each round, users must demonstrate

knowledge of their own secret values, such as xi and
ci. Nevertheless, in our work, we assume the honest-but-
curious adversarial model, i.e., all users follow the proto-
col correctly but try to gain an advantage by examining
the communication transcript. As a result, we do not
implement zero-knowledge proofs.

Our methods inherit the security of the underlying
AV-net protocol [17]. As such, they are semantically se-
cure [14], i.e., it is infeasible to derive any information
about a mobile client’s input, given its published values
and the public parameters. The security is based on the
DDH assumption. Therefore, an eavesdropper is unable
to determine whether a user has vetoed a statement. Our
methods are also secure against partial collusions, i.e.,
when some participants collude (by revealing their secret
values) to determine the input of a certain user. As ex-
plained in [17], only a full collusion against a single user
can compromise security, i.e., when k−1 users reveal their
values to identify whether the k-th user vetoed a state-
ment.

4 P2P Protocol

In this section, we present the P2P protocol that allows
a group of users to share anonymously their cached spec-
trum information. Section 4.1 describes the system archi-
tecture, and Section 4.2 explains the protocol initiation
process. Section 4.3 presents the criteria for mobile nodes
to participate in this protocol, and Section 4.4 describes
the group formation mechanism. Finally, Section 4.5 in-
troduces the details of the AV-net protocol invocation.

4.1 System Architecture

Similar to previous work [10], we assume a fixed grid of
n×n cells, where mobile users can communicate through
white-space TV bands, while maintaining their location
privacy. According to the FCC specifications [8], each
cell is 100m×100m in size, and users may need to query
the WSDB whenever they move into a cell with no prior
spectrum availability knowledge. The dimensions of the
grid (i.e., n) can be made arbitrarily large, which has a
direct effect on the database size.

Note that, mobile TVBDs are allowed to communicate
only in the frequency ranges 512-608 MHz (TV channels
21-36) and 614-698 MHz (TV channels 38-51), i.e., there
are a total of 31 possible white-space TV band channels
that can be accessed in a DSA manner. Therefore, we
represent the daily channel availability as 32 bits (per
cell), where bit 0 represents a busy channel and bit 1
represents an idle channel. As an example, when n =
5000, the WSDB is 100 MB in size. The trivial PIR case
is impractical in this setting, since it involves downloading
the entire WSDB. This would take approximately 35 mins
on 3G networks2 [39].

2Furthermore, communication over a cellular network is a priced
resource that should be avoided.
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In our model, we assume an out-of-band common con-
trol channel (CCC) through a dedicated transceiver. This
enables mobile users to exchange concurrently both con-
trol and data messages. Out-of-band CCC coordination
can be realized over the 802.11 protocol in ad-hoc mode
or through any of the methods proposed in [1, 6]. We
emphasize that 802.11 is not a viable protocol for long
range communications, hence it is only used to imple-
ment the out-of-band CCC for communications within a
100m×100m cell.

The FCC’s white-space TV band DSA specifications
state that “A mode II personal/portable device may
load channel availability information for multiple loca-
tions around, i.e., in the vicinity of, its current location
and use that information in its operation.” Accordingly,
in our methods, we assume a PIR protocol that retrieves
channel information for multiple cells with a single query3.
As a proof of concept, we consider a fixed grouping of the
available cells into 4×4 blocks. Therefore, we assume that
each PIR query retrieves the 16-cell block that contains
the user’s current cell.

Figure 1a shows an example of this approach. The
black colored cells signify the locations where a new PIR
query is issued, due to lack of spectrum availability knowl-
edge. The alternating white and grey colored cells iden-
tify the different blocks, with the block id shown in the
lower-left corner of the block. Note that, even though we
assume a specific method for querying the WSDB, our
protocol is orthogonal to the underlying PIR query/reply
structure. Any WSDB indexing method is a viable candi-
date for our protocol, but for the PIR reply to be of some
utility to the client, the retrieved cells should be spatially
close to the user’s location.

As illustrated in Figure 1a, each of the three mo-
bile TVBDs gradually builds a spectrum knowledge cache
containing channel availability information from their re-
spective trajectories. When the users eventually meet at
the diagonally striped cell, it may be beneficial to all of
them to exchange their cached information. To maximize
utility for all participating users, the sharing of spectrum
information involves the area surrounding the current lo-
cation (as users may continue their trajectories towards
any direction). In particular, the TVBD nodes agree on
the number of surrounding rings (AR) that they wish to
explore during the protocol invocation. (Table 1 sum-
marizes the symbols used in the remainder of this paper,
along with the values tested in the experimental evalu-
ation.) In the example of Figure 1b, AR = 3, and the
explored region is shown in a darker shade.

To illustrate the location privacy leakage from a plain-
text exchange of spectrum availability information (i.e.,
without the invocation of the AV-net protocol), consider
the example of Figure 1b. We can infer that u1 arrived at
the current cell through block 9, while u3 visited blocks
13 and 14. On the other hand, u2’s trajectory contains
some uncertainty, as u2 may have arrived at the current

3All existing PIR schemes can retrieve multiple records from a
database.

(a)

(b)

Figure 1: (a) Three mobile users querying a WSDB via
PIR, and intersecting at the diagonally striped cell (b)
Three mobile users invoking the AV-net protocol for the
region identified by the darker shaded cells

cell through blocks 2, 7, or 12. Furthermore, if two users
participate in the same group multiple times (at different
locations), they can derive more information about each
other’s movement patterns.

We assume that intersecting users remain within com-
munication range for ample periods of time (e.g., 1-2 min-
utes). However, they do not need to reside in the same cell
continuously. The three conditions that control a success-
ful invocation of our protocol are (i) protocol initiation,
(ii) protocol participation, and (iii) successful group for-
mation. Group formation is dependent on at least three
users willing to engage in the P2P protocol, such that at
least one of the engaging users is an initiator. We examine
each condition separately in the following sections.

4.2 Protocol Initiation

Ideally, a mobile TVBD would like to maintain DSA con-
nectivity throughout its trajectory, without any disrup-
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Table 1: Summary of symbols
Symbol Description Range

GS Group size 3-10
BS Number of cells in a PIR block 16
AR Ring(s) explored through AV-net invocations 1-3
AP AV-net participation probability (fixed) 0-1
PI AV-net participation probability increment

(TCP)
0.05-0.2

K AV-net initiation threshold 0.2-0.8
AK Actual knowledge of the AR area 0-1

tions. As such, whenever the TVBD moves into a new
cell, it measures the ratio of knowledge (AK) in the sur-
rounding area. If that ratio falls under a system-defined
threshold K, it initiates the protocol that triggers the
group formation algorithm (described later). Algorithm 1
shows the detailed protocol initiation procedure. If there
is no channel availability information for the current cell,
the user always initiates the protocol (Lines 6–8), because
it needs to identify free channels. On the other hand, if
the current cell does exist in its cache, it computes the ra-
tio AK for the present position (Lines 9–15). Specifically,
each surrounding ring is assigned an identical aggregate
weight (equal to 1/AR), which is split equally among the
individual cells. As a result, cells in the inner rings carry
more weight than those in the outer rings, and lack of
knowledge in the inner rings is more likely to initiate the
protocol.

Algorithm 1 Protocol initiation Algorithm
1: procedure Initiate-Protocol
2:
3: bool initiate = false;
4: double AK = 0.0;
5:
6: if no spectrum information for current cell then
7: initiate = true;
8: else
9: for i = 1 to AR do

10: for all cells cj in ring i do
11: if no spectrum information for cj then
12: AK = AK + 1.0/(AR · 8 · i);
13: end if
14: end for
15: end for
16: if AK ≤ K then
17: initiate = true;
18: end if
19: end if
20: return initiate;
21: end procedure

4.3 Protocol Participation

Participation is defined as the selfless event, where one
or more users in the group decide to participate in the
AV-net protocol for the purpose of disseminating (and
also collecting) channel information about the surround-
ing area. In order to avoid meaningless (due to repeti-
tion) AV-net protocol invocations that could lead to bat-
tery drainage, we propose the following three probabilistic
AV-net participation methods.

Fixed Probability. This is the simplest approach where,

whenever a protocol is initiated, a nearby TVBD always
chooses to participate with probability AP . Larger AP
values produce a greedy behavior that is optimal in terms
of PIR query savings. On the other hand, this may also
lead to numerous AV-net invocations in close (spatial)
proximity, which are redundant in terms of gained knowl-
edge.

TCP-like Approach. In the second method, we bor-
row from TCP Reno’s congestion control mechanism [23].
In particular, a mobile user starts with a participation
probability AP = 1.0. At each successful AV-net partici-
pation, AP is cut by half. Otherwise, if there is a protocol
initiation but the TVBD does not participate, AP is in-
cremented by PI units. This technique is expected to be
the most conservative one, due to its aggressive back-off
behavior.

Weighted Sliding Window. The final method is based
on the weighted sliding window (SW) projection. We ex-
perimented with different window sizes, and decided to
utilize a model with five entries, such that W1 = 0.5,
W2 = 0.25, W3 = 0.15, W4 = 0.07, W5 = 0.03, and∑

i Wi = 1. (W1 corresponds to the most recent entry.)
The current window snapshot is stored as a 5-bit array,
where ‘0’ represents participation and ‘1’ represents non-
participation. In order to determine the probability of
participation, a mobile user first checks its window and
sums up past events for which it did not participate. For
example, if the current SW snapshot is (0, 1, 0, 1, 0), the
user will participate with probability 0.25 + 0.07 = 0.32.
The weighted SW allows us to weight recent historical
data more heavily than older ones, when determining the
projected probability. This fits well with the intended
participation model, in which more recent participation
should lead to lower participation probability in the near
future.

4.4 Group Formation

When Algorithm 1 (protocol initiation) returns true, the
underlying TVBD initiates an invocation of the AV-net
protocol. This is done by broadcasting its interest in the
lowest out-of-band CCC channel. Assuming 801.11 as our
out-of-band CCC implementation, any potential initiators
will broadcast their unique MAC addresses, their current
cell id, their rendezvous channel id4, and an initiation
flag over 802.11 channel 1. Users that are already en-
gaged in an AV-net invocation/transmission will not hear
such broadcast. We assume standard 802.11 MAC con-
tention mechanisms are in place. We coin as “root” the
first mobile user that successfully broadcasts the AV-net
initiation control packet, regarding a specific cell id. Any
other users (including other potential initiators situated
in the same cell) that receive the first successful broadcast
from a root node, and whose cell id matches the broad-
cast cell id, will use a simple three-way handshake group
formation protocol.

4Assuming there is a free channel in the out-of-band CCC range.
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Mobile users that decide to participate (based on the
methods described earlier) or had attempted to initiate an
AV-net invocation themselves, will first switch to the ren-
dezvous channel. They will announce to the root user,
through broadcast communication, their willingness to
engage. We coin as “children” any of the users that have
successfully rendezvoused in the channel id specified by
the root user. The three-way handshake broadcast MAC
protocol is summarized in Algorithm 2.

Algorithm 2 Group formation algorithm
1: procedure Three-Way-Handshake
2:
3: [all children broadcast] Send Request To Join Group
4:
5: while group size < GS do
6: [root] randomly pick a child
7: [root] send Clear to Join Group
8: [root] increment group size counter
9: end while

10:
11: for all other children who sent a Request to Join do
12: [root] send Reject to Join Group
13: end for
14: [all who received Clear to Join Group] Send Confirm To

Join Group
15:
16: [root] send ABORT if group size counter ≤ 3
17: end procedure

4.5 AV-net Protocol

When a group is formed, the nodes therein execute the
AV-net protocol (as described in Section 3.2) for each bit
of information that they want to share. However, to avoid
excessive network delays due to the 2-round nature of the
AV-net protocol, we group all individual invocations into
two aggregate rounds, as shown in Algorithm 3. Specif-
ically, the users first agree on the the specific order in
which the cell information is transmitted, and then each
user broadcasts its aggregate data to the rest of the group.
The broadcast order can be arranged based on the unique
MAC addresses of the TVBDs.

Algorithm 3 AV-net protocol
1: procedure AV-net(G, g)
2:
3: for all users i in the group do
4: for all bits b in the explored area do
5: compute gyib ;
6: end for
7: end for
8:
9: for all users i in the group do

10: for all bits b in the explored area do
11: compute gcibyib ;
12: end for
13: broadcast all exponentiations for user i;
14: end for
15:
16: for all users i in the group do
17: for all bits b in the explored area do
18: compute rb = Πig

cib
yib ;

19: if rb 6= 1 then
20: mark the corresponding channel as free;
21: end if
22: end for
23: end for
24: end procedure

Lines 3–8 (Algorithm 3) correspond the the first round
of the AV-net protocol, i.e., each node broadcasts a unique
key for every bit of information in the surrounding AR
rings. In the example of Figure 1b, where AR = 3, each
node computes and broadcasts 32 · (1 +

∑3
i=1 8 · i) = 1568

modular exponentiation results. In Round 2 of the proto-
col (Lines 9–23), users publish their spectrum knowledge
by choosing the appropriate values for cib (as explained
in Section 3.2). Specifically, if the underlying channel if
free, the user vetoes that particular statement. Note that,
in our running example, this step also involves the com-
putation and broadcast of 1568 modular exponentiations.
The result extraction phase of the algorithm (Lines 16–
23) necessitates only GS modular multiplications per bit,
and it is optional, i.e., it can be computed only when the
user moves into the corresponding cell.

5 Experimental Evaluation

In this section we evaluate experimentally the perfor-
mance of our methods. Section 5.1 describes the experi-
mental setup and Section 5.2 presents our results.

5.1 Experimental Setup

We developed our experiments in Java SDK, running on a
Ubuntu 10.4 LTS machine. To simulate the mobile TVBD
users, we utilized Microsoft’s GeoLife GPS Trajectories5,
which is an excellent dataset containing real-life trajecto-
ries from users traveling around Beijing, China. The Ge-
oLife dataset [49] was collected as part of the Microsoft
Research Asia GeoLife project, by monitoring numerous
users for a period of over five years (from Apr. 2007
to Aug. 2012). A GPS trajectory from this dataset is
represented as a sequence of time-stamped points, each
containing information regarding the user’s latitude, lon-
gitude, and altitude.

The dataset includes 17,621 trajectories, with a total
distance of 1,292,951 kilometers, and a total duration of
50,176 hours. These trajectories were recorded by differ-
ent GPS loggers and GPS-enabled phones, and have a
variety of sampling rates. More specifically, 91.5 percent
of the trajectories are logged in a dense representation,
e.g., every 1–5 seconds or every 5–10 meters per point.
We randomly selected 2774 intersecting trajectories, each
simulating a unique user. For each trajectory, we measure
(i) the average number of PIR queries issued by the user,
and (ii) the average number of AV-net invocations that
the user participates into.

In addition to the simulation results, we also imple-
mented the basic cryptographic operations of the AV-net
protocol on an iPhone 5, running iOS 7.1. Specifically, we
cross compiled the GMP6 multiple precision arithmetic li-
brary for the ARM architecture, and built a benchmark
app to measure the cost of these operations on a handheld

5http://research.microsoft.com/en-us/projects/GeoLife/
6http://gmplib.org
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device. We generated a cyclic group G of prime order q,
where q is a 160-bit number. The group modulus was cho-
sen as a 64-byte prime. Table 2 shows the cost of these
operations.

Table 2: Cost of cryptographic primitives
Operation Cost

Modular multiplication 0.004 ms
Modular exponentiation 0.518 ms

5.2 Results

Figure 2a illustrates the projected CPU time needed to
run the AV-net protocol (Algorithm 3) on a handheld
device. This cost is dominated by the expensive modular
exponentiation operations and is, thus, unaffected by the
group size GS. The major factor that determines this cost
is the number of surrounding rings (AR) that are explored
during a protocol invocation, since each cell contributes 32
modular exponentiations. Nevertheless, even for a value
of AR = 3, the total CPU time is around 1.65 sec, which
is an acceptable cost.

Furthermore, this cost can easily be reduced by 50%,
using offline computations. Observe that, during the first
round of the AV-net protocol, each node computes and
publishes a large number of modular exponentiations.
These values do not require any input from the other par-
ticipating nodes and may, thus, be pre-computed offline.
Specifically, a large pool of values (e.g., several hundred
thousands) can be computed either at the mobile device
during night time (when charging), or at a desktop ma-
chine for faster computations. The storage space required
to maintain these values is insignificant compared to the
storage capabilities of modern handheld devices.

Figure 2b shows the total number of bytes that are
broadcast during an AV-net protocol invocation. Clearly,
the communication cost is linear in GS, as each group
member needs to broadcast its own input to the proto-
col. We believe that GS = 5 is a very reasonable value
for anonymity purposes, in which case the communication
cost remains below 1 MB. While this cost might appear
significant, we stress that, AV-net broadcasts occur over
the 802.11 CCC band and do not involve the cellular net-
work infrastructure.

Figure 3 investigates the effect of the fixed AV-net par-
ticipation probability (AP ) on the performance of our
methods. For this experiment, we set AR = 2, GS = 5,
and K = 0.5. The curve labeled “PIR” (Figure 3a) corre-
sponds to the PIR-only approach, i.e., when users do not
leverage our P2P protocol. When AP = 0.5, we observe
a 50% reduction in the amount of PIR queries that are
sent to the WSDB provider. Larger values naturally lead
to better performance (over 60% reduction), but they in-
crease considerably the number of AV-net invocations per
user (Figure 3b). Nevertheless, as we have explained pre-
viously, PIR queries are much more expensive compared
to the AV-net protocol.
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Figure 2: Cost of AV-net protocol on handheld devices
(a) CPU cost (b) Communication cost
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Figure 3: Effect of varying the AV-net participation prob-
ability (a) Average number of PIR queries (b) Average
number of AV-net invocations

Figure 4 shows the effect of the participation probabil-
ity increment (PI) for the TCP-like approach (AR = 2,
GS = 5, K = 0.5). Lower values of PI discourage users
from participating in AV-net protocols and, thus, incur
less cost compared to the fixed probability method (Fig-
ure 4b). However, as evident in Figure 4a, the TCP-like
approach can still reduce the number of PIR queries by
up to 50%.
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Figure 4: Effect of varying the AV-net participation prob-
ability increment (TCP) (a) Average number of PIR
queries (b) Average number of AV-net invocations

Figure 5 demonstrates the effect of the group size (GS)
on the different methods (AR = 2, K = 0.5, PI = 0.1).
As Figure 5a implies, larger groups do not contribute
more information during the P2P data exchange. There-
fore, the average number of PIR queries remains fairly
constant. Nevertheless, users may still opt for larger
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groups, in order to gain more privacy. On the other hand,
a larger group size reduces the number of AV-net invoca-
tions (Figure 5b), because some groups may fail to form
due to insufficient number of members. Among the three
participation algorithms, the sliding window (SW) ap-
proach strikes a good balance between PIR savings (53%)
and AV-net overhead (13 rounds, for GS = 5).
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Figure 5: Effect of varying the AV-net group size (a) Aver-
age number of PIR queries (b) Average number of AV-net
invocations

Figure 6 depicts the effect of the protocol initiation
threshold (K) on the different methods (AR = 2, GS =
5, PI = 0.1). Recall that, this threshold represents a
lower bound on the amount of spectrum knowledge that
a mobile user must possess (regarding the surrounding
area), in order to defer an AV-net protocol initiation. As
evident in this figure, a knowledge of around 40%-50% is
sufficient in terms of overall performance. Larger values
to not offer much in terms of PIR reduction, but instead
lead to unnecessary AV-net rounds. Similar to Figure 5,
the SW participation method has the best performance.
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Figure 6: Effect of varying the AV-net initiation threshold
(a) Average number of PIR queries (b) Average number
of AV-net invocations

Finally, Figure 7 illustrates the effect of the number of
surrounding rings (AR) that are explored during an AV-
net protocol invocation (K = 0.5, GS = 5, PI = 0.1).
The first observation, is that the number of PIR queries
remains almost constant (Figure 7a). The reason is that,
as shown in Figure 7b, exploring one ring at a time merely
results in more AV-net rounds, since users invoke a new
AV-net protocol once they move further away from their
current position. However, the overall PIR reduction is
not affected, because users still get most of their spectrum

knowledge from the P2P protocol. A value of AR = 2
seems like the best choice, given that the number of AV-
net rounds does not decrease significantly from 2 to 3
rings.
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Figure 7: Effect of varying the AV-net exploration area
(a) Average number of PIR queries (b) Average number
of AV-net invocations

6 Conclusions

Database-driven dynamic spectrum access is the standard
mode of operation for cognitive radios in the white-space
TV bands. This method requires mobile devices to peri-
odically send their location to a centralized white-space
database, in order to receive channel availability infor-
mation in their surrounding area. Nevertheless, location-
dependent queries pose a serious privacy threat, as they
may reveal sensitive information about an individual.
To mitigate this threat, previous work has proposed the
use of private information retrieval (PIR) protocols when
querying the database. In this work, we argue that PIR
queries are very expensive and should be avoided, to the
extent possible. To this end, we propose a novel ap-
proach that allows mobile users to share anonymously
their cached channel availability information that is ob-
tained from previous queries. Our experiments with a
real-life dataset, indicate that our methods reduce the
number of PIR queries by 50% to 60%. Furthermore, they
are efficient in terms of both computational and commu-
nication cost.
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