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Abstract

Lei et al. [26] proposed a new asymmetric group key agree-
ment protocol allowing a set of users to negotiate a com-
mon encryption key accessible by any user, and each user
holds her respective decryption key. This enables the con-
fidential message communication among group users, and
grants any outsider to send message to the group. In this
paper, an authenticated asymmetric group key agreement
protocol is proposed, which offers security against active
as well as passive attacks. Proposed protocol uses broad-
cast encryption mechanism without relying on the trusted
dealer to distribute the secret key. An identity based fea-
ture is included in the protocol to provide authentication.

Keywords: Identity based, group key agreement, pairings,
public key cryptography

1 Introduction

Group Key Agreement (GKA) Protocols [1, 14] allow a
group of users to derive a common secret key, from which
a session key can be inferred. Therefore, they are used
in any group oriented communication applications, such
as video conference, priced VCD distribution and collab-
orative computations. All these applications require se-
cure broadcasting at the network layer among the parties
in the group communication. In conventional group key
agreement, all the users in the group establish a common
shared secret key, which is used in message encryption
and decryption. In the recently developed asymmetric
key agreement protocol by Wu et al. [23], all the group
participants negotiate a common encryption key which
is accessible to all including non group members, un-
like the regular GKA. Each group participant holds his
own contribution, which is used in his secret decryption
key derivation. Therefore, beside the group participants,
Asymmetric Group Key Agreement Protocols (AGKAP)
allows outsiders of the group to broadcast the cipher mes-

sages to the group participants, provided that the sender
knows the negotiated public key.

1.1 Motivation and Contributions

Group key management protocols [19, 22] are classified
into group key distribution protocols and group key agree-
ment protocols. The group key distribution protocols [2]
are used to distribute group key to the group participants.
In group key agreement, group participants are actively
involved in the derivation of group key. Compared with
conventional group key agreement protocol, AGKAP is
having the advantage of one round efficiency. Many of
the popular conventional GKA protocols require two or
more rounds for sharing the common secret key. In these
protocols, all the participants should be connected con-
currently in order to share the key. However, if the partic-
ipants are located in different locations with different time
zones, it is very difficult for them to be connected concur-
rently. But, single round ASGKA protocols [17, 23] have
several advantages over the GKA protocols with two or
more rounds. The single round ASGKA allows each par-
ticipant to publish their public key contribution by hold-
ing their respective secret key. The participant need not
be connected during the key sharing. To send a message
to participants in the group, the sender encrypts the mes-
sage commonly using the derived common group public
key and generates the cipher text. The protocols devel-
oped are efficient but secure against passive attacks only.
However, in real world attackers are active attackers, who
can control the communication channel to place powerful
attacks. Man-in-middle attack and also, with which the
active attackers can delay, modify, replay and insert the
messages during the execution of the protocol. Hence, it
is imperative for an ASGKA protocol to resist against the
attacks from active adversaries.

Any Authenticated key agreement protocol [9, 10, 15,
20, 27], which ensures that no entities other than intended
participant can possibly compute the agreed group ses-
sion key, even the attacker is active or passive. In au-
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thenticated key agreement protocols, each user can ob-
tain others certificate, extract other participant’s public
key, checks the validity of the certificate and then finally
a common group key was computed. Consequently, the
management of the certificate incurs overheads compu-
tation, storage and communication. To eliminate such
overhead costs, Identity Based Public Key Cryptography
(IB-PKC) that was introduced by Shamir [21]. The dis-
tinct feature of IBPKC is that the public key is derived
using the participant identity such as telephone number
and email-ID. The corresponding private key is derived
only by the trusted third party, Private Key Generator
(PKG) who owns the master secret of the system.

In this paper, a security model for identity based au-
thenticated asymmetric group key agreement protocol is
developed. Our protocol is based on the identity based
batch multi signature with batch verification [8, 25] to
generate identity based signature. Furthermore, partici-
pant identity is used in the derivation of broadcast mes-
sage computations. The proposed protocol is like an au-
thenticated group key agreement protocol with following
features:

• Permits the group having any number of members
without compromising the security.

• Facilitates the mutual authentication between the
Group Controller and members in the group.

• Performance is compared with existing protocols.

• Allows users to broadcast public information by con-
cealing private information. A Common group key
is inferred from public information, which is received
from other group members.

1.2 Related Works

Firstly, Diffie and Hellman [12] proposed a solution to key
agreement; later Joux [17] extended the key agreement to
three parties. Many attempts have been performed to
extend the Diffie-Hellman and Joux protocols to n par-
ticipants. Burmester-Desmedt [7] protocol succeeded in
extending the key agreement protocol with two rounds
and irrespective on participants’ count. For key agree-
ment protocols in open networks, communication should
be secure against active adversaries. But, Diffie- Hellman,
Joux and Burmester-Desmedt protocols do not authenti-
cate the communicating entities.

To add authentication, several protocols have been pro-
posed among them, the GKA protocol [16, 18] is based
on IBPKC, which refers to Katz and Yung’s result [11]
for an authenticated version. Bresson et al. [5] formalized
the first security model for group key agreement proto-
col, extending the group key agreement between two or
three parties. Subsequently, the model was refined and
modified by Bresson et al. [4, 6]. Later Lei et al. [24] ex-
tended these models to define the security of IB-AAGKA
protocol, later it was extended to broadcast encryption

application for open networks [26]. In this paper, we ex-
tended these models to define identity based asymmetric
asynchronous group key agreement protocol.

1.3 Paper Outline

Section 2, reviews of Bilinear maps and some complexity
assumptions were discussed. Section 3 defines the pro-
posed protocol, security issues of the proposed protocol
are discussed in Section 4, Section 5 discusses whole about
the performance evaluation and finally we concluded the
work in Section 6.

2 Preliminaries

In this section, we put forward the notations, definitions
that we used in the discussion of the forth coming sections.

Bilinear Maps. We review the basic notations of the
bilinear maps [3, 25] under our proposal. Let (G1,+)
and (GT , ∗) be two groups of prime order q > 2k for a
security parameter k ∈ N . A function e : G1×G1 −→
GT is said to be a bilinear map if it satisfies the
following properties:

1) Bilinearity:

e(aP, bQ) = e(P,Q)ab,∀P,Q ∈ G1; a, b ∈ Z.
e(P +Q,R) = e(P,R) ∗ e(Q,R)

e(P,Q+R) = e(P,Q) ∗ e(P,R),∀P,Q,R ∈ G1.

2) Non-degeneracy: e(P,Q) = 1; iff P = 1.

3) Computability: There exists a polynomial time
algorithm to compute e(P,Q),∀P,Q ∈ G1.

A bilinear map is defined as a probabilistic polyno-
mial time algorithm (E) that takes a security pa-
rameter k and returns a uniformly random tuple
(G1, GT , e, g, q) of bilinear parameters, where g is the
generator of G1 and e is the bilinear map.

Consequences of Pairings. Pairings have important
consequences on the hardness of certain variants of
the Diffie-Hellman problem. For instance, symmet-
ric pairings lead to a strict separation between the
intractability of the Computational Diffie-Hellman
problem and the hardness of the corresponding de-
cision problem. The security of our proposal is
based on the hardness of the computational Diffie-
Hellman (CDH) problem, Divisible computational
Diffie-Hellman and K-Bilinear Diffie-Hellman expo-
nent, which are described below:

• Computational Diffie-Hellman (CDH): Given
g, gα, gβ for unknown α, β ∈ Zq, compute gαβ .

• CDH Assumption: The assumption states that
Adv[E] cannot be negligible for any poly-
nomial time algorithm E, where Adv[E] =
Pr[E(g, gα, gβ) = gαβ ] and Pr describes the
probability.
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• Divisible Computational Diffie-Hellman
(DCDH) Problem: Given gα, gβ for unknown
α, β ∈ Zq, compute gα/β .

• DCDH Assumption: There is no polynomial
time algorithm that can solve the DCDH prob-
lem with the non negligible property.

• k-Bilinear Diffie-Hellman Exponent
(k − BDHE) Problem: Given g, h, and

yi = gα
i

in G1 for i = 1, 2, · · · , k, k+ 2, · · · , 2k

as the input and compute e(g, h)α
k+1

. Since the

input vector lacks gα
k+1

term, the bilinear map

does not seem to help to compute e(g, h)α
k+1

.

• k-BDHE Assumption: Let E be an algorithm
which has an advantage in solving k-BDHE
problem. There is no polynomial-time algo-
rithm that can solve the k-BDHE problem with
non-negligible probability.

Adv[E] = Pr[E(g, h, y1, y2, · · · , yk,

yk+2, · · · , y2k, e(g, h)α
k+1

)].

3 Our Proposal

In this section, we proposed the identity based asymmet-
ric group key agreement protocol based on [23, 26]. We
considered a group of n participants who are intended to
receive secure messages from the participants, who may
or may not be the group participants. Our scheme adopts
bilinear pairings; it can be organized in terms of following
stages. The algorithm works as follows:

Setup. The group Controller (U0) generates the system
parameters in this stage. The U0 generates a uni-
formly tuple P = (G1, GT , e,H, g, q) of bilinear in-
stance. U0 chooses a cryptographic hash function
H : {0, 1}∗ −→ G1, where G1 be the group with
prime order q, e : G1XG1 −→ GT is a bilinear map
and g is the generator of G1. Also generate and
propagate securely the private (si) and public keys
(Ppubi) to each user.

Key Establishment. At this stage, the participants
in the group communication generate and publish
the messages which will be used in the genera-
tion of group encryption and decryption keys. Let
U1, U2, U3, · · · , Un be the participants involved in
the group communication. Each participant Ui with
identity IDi for 1 ≤ i ≤ n in group communication
will perform the following steps.

1) Randomly choose hi ∈ G1, ri ∈ Z∗
q and compute

xi = gri , Ai = e(H(IDi) + hi, g).

2) For 1 ≤ j ≤ n, compute σi,j = hi ∗H(IDj)
ri .

3) Generate a signature ρi on xi using si. In order
to keep the protocol efficient, one may choose
the an identity based signature scheme, which
provides the batch verification to generate ρi.

4) Publish {σi,1, · · · , σi,i−1, σi,i+1, · · · , σi,n, (xi,
Ai, IDi, ρi)}.

After completion of this stage, each participant can
get the messages as shown in the table 1, where σi,i =
hi ∗ H(IDi)

ri is not be published to any other user
in the group communication, but it is kept secret by
Ui.

Encryption Key Derivation. Any user in the group
can compute the group encryption key (W,A,Q),
where

W = Πn
i=1xi

A = Πn
i=1Ai

Q = Πn
i=1H(IDi).

The group encryption key (W,A,Q) is ac-
cepted if all the n message signatures pairs
(x1, ρ1), (x2, ρ2), · · · , (xn, ρn) are valid.

Decryption Key Derivation. The user Ui computes
the individual decryption key di = Πn

l=1σl,i and ac-
cepts the di if all the n message signatures pairs
(x1, ρ1), (x2, ρ2), · · · , (xn, ρn) are valid.

Encrypt. After knowing the public parameters gener-
ated by U0, and the group encryption key (W,A,Q),
any user Ui in the group communication can encrypt
any message m by executing following steps.

1) Select a random number t ∈ Zq.
2) Compute the variables C1 = gt, C2 = W t and

C3 = m ∗At.
3) Communicate the cipher text C = (C1, C2, C3)

to the receiver.

Decrypt. To deduce the plaintext from the cipher text,
each participant Ui can decrypt

m =
C3

e(di, C1) ∗ e(Q,C1) ∗ e(H(IDj)−1, C2)
(1)

4 Security Analysis

Our proposed protocol is equipped with all the following
security attributes.

1) Known Key Security: For each session, the partici-
pant randomly selects hi and ri, results separate in-
dependent group encryption and decryption keys for
other sessions. Therefore, a leakage of group decryp-
tion keys in one session will not help in the derivation
of other session group decryption keys.

2) Unknown Key Share: In our protocol, each partic-
ipant Ui should generate a signature ρi using xi.
Therefore, only group participants can verify whether
the coming ρi is from authorized person or not.
Hence, no non group participant can be imperson-
ated.
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Table 1: Message obtained by the participants

User U1 U2 U3 . . . Un All
U1 – σ1,2 σ1,3 . . . σ1,n (x1, A1, ID1, ρ1)
U2 σ2,1 – σ2,3 . . . σ2,n (x2, A2, ID2, ρ2)
U3 σ3,1 σ3,2 – . . . σ3,n (x3, A3, ID3, ρ3)
...

...
...

...
...

...
...

Un σn,1 σn,2 σn,3 . . . – (xn, An, IDn, ρn)

Table 2: Comparison with various protocols

[13] [18] [26] Our Protocol
Exponentiation 3 3 0 0
Multiplications 2n-2 n2/2 + 3n/2− 3 Sender: 2n Sender: 2n

Reciever: 2n Reciever: 2n
Verification or Comparisons n+1 2n-2 n: sender n-1:participants

n-1: participants
No. of Rounds 2 3 1 1

3) Key Compromise Impersonate: Due to generation of
unforgeable signature by the user Ui, the adversary
cannot generate the valid signature on behalf of Ui.
Even if the participant Uj ‘s private key is compro-
mised by the adversary, he cannot impersonate other
participant Ui with Uj ‘s private key. Hence, key im-
personation property is not possible in the proposed
protocol.

5 Performance Evaluation

In this section we are summarizing the performance of the
proposed protocol and two other authenticated asymmet-
ric group key agreement protocols under the same cryp-
tosystem setting. Table 1 shows message obtained by the
participants.

Round Efficiency. To constitute a session key, the ex-
isting Group Key Agreement (GKA) protocols [13,
18] requires two or more rounds, Therefore, all the
participants in these protocols should connect con-
currently. As in [26], our protocol, each participant
needs to transmit message only once. Although both
require only one round, we achieved a stronger secu-
rity against active attacks. In the one round feature
each participant can simply send the intermediate
value and leave.

Computational Overhead. As to the computational
overhead our protocol is same as the protocol [26] at
the key Agreement, Encryption and Decryption, but
ours not require any certificate. At the Encryption
and decryption sides the computational overheads
are same, because only three cipher text variables
C1, C2 and C3 are being sent at the encryption side.

Communication Overhead. We observed that the
communication overhead is slightly lower than that
in [26] at the group key agreement stage, since no
certificates are required. In [26], signature is com-
puted over n + 4 parameters, but, in proposed one
signature is computed on one parameter xi.

Storage Overhead. Our protocol requires less storage.
In [26] protocols each user requires a storage area
of n + 4 for system parameters, a group encryption,
decryption keys and private key. However, our pro-
tocol requires only ten storage locations to store the
variable P , group encryption and private decryption
key.

Simulation. A desktop having Intel(R)Core(TM) i5-
2400 CPU at 3· 10GHz, frequency 3· 09GHz and
2· 91GB of RAM is used in evaluating the perfor-
mance of the proposed protocol. A pairing based
cryptography library functions are used in the proto-
col development, the experimentation is held by vary-
ing the number of participants from 2 to 100 by con-
sidering the length of group elements in G1 and GT
is assigned to 171 and 1024 bits respectively. Involve-
ment of exponentiation and multiplication in [13, 18]
protocols results more computation time compared
to other two protocol. Hence, time cost comparison
is done between [26] and proposed protocols (See Ta-
ble 2.

Figure 1 shows the relationship between the num-
ber of group participants and the time required to
generate the group encryption key for sender and
a participant. From the figure, the time needed by
the sender and a participant to generate a group en-
cryption key are almost same and raise linearly as
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the number of participants increases. However, the
cost of time is not high when the number of par-
ticipants is 100. The [26] protocol consumes 500ms
and 495.34ms for the sender and for a participant
respectively, where as the proposed protocol needs
502ms and 496.97ms for the sender and for a partic-
ipant respectively. Figure 2 shows the relationship
between the number of group participants and the
running time required to generate a group decryption
key in both [26] and proposed protocols. From the
figure, one can observe that the time cost to generate
a group decryption key is increasing linearly with the
number of participants. The time cost is ranges from
0.44ms to 132.244ms in [26], where as proposed pro-
tocol cost ranging from 0.46ms to 136.523ms. Fig-
ure 3 & Figure 4, shows the time cost to generate
the ciphertext and decrypt a ciphertext in both the
protocols, from figure one can see that time cost is
constant irrespective of the number of group partici-
pants. The [26] protocol consumes 6.6ms and 6.8ms
respectively towards encryption and decryption pro-
cess. But, the proposed one needs 6.6ms and 6.9ms.
Finally, the proposed protocol is consuming almost
same time cost as in [26] protocol.

6 Conclusion

We have defined a one round identity based authenticated
asymmetric group key agreement protocol from Bilinear
maps. The protocol allows the participants in the group
to derive a common encryption key, offers the key secu-
rity and unknown key share properties. Evaluation shows
that, the overheads of the proposed protocol are less when
compared to others [13, 18, 26]. Computation cost for
group common encryption and decryption key generation,
ciphertext generation and plaintext extraction is almost
same as [26]. Based on our authenticated asymmetric
group key agreement protocol,a broadcast based encryp-
tion system was proposed. Also, batch multi-signature
can be separated into individual signature.
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