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Abstract

Recently, Isalam and Biswas proposed a new group key
agreement (GKA) protocol for imbalanced mobile net-
works. In this letter, we will first prove that Isalam and
Biswas’s GKA protocol cannot provide perfect forward
secrecy. Then we will point out that their GKA protocol
is vulnerable to ephemeral key compromise attack.
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1 Introduction

Mobile network is an imbalanced wireless network, where
users have different computing capability. For assuring
secure communications in mobile network, in general it
needs to encrypt the messages transmitted by users, which
means that users must generate shared session keys before
starting communications. There are many two-party and
group authenticated key agreement (AKA) protocols [1,
2, 6, 7, 8, 12] for imbalanced wireless network. However,
the design of secure AKA protocols for imbalanced mobile
networks is not a trivial task.

In [9], Nam et al. proposed an efficient group key
agreement (GKA) protocol based on the Decisional Diffie-
Hellman assumption for imbalanced mobile networks.
Nam et al.’s construction was simple, and met many se-
curity properties. However, Tseng [11] pointed out that
Nam et al.’s protocol still had a weakness, i.e. lack of
contributory property. Further, Tseng [11] proposed a
new GKA protocol with contributory property, whereas
Tseng’s protocol did not consider mutual authentication
due to Lee et al. [5]. For achieving mutual authentica-
tion, Lee et al. [5] presented a new GKA protocol proven
secure in a security model. Unfortunately, Lee et al.’s pro-
tocol is not secure due to Cheng et al. [3] and Tsai [10]
respectively.

Recently, Isalam and Biswas [4] also proposed a new
GKA protocol for imbalanced mobile networks, called
Isalam-Biswas protocol. They claimed that their protocol
met various attributes, including perfect forward secrecy
and ephemeral key compromise resilience. In this letter,
however, we will show that the Isalam-Biswas protocol
cannot provide perfect forward secrecy. In addition, we
also prove that the Isalam-Biswas protocol cannot resist
ephemeral key compromise attack.

2 Review of Isalam-Biswas Proto-
col

2.1 System Initialization Stage

Let k£ be a security parameter, G be an additive group
of prime order gq. P is a generator of group G. The key
generation center (KGC) randomly chooses a value s € Z;
as the master private key and computes Py, = sP as its
master public key. The KGC chooses two hash functions
Ho:{0,1}* xG — Z; and H; : {0,1}* — {0, 1}*. The
system parameters are {q, G, P, Hy, H1 }.

2.2 Key Extract Stage

The KGC first randomly chooses v; € Z for each user
U:;(1 <i<n—1), whose identity is ID; € {0,1}*. Then
the KGC computes R; = v;P,h; = Ho(ID; || R;) and
u; = v; + h;s. Finally, the user’s private key is (u;, R;).

2.3 Group Key Agreement Stage

we suppose low-power user U;(1 < i < n—1) and powerful
user U,, wish to agree a shared group session key.

Step 1. Each user U;(1 < i < n — 1) randomly chooses
r; € Zy, and computes M; = r;u; P. Then Ui (1 <
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1 <n —1) computes
Sy =wi(Hi(ID; || M;) + ;.

Finally, U;(1 < i <n —1) sends {ID;, M;, S;, R;} to
powerful user U,.

Step 2. Upon receiving {ID;, M;, S;, R;}, U, checks the
equations SLP — Hl(IDl || Mz)Pz = Ml for 1 <1<
n— 1. If one of them fails, U,, terminates the session.
Otherwise, U, randomly chooses r,, € Z;, and com-
putes M,, = rpun, P and Z; = rpu, (M — M;)(1 <@ <
n —1). Then U, sets

M = M +My+ -+ M,_1,
ID = 1D, || 1Dy HH ID,,
Z = Zi||Za|l - |l Znas

and computes
K = rpu,M
= rpup(riug + rous + -+ rp_1tn—1)P,
Sn = un(Hi(IDy || Z || My) + 7).

Finally, U,, sends {ID,,,M,,Z1, - ,Zn—1,5n, Rn}
to each user U;(1 <i<mn-—1).

Step 3. Upon receiving {IDn, My, 21, Zpn_1,
SnyRn}, Ui(1 < i < n — 1) checks the equation
SpP — Hi(IDy, || Z || My)Py = M,. If it fails,
U;(1 <i<n—1) terminates the session. Otherwise,
U(l<i<n-—1)sets ID=1ID, || IDs || --- || ID,,
and computes

K= Ki = TiuiMn + Zi-

Finally, U;(1 < i < n—1) generates the group session
key as follows:

GSK = Hy(ID || Z || K).

3 Analysis of Isalam-Biswas Pro-
tocol

3.1 Attack 1

In this subsection, we present the first attack against the
Isalam-Biswas protocol. We will show that the Isalam-
Biswas protocol cannot provide perfect forward secrecy.

We assume the adversary E has achieved U;’s private
key u1. Now, the adversary E can first compute ufl and
Hy(ID; || My). Then the adversary E can compute r; as
follows:

r = Suyt — Hi(IDy || My).

It means that the adversary E can use the random
number 7; and private key u; to compute K as follows:

K:Kl ZTluan+Z1.

Clearly, the adversary E now can generate the group
session key GSK = H1(ID || Z || K) successfully, since
ID and Z are public messages. So the Isalam-Biswas
protocol cannot provide perfect forward secrecy.
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3.2 Attack 2

In this subsection, we present our second attack, i.e.
ephemeral key compromise attack, against the Isalam-
Biswas protocol. In the original Isalam-Biswas proto-
col, the authors claimed even if all ephemeral values
(r1,---,r,) were disclosed, the accepted group session key
still was secure. However, we will show that the Isalam-
Biswas protocol cannot resist ephemeral key compromise
attack. Here, we only assume the adversary E has ob-
tained U;’s ephemeral key 7.

Now, the adversary E can first compute Hi(ID; ||
M) + 71, and then computes (Hy(IDy || My) + 1)~ %
Finally, the adversary E can compute u; as follows:

uy = Sy(Hy(IDy || My) +r1)~

It means that the adversary E can use the random
number r; and private key u; to compute K as follows:

K= Kl = rluan + Zl-

Clearly, the adversary F now can generate the group
session key GSK = H1(ID || Z || K) successfully, since
ID and Z are public messages. So the Isalam-Biswas
protocol cannot resist ephemeral key compromise attack.

4 Conclusions

In this letter, we have pointed out that Isalam et al.’s
protocol is insecure against ephemeral key compromise
attack. Moreover, we show that Isalam et al.’s protocol
cannot provide perfect forward secrecy. For overcoming
these security flaws, it needs to carefully select a secure
signature scheme to improve Isalam et al.’s protocol.
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