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Abstract

Nowadays, authentication mechanism is widely applied
to digital images to verify whether the received im-
age is not a fake. In this paper, we propose a self-
authentication mechanism without any extra data to au-
thenticate whether the area is modified by comparing the
generated authentication code and hidden authentication
code together. Also, the recovery ability is employed to
the proposed scheme used to repair the modified area. In
our experimental result, we show the positive result for
the feasibility of the proposed scheme.

Keywords: Image authentication, located mechanism, re-
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1 Introduction

Image authentication is a mechanism to authenticate
whether the areas is modified during transmission over the
internet. The content of the image may be replaced with
fake information, thus to identify the fake area even to re-
covery it after it is judged as an illegal place. One class of
fragile watermarking method [2, 5, 10, 11, 12], the original
image is separated into several small blocks; then, embeds
the watermark into these blocks. While tempering the
image, the matching between the content and the water-
mark in the corresponding block will be destroyed. As for
pixel-wise fragile watermarking scheme [3, 4, 6, 7, 8, 9],
this method the tampered pixels can be specified from the
absence of the carried watermark. In other work [13], a hi-
erarchical fragile watermarking mechanism, this method
obtains the watermark data from pixels and blocks.

The receiver can identify the blocks inauthentic accord-
ing to the watermark hidden in other blocks to locate the
tampered pixels. The scheme [13] combined the advan-
tages of block-wise and pixel-wise technique to find the
detailed tampering pattern even though the modified area
is too large. Some watermarking approach with content
restoration is not feasible because the tampered area is

too large to locate tampered pixels. In scheme [13], it
has a limit that the tempered pixels cannot be restored
if the percentage of tampered area is more than 6.6%. In
scheme [1], the features of an image are obtained from
the cryptographic hash function which only the owner
can prove the rightful ownership with the pre-determined
secret key. The scheme [1] can achieve the tampering de-
tection for ownership protection, but it cannot recover the
tampered areas.

In this paper, we proposed a self-authentication mech-
anism as well as recovery abilities for digital images. In
the proposed scheme, the authentication codes for a dig-
ital image generated by itself with recovery data are to
hides back into the original one. After that, receivers can
extract the hidden data to check whether it is not a fake
one. The fake area is detected and marked. Later on,
the extracted recovery data could be used to repair the
tampered area without any extra data.

2 Related Work

In this section, we introduce traditional (t, n)-threshold
secret sharing.

Shamir et al. proposed the (¢, n)-threshold secret shar-
ing as shown in Equation (1), which the secret is treated
as the parameter 1 and the other parameters ro, r3, - - -,
r, are chosen by random to construct a (¢t — 1)-degree
polynomials.

R(x;) = rq +row; +r3a? + - +ral ™t (1)
where the value of z; is the ID of the *" participant,
and all z;’s are individual from each other. Hence, n
participants will construct n (¢t — 1)-degree polynomials,
as shown in Equation (2).

R(x1) = rq +rowy +r3a? + -+ +rat™h

R(xn) =1ry+1rex, + ’r'3x31 4+ Ttl‘z_l
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Figure 1: Hlustration of a four-pixel block

The unknown messages r; can be resolved with the
polynomial interpolation, shown in Equation (3), where ¢
participants join to re-constructing procedure. The (¢t —
1)-degree polynomial will be reconstructed.
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3 The Proposed Scheme

The proposed scheme consists of four procedures:

1) The secret sharing procedure;

2) The authentication generation procedure;

3) The authentication;

4) Secret reconstruction procedures and recovery of the

inauthentic area.

First, the secret sharing procedure shows how the secret
image is separated into shares. Second, the authentica-
tion codes generation procedure shows how to generate
the authentication code and the recovery data. Third,
the authentication and reconstruction procedures prove
whether the image is authentic. If not, the inauthentic
area will be marked and adjust the results of the authen-
tication procedure. After that, the inauthentic area will
be repaired during the last procedure.

3.1 Secret Sharing Procedure

Assume that the original image is the size of n x n pix-
els, where n = 4. Then divides original image into non-
overlapping block with 2 x 2 pixels and pixels of the u-th
block are denoted as P{', P), P and P} where yu is the

block ID, and 1 < p < %%, The average value for the

p-th block, denoted as B¥, i.e., BH = Z?:l P!'/4. After
that, a pre-shared key is used to shuffle the block posi-
tions shown in Figure 1(a) and 1(b) as the results before
shuffled and after shuffled, respectively. For a given block
the average value of mapping block is denoted as B*. B*
and B* are treated as a partner-block pair. For example,
B! and B? are a partner-block pair in Figure 1. Next the
value of is represented with a 7-based notation. For ex-
ample, if B* = 100 and translated into 7-based notations
as (202)7, and the digits in B* are denoted as B;", By",
and Bs", respectively. That is, B;" = 2, By" = 0, and
B =2.

We reconstruct a formula with the values of B,", By",
and Bs" as Equation (4).

RB(JZZ) = Bilﬂ =+ BQ“Z‘,’ + B3H.7312 mod 7. (4)

Here, the notation ¢ means the ¢-th input value and
w1 is the block ID. Assume that =1, o, and x3 are 2, 3,
and 5, respectively. If B", By", and Bs" are 2, 0, 2,
the formula are built through Equation (1) as Rp(x;) =
2+ 0z; + 22?2 mod 7. Then we input the predefined value
of x1, w2, and z3 to be as 2, 3, and 5 and input into
Equation (1) to get the value of Rg(z1 = 2), Rp(z2 = 3),
and Rp(rs =5) as 3, 6, and 3, respectively.

Later on, we translate Rp(zq = 2), Rg(xze = 3), and
Rp(x3 = 5) into binary bit streams and depicted as Aj,
A}, and Aj;. For example, while the values of Rp(z; =
2), Rg(x2 = 3), and Rp(xz3 = 5) are 3, 6, and 3, the values
of A}y, A}, and Aj; will be (011), (110)2, and (011),,
respectively. After that, we embed the generated shares
into original image by replacing the least three significant
bits of pixels P}, P} and Pi with the values of A},
A, Al and A}, to generate the stego-pixels. After
embedding, stego-pixel values are 163, 150 and 171, and
depicted as 151“, 132“, P and P,”.

3.2 The Authentication Generation Pro-
cedure

In this procedure, we describe how to generate the au-
thentication codes for block B*. The authentication
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Figure 2: Adjustment method of the authentication results

codes generated for the block B* is denoted as A*. The
given block B* contains four pixels, i.e., Pj, Py, Pl
and Pj'. Let four pixels be a group, and each pixel
must be transformed into a binary stream. For exam-
ple, when P}' = 161, P}’ =146, P}’ =170, and P} = 86,
then translated into a binary bit stream as (10100000)a,
(10010010)5, (10101010), and (01010110)s, respectively.
Later on, we keep the five most significant bits of P and
represented as P/, P/, Pl3, P/, and P/, for i = 1 to
4. For example, the most five significant bits of P! are
presented by P';, P{'y, P{'s, P{'y, and P{’5 as 1, 0, 1,
0, and 0, respectively. The authentication must be gener-
ated with Equation (5) and the values of A}, AY, AL, A},
and AL must be generated with Equation (6), for j = 1
to 5, 7@®” means XOR (Exclusive OR) operation.

AF = AP x 20 4 AN x 23 4 AN x 22 + Al x 24 A¥
mod8.  (5)
Aj = P o R0k 0P (6)

For example, with Equation (6), A = 1916160 = 1;
and thus A} =1, AY =1, A =0, A} =0, and AL =
1, respectively. Through Equation (5), A* is equal to 1
(i.e., A¥ = 25mod 8 = 1). Then A* transform into a
3-bit binary stream, denoted as A}, = (001),. Finally, we
embed the generated authentication codes into the pixel
P}" by replacing the least three significant bits of pixel
Pj' with the value of A}, to generate the stego-pixels.
After embedding, the fourth pixel value of the block B*
is changed as 81, which is depicted as P;".

3.3 Authentication Procedure

In this procedure, we describe the way to extract the hid-
den information and to authenticate whether the secret
image is an authentic one. The watermarked image is
the size of n x n pixels then divided into non-overlapping
blocks with size of 2 x 2 pixels a block. For a given block,
four pixels in the p-th block are denoted as P", Py", P3",
and P,", where y is the block ID.

For a given pixel P, we keep the five most signif-
icant bits and represented as P;lu , P;QM , P;?,M , P;4“ ,

and P;g,#, for i = 1 to 4. For example, if P, = 163,
the binary bits stream will be (10100)2. Therefore, the
most five significant bits are presented by P;lﬂ, P;2M,
P;g“, P;4“, and P;‘-;H as 1, 0, 1, 0, and 0, respectively.
The authentication code must be generated with Equa-
tion (5). Then, we can extract the hidden authentication
codes by the last three bits pixel of the block. We compare
the generated authentication codes with the extracted au-
thentication codes together to check whether they are the
same. If true, it judged as an authentic block; otherwise,
inauthentic.

There is a risk that some pixels are not detected as in-
authentic pixel as shown in Figure 2(a). Thus, the biggest
area covers all the possible inauthentic pixels to adjust
the authentication results. That is, the most minimal
and most maximum x-axis and y-axis are recorded. The
pixels located at the range from the minimal x-axis to the
maximum x-axis and also in the range of minimum y-axis
and maximum y-axis are treated as inauthentic pixels.
As shown in Figure 2, Figure 2(a) is the original authen-
tication results. The minimal and maximum x-axis and
y-axis are found as shown in Figure 2(b). All the pixels
locate at the range of the minimal and maximum x-axis
and y-axis are treated as inauthentic pixels as shown in
Figure 2(c).

3.4 Reconstruction Procedure

The pixels P,", P,”, Py, and P," are transformed into a
binary streams, individually. Next, we get the last three
bits of the transformed binary stream and then trans-
form the 3-bit binary stream into three decimal digits as
the returned values of Rp(z; = 2), Rp(z2 = 3), and
Rp(xs = 5). Finally, the values of Blu, Egu, and Bg“
can be obtained with Equation (7). The mean value of
the mapping block, denoted as B* is obtained with Equa-
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Table 1: Visual qualities of the five test images

Visual qualities
Images | PSNR of watermarked image | PSNR of modified Image | PSNR of recovery image
Barbara 38.13 27.05 35.82
Baboon 38.58 25.03 39.09
Boats 38.13 29.26 30.06
Cartoon 37.71 23.34 30.12
Goldhill 38.13 25.92 30.20
tion (8). measured by PSNR (peak-signal-to noise ratio) is used to
evaluate the visual qualities between the original images
Blu _ 1 | x Rp(z1) + and the watermarked images as listed in Table 1.
(21 — @2) (21 — x3) To measure the authentication and recovery abilities,
1 | % Bp(ws) + five examples modified images are shown in Figures 3(a)-
(9 — 21) (22 — 3) B\™2 (e). After the authentication and reconstruction method,
1 _ the located areas are shown in Figures 3(f)-(j), where the
[(ws ) (w3 — xg)] x Rp(r3) mod 7 modified area is marked with black color. After recov-
ery procedure, the recovery results are illustrated in Fig-
By" (w2 + 3) ] x Rp(z1) + ures 3(k)-(o). The visual qualities of the recovery image
(21— 2) (21 — 23) are good to recognize what the original look like with
(z1 + 23) | x Ry (@) + naked eyes even the modified area is up to 50% (see Fig-
(72 — 21) (2 — a3) P2 ure 3(1)).
(21 + o) ] x Rp(x3) mod 7
) (s N il)(x‘?’ —@) 5 Conclusion
By = 22 ] x Rp(x1) +
(@1 = 22) (21 — 23) In this paper, we proposed a self-authentication mecha-
T1%3 ] x Rp(z2) + nism with recovery ability for digital images. With the
(w2 — @1) (w2 — 23) proposed system, the image is authenticated whether the
T1T2 ] x Rp(z3) mod 7 area is modified by comparing the generated authentica-
(z3 — 21) (73 — 22) tion code and hidden authentication code together. More-
(7) over, this scheme can reconstruct the secret image. In the
Br = 31“ % 72 + BZP‘ x T+ Bg”. (8) experimental results, the proposed scheme shows the pos-

For example, the pixel values in the four-pixel block
are represented as P,/ = 163, P," = 150, P5" = 171, and
P, = 81, respectively. Later on, we can get the values
of Rp(z1 = 2), Rp(z2 = 3), and Rp(z3 = 5) as 3, 6,
and 3, respectively. Finally, with Equation (7), we can
calculate the values of B,", By", and Bs" as 2, 0, and 2,
respectively, and B* =100. Then, we reshuffle the mean
values back to be the original block location. Finally, we
duplicate the mean value of block to expend to four pixels
in the block to generate a new image WI.

If the block located at (4, 7)-position is judged an in-
authentic block, the four pixel values of the block are all
replaced with the values of the pixels located at (i, j)-axis
of WI.

4 Experimental Results

In this section, we show our experimental results and the
performances of our proposed scheme. Five grayscale
images with size 256 x 256 pixels are as test images in
the experiments, which are named ” Barbara”, ” Baboon”,
”Boat”, ”Cartoon”, and ”Gold Hill”. The visual quality

itive results to confirm its feasibility.
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