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Abstract

The conference-key agreement protocol is a mechanism for
generating a common session key among the authorized
conference members. The common session key is used
to encrypt communication messages transmitted over an
open network. Inspired by traditional key agreement pro-
tocols and threshold cryptosystems, we have proposed a
novel threshold conference-key agreement protocol in this
paper. In the proposed protocol, we used a secret sharing
scheme based on the generalized Chinese remainder theo-
rem (GCRT) to achieve the threshold characteristic, and
we can alter the shared data by adjusting an additional
parameter k of the GCRT. If the number of conference
members involved in generating the conference key ex-
ceeds a certain number, the members can cooperate to
generate a valid common session key that also can be ver-
ified and used by other authorized conference members.
Compared with traditional key agreement protocols, the
proposed protocol has some unique characteristics that
are beneficial in real applications.
Keywords: Conference-key agreement, generalized Chi-
nese remainder theorem, threshold cryptosystem

1 Introduction

With the rapid development of Internet technology and
its growing popularity, group-oriented applications and
protocols have become increasingly important. A group
of people can use the Internet to communicate at any-
time and from their various locations instead of having
to assemble in one location, thereby saving a lot of time
and money. Because of the convenience of the network,

web conferencing has become the trend of future develop-
ment. A web conference can be held by connecting con-
ference members located in different areas, even different
continents, via the Internet. However, the network is an
open environment, which means that it is vulnerable to a
variety of attacks, such as masquerade attacks, replay at-
tacks, and the modification of messages. Regardless of the
underlying environments, communication privacy and in-
tegrity in the group are essential. A general and effective
method for ensuring the confidentiality of the messages
transmitted among participants is to establish a common
session key for encrypting their communications over an
insecure channel.

Conference-key establishment protocols can be classi-
fied roughly into two categories i.e., key agreement proto-
cols [3, 7, 9, 10, 11, 12, 16, 20, 24, 25, 26, 27] and key dis-
tribution protocols [5, 6, 8, 13, 14, 21]. In a conference-key
distribution protocol, a trusted third party, called a key
generation center, is responsible for generating and dis-
tributing the conference key to authenticated conference
members. Conference-key agreement is a mechanism in
which a group of conference members computes a function
K = f(k1, k2, · · · , kn) securely, where ki is a conference
member’s private input. There are some potential secure
problems. First, conference member’s private input must
be transmitted in an open channel. That could allow
some non-authorized attackers to obtain the conference
key and listen to or observe the content of the commu-
nication. Second, attackers also can try to impersonate
authenticated members. The basic technique for solving
the above security issues is the utilization of public key
cryptology, such as RSA, ElGamal, or ECC, to confirm
the conference members’ identities and to guarantee the
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confidentiality of the function K = f(k1, k2, · · · , kn).
It is well known that Diffie and Hellman (DH) [7] pro-

posed a protocol that can establish a common key be-
tween two parties. Most group key-management proto-
cols, including those developed by Ingemarsson et al. [9];
Burmester and Desmedt [3]; Steiner et al. [24]; and Just
and Vaudenay [11], have attempted to extend the ele-
gance and simplicity of Diffie-Hellman’s two-party key
exchange to the group setting. Just and Vaudenay [11]
proposed an authenticated, multi-party, key-agreement
protocol in which the group members could interact
via an exchange of messages to obtain a common ses-
sion key by using DH and public-key techniques with-
out requiring a trusted third party. There has been
intensive research on conference-key agreement proto-
cols [10, 12, 16, 20, 25, 26, 27], such as the study of key
agreement protocols in dynamic peer groups [16, 25].

In 1979, the first (t, n) threshold schemes, based on La-
grange interpolation and liner project geometry, were pro-
posed by Shamir [23] and Blakley [2], respectively. Other
well-known secret sharing schemes include Mignotte’s
scheme [18] and the Asmuth-Bloom scheme [1], which
were based on the Chinese remainder theorem (CRT).
With the emergence of different kinds of applications,
threshold cryptosystems have been studied extensively,
and threshold cryptosystems and their many variations
form an important research direction.

In traditional conference-key agreement protocols, con-
ference members ui, for i = 1, 2, · · · , n who want to es-
tablish a secure channel for transferring confidential infor-
mation must cooperate to compute a common conference
key K, using each conference member’s input ki. No in-
formation about K can be obtained from a protocol run
without knowledge of at least one of the ki. Most exist-
ing conference-key agreement protocols have followed this
pattern. However, in reality, there are many situations in
which the ability to hold the conference is determined by
a certain number of people. Once it has been decided
that the conference will take place, all conference mem-
bers must participate in the conference. Consider the
following scenario: In a board meeting, the condition for
holding the conference is that a certain number of mem-
bers of the board of directors must agree that the meeting
should proceed. Then, once it has been decided that the
board meeting will occur, all members of the board of di-
rectors must participate in the meeting. However, to the
best of our knowledge, traditional conference-key agree-
ment protocols cannot meet this requirement. Existing
conference-key agreement protocols do not have thresh-
old characteristics, and other members cannot obtain the
conference key or verify the validity of the conference key
if they were not involved in the generation of the confer-
ence key. For the above reasons, we have focused on the
threshold conference-key agreement in this paper.

We propose a novel threshold conference-key agree-
ment protocol that has the following characteristics:

1) The conference key can be obtained if and only if

at least t or more conference members cooperate to
generate the conference key;

2) The other authorized members who do not partici-
pate in the generation of the conference key also can
obtain the conference key;

3) The other authorized members can verify the validity
of the conference key and communicate with other
conference members using this common session key.

The remainder of the paper is organized as follows: In
the next section, we describe our main objective. In Sec-
tion 3, we introduce some preliminaries. In Section 4, we
propose our threshold conference-key agreement protocol
based on the generalized Chinese remainder theorem. The
security and performance analysis are presented in Sec-
tion 5. Finally, we present our conclusions in Section 6.

2 Objective

In this section, we describe the design principles of our
threshold conference-key agreement protocol and then
present the security requirements for the proposed pro-
tocol.

2.1 Design Principles

In the proposed scheme, same as for the existing
conference-key agreement protocols, a common key can be
reached among the conference members. However, there
are some distinct characteristics in the proposed thresh-
old conference-key agreement protocol. The idea of our
design is to allow a certain number of conference mem-
bers to decide whether the conference should be held and
what the conference key will be. In the proposed scheme,
one authorized conference member can initiate a request
for a conference. Then, if a sufficient number of confer-
ence members agree and are willing to cooperate to gen-
erate the common conference key, the common key can
be computed. But if the number of conference members
who agree is less than the threshold value, they cannot
construct a valid conference key.

Our protocol uses threshold Mignotte secret sharing
and the generalized Chinese remainder theorem (GCRT)
as building blocks. First, we utilize the Mignotte secret
sharing scheme based on CRT to achieve the threshold ac-
cess structure that can be used to obtain the conference
key among the conference members. It is well known that
GCRT is a variation of CRT, and in a similar manner,
the threshold access structure based on CRT also can be
achieved by using GCRT. In the Mignotte secret sharing
scheme, secret data can be represented by a correspond-
ing congruence system. However, if we want to modify
the shared data, we have to readjust the corresponding
congruence system. In conference-key agreement proto-
cols, key independence is an important property. That
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is, the previous conference keys are irrelevant to the sub-
sequent conference keys. The conference key can be ob-
tained by evaluating a function f(k1, k2, · · · , kn), where
k1, k2, · · · , kn are the n conference members’ private in-
puts. Therefore, the Mignotte secret sharing scheme
based on the traditional CRT is inappropriate for this
situation. In GCRT, an additional modulus k is provided
to strengthen and enlarge the CRT’s applications. We
can change the shared data by adjusting the parameter
k, which can be computed by collecting a certain number
of conference members’ inputs, ki. In Section 3, we pro-
vide a brief introduction to the Mignotte secret sharing
scheme and the generalized Chinese remainder theorem.

First, each conference member must register at the key
generation center (KGC). During the registration process,
the KGC shares the necessary information for key agree-
ment with each authorized conference member. A confer-
ence may be requested by any authorized member. For ex-
ample, if conference member Ui wants to convene a confer-
ence, he or she must participate in the key-generation pro-
cess and send some messages in an authenticated broad-
cast channel. If enough conference members participate
in the key-generation phase, the conference key can be
computed. Meanwhile, all authorized members can ob-
tain the conference key and verify its validity. Because
we use GCRT, a new conference key can be generated by
modifying an additional parameter k, which does not re-
quire any change in the information shared with the KGC
by each member.

The proposed protocol also supports changes in the
conference members, such as when members join or leave
the group.

2.2 Design Principles

In this section, we summarize the desired security goals
for our threshold conference-key agreement protocol. Re-
ferring to the protocol developed by Kim et al. and Harn
et al. [8, 12], we define the following security properties:

1) Key authentication guarantees that the conference
key can be generated by authorized conference mem-
bers, but not by fraudulent attackers;

2) Key confidentiality guarantees that the conference
key only can be obtained by authorized conference
members;

3) Forward secrecy is that a compromise of the previous
conference key cannot disclose the current key;

4) Backward secrecy is that an earlier key cannot be ob-
tained if the current conference key is compromised.

In our protocol, we utilize the RSA cryptosystem [22]
to protect the authenticity and confidentiality of the key
as proposed by Zhao et al.’s protocol [26]. Concerning
forward and backward secrecy, the characteristic of the
GCRT can ensure the conference key’s freshness and in-
dependence. That is, old keys and the current key cannot

be derived from each other. We will give the details in
Section 5.

3 Preliminaries

In this section, we briefly introduce the threshold
Mignotte secret sharing scheme [18] and the generalized
Chinese remainder theorem [4, 15], which are the major
building blocks of our protocol.

3.1 Threshold Mignotte Secret Sharing
Scheme

In 1982, Mignotte [18] proposed a threshold secret shar-
ing scheme that uses some special sequences of integers,
referred to as the Mignotte sequences.

Let n be a positive integer and 2 ≤ t ≤ n. A (t, n)-
Mignotte sequence is a sequence of positive integers p1 <
p2 < ... < pn, such that

∏t−2
i=0 pn−i <

∏t
i=1 pi, where

p1, p2, · · · , pn are co-prime in pairs.
Given a public (t, n)-Mignotte sequence, the scheme

works as follows:

1) The secret y can be chosen as a random integer
such that b < y < a, where a =

∏t
i=1 pi and

b =
∏t−2

i=0 pn−i;

2) The shadows yi are computed such that yi = y mod
pi, for all 1 ≤ i ≤ n;

3) Given t distinct shadows y1, y2, · · · , yt and t corre-
sponding modulo p1, p2, · · · , pt, using the Chinese re-
mainder theorem, the secret y can be recovered in the
following congruence system:





y ≡ y1 mod p1

y ≡ y2 mod p2

...
y ≡ yt mod pt.

3.2 Generalized Chinese Remainder The-
orem

GCRT [4, 15] is a variation of CRT. Similar to
CRT, n positive co-prime integers m1,m2, · · · ,mn and
{x1, x2, · · · , xn} are needed to construct a system of
simultaneous congruencies. In GCRT, an additional
modulus k is required during the computations, where
Max{xi}1≤i≤n < k < Min{mj}1≤j≤n. A number X
can be represented by using {x1, x2, · · · , xn}, where xi =
bX/mic mod k,for i = 1, 2, · · · , n. According to the



International Journal of Network Security, Vol.17, No.2, PP.165-173, Mar. 2015 168

GCRT, the number X can be computed as follows:

X =
n∑

i=1

Mi ∗M ′
i ∗Ni(mod(k ∗

n∏

i=1

mi)), where

Mi = k ∗
n∏

j=1,j 6=i

mj ,

Mi ∗M ′
i = k(modk ∗mi)

Ni = dxi ∗mi/ke .

4 The Proposed Protocol

In this section, we develop an extension to the existing
conference-key agreement protocols. In the proposed pro-
tocol, the conference key can be computed if and only if
the number of involved conference members who want to
cooperate to generate a conference key exceeds a certain
threshold. Our protocol consists of four phases: regis-
tration, sub-key distribution and commitment, sub-key
recovery, conference-key derivation and verification. Ta-
ble 1 is used notations throughout the remainder of this
paper.

Table 1: The notations

n number of conference members
t threshold
Ui i-th conference member, i ∈ [1, n]
IDi identity of the conference member Ui

SN` unique serial number for the `th conference-key
ki sub-key generated by Ui

K conference-key
h() collision-free one-way hash function

4.1 Registration Phase

As described in Sections 3.1 and 3.2, we can construct
a new secret-sharing scheme based on GCRT instead
of CRT. First of all, KGC generates n positive co-
prime numbers m1,m2, · · · ,mn that satisfy the Mignotte
sequence characteristics and selects n positive integers
x1, x2, · · · , xn. KGC randomly selects a number k that
satisfies Max{xi}1≤i≤n < k < Min{mj}1≤j≤n. The ini-
tial value of the conference key K can be represented
by n-tuple {x1, x2, · · · , xn} and k

∏t−2
i=0 mn−i < K <

k
∏t

i=1 mi.
We assume that there are n conference members and

that each conference member is required to register at
KGC before the conference-key agreement. Learning from
Zhao et al.’s group key-agreement protocol [26], we also
utilize the RSA public-key cryptosystem [22] to guarantee
the authentication, confidentiality, and integrity of the
sub-key.

Upon receiving a registration request from any confer-
ence member Ui, KGC will perform the following steps:

1) According to the properties of the RSA cryptosys-
tem, KGC computes Ni = pi × qi, where pi and qi

are two large prime numbers selected randomly, and
factoring Ni is hard;

2) KGC generates the corresponding private key di and
public key ei that satisfy di × ei ≡ ϕ(Ni), where
ϕ(Ni) is the Euler phi-function;

3) KGC distributes the secret value pair (xi,mi) and
private key di to conference member Ui over a secure
channel;

4) KGC publishes the public key {ei, Ni}.

4.2 Sub-key Distribution and Commit-
ment Phase

The protocol starts with an initiator initiating a confer-
ence request for a set U = {U1, U2, · · · , Un} of conference
members and the initiator broadcasts a unique serial num-
ber SN` for the conference. If any member Ui wants to
accept the conference request, he will perform the follow-
ing steps:

1) Ui randomly selects its sub-key ki, Max{xi}1≤i≤n <
ki < Min{mj}1≤j≤n;

2) Compute µi = (xi||mi||ki||SN`)di mod Ni;

3) Compute σij = (µi||IDi)ej mod Nj for Uj(i 6= j) and
hi = h(xi||mi||ki||SN`);

4) Publish ωi = {hi, σij , forj = 1, 2, ..., n, j 6= i}.

4.3 Sub-key Recovery Phase

Without losing generality, all conference members can re-
ceive ωi from Ui for i = 1, 2, · · · , t. Then, they can com-
pute the corresponding sub-key ki and check the validity
of the sub-key. The details are as follows:

1) Uj computes µ′i||IDi = (σij)dj mod Nj using her or
his private key dj and reads µ′i and IDi. Then, he or
she uses the corresponding public key ei to compute
(xi||mi||ki||SN`)′ = (µ′i)

ei mod Ni;

2) Uj checks whether or not SN ′
` is the current con-

ference serial number SN` and computes h′i =
h(x′i||m′

i||k′i||SN ′
`) and verifies the equation h′i = hi;

3) If the equation holds, then Uj can retrieve the corre-
sponding {xi,mi, ki}.

4.4 Conference-key Derivation and Veri-
fication Phase

If a sufficient number of conference members respond to
the conference request, the conference key can be derived
from sufficient sub-key information {xi,mi, ki} for i =
1, 2, · · · , t. The procedure consists of two phases: (1) the
conference-key derivation phase and (2) the conference-
key verification phase.
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(1) Conference-key derivation phase

1) Once Uj obtains t verified sub-key information

ωi, Uj can first compute k =
⌊∑t

i=1 ki

t

⌋
without

losing generality;
2) According to the GCRT and Mignotte secret

sharing, the conference key K can be computed
by each conference member Uj as follows:

K =
t∑

i=1

Mi ∗M ′
i ∗Ni(mod(k ∗

t∏

i=1

mi)), (1)

where

Mi = k ∗
t∏

j=1,j 6=i

mj ,

Mi ∗M ′
i = k(modk ∗mi)

Ni = dxi ∗mi/ke .

(2) Conference-key verification phase
As mentioned above, all authorized conference mem-
bers can compute the conference key, even though
they do not participate in the generation of the con-
ference key. Meanwhile, they also have the capacity
to verify the validity of the conference key. Each au-
thorized member Uj can use her or his (xj ,mj) to
check the following equation:

xj
?
≡

⌊
K/mj

⌋
mod k (2)

If Equation (2) holds, the conference-key K is vali-
dated. This shows that at least t authorized confer-
ence members agree to convene the network confer-
ence. That is, all conference members must partici-
pate in this conference, and all conference members
can share a common secret conference key used to
encrypt the conference message.

4.5 Conference Members Join and Leave

Concerning a conference group, new members may join
such a group, thereby increasing the number of members;
also, some members may leave the group, thereby de-
creasing its number of members. Therefore, the proposed
scheme must support these potential occurrences.

If a new member Uj wants to join the conference group,
he or she must register at the KGC. The KGC selects
a corresponding mj that meets the characteristic of the
Mignotte sequence. According to the current K and k,
KGC can compute xj = bK/mjc mod k and send (xj ,mj)
and the private key dj to Uj over a secure channel. Then,
KGC publishes the corresponding public key {ej , Nj}.

If a conference group member Uj leaves the group,
KGC will broadcast the information about Uj ’s leaving
the conference group. Then, in the sub-key distribution
and commitment phase, the conference members will not
use Uj ’s public key to encrypt the sub-key information.

4.6 A New Conference-key is Computed

If a new conference-key is required, we need to change the
shared the secret number aiming at modifying the shared
conference-key. If we utilize Shamir’s secret sharing based
on a Lagrange interpolation polynomial or Mignotte’s se-
cret sharing based on CRT to construct a threshold proto-
col, then, if we want to change the shared number, we have
to modify the corresponding interpolation polynomial or
the corresponding congruence system. That is, we have
to update the data stored by each authorized conference
member. That means that the registration phase has to
be replayed and all conference members have to obtain a
new secret shadow. However, using the GCRT, we can
simply solve the problem instead of changing the inter-
polation polynomial or the whole congruence system. We
can change the shared number by adjusting the parame-
ter k. Therefore, the conference members can execute the
rest of the protocol except for the registration phase to
compute a new conference-key.

5 Discussions

In this section, we present the security and performance
analysis of our protocol.

5.1 Security Analysis

As discussed in Section 2.2, the main security re-
quirements of a threshold conference-key agreement are:
conference-key authentication, conference-key confiden-
tiality, and forward/backward secrecy. In this section, we
show that the proposed protocol satisfies those four secu-
rity requirements and can resist some types of attacks.

5.1.1 Conference-key Authentication

In the process of the generating the conference key,
each conference member Ui computes her or his sub-
key information and encrypts the information using her
or his private key di. Meanwhile Ui computes hi =
h(xi||mi||ki||SN`). The other members can decrypt this
message using Ui’s public key and derive the correspond-
ing sub-key information (xi||mi||ki||SN`)′. So, the other
members can confirm that this message was sent by
Ui. And, the other members can compute h′i and check
whether h′i = hi in order to verify the integrity of the
sub-key information.

5.1.2 Conference-key Confidentiality

Before considering conference-key confidentiality, we
briefly illustrate key freshness. The conference key K can



International Journal of Network Security, Vol.17, No.2, PP.165-173, Mar. 2015 170

be computed as follows:

K =
t∑

i=1

Mi ∗M ′
i ∗Ni(mod(k ∗

t∏

i=1

mi)), where

k =

⌊∑t
i=1 ki

t

⌋
.

Every conference key is fresh since each conference
member selects a new random ki for the generation of
each conference key. In our protocol, we use the GCRT to
achieve the threshold access structure instead of Shamir’s
secret sharing. As we shall see, our protocol is some-
what sensitive to selected parameters [17, 19]. However,
it is information theoretically secure if the parameters for
GCRT are selected appropriately.

As discussed in Sections 4.2 and 4.3, each confer-
ence member Ui encrypts the sub-key information us-
ing the other conference members’ public keys ej for
j = 1, 2, · · · , n,i 6= j. So, unauthorized members can-
not compute the corresponding sub-key information, so
they cannot obtain the conference key.

5.1.3 Forward/Backward Secrecy

First, we consider forward secrecy, which states that 1)
if an attacker obtains the previous conference keys, he
or she cannot derive the current conference key, and 2)
if a member leaves the conference group, he or she also
cannot compute the subsequent conference keys. During
the computation of the conference key K, an additional
modulus k is required. The parameter k is computed as
follows:

k =
⌊∑t

i=1 ki

t

⌋
, where ki is conference member Ui’s

private input.
For each conference key, conference member Ui

must randomly select a number ki that satisfies
Max{xi}1≤i≤n < ki < Min{mj}1≤j≤n. And, each ki is
independent. Therefore, the previous conference keys and
the current conference key are irrelevant. Even though an
adversary may know a series of previous conference keys,
he or she cannot compute the current conference key.

Then, we consider backward secrecy, meaning that if an
attacker obtains the current conference key, he or she can-
not derive the previous conference keys, and, if a member
joins the conference group, he or she also cannot derive
any previous conference keys. As mentioned in the previ-
ous paragraph concerning the generation of each confer-
ence key, conference member Ui randomly re-selects a new
ki. Then, all conference keys K are independent of each
other. So, an adversary who knows the current conference
key cannot derive the previous conference keys.

5.1.4 Resistance to Some Types of Attacks

In this section, we show that our protocol is secure against
the following attacks:

1) Impersonation attack

The main active attack to a conference-key agree-
ment protocol is the impersonation attack, in which
an unauthorized adversary impersonates a legal con-
ference member to take part in a conference. In the
registration phase, KGC generates the correspond-
ing private key di and public key ei published to all
conference members for each conference member Ui.
And, in the sub-key distribution and commitment
phase, Ui must use her or his private key di to encrypt
the sub-key information. Therefore, other members
can utilize the corresponding public key ei to check
whether the sub-key information is from the alleged
member.

2) Forgery attack

We divide forgery attacks into two categories. First,
a malicious member can not forge other members’
sub-key information since he or she does not have the
other members’ private keys. Meanwhile, conference
members also can verify whether the sub-key infor-
mation received has been tampered with by checking
the equation h′i = hi, where h′i = h(x′i||m′

i||k′i||SN ′
`)

and hi = h(xi||mi||ki||SN`). On the other hand, as
mentioned in Section 2.1, it takes a sufficient num-
ber of conference members to cooperate to generate
a valid conference key. We assume that a certain
number of compromised members want to forge the
conference key. According to threshold secret shar-
ing, if the number of compromised members involved
is less than the threshold, the members cannot gener-
ate a valid conference key. And, the other authorized
members can use their secret value pair (xi,mi) to
verify the validity of the conference key. Therefore,
the conference key cannot be forged easily unless the
number of compromised members exceeds the thresh-
old.

3) Replay attack

A group of conference members run a threshold
conference-key protocol over an open network. Even
though their communications are encrypted with the
corresponding public key cryptosystem, an inside at-
tacker or an outside attacker also can intercept these
data and retransmit them. But, in the proposed pro-
tocol, the initiator first broadcasts a unique serial
number SN`, and the other conference members in-
volved embed into the sub-key information. The con-
ference members that receive the sub-key information
ωi = {hi, σij , forj = 1, 2, ..., n, j 6= i} can check to de-
termine whether the serial number SN` is the current
serial number. So, the adversary cannot resend the
previous key-agreement message.

5.2 Performance Analysis

In this section, we analyzed the computation costs for
the proposed protocol. In our protocol, if the number
of conference members involved in the generation of a
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Table 2: Comparison of computational costs

Tzeng’s protocol Hung et al’s pro-
tocol

Zhao et al’s pro-
tocol

Our protocol

Registration nTe nTe 0 0
Sub-key distribu-
tion and commit-
ment phase

(n + 2) Te + Tinv +
3Tmul + Th

(n + 2) Te + Th +
(n + 2) Tmul

nTe + Th nTe + Th

Sub-key recovery
phase

4nTe + nTmul 4nTe +nTmul +nTh 2 (n− 1)Te +
(n− 1)Th

2 (t− 1)Te +
(t− 1)Th

Conference-key
derivation and
verification phase

0 0 0 tTinv +
2 (t− 1)Tmul

conference key exceeds a certain number, a common ses-
sion key can be achieved. And, all authorized confer-
ence member can obtain the common session key and can
verify its validity. We assume that the threshold is t.
During the sub-key distribution and commitment phase,
each member Ui must utilize public-key cryptosystems to
confirm sub-key’s authentication, confidentiality, and in-
tegrity. For facilitating the performance evaluation of our
scheme, we first denote the following notations:

1) Th:the time for performing a hash function h;

2) Tinv:the time for performing a modular inverse com-
putation;

3) Tmul:the time for performing a modular multiplica-
tion computation;

4) Te:the time for performing a modular exponentiation
computation.

Table 2 compares the computational costs of our protocol
with those of Tzeng [20], Hung et al. [10], and Zhao et
al. [26].

As can be seen in Table 2, since we utilize the RSA
cryptosystem applied in Zhao et al.’s protocol to confirm
the authentication, confidentiality, and integrity of the
sub-key, the computational costs of our protocol is the
same as Zhao et al.’s protocol in the sub-key distribution
and commitment phase. In the sub-key recovery phase,
our protocol requires fewer modular exponentiations than
Zhao et al.’s protocol since our protocol is a threshold
scheme. However, in the conference-key derivation and
verification phase, our protocol requires additional modu-
lar inverse computation and modular multiplication com-
putation to reconstruct the conference key. The result is
that the total computational costs of our protocol are less
than those associated with Tzeng’s protocol and Huang
et al.’s protocol, and they are about the same as those as-
sociated with Zhao et al.’s protocol. In addition, we need
to point out that the conference-key can be recovered by
collecting t value pairs and that the conference-key recov-
ery by the usual Lagrange interpolation method requires

O(tlog2t) operations, while the GCRT method of the pro-
posed protocol requires only O(t) operations.

6 Conclusions

In this paper, we propose a novel, threshold conference-
key agreement protocol based on the generalized Chinese
remainder theorem. In our protocol, the conference key
can be generated only if the number of conference mem-
bers involved exceeds a certain threshold, and other au-
thorized conference members, who were not involved in
the generation of the conference key, also can compute
the conference key and check its validity. The unique
threshold characteristic of our conference-key agreement
protocol can fill the gaps in many applications.

The security analysis shows that our protocol is resis-
tant to impersonation attack, forgery attack, and replay
attack and that it also has some important security fea-
tures, such as conference-key authentication, conference-
key confidentiality, and forward/backward secrecy. The
performance analysis shows that the computational cost
of our protocol is satisfactory.
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