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Abstract

Featured with anonymity and spontaneity, ring signature
has been widely adopted in various environments to of-
fer anonymous authentication. To simplify the certifi-
cate management in traditional public key infrastructure
(PKI) and solve the inherent key escrow problem in the
Identity-based cryptography, Qin et al. propose a pairing-
free ring signature scheme in the certificate-based cryp-
tosystem recently. Unfortunately, we demonstrate that
their scheme is not secure against the malicious certifi-
cate authority (CA) and key replacement attacks by giv-
ing concrete attack. Concretely, a malicious certificate
authority (CA) can forge a signature on arbitrary mes-
sage in name of any user’s identity and a uncertified user
is also able to forge a message.

Keywords:  Certificate-based signature, forgery attack,
ring signature

1 Introduction

Ring signature [19], which allows a user to issue a signa-
ture on behalf of a group of possible signers (ring), has
been introduced by Rivest et al. in Asiacrypt 2001. The
resulting ring signature can convince a verifier that one
member in the ring indeed signed the message without
revealing the real identity of the actual signer. Differ-
ent from group signature [4], there is not group manager
in the ring signature to handle the enrollment and re-
vocation of the ring members. Specifically, the actual
signer can conscript the other ring members to form the
ring without their consent. Featured with anonymity and
spontaneity, ring signature has been widely adopted to of-
fer anonymous authentication in various scenarios. As a
representative example, portable devices or mobile appli-
cations in the infrastructure-less mobile ad hoc networks
(MANETS) can share data with the other participants

to behave in intelligent manners. It is challenging to se-
cure MANETS due to the openness and lack of the central
authority. Taking MANETS as an example, there are sev-
eral security requirements a practical system must satisfy,
including:

e Authenticity: In the situation of MANETS, the
data sent from the other participants would be mis-
leading if it is forged by adversaries. Thus, it is desir-
able to authenticate the receiving data to resist the
attacks mounted by the outside adversaries;

e Anonymity: The shared data in MANETS contains
vast information of users, from which one can extract
the location of the target users, etc. Therefore, any
failures with regard to the privacy preserving may
lead to the reluctance from the users to share data
with others;

e Ad hoc: In the MANETS, the formation of a group
where the actual user hidden from is spontaneous due
to the lack of central authority; and

e Efficiency: Taking the huge number of users in
MANETS into account, a practical system must lower
the computation and communication overhead as
much as possible.

Ring signature can be viewed as an efficient solution
on the aforementioned situation where the data authen-
ticity and anonymity are expected. In addition to the
data sharing in the MANETSs (instantiated as Vehicular
ad hoc networks [21] and wireless sensor networks [11]),
ring signature can also be deployed in other environments
such as routing protocol [16] and electronic auction pro-
tocol [22, 23]. Furthermore, ring signatures can also be
viewed as the building block of concurrent signatures [5, 7]
and optimistic fair exchange [12]. The survey of ring sig-
natures can be found in [6, 25].
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Table 1: Notations

Notations \ Descriptions

MANETSs: | Mobile Ad hoc NETworks
PKI: | Public Key Infrastructure
ID-PKC: | Identity-based Public Key Cryptography
CB-PKC: | Certificate-Based Public Key Cryptography
CA: | Certificate Authority
PKG: | Private Key Generator
ID;: | The identity of the user ¢
(upkrp,,uskrp,): | The user public/secret key pair of the user ¢
(R, k;): | The certificate of the user i
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L]D = {IDl, ce IDn}
Lypr = {upkip,, - ,upkrp, }:

The identity set of n ring members

The public key set of n ring members

G: | A multiplicative group with order ¢, where ¢ is prime number.

g: | A random generator chosen from G

The proof-of-knowledge (PoK) such that PK{(u;) : Uy = g* AUy = X"}
H: | Secure hash function such as H : {0,1}* — Z;

In traditional public key infrastructure (PKI), a semi-
trusted certificate authority (CA) is involved to generate
a digital certificate to bind the public key and the cor-
responding identity. The management overhead of the
public key certificate is considered to be costly. To sim-
plify the certificate management, the notion of Identity-
based public key cryptography (ID-PKC) has been in-
troduced [20]. In ID-PKC, the public key of user can
be easily derived from its digital identity such as email
address or telephone number. To enjoy the merits of
ID-PKC, the notion of ID-based ring signature schemes
along with the extensions have been extensively investi-
gated [2, 8, 24]. Unfortunately, a fully-trusted private key
generator (PKG) is needed to generate the private key for
each user according to its respective identity in ID-PKC.
Thus, the key escrow problem is introduced into ID-PKC.

To simplify the heavy certificate management in tradi-
tional PKI and solve the key escrow problem in ID-PKC,
a new paradigm, certificate-based public key cryptogra-
phy (CB-PKC), is proposed by Gentry [10]. In CB-PKC,
each user will generate the public and private key pair
itself and the CA will issue the certificate using the pri-
vate key generation algorithm in ID-PKC. In this way, the
certificate will be used as part of the private key and third-
party queries on certificate status in traditional PKI has
already been eliminated in CB-PKC. Au et al. [1] intro-
duce the notion of ring signature in the CB-PKC setting
to enjoy the merits of CB-PKC and ring signature to-
gether, and further proposed a concrete certificate based
ring signature based on bilinear pairing.

In order to remove the costly bilinear pairing opera-
tion, Qin et al. [18] proposed a pairing free certificate-
based ring signature recently. Furthermore, they claimed
that their scheme is provably secure in the random ora-
cle model assuming the Discrete Logarithm assumption
holds. Unfortunately, in this paper, we show that their

scheme cannot achieve the claimed security by demon-
strating two forgery attacks. Concretely, a malicious CA
equipped with the master secret key can forge a valid sig-
nature on arbitrary message. In addition, a uncertified
entity without a certificate issued by CA can also forge
a valid signature on arbitrary message but replacing the
public keys.

The rest of this paper is organized as follows. In Sec-
tion 2, we review Qin et al.’s pairing-free certificate based
ring signature scheme. In Section 3, we show that Qin et
al.’s scheme is not secure and analyze the basic reason for
the attack. Finally, the conclusions are given in Section 4.

2 Review of Qin et al.’s Scheme

Qin et al’s certificate based ring signature scheme [18]
is based on certificate-based signature scheme in [17] and
ID-based ring signature scheme in [13]. The notation used
in [18] is listed in Table 1 to improve the readability and
we review Qin et al.’s scheme as follows.

1) Setup: Let G be a multiplicative group with order
q. The CA selects a random generator g € G and
randomly chooses = €g Z; as the master secret key.
It sets X = g®. Let H : {0,1}* — Z be a crypto-
graphic hash function. The public parameters are
given by params=(G,q, g, X, H) The multiplicative
group can be implemented on the Elliptic curve cryp-
tography (ECC). According to [3], to achieve the
comparable level of security to 1024-bits RSA, the
Koblitz elliptic curve y? = 23 4+ az? + b defined on
Foi6s providing ECC group can be adopted. Here, a
is equal to 1 and b is a 163-bit random prime. Thus,
the size of the element in group G (the master public
key and the user public key) is assumed to be 163-bit.

2) UserKeyGen: User ID; selects a secret value u; € Z;
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as his secret key uskrp,, and computes his public key
upkrp, = (g%, X", m,,) where m,, is the following
non-interactive proof-of-knowledge (PoK):

The subscript of u; has been inadvertently omitted
in [18]. This omission has been corrected to be con-
sistent.

3) CertGen: Let h; = H(upkrp,,ID;) for user ID; with
public key upkrp, and binary string ID; which is
used to identify the user. To generate a certificate
for user ID;, the CA randomly chooses r €r Zj,
computes R = ¢" and k; = ril(ﬁi —xzR) mod q. The
certificate is (R, k;). Note that a correctly generated
certificate should satisfy the following equality:

RMXE = gh,

4) Ring-Sign: Suppose there is a group of n users
whose identities form the set Lyp = {ID1,--- ,ID,},
and their corresponding public keys form the set
Lypk = {upkrp,, - ,upkrp,}. To sign a message
m € {0,1}* on behalf of the group, the actual signer,
indexed by s using the secret key usk;p, and the
certificate certrp,, performs the following steps.

a. For each i € {1,---,n}\ {s}, selects y; €r Z;
uniformly at random and computes Y; = R™Y:.

b. Compute h; = H(m|| Lyl Lip||Y:) for i €
{1"" ’n} \ {S}

c. Choose ys €gr Zj, computes Yy =
R TL (") TT(X) R
i#s iF#£s

d. Compute hy = H(m||Lypk|| L1p||Ys).
e. Compute z = (3°1"; yi + hsksus) mod g.

f. Output the ring signature on m as
o={M, ., Y,,R, 2,7y, - ,Ty,}. Though
{R, Ty, , Ty, } is needed in the Verify al-

gorithm, it has been inadvertently omitted in
the signature of [18]. This omission has been
corrected to be consistent.

5) Verify: To verify a ring signature o = {Y7, ---, Yy,
R, z, Ty, , Ty, } On a message m with identities
in Lyp and corresponding public keys in Lk, the
verifier performs the following steps.

a. Check whether m,, is a valid PoK. If not, out-
puts L, Otherwise, run the next step.

b. Compute h; = H(m| Lupk|L1p|Yi) and h; =
H(upkrp,,ID;) for all i € {1,--- ,n}.

c. Check whether

n

=1

i=1

d. Accept the ring signature as valid and outputs 1
if the above equation holds, otherwise, output 0.
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3 Analysis of Qin et al.’s Scheme

It is non-trivial to devise secure certificate-based encryp-
tion/signature scheme since the certificate of the user will
no longer be used to certify the corresponding public
key instead it will be implicitly used as part of private
key in the decryption/signing algorithm. In fact, several
certificate-based encryption scheme [26] and certificate-
based signature scheme [14, 17] have been shown to be
insecure against the attacks mounted by an uncertified en-
tity or malicious CA respectively [9, 15, 27]. Motivated by
these attacks, we observe that Qin et al.’s certificate-based
ring signature [18] is also insecure against the forgery
attack. Comparing with the existing attack algorithms
with respect to certificate based encryption/signature
schemes [9, 15, 27], our work mainly focus on the insecu-
rity of the certificate-based ring signature, where a large
number of users are involved in the process of the signa-
ture generation.

According to [14, 15, 18, 27|, two different types of
attacks by the malicious CA and by an uncertified user
should be considered in CB-PKC. On the one hand, the
malicious CA, who has the master secret key, cannot ob-
tain the user secret key and mount the public key replace-
ment attack. On the other hand, the uncertified user can
replace public keys of any entities in the system, but is
not allowed to obtain the target user’s certificate.

3.1 Malicious CA Attack on Qin et al.’s
Scheme

Given a ring signature o = {Y;, ---, Y,
Z, Muy, ', Tu,} with the identities in Lj;p
{ID,,---,1D,} and corresponding public keys in L, =
{upkrp,, -+ ,upkrp, }, the CA equipped with the master
key x can forge a valid signature on arbitrary message m’
as follows:

R,

1) Randomly choose j € {1, -+ ,n}.
2) Compute ?lj = H(ukaDj y IDj).
3) Compute R’ = xilﬁj, where x is the master key.

4) For each i € {1,---,n} \ {j}, selects y; €g Z; uni-

formly at random and computes Y/ = (R/)v:.

5) Compute h; =
{15"' 7n}\{.7}

6) Choose vy €R Zy,  computes

(R/)iy; H (g“t)h;ih H (Xm)—h;R/.

i i#j

H(m/|| Lupr || LD |IY]) for i €

o=

7) Compute 2’ =37 | y/ mod q.

8) Output the ring signature on m' as o =
{Ylla U aY'r/uR/vzlvﬂ-ulv' o aﬂ-un}'
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The following equations show that the signature o =
{Y{,--- ) Y) R 2 w0y, - Ty, } is valid. .
H(gui)}Mhl _ gu]hth (gu,i)h hi
- hih hih hiz='h = i
Ui\ il — Ui\ g ,TUGN,T 3J -,
1:[1(9 ) [Ia")""g R i
= i#£j = g H(g )
_ H(gul)h;ﬁ gxujh/R/ i#j
i = g ][
_ H(gui)h;ﬁiXujh;R' i#j
. . ’ / 'y L/h/R/
7 , , / . = gMXx T (g )X
= (R Ty ) T (o) 7
i£j i#j _ gathfaR H(gui)hihiXujth
Y n ; Y i£]
[T T o
i#j i=1 = (g) 14T 1 Hg vi x ol g
, L , i
= (R)Y*Y{ - yéH(XthR ) n
i=1 H(gui)hihi H(Xui)fhiR H(XUi)hq'R
i#j i#j i=1
3.2 Key Replacement Attack on Qin et ) n -
N\ z !/ / Uu
al.’s Scheme = (R)" Y- v [[x)
i=1

In the following, we show that the scheme is not against
an uncertified entity attack. Concretely, an entity without
a certificate issued by CA can forge a valid signature on
arbitrary message m’ by replacing the public keys. The
attack is depicted as follows:

1) Randomly choose r €r Z; and compute R =g".
2) Randomly choose j €g {1, -+ ,n}.

3) For each ¢ € {1,---,n}\ {j}, selects y| E,R Z;; uni-
formly at random and computes Y, = g~ ¥i.

4) Compute h; =

H(m/||Lypx||L1p||Y)) for i €

5) Choose €Rr Zy, computes Y =
X—aR gfyj H (gui)hihi H (Xu’i)_hiR .
=y =y

6) Compute h; = H(upkip,,1Dj).

7) Compute uj; = Bi as the secret key of user with iden-
J
tity IDj, and set upk;p, = (9", X" ,m,,) as the
public key of this user, where m,; is the following
non-interactive proof-of-knowledge (PoK):

PK{(U]) : U1 = guj N Ug = Xu7}

J+z 1y7,

8) Compute 2’ = mod g.

9) Output the ring signature on m' as o =

/ / / /
{Yla"' 7Yn7R7Zaﬂ-u1a"' 77Tun}-

The following equations show that the signature o =
{Y{,--- )Y, R 2 7y, -, Ty, } is valid.

4 Conclusions

In this paper, we have showed that the Qin et al. [18]’s
certificate based ring signature scheme is not secure
against the forgery attack. We consider pairing-free cer-
tificate based ring signature scheme along with provable
security as an open problem and our future research work.
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