
International Journal of Network Security, Vol.17, No.2, PP.103-109, Mar. 2015 103

Improvement of Camenisch-Neven-Shelat
Oblivious Transfer Scheme

Zhengjun Cao and Hanyue Cao
(Corresponding author: Zhengjun Cao)

Department of Mathematics, Shanghai University
No.99, Shangda Road, Shanghai, China.

(Email: caozhj@shu.edu.cn)
(Received Aug. 15, 2013; revised and accepted Nov. 7, 2014)

Abstract

In 2007, Camenisch, Neven and Shelat proposed an adap-
tive oblivious transfer (OT) scheme in which a sender has
n messages, of which a receiver can adaptively choose to
receive k one-after-the-other. In this paper, we show that
the scheme has a drawback that the sender can serve a
single receiver only once. The drawback results from the
deterministic encryption used. To fix it, we suggest to
replace the deterministic encryption with a probabilistic
encryption. The OT scheme adopts the paradigm of “en-
cryption and proof of knowledge” in order to force the
sender to keep the consistency of the transferred mes-
sages. We remark that the paradigm is unnecessary. In
most reasonable applications of OT, the transferred mes-
sages must be recognizable for the receiver or the sender
is willing to disclose some messages to the receiver. This
property has been explicitly specified in the earlier works
by Rabin, Even, Goldreich and Lempel.
Keywords: Oblivious transfer, deterministic encryption,
probabilistic encryption, recognizable message

1 Introduction

The cryptographic primitive of oblivious transfer (OT) in-
troduced by Rabin [25], is of fundamental importance in
multi-party computation [12, 28]. In the model, a partic-
ipator (sender S) has only one secret m and would like to
have the other participator (receiver R) to obtain m with
probability 0.5. On the other hand, R does not want S to
know whether it gets m or not.

There are two main OT models: 1-out-of-2 oblivious
transfer (OT2

1 for short) and k-out-of-n oblivious transfer
(OTn

k for short). OT2
1 was suggested by Even, Goldreich

and Lempel [11], as a generalization of Rabin’s “oblivious
transfer”. For OT2

1, the sender has two secrets m1 and
m2 and would like to give the receiver one of them at the
receiver’s choice. Meanwhile, the receiver does not want
the sender to know which secret he chooses. OTn

k is a

generalization of OT2
1 where k < n. In the model, the

sender has n secrets m1, · · · , mn, and would like to give
the receiver k of them at the receiver’s choice. Again, the
receiver does not want the sender to know which secrets
he chooses.

In an adaptive oblivious transfer protocol, a sender
commits to a database of messages and then repeatedly
interacts with a receiver in such a way that the receiver
obtains one message per interaction of his choice (and
nothing more) while the sender learns nothing about any
of the choices. At Eurocrypt’2007, Camenisch, Neven and
Shelat [5] presented an adaptive oblivious transfer scheme
in which a sender has n messages, of which a receiver can
adaptively choose to receive k one-after-the-other. They
were the first to propose a method for executing “as-
sisted decryption” efficiently. In the scheme, the sender
commits to his database by encrypting each message as
Ci = Enc(Mi), and sends ciphertexts C1, · · · , Cn to the
receiver. The receiver then checks that each ciphertext
is well-formed. To obtain a message, the sender and re-
ceiver engage in a blind decryption protocol such that the
sender does not view the ciphertext he decrypts and the
receiver is convinced that decryption was done correctly.
To prevent the receiver from abusing the decryption pro-
tocol, the receiver has to provide a proof that his request
corresponds to C1 ∨ · · · ∨ Cn.

The encryption used in the scheme is deterministic.
Concretely, for pk = (g, gx,H = e(g, h)) and sk = h,
let Ci =

(
g

1
x+i , Mi · e(g, h)

1
x+i

)
, where g

1
x+i is a weak

Boneh-Boyen signature [3] on i under gx. The structure
results in that a database manager (the sender) can only
serve a single user (the receiver). Moreover, the protocol
can be run only once even in the presence of a single
user. In this paper, we shall improve the Camenisch-
Neven-Shelat OT scheme by replacing the deterministic
encryption with a probabilistic encryption.

The OT scheme follows the paradigm of “encryption
and proof of knowledge” to force the sender to keep the
consistency of the transferred messages. We should stress
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that the paradigm is unnecessary for OT protocols. That
means the sender can simply transfer the encrypted mes-
sages without any proofs of knowledge. The property has
been explained in the earlier works by Rabin [25], Even,
Goldreich and Lempel [11]. Based on the observation,
we can further improve the Camenisch-Neven-Shelat OT
scheme by removing the computations for some proofs of
knowledge.

1.1 Related Works

In 1986, Brassard, et al. [4] extended 1-out-of-2 OT to
1-out-of-n OT for the case of n messages. Bellare and
Micali [1], Naor and Pinkas [22, 23, 24], Mu, Zhang, and
Varadharajan [21], Chu and Tzeng [9], et al. have studied
the modle of k-out-of-n OT. Recently, Chang and Lai [7],
Chang and Lee [6], and Liu et al. [8, 15, 19, 26, 27, 29]
have presented some efficient OTn

k schemes.
In 1999, Naor and Pinkas [23] investigated the problem

of oblivious transfer with adaptive queries. Their scheme
has inspired the latter works [2, 5, 9, 13, 14, 16, 17, 18, 20,
30]. In 2007, Camenisch, Neven and Shelat [5] proposed
an adaptive oblivious transfer scheme. The Camenisch-
Neven-Shelat scheme uses bilinear groups as the building
block and adopts the paradigm of “encryption and proof
of knowledge” to force the sender to keep the consistency
of the transferred messages. The paradigm has been used
in these OT protocols [13, 14, 17, 18, 30].

1.2 Security Requirements for k-out-of-n
Oblivious Transfer

We follow the description of security requirements for
k-out-of-n oblivious transfer in the work of Chang and
Lai [7].

Definition 1. A k-out-of-n OT is a two-party protocol in
which Alice possesses n secrets m1,m2, · · · ,mn and Bob
has his secret choices σ = {i1, · · · , ik} ⊆ 1, · · · , n. It
satisfies the following requirements:

– Completeness: If both Alice and Bob follow the pro-
tocol, Bob gets k secrets mj for j ∈ σ after executing
the protocol with Alice.

– Receiver’s privacy: After executing the protocol with
Bob, Alice shall not learn which k secrets Bob has
received.

– Sender’s privacy: After executing the protocol with
Alice, Bob gets no information about the other n− k
secrets mj for j /∈ σ or their combinations.

An adaptive k-out-of-n OT scheme is a tuple of four
PPT algorithms (SI , RI ,ST , RT ). During the first phase,
the sender runs SI on input messages m1, · · · ,mn and the
receiver runs RI without input. At the end of the phase,
SI and RI produce local outputs S0 and R0, respectively.
During the i-th transfer, 1 ≤ i ≤ k, the sender and re-
ceiver engage in a selection protocol dictated by the ST

and RT . The sender runs ST (Si−1) to obtain updated
state information Si, while the receiver runs RT on input
state information Ri−1 and the index σi of the message
it wishes to receive, to obtain updated state information
Ri and the retrieved message m′

σi
. To capture security

of an adaptive k-out-of-n OT scheme, we adopt the real-
world/ideal-world paradigm [5].

RealŜ,R̂(N, k, M1, · · · ,MN ,
∑

). Suppose Ŝ and R̂ are
arbitrary sender and receiver algorithms. Ŝ is given mes-
sages (M1, · · · ,MN ) as input and interacts with R̂(

∑
),

where
∑

is an adaptive selection algorithm that, on in-
put messages Mσ1 , · · · ,Mσi−1 , outputs the index σi of
the next message to be queried. In the first run, Ŝ and R̂
produce initial states S0 and R0 respectively. Next, the
sender and receiver engage in k interactions. In the i-th
interaction for 1 ≤ i ≤ k, the sender and receiver interact
by running Si ← Ŝ(Si−1) and (Ri,M

∗
i ) ← R̂(Ri−1), and

update their states to Si and Ri, respectively. At the end
of the k-th interaction, sender and receiver output strings
Sk and Rk respectively.

IdealŜ′,R̂′(N, k, M1, · · · ,MN ,
∑

). The (possibly cheat-
ing) sender algorithm Ŝ′(M1, · · · ,MN ) generates mes-
sages M∗

1 , · · · ,M∗
N and hands these to the trusted party

T. In each of the k transfer phases, T receives a bit bi

from the sender Ŝ′ and an index σ∗i from the (possibly
cheating) receiver R̂′(

∑
). If bi = 1 and σ∗i ∈ {1, · · · , N},

then T hands M∗
σ∗i

to the receiver; otherwise, it hands ⊥
to the receiver. At the end of the k-th transfer, Ŝ′ and R̂′

output a string Sk and Rk.
An adaptive k-out-of-n OT scheme is sender-secure

if for any PPT real-world cheating receiver R̂ there
exists a PPT ideal-world receiver R̂′ such that the
advantage of any PPT distinguisher in distinguish-
ing the distributions RealS,R̂(N, k, M1, · · · ,MN ,

∑
) and

IdealS′,R̂′(N, k,M1, · · · ,MN ,
∑

) is negligible. It is
receiver-secure if for any PPT real-world cheating sender
Ŝ there exists a PPT ideal-world sender Ŝ′ such that
the advantage of any PPT distinguisher in distinguish-
ing the distributions RealŜ,R(N, k, M1, · · · , MN ,

∑
) and

IdealŜ′,R′(N, k,M1, · · · ,MN ,
∑

) is negligible.

2 Preliminaries

Let Pg be a pairing group generator that on input 1κ

outputs descriptions of multiplicative groups G1,GT of
prime order p where |p| = κ. Let g be a generator of G1.
The bilinear map e : G1 × G1 → GT satisfies: (1) for all
a, b ∈ Zp it holds that e(ga, gb) = e(g, g)ab; (2) e(g, g) 6= 1;
(3) the bilinear map is efficiently computable.

The notation

PoM{(h) : H = e(g, h) ∧W = e(h, V )}

denotes a zero-knowledge proof of membership of a group
element h ∈ G1 such that H = e(g, h) and W = e(h, V )
hold. All values not enclosed in ()’s are assumed to be
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known to the verifier. Likewise,

PoK{(x, h) : y = gx ∧H = e(y, h)}

denotes a zero-knowledge proof of knowledge of an integer
x and a group element h ∈ G1 such that y = gx and
H = e(y, h) hold.

Definition 2. (`-Strong Diffie-Hellman Assumption).
We say that the `-SDH assumption associated to a pair-
ing generator Pg holds if for all PPT adversaries A,
the probability that A(g, gx, · · · , gx`

) where (G1,GT ) ←
Pg(1κ), g ← G∗1 and x ← Zp, outputs a pair (c, g1/(x+c))
where c ∈ Zp is negligible in κ.

Definition 3. (`-Power Decisional Diffie-Hellman As-
sumption). We say that the `–PDDH assumption as-
sociated to Pg holds if for all PPT adversaries A, the
probability that A on input (g, gx, gx2

, · · · , gx`

,H) where
(G1,GT ) ← Pg(1κ), g ← G∗1, x ← Zp, H ← GT , distin-
guishes the vector T = (Hx,Hx2

, · · · ,Hx`

) from a ran-
dom vector T ← G`

T is negligible in κ.

3 Camenisch-Neven-Shelat Obliv-
ious Transfer Scheme

3.1 Review

The protocol is in the standard model. See the following
Table 1 for details. Each pair (Ai, Bi) can be seen as an
ElGamal encryption [10] in GT of Mi under public key
H. But instead of using random elements from GT as
the first component, the protocol uses verifiably random
values Ai = g1/(x+i). It allows the sender to check that
the receiver is indeed asking for the decryption key for
one particular ciphertext, and not for some combination
of ciphertexts.

3.2 A Weakness

The encryption used in the scheme is deterministic. Con-
cretely, for

pk = (g, gx,H = e(g, h))

and sk = h, let

Ci =
(
g

1
x+i , Mi · e(g, h)

1
x+i

)

where g
1

x+i is a weak Boneh-Boyen signature [3] on i under
gx. In view of that a database manager usually plays the
role of the sender in an OT protocol, the structure results
in that a database manager can only serve a single client
only once.

Suppose that N > 2k and there are two users R, R̂. R
has the ciphertexts C1, · · · , CN and R̂ has the ciphertexts
Ĉ1, · · · , ĈN , where

Ci =
(
g

1
x+i ,Mi · e(g, h)

1
x+i

)
,

Ĉi =
(
g

1
x+i , M̂i · e(g, h)

1
x+i

)

for 1 ≤ i ≤ N . At the end of the two OT protocols exe-
cuted by the sender, R and R̂, if R obtains M1, · · · ,Mk,
and R̂ obtains M̂k+1, · · · , M̂2k, then R and R̂ can collab-
orate to obtain Mk+1, · · · ,M2k, M̂1, · · · , M̂k. Thus, they
obtain 4k messages instead of 2k messages as usually sup-
posed. In other words, the protocol can be run only once
even in the presence of a single user. The drawback results
from that the scheme invariably uses N blinders

e(g, h)
1

x+1 , · · · , e(g, h)
1

x+N .

We refer to the attack as session key attack.

4 A Modification of Camenisch-
Neven-Shelat OT Scheme

In the original Camenisch-Neven-Shelat oblivious transfer
scheme, the public key is set as (g, H, y), where y = gx.
The receiver has to use the public parameter y for the
proof of knowledge (σi, v), i.e.,

PoK{(σi, v) : e(V, y) = e(V, g)−σi e(g, g)v}.
The setting allows the sender to check that the receiver
does not ask for some combination of ciphertexts. That
is, it makes the sender believe that the queries from the
receiver are well-formed. But it is unnecessary to set y as
a public parameter. It only requires to set y as a session
helper with respect to the session key x. The authors did
not pay more attention to the differences between a pub-
lic parameter and a session helper. Informally, a public
parameter should be used repeatedly except that it has
to be authorized by a functionally trusted TTP (trusted
third party). Whereas, a session helper can only be used
once. The change, removing the public parameter y and
introducing a session helper y, successfully transforms the
deterministic encryption into a probabilistic encryption.
See the following Table 2 for details.

Theorem 1. If the (N+1)-SDH assumption and the
(N+1)-PDDH assumptions associated to Pg hold, then the
OT protocol in Table 2 is sender-secure.

Theorem 2. The OT protocol in Table 2 is receiver-
secure if the transferred messages are recognizable for the
receiver.

We refer to [5] for the proofs of these claims. It suffices
to transform the public parameter y into a session helper
and transform the associated signatures A1, · · · , AN in
the related Games into knowledge proofs (see Pages 15-
16 in [5]).

Note that the original proof of receiver-security does
not consider that a malicious sender can launch the local-
input replacement attack. That is, the sender simply sets
M1 = M2 = · · · = MN = M (i) for some message M (i)

during the i-th transfer. At the end of this phase, the
receiver always obtains the message M (i). Of course, the
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Table 1: Camenisch-Neven-Shelat oblivious transfer scheme

Initialization
SI(1`,M1, · · · ,MN ) : RI(1`) :
(G1, GT ) ← Pg(1`)
g, h ← G∗1; H ← e(g, h)
x ← Zp; y ← gx;
pk ← (g, H, y)
For i = 1, · · · , N do
Ai ← g1/(x+i)

Bi ← e(h,Ai) ·Mi

Ci ← (Ai, Bi)
pk, C1,··· ,CN−−−−−− 99K

S0 ← (h, pk)
PoM{(h):H= e(g, h)}
−−−−−− 99K R0 ← (pk, C1, · · · , CN )

Transfer
ST(Si−1) : RT(Ri−1, σi) :

V
L99 −−−−−−−−−−−− v ← Zp;V ← (Aσi

)v

PoK{(σi, v): e(V, y)= e(V, g)−σi e(g, g)v}
L99 −−−−−−−−−−−−

W ← e(h, V )
W−−−−−−−−−−− 99K

PoM{(h): H= e(g, h)∧W= e(h, V )}
−−−−−−−−−−− 99K

Si = Si−1 M ← Bσi/(W 1/v)
Ri = Ri−1

Table 2: A modification of Camenisch-Neven-Shelat OT scheme

Setup
(G1, GT ) ← Pg(1`)
g, h ← G∗1; H = e(g, h)
pk ← (g,H); sk ← h

Transfer
SI(1`,M1, · · · ,MN ) : RI(1`) :
x ← Zp; y ← gx

For i = 1, · · · , N do
Ai ← g1/(x+i)

Bi ← e(h,Ai) ·Mi

Ci ← (Ai, Bi)
pk, y, C1,··· ,CN−−−−−− 99K

S0 ← (h, pk)
PoM{(h): H= e(g, h)}
−−−−−− 99K R0 ← (pk, C1, · · · , CN )

ST(Si−1) : RT(Ri−1, σi) :
V

L99 −−−−−−−−−−−− v ← Zp; V ← (Aσi)
v

PoK{(σi, v): e(V, y)=e(V, g)−σi e(g, g)v}
L99 −−−−−−−−−−−−

W ← e(h, V )
W−−−−−−−−−−− 99K Mσi ← Bσi/(W 1/v)

PoM{(h): H= e(g, h)∧W= e(h, V )}
−−−−−−−−−−− 99K

Si = Si−1 Ri = Ri−1



International Journal of Network Security, Vol.17, No.2, PP.103-109, Mar. 2015 107

malicious sender learns which message that the receiver
has received. To resist the local-input replacement attack,
the transferred messages in OT schemes must be recog-
nizable for the receiver. See the following section for the
further explanations.

5 On the Paradigm of “Encryp-
tion and Proof of Knowledge”

The Camenisch-Neven-Shelat oblivious transfer scheme
follows the paradigm of “encryption and proof of knowl-
edge” to force the sender to keep the consistency of the
committed messages. From the practical point of view,
we should remark that the paradigm is unnecessary. In
most reasonable applications of OT, the transferred mes-
sages must be recognizable for the receiver, or the sender
is willing to disclose some messages to the receiver. The
property has been explicitly specified in the earlier works
by Rabin, Even, Goldreich and Lempel. We refer to the
following descriptions.

In [25], Rabin explained that:

Bob and Alice each have a secret, SB and SA,
respectively, which they wish to exchange.
For example, SB may be the password to a file
that Alice wants to access (we shall refer to
this file as Alice’s file), and SA the password
to Bob’s file. To exclude the possibility of
randomizing on the possible digits of the
password, we assume that if an incorrect
password is used then the file is erased, and
that Bob and Alice want to guarantee that
this will not happen to their respective files.

In [11], Even, Goldreich and Lempel stressed that:

The notion of a “recognizable secret message”
plays an important role in our definition of OT.
A message is said to be a recognizable secret if,
although the receiver cannot compute it, he can
authenticate it once he receives it. The notion
of a recognizable secret message is evidently
relevant to the study of cryptographic protocols,
in which the sender is reluctant to send the
message while the receiver wishes to get it. In
such protocols, it makes no sense to consider
the transfer of messages that are either not
secret (to the receiver) or not recognizable
(by the receiver).

In symmetric case, such as exchanging secrets, signing
contracts, both two participators can easily verify the cor-
rectness of the received messages. In unsymmetric case,
such as a database manager plays the role of the sender
and a client plays the role of the receiver, it is usual that
the sender is willing to disclose some messages to the re-
ceiver.

To sum up, if the transferred messages are not recog-
nizable then the receiver can not decide to retrieve which
message. It is reasonable to assume that the transferred
messages in an OT scheme are correct. It is unnecessary
for the sender to provide any proofs of knowledge. By
the way, the definition of “proof of knowledge” is more
strong than that of “recognizable message”. The following
three common examples of recognizable messages come
from [11]: (i) A signature of a user to some known mes-
sage is a recognizable secret message for everybody else.
(ii) The key K, by which the plaintext M is transformed
using cryptosystem F into ciphertext FK(M). (iii) The
factorization of a composite number, which has only large
prime factors.

Based on the above facts, we now can improve the
Camenisch-Neven-Shelat OT scheme by removing the
computations for some proofs of knowledge. See Table 3
for the improvement.

Theorem 3. If the (N+1)-SDH assumption and the
(N+1)-PDDH assumptions associated to Pg hold, then the
OT protocol in Table 3 is sender-secure.

Proof (Sketch). The proof of this claim can be easily
derived from that of Theorem 1, because the witnesses
obtained by the receiver in the model of Table 3 consist
of pk, y, C1, · · · , CN ,W,, which are strictly less than that

pk, y, C1, · · · , CN ,W, PoM{(h) : H = e(g, h)},

PoM{(h) : H = e(g, h) ∧W = e(h, V )}
obtained by the receiver in the model of Table 2. Loosely
speaking, the sender in the model of Table 3 shall leak
less information to the receiver.

Theorem 4. The OT protocol in Table 3 is receiver-
secure if the sender is semi-honest and the transferred
messages are recognizable for the receiver.

Proof. Define the following distributions games Game-
0, · · · , Game-3 such that Game-0=RealŜ,R and Game-
3=IdealŜ′,R′ . Let D be a universal distinguisher which
can efficiently recognize the output distributions of these
games. Let Pr[Game-i] = Pr[D(X) = 1 : X ← Game-i].

Game-0: In the game, the semi-honest sender Ŝ runs
against an honest receiver R with selection strategy

∑
.

Obviously, Pr[Game-0] = Pr[D(X) = 1 : X ← RealŜ,R].
Game-1: In this game, an extractor E1 is used to ex-

tract from Ŝ the element h such that e(g, h) = H. If
the extractor fails, then the output of Game-1 is ⊥; oth-
erwise, the execution of Ŝ continues as in the previous
game, interacting with R(

∑
). The difference between

the two output distributions is given by randomness of
selection of h (because Ŝ is supposed to be semi-honest),
i.e., Pr[Game-1]− Pr[Game-0] ≤ 1/p.

Game-2: We refer to [5] for the description of this
game. By investigating the games, we have that
Pr[Game-2] = Pr[Game-1].

Game-3: In this game, an ideal-world sender Ŝ′ uses E1

to extract h from Ŝ, decrypts M∗
i as Bi/e(h,Ai) for i =

1, · · · , N and submits M∗
1 , · · · ,M∗

N to the trusted party
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Table 3: An improvement of Camenisch-Neven-Shelat OT scheme

Setup
(G1, GT ) ← Pg(1`)
g, h ← G∗1
pk ← g; sk ← h

Transfer
SI(1`,M1, · · · ,MN ) : RI(1`) :
x ← Zp; y ← gx

For i = 1, · · · , N do
Ai ← g1/(x+i)

Bi ← e(h, Ai) ·Mi

Ci ← (Ai, Bi)
pk, y, C1,··· ,CN−−−−−− 99K

S0 ← (h, pk) R0 ← (pk, C1, · · · , CN )

ST(Si−1) : RT(Ri−1, σi) :
V

L99 −−−−−−−−−−−− v ← Zp; V ← (Aσi
)v

PoK{(σi, v): e(V, y)=e(V, g)−σi e(g, g)v}
L99 −−−−−−−−−−−−

W ← e(h, V )
W−−−−−−−−−−− 99K Mσi

← Bσi
/(W 1/v)

Si = Si−1 Ri = Ri−1

T. As in Game-2, during the transfer phase, Ŝ′ feeds V ′ ←
Av′

1 to Ŝ and uses (v′, 1) as a witness in the PoK. It is easy
to find that Ŝ can convince Ŝ′ that W is correctly formed
(because the transferred messages are recognizable for the
receiver). Thus, Pr[Game-3] = Pr[Game-2] = Pr[D(X) =
1 : X ← IdealŜ′,R′ ].

Summing up, we have Pr[D(X) = 1 : X ← IdealŜ′,R′ ]
−Pr[D(X) = 1 : X ← RealŜ,R] ≤ 1/p.

6 Conclusions

We modify the Camenisch-Neven-Shelat adaptive OT
protocol by replacing the deterministic encryption with
a probabilistic encryption. We further improve it by re-
moving the redundant proofs of knowledge based on the
fact that the transferred messages should be recognizable
or the sender is willing to disclose some messages to the
receiver. We hope the presentation is helpful to clarify
some misunderstandings about the primitive of oblivious
transfer.
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