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Abstract

Recently, Fan et al. proposed an anonymous multireceiver
encryption scheme (FHH) , and they declared that their
scheme achieves confidentiality and anonymity. In this
letter, We point out that the FHH scheme does not hold
the defined security properties. In particular, we state
that the FHH scheme does not hold the anonymity but
achieves the weaker confidentiality of IND-CPA.
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1 Introduction

Anonymous multireceiver identity-based encryption,
which holds the security of confidentiality and anonymity,
has many practical applications such as pay-TV, se-
cure email delivery and copyright distribution and so
on. Since Boneh and Franklin [2] construct a practi-
cal identity-based encryption with bilinear pairing, sev-
eral multireceiver identity-based encryptions were pro-
posed [1, 3, 5, 8]. Recently, in order to protect identity
privacy, Fan et al. [4] proposed an anonymous multire-
ceiver identity-based encryption, which was derived from
BF-IBE [2] and Shamir secret sharing [7]. They indicated
that their scheme achieves the confidentiality of IND-CCA
and anonymity of ANON-CCA. In this letter, we show that
Fan et al.’s scheme [4] does not hold the security of their
declared, and indicate that their scheme is only weaker

IND-CPA secure but not hold the anonymity.

2 The Model and Security Defini-

tions

The Fan et al.” scheme (FHH) contains four algorithms:
Note that Setup
and FEztract algorithms are executed by Private Key

(Setup, Extract, Encrypt, Decrypt).

Generator (PKQG), Encrypt algorithm is preformed by a
sender, and Decrypt is carried out by one of receivers.

Defintion 1. IND-CCA An anonymous multireceiver
identity-based encryption is indistinguishable against
adaptive chosen-ciphertext attacks (IND-CCA) if the ad-
vantage of an attacker A is negligible in the following

game

1) Setup: Runs (par,s) « Setup(1*) and sends par to
A.

2) Phase-1: A outputs a target multireceiver set ID =
(IDy,...,1Dy).

3) Phase-2: A issues private key extraction queries.
Upon receiving a private key extraction query of ID;,
the challenger C runs the private key extraction algo-
rithm to get d; — Extract(param,s,1D;). The only
constraint is that ID; € ID.

4) Phase-3: A issues decryption queries for target iden-
tities. Upon receiving a decryption query of (C,I1D;),
C generates a private key d; associated with I1D; and
returns D «— Decrypt(par,C,ID;,d;) to A.

5) Challenge: A outputs a target message pair My, M.
C randomly chooses 3 € {0,1} and creates a cipher-
text C* «— Encrypt(par,ID, Mg) and returns C* to
A.
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6) Phase-4: A issues private key extraction queries as
those in Phase-2 and decryption queries as those in
Phase-3 with a restriction that C* # C.

7) Output: A outputs 3 and wins the game if 3 = .

Defintion 2. ANON-CCA A multireceiver identity-
based encryption is anonymous if the attacker A has a
negligible advantage in the following game

1) Setup: Runs (par,s) « Setup(1*) and sends par to
A.

2) Phase-1: A outputs target two identities sets
(IDy,IDy).

3) Phase-2: This phase like the Phase-2 in IND-CCA
game with the constraint that ID; ¢ IDy,ID;.

4) Phase-3: This phase like as Phase-3 in IND-CCA
game.

5) Challenge: A outputs a target message M. Chal-
lenger C randomly selects 8 € {0,1} and creates a
ciphertext C* «— Encrypt(par,IDg, M) and returns
C* to A.

6) Phase-4: A issues private key extraction queries as
those in Phase-2 and decryption queries as those in
Phase-3 with the restriction that C* # C.

7) Output: A outputs 3 and wins the game if 3 = .

3 Cryptanalysis of FHH Scheme

3.1 Review of FHH Scheme

The FHH anonymous multireceiver identity-based en-
cryption is derived from BF-IBE scheme [2]. A sender
chooses t receivers and prepares ¢ points (z1,y1),. ..,
(z¢,y:) respectively for them. For every receiver i, the
sender sets z; as the root of F;(z) = y; where the re-
ceiver’s identity ID; is mapped into z; in Z,, and then
computes y; = yQ; as the personal private key of the re-
ceiver where y is randomly chosen from Z, and ID; is
also mapped into G;. The anonymity is presented from
the following polynomial

I]C*l‘j

file) = B T; — Xy
1<j#i<t ° J

1, ifz=ux
if v € {x1,..

ey
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where
T — T
O |
1<t 7
_ yi, ifx=ux )
N 0, ifze{ry,...,ze\{z;}

The concrete construction of FHH scheme [4] is described
as follows.

Setup. Take a security parameter A\ as input, this algo-
rithm works as: Pick s € Z,; and an element P, € G;
at random, and set P, = sP; Choose five crypto-
graphic one-way hash functions:

H:Z,—{0,1}",H; : Gy — {0,1}*, Hy : {0,1}" «— G2
Hs:Z,—{0,1}" x {0,1}*, Hy : {0,1}" « {0,1}*

Select a symmetric encryption (Ejg,Dg) of
a key k; Publish the system parameters

par =(q,G1,Ga, e, P, Py, Py, H, H1-Hy4) and keep s.

Extract. Take par and an identity I D; as inputs, the
algorithm produce the private key of ID; as: Com-
pute Q; = Hi;(ID;) € Gy; Set the private key
d; = s(P1 + Q).

Encrypt. Take par, a plaintext M, and multireceiver
identities ZD = (IDq,.
rithm performs:

..,ID;) as inputs, this algo-

1) At random pick ¢ € {0,1}" and set r =

Hs(o, M).

2) Select a € Zg randomly. and set y = o~ mod
q.

3) Fori=1,...,¢t, pick a;1,ai2,...,0:+ € Zq and

compute z; = H(ID;), Q; =
fi@) = Th<jpict 5=2-
a; ot

4) Fori=1,...,t, calculate R; = 22:1 a; . yQ; =
Z;Zl b;Q; where b; = a;,;y € Zq.

5) Output the ciphertext as C = (Ry,..., Ry,
U,Uz, V, W) where Uy = rP, Uy = aPyu,
V =0 HQ(@(Pl, Ppub)r), W = EH4(:7) (M)

Hl(IDl), and
= a1+ a2+ ...+

Decrypt. Take par, a ciphertext C =(Ry,..., Ry,
U1,Us,V W), a receiver identity ID; and correspond-
ing private key d; as inputs, the algorithm performs

as follows:

1) Compute z; = H(ID;);
2) Set A= Ry +2;Ry + ...+ (z!"! mod q)Ry;
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M =

V& Hg(ie(Ul’d")) and

3) Compute o’ FZRY)

Dy, on(W)

Zp.
= M/'
Otherwise, output L to reject the ciphertext.

4) Set v’ = H3z(o', M'); Check equation Uy
If true, accept the message M’. i.e., M

3.2 Cryptanalysis
3.2.1 Confidentiality Analysis

We attack the confidentiality of IND-CCA by a chosen-
ciphertext attack manner. After receiving a challenge ci-
phertext C* = (Ry,..., Ry, Uy, Uy, V*, W*), which is a
ciphertext of message My or M; (Note that My, M; are
chosen by the attacker in challenge phase). The attacker’s

goal is to guess the message M3 (5 € {0,1}) in ciphertext
C*. The attack is described as follows:

At first, the attacker selects v € Z, and calculates
Uj ~Us and R; R;/y for i = 1,...,t. Then
the attacker issues a decryption query for ciphertext
c’ (RY,...,R,, U, Uy, V* W*) like Phase-4 in IND-
ccA game. Obviously, C' # C*. The challenger returns

the message M’ for the decryption query C’. If M’ = My,
the attacker outputs 8’ = 0. Otherwise if M’ = M, the
attacker outputs 3’ = 1.

Attack feasibility. The modified ciphertext C’ holds the
consistency of decryption. That is, N = R} + ;R +
'Ry = Ry + @Ry + -+ R [y = LQi,
o< (S38) < ) -
Hy (ee((%fg’i\i)) ) Then C’ and C* have the same session key
o', which is used to play the key of symmetric encryption

Dy, oy (W*). Moreover, the verification equation Uy <
Hs(o', M")P does not involved the modified components
Ujand R, (i=1,...,t).

Remark 1. The FHH scheme is derived from BF-IBE [2]
and Shamir secret sharing [7]. However, BF-IBE is CCA-
secure under only one receiver. that is, the combination of
BF-IBE and secret sharing scheme will loss the security
level under multireceiver.

Fan et al. declared that FHH scheme achieves forward
security and backward security. The related definitions
are described as follows.

Forward secrecy [6]. The members who have quit
the group should not be able to know the later session
keys.

Backward secrecy [6]. New members should not be
able to know the session keys generated before they join

the group.
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declared that FHH scheme
Actu-
ally, the FHH scheme is neither forward secure nor back-

Remark 2. Fan et al
achieves forward security and backward security.
ward secure. Since anyone can obtain the session key
o’ through transforming the target ciphertext ¢* into the
other ciphertext C' though the session key o’ is randomly
chosen in every session.

3.2.2 Anonymity Analysis

We attack the anonymity by an explicit way. In chal-
lenge phase, the attacker provides two receiver set ZDgy =
{IDo1,...,IDg:} and IDy = {ID;1,..., ID;y .} to the
challenger and receives a challenged ciphertext C* =
(Rf,...,R;, U, Uy, V*, W*). The attacker’s goal is to
determine who is the receiver identity set ZDg where
B € {0,1}. We attack the anonymity as follows:

For k = 0,1, i = 1,...,t, computes z,;, = H(IDy,)
and A; = R + zxR3 + ... + (¢} ;' mod q)R;. Checks
whether the equations (3) hold for £ = 0,1

Ak2

Lk,2

Ak1

Tk,1

Ak

Tkt

3)

If &k = 0 for above equation holds, then outputs 3 = 0.
Otherwise, if k = 1 for the equation holds, outputs 8’ = 1.

Attack correctness. Suppose that ZDy is selected chal-
lenge identity set, i.e., 3 =0. Then fori=1,--- ¢, x; =
H(IDy;), Qi = Hi(IDo;) and R} = Y a;yQo, =
S i1 biQp . it has

A0i

R; + xR+ + 2Ry

(a1,19yQo1 + -+ + ar1yQot)

+zi(a1,2yQoa + - - + ar2yQo,t)
2N ay Qo + -+ ariyQor)

(a1 + a1 0z + -+ al,twi’l)yQo,l

4 (@i F aiom A a D yQo
Foo ot (a4 agami + -+ apat T DyQo
0+ +yQo;i+ -+ 0=yQo; (4)

However, if 3 = 1 and R} 23:1 a;iyQ1,; (Q1,; # Qo,j),
the recovered A by Lagrange interpolating polynomial will

be an random element in G, since it does not hold the
consistency of secret share/reconstruction. Obviously, un-
der this case, 0 = 1, we can obtain

/\1,1 )\1,2
Hy(IDy1) " Hy(IDi2)

ALt
Hy(ID:,)

We now reconsider 5 = 0. As Ag; = yQo,; in Equa-
tion (4), we have

Ao, = yQo,1,Mo2 = YQo2,- -, Aot = YQoyt
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Aot Aoz . Aot _
Thus, Qo1 Qo 2 = Qo: y it 7Dy =
(IDg1,IDg2,- -+, IDy,) is the chosen identity set in the

ciphertext. Thus, we can check whether the equation (3)
holds to decide which multireceiver set is chosen.

Our attack is very fast since it does not involve any
oracle query and pairing operation.

Remark 3. Anyone can deduce the authorized receivers
because he can publicly compute \; for all ID; € ITD and
Then, the FHH scheme does
not achieve a weaker security of IND-CPA. Actually, the
FHH scheme cannot achieve the anonymity of ANON-CCA
since our attack does not involved any decryption query.

these \; are linear to Q;.

Proposition 1. The FHH scheme does not capture the
confidentiality of IND-CCA and the anonymity of ANON-
CCA. In particular, the FHH scheme only achieves the
confidentiality of IND-CPA security.

4 Concluding Remark

In this work, we pointed out that a multireceiver encryp-
tion proposed by Fan et al. provides neither confidential-
ity of IND-CPA nor anonymity that they had previously
declared. We stated that the their scheme only achieves
the weaker confidentiality of IND-CPA. We also showed
that a trivial secret sharing cannot achieve the anonymity
in the multiple identities privacy preservation.
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