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Abstract

Smart cards have been applied on password authentica-
tion in recent years. A user can input his/her identity
and password to require services from the remote server.
There are various attacks through an insecure network to
obtain a user’s information. Therefore, many schemes are
proposed to guarantee secure communication. However,
a lot of schemes are not secure. Recently, Tan proposed
an improved password authentication using a smart card
for multi-server environments. In this paper, we show the
weakness of Tan’s scheme, and his scheme cannot resist a
password guessing attack.
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1 Introduction

As Internet development is rapidly fast, a user can ob-
tain various services from a server through Internet.
However, transferring information between users and
servers through an insecure network may suffer some at-
tacks [4, 5, 6, 13, 19]. Using password authentication
with a smart card is an efficient scheme to support these
services. In 1981, Lamport [15] proposed an approach
which can use the password to authenticate between a
user and a remote server. After that, a series of stud-
ies [8, 11, 13, 14, 17, 31, 32, 34, 35]. have been re-
searched on password authentication using a smart cart
based on a remote server. However, a user wants to
get some services from different remote servers, he/she
needs to use a different password to login a different
server. Some researches use the neural network to au-
thenticate with password [22, 27]. Some researches are
to authenticate with password in multi-server environ-
ments [2, 3, 28]. Some schemes are based on public cryp-
tosystems [7, 36]. Some schemes are based on hash func-

tion and symmetric cryptosystems [25, 26, 29, 40, 41, 42].
There are some biometrics-based remote user authenti-
cation schemes [20, 21, 30]. Some schemes are based on
identification cryptosystems [1, 12, 24].

Many schemes [10, 18, 23, 37, 38] proposed result in
insecure problems between a user and a server. In recent
years, Wang et al. [39] proposed a password authentica-
tion key agreement scheme using a smart card for multi-
servers, and this scheme is based on quadratic residue. In
addition, Tan [33] found out Wang et al.’s scheme can’t
withstand an impersonation attack, and doesn’t provide
perfect forward security. Tan proposed an improvement
scheme based on Diffie-Hellman assumptions [9, 16]. How-
ever, we find out Tan’s scheme cannot resist a password
guessing attack. In this paper, we will demonstrate Tan’s
scheme, and show the security weakness of Tan’s scheme.

In this paper, the structure of article is depicted as
follows. In Section 2, we will briefly review Tan’s scheme.
In Section 3, we will show how the password guessing
attack occurs in Tan’s scheme. Finally, our conclusion
will describe at the last section.

2 Review of Tan’s Password Au-
thentication Scheme

For analyzing the security weakness of Tan’s scheme [33],
we will introduce the scheme in this section. Tan’s pass-
word authentication scheme is based on a smart card for
multi-server environments. A user in this scheme is called
Ui, a server is called Sj and a registration center is called
RC. Two master keys, x and y which are held by RC.
IDi and SIDj are identity of user i and server j, respec-
tively. All users and servers have public information. In
addition, q is prime order in a large field Fq, g is a gener-
ator and h(·) is a security hash function.

Besides, this scheme has two cases, the first time login
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Figure 1: The login phase of Tan’s scheme

and the non-first time login. There are four phases of their
scheme: registration phase, login phase, authentication
phase, and password change phase. All the cases have
the same registration phase and password change phase.

2.1 The First Time Login

In the registration phase, the registration center RC com-
putes RSj = h(SIDj ‖ y) as secret information and
sends it to the server Sj through a secure channel. And
then, user i submits his identity IDi and registers to RC.
Ui receives h(IDi ‖ x) which is computed by RC. Ui

chooses PWi and used h(IDi ‖ x) to compute Bi =
h(IDi ‖ x)⊕ h(IDi ‖ PWi). A smart card contains {Bi,
IDi, h()}.

If user Ui wants to login the server Sj , he/she will
insert his/her smart card and key his/her identity IDi and
password PWi. And smart card will execute those steps
described in Figure 1. In order to save space, we ignore to
introduce the authentication phase and password change
phase. Please refer them in Tan’s scheme [33].

2.2 The Non-First Time Login

Not the first time login is something different from the
first time login. After the first time login, RC doesn’t
need to participate for the login as the first time. If Ui

wants to obtain the service from servers, he/she just needs
to communicate with the server.

3 Analysis of Tan’s Scheme

In this section, we will demonstrate that Tan’s scheme is
vulnerable to the password guessing attack.

Before the attack is executed, we assume that attacker
steals the user’s smart card and extracts these informa-
tion stored in a smart card by some means. And then
the attacker can execute the password guessing attack as
follows.

Password Guessing Attack If the attacker wants to
guess a user’s password, he/she will interpret the login
message { IDi, SIDj , C1, C2 } in login phase between
Ui and Sj , and { IDi, SIDj , C1, C2, V1, V2 } between
Sj and RC. He first guesses the password PW ∗, and
computes h(IDi ‖ PW ∗) and Bi ⊕ h(IDi ‖ PW ∗) =
h(IDi ‖ x). And then, the attacker calculates N∗

i = C1⊕
h(T ∗i ‖ SIDj) and C2 = h(C1 ‖ N∗

i ). If the equation is
hold, the attacker can get the correct password. If not,
the attacker will restart computing h(IDi ‖ PW ∗) to C2

= h(C1 ‖ N∗
i ) until the equation is hold.

4 Conclusion

In this paper, we first have shown the Tan’s scheme [33] is
vulnerable to the password guessing attack. The attacker
can obtain a user’s correct password through this attack.
From analysis of Tan’s Scheme in this paper, it is shown
that Tan’s scheme is insecure to protect a user’s password.
The security analysis can help this scheme find out the
weakness improved and applied in the other related area.
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