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Abstract

Ensuring security of an underlying routing protocol in
wireless mesh network (WMN) is a crucial issue because
of the multi-hop communication environment and wireless
media. This has been realized by various researchers, and
several secure routing protocols have been proposed to ad-
dress the security vulnerabilities. In this work, we point
out the vulnerabilities of the important existing secure
routing protocols proposed for WMN. Also, we present a
secure routing protocol tailored to WMN. We adapt the
simulation paradigm approach to prove the security of the
proposed routing protocol.
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1 Introduction

Wireless mesh networks have emerged as a promising
technology to provide low-cost, high-bandwidth wireless
access services to its clients in a variety of application
scenarios [4]. A typical WMN is comprised of a set of sta-
tionary mesh routers (MRs) that form the mesh backbone
and a set of mesh clients that communicate via MR’s. The
major functionality of a mesh backbone is to provide se-
cure network services to its clients. Ensuring security of
network services is a challenging task as the open nature
of the wireless medium and multi-hop cooperative com-
munication environment subject these services to variety
of security threats.

Routing is one such network service that is vulnerable
to number of threats from adversaries both internal and
external to the network. A detailed survey of such routing
attacks has been made in [28]. Also, Several mechanisms
like [17, 26], have been proposed to mitigate the selfish
packet dropping attacks in MANET.

A variety of secure routing protocols include
SAODV [27], ARAN [10] Ariadne [12], SRP [21] and

SAR [14] have been proposed to address the security
vulnerabilities in ad hoc networks. It is observed that
these protocols are still vulnerable to a number of security
threats in an Active-n-m adversary [7] model, in which an
adversary can control m compromised nodes with n com-
promised identifiers in the network.

The contribution of this work is in two folds. First we
analyse the security of the existing on-demand hop-by-
hop secure routing protocols (SAODV, ARAN and SAR).
Later, we propose a secure routing protocol SWMP (se-
cure wireless mesh protocol) to address all the known vul-
nerabilities. To prove the security properties of SWMP,
we employ the simulation paradigm approach that has
been previously used by Acs et al. [3]. The simula-
tion paradigm approach has been shown to guarantee
the security of routing protocols for ad-hoc networks
in [1, 6, 12, 23].

The rest of the paper is organized as follows. Section 2
discusses the related work. In Section 3, we present the
network, adversarial model and basic definitions of secu-
rity used to evaluate the proposed protocol. In Section 4,
we present various identified attack scenarios on existing
secure routing protocols. Section 5 presents the proposed
secure routing protocol for WMN (SWMP). The security
proof of SWMP is presented in Section 6. In Section 7,
we present a brief discussion on robustness of SWMP. Fi-
nally, Section 8 concludes the paper.

2 Related Work

Routing is one of the core networking functionalities of
a network. An attacker can easily target the underlying
routing protocol to compromise the security of a network.
Ensuring security involves addressing of diverse security
issues to preserve integrity, confidentiality, privacy and
anonymity of routing messages in a routing protocol. A
numerous works [10, 12, 14, 15, 16, 18, 19, 21, 27] have
been carried out to address different security issues of
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routing protocols. Even though a lot of work has been
done on resolving the routing security issues, still the ex-
isting routing protocols are not free from the present vul-
nerabilities. The three major factors to be considered in
evaluating a secure routing protocol are: the adversary
model, actual design of the protocol and its security anal-
ysis. In this section, we evaluate few of the existing secure
routing protocols based on these features.

Ariadne [12] is a secure version of dynamic source
routing protocol (DSR) [13] that operates in presence
of an active-n-m adversarial model. It relies on pre-
deployed pairwise symmetric keys or pre-deployed asym-
metric cryptography for authentication. Even though the
former is more efficient, it requires shared secrets between
communicating nodes, which is not always feasible to es-
tablish. A third option for Ariadne is the TESLA au-
thentication scheme [3], which is also based on asymmet-
ric encryption, thus requiring a certification authority or
pre-deployed keys. TESLA requires packets to be delayed
by the longest RTT in the network before they are sent
(thus route creation incurs this delay in both request and
response phases). The security of Ariadne has been eval-
uated in [3, 9] and is shown to be insecure.

SAODV [27] is a secure extension to AODV [22] de-
signed to protect route discovery mechanism and pro-
vide security features like integrity, authentication and
non-repudiation in presence of an active-n-m adversarial
model. SAODV relies on a two fold mechanism to secure
routing messages. Firstly, a routing message is divided
into mutable and non-mutable information. Later, digital
signatures are used to authenticate non-mutable fields of
these messages, and hash chains to secure the hop count
information (the only mutable information in the mes-
sages). A hash chain is formed by repeatedly applying a
one way hash function. Whenever a node has to send a
RREQ or a RREP it generates a random number (seed),
sets the Max-Hop-Count to the time-to-live (TTL) value
in the IP header, and Hash to the seed value. Later, it
calculates Top-Hash by hashing the seed Max-Hop-Count
times. Every time a node receives a RREQ or a RREP
it verifies the hop count of the message. Before rebroad-
casting a RREQ or forwarding a RREP, a node hashes
the Hash value one time in the Signature Extension. Sev-
eral security threats against SAODV have been presented
by various researchers. The formal security analysis of
SAODV has been presented in [2, 11] and shown to inse-
cure in presence of an active-n-m adversarial model.

ARAN [10] is an authenticated routing protocol for
ad-hoc networks (ARAN) that uses cryptographic certifi-
cates to meet security goals such as authentication and
non-repudiation, in presence of an active-n-m adversary.
Route discovery in ARAN is accomplished by broadcast-
ing a route discovery message that is authenticated end-
to-end and integrity of the message is verified hop-by-hop.
Similarly, the route reply is propagated in unicast fashion
by the destination that is also authenticated end-to-end
and verified hop-by-hop. ARAN does not consider any
routing metric and therefore is not suitable for a high-

performance network like WMN. The security of ARAN
has been evaluated in [12, 20]. It is shown to be inse-
cure in [20]. In addition to the identified vulnerabilities,
we present additional security flaws of ARAN that have
been overlooked.

Security-aware routing protocol (SAR) [14] is an on
demand routing protocol that uses ”level of security” as
routing metric instead of hop-count. The route discov-
ery process is similar to AODV with an exception that
a source broadcasts a RREQ that contains a field spec-
ifying the desired security level called QoP (quality of
protection). Only nodes whose security levels are equal
to or higher than that required in the packet can forward
RREQ and RREP packets. In this way, nodes having
lower security level or nodes that are compromised are
circumvented.

Secure routing protocol (SRP) [21] is another on-
demand secure source routing protocol that secures route
discovery process against non-colluding Byzantine adver-
saries. SRP assumes security association (SA) between
source S and destination D. SRP therefore relies on end-
to-end security association and does not require interme-
diate nodes to validate a routing message. It uses an
additional header called SRP header that contains the
query sequence number QSEC , query identifier number
QID, and a 96 bit MAC field. Intermediate nodes discard
a RREQ, if the SRP header absent. The destination D
responds to RREQ with an appropriate QSEC and QID

to the source. The source matches the QSEC and QID

in RREP with the QSEC and QID of currently pending
query, for accepting a RREQ. The formal security anal-
ysis of SRP is presented in [5]. Vulnerabilities of SRP
are identified in [9, 24] employing formal verification ap-
proach.

Security of a routing protocol can be evaluated only
by employing formal verification processes due to to the
subtle nature of the flaws [6]. Many vulnerabilities have
been identified in the existing secure routing protocols
by evaluating their security using formal verification ap-
proach [3, 8, 9, 11, 12, 20]. The security of these existing
protocols is formally verified employing the same adver-
sary model in which they were proposed, and are shown
to be insecure.

In this paper, we first identify the vulnerabilities of ex-
isting secure routing protocols in presence of an active-n-
m adversary model. Later, we present a routing protocol
that operates in the presence of similar active-n-m adver-
sarial model and overcomes all the identified flaws/ vul-
nerabilities. We further evaluate the security of the pro-
posed protocol in presence of a stronger adversary model
(class VIII adversary model as proposed in [6], where at-
tacker nodes have increased reception capability) and is
shown to be secure.
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3 System Model

In this section, we present the network and adversarial
model employed in the design of SWMP along with the
system model, its states and correctness to evaluate secu-
rity of the proposed protocol. The definitions of system
correctness and the security are similar to those defined
in [3].

3.1 Network Model

We consider a typical wireless mesh network (WMN) ar-
chitecture, where a set of MR’s form the backbone of
the WMN. Few of these mesh routers (MR’s) designated
as gateways are connected to the Internet. Mesh clients
(MC’s) are typical wireless clients connected to specific
MR’s with access point functionality. We model the
backbone of the WMN as an undirected labelled graph
G(V,E), where V is the set of vertices and E is the set
of edges. Each MR represents a node, and there is an
edge between two vertices if and only if there is a com-
munication link between the corresponding nodes. The
communication links between nodes are assumed to be
bi-directional. Each link is assigned a cost by a node con-
nected to it with the help of a cost function CLink: E →
R, to represent the routing metric.

3.2 Security Model

3.2.1 Security Assumptions

We assume that each node in the network obtains a valid
certificate signed by a certification authority (CA), later,
to be used for authentication. Nodes use authenticated
identifiers for secure peer link establishment and during
path-selection process. The set of node-identifiers are
denoted by L and we label each vertex v of V in G
with the identifiers used by the node corresponding
to v. Each non-malicious node in the network uses a
single identifier that is unique in the network, whereas
malicious nodes may use multiple identifiers of the
compromised ones. The set of malicious nodes and their
identifiers is represented by V ∗ and L∗ respectively. The
assignment of identifiers to the nodes is represented by a
labelling function Φ: V → 2L, which returns the set of
labels assigned to each vertex v in G. If v corresponds
to a non-compromised node, then Φ(v) is a singleton
and Φ(v) * Φ(v∗) holds for any other vertex v∗. A
configuration conf can be defined as follows.

Configuration: Configuration conf is a four tuple
(G(V,E), V ∗, Φ, CLink) that consists of a network graph,
the set of compromised nodes, the labelling function and
cost function.

To prevent nodes from establishing neighborhood re-
lations with nodes that are not within each other’s radio
range, a secure neighbor discovery protocol like [25] is
used. As part of secure neighbor discovery, a node au-
thenticates itself with all the nodes in its two-hop range

by presenting a valid certificate and thereby validating its
neighborhood.

3.2.2 Adversarial Model

We consider an active-n-m attacker model, where n sig-
nifies the number of compromised MR’s that hold key-
ing material, and m is the total number of attacker
nodes in the network. Usually, attacker nodes in the
active-n-m attacker model have similar capabilities as
non-compromised nodes, but, to strengthen the active-
n-m attacker model, we increase the reception capability
of an attacker allowing it to receive all messages in the
network. This kind of an adversary with increased recep-
tion capability is considered in class VIII attacker model
of [6]. Practically, higher reception capability signifies an
attacker with high-range antennas operating at low power
to avoid being detected.

We also assume that a compromised nodes is capa-
ble of sharing its identifier with other malicious nodes in
the network. The active-n-m attacker model combines all
neighboring attacker nodes (that can share information
from captured messages during network operation) into
a single node. The combined single attacker is therefore
limited in its transmission capability and is represented
as a single entity. Such an attacker is capable enough of
launching various kinds of modification, metric manipula-
tion, fabrication and packet dropping attacks such as grey
hole and black hole. The major motivation of an attacker
in our adversary model is to corrupt the routing protocol
to launch various kinds of denial of service (DoS) attacks.

3.3 System State

State of the system Q can be represented by the set of
routing tables of all non-compromised nodes. A routing
entry in v’s routing table can be represented as a five
tuple field (v, ltar, l1nxt, l

2
nxt, C) in Q with identifier ltar

as target and l1nxt as the one-hop and l2nxt as the two-hop
identifier with routing metric C. Thus, the system state
Q ⊂ (V \ V ∗) x L x L x L x R is a collection of such
tuples. A system is said to be in a correct state if all the
routing-entries of non-compromised nodes are correct, i.e.,
if v has a routing entry for target ltar with one-hop l1nxt
and two-hop l2nxt with cost C, then actually there exists
a route that starts at node v, ends at node ltar and the
path through l1nxt, l

2
nxt with the metric value C.

Definition 1. (Correct State): The state Q of a system
is said to be correct if for every (v, ltar, l1nxt, l

2
nxt, C) ∈

Q, there exists a sequence v1, v2,....,vp of vertices in V
such that (vi, vi+1) ∈ E for all 1 ≤ i < p, and

• v1 = v,

• ltar ∈ `(vp)

• l1nxt ∈ `(v2)

• l2nxt ∈ `(v3) and
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•
∑

Clink ≤ C.

3.4 Dynamic Representation of the Sys-
tem

3.4.1 Simulation Paradigm

The proposed secure wireless mesh protocol is evaluated
by simulation-paradigm approach. The main idea of
simulation-based approach is to construct two models, a
real-world model, and an ideal world model to evaluate
a protocol under investigation. A real-world model de-
scribes the operation of the protocol with all its details in
a particular computational model whereas an ideal-world
model describes the protocol in an abstract way mainly
focusing on the services that the protocol should provide.
Once constructed, the security of a real-world protocol is
compared to that of a ideal-world implementation of the
same task.

Both the models contain adversaries and their behav-
ior is not constrained apart from the requirement that
it has to run in polynomial time. The presence of an
adversary in an ideal-world model essentially has no af-
fect on the system due to the nature of its design. In
other words, the ideal-world system is secure by its con-
struction. The real-world model implements the actual
protocol under consideration. Once both the models are
implemented, the goal is to prove that for any real-world
adversary there exists an ideal-world adversary that can
achieve the same effects in the ideal-world model as those
achieved by the real-world adversary in the real-world
model. The security of a protocol interpreted from an
adversary’s generated view states that, if the view gener-
ated by an adversary after executing a protocol in the real
world model, can be solely generated from the informa-
tion it legitimately possesses, then the protocol is termed
to be secure. This implies that an adversary cannot gain
extra information from the execution of a protocol, and
everything that an adversary gathers can be generated by
the adversary itself.

The real-world and ideal-world models are constructed
as interacting Turing machines. The real-world model
consists of honest and adversarial nodes represented
by Mi and Ai respectively. The nodes run the desired
actual protocol in order to complete a specific task.
Similarly, The ideal world model too consists of honest
and adversarial nodes, but the honest nodes interact with
an ideal functionality F, running the ideal protocol φ.
The functionality F is synonymous to the protocol to be
evaluated, but it is provided with all the initial conditions
that allows it to detect when the system goes into an
incorrect state. An adversary in the ideal-world cannot
gain any extra knowledge except for the information that
F chooses to provide.

Real-world Model: The real-world model is comprised
of a set of interacting Turing machines those interact via
common tapes. The basic rules governing the construc-

tion of a real world model are similar to the one pre-
sented in [12]. The configuration of the system, denoted
by sysrealconf,A, corresponds to a conf = (G(V,E), V ∗, L,
CLink) and adversary A. To simulate the operation of a
routing protocol, the complete model is viewed as a collec-
tion of Turing machines {M1,....,Mn, A1,....,Am, H, C}
where Mi represents a non-compromised node that corre-
sponds to a vertex V \ V ∗ and machine Aj corresponds
to compromised vertex in V ∗ as shown in Figure 1. Ma-
chine H models an higher-layer protocol that can initiate
a route discovery process to any machine Mi. Machine
C models the wireless broadcast medium, represented by
the edges in E.

The set of all machines in the model are initialized
with certain input data to represent their initial state.
Machines are connected to each other via tapes. For ex-
ample, an interaction between a machine Mi and machine
C is facilitated through input and output tapes ini and
outi. Execution of the protocol begins once the machines
are initialized. The machines operate in a reactive man-
ner, that is they need to be activated in particular order
for them to perform a defined computation. An activated
machine, reads the content of its input tapes, processes
the received data, updates its internal state, writes some
output on its output tapes, and goes back to sleep (i.e., it
waits for the next activation). The machines are activated
in rounds by a scheduler.

...
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M
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M
i
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Figure 1: Interconnection of machines in real-world model

Machine C is intended to model the broadcast nature
of radio communications. Its task is to read the content
of the output tape of each machine Mi and Aj and copy
it on to the input tapes of all the neighboring machines,
where the neighbor relationship is determined by the con-
figuration conf. Machine H models higher-layer protocols
(i.e., protocols above the routing layer) of the end-users
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of the non-compromised devices. H can initiate the route
discovery process at any machine Mi by placing a request
on tape reqi. A response to this request is eventually re-
turned via tape resi. Machines Mi (1 ≤ i ≤ n) represent
the non-compromised nodes, which belong to the vertices
in V \ V ∗. Mi communicates with machines C and H
via its tapes ini, outi and reqi, resi. The operation of Mi

is essentially defined by the considered protocol.

The computation ends when H reaches one of its final
states. The final state can either be a response to the
request placed on reqi (1 ≤ i ≤ n) or a time-out due to
lack of routes. The output of sysrealconf,A, is an ensemble of
routing tables of the non-compromised nodes. We denote
the output by Outrealconf,A(r), where r is the random input
of the model.

Ideal-world model: The ideal-world model that corre-
sponds to a configuration conf = (G(V,E), V ∗, L, Clink)
and adversary A is denoted by sysidealconf,A. The main differ-
ence between ideal and real-world model is that the set of
machines Mi (1 ≤ i ≤ n) is replaced with a new machine
called T. The ideal world model is depicted in Figure 2.
The operation of the ideal-world model is very similar to
the real-world model except for the operation of new ma-
chine T. In effect, machine T emulates the behavior of
the machines Mi (1 ≤ i ≤ n), with the difference that T
is initialized with conf, and record a special symbol ’$’
when the system gets into an incorrect state.

...
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Figure 2: Interconnection of machines in ideal-world
model

Similar to the real-world model, the computation ends,
when H reaches one of its terminal states. The output
of the ideal-world model is either an ensemble of the
routing tables (for T has not recorded an incorrect state
during the computation), or a special symbol ’$’ that

indicates that an incorrect state has been encountered.
The output is denoted by Outidealconf,A(r) when r is chosen
uniformly at random.

Definition 2. (Statistical Security): A routing proto-
col is said to be statistically secure if, for any configuration
conf and any real-world adversary A, there exists an ideal-
world adversary A

′
, such that Outrealconf,A = Outideal

conf,A′ ,

where ’=’ means ”statistically indistinguishable”.

Intuitively, a routing protocol is said to statistically se-
cure if the effect of a real-world adversary on a real-world
model can be ”almost perfectly” simulated by an ideal-
world adversary in the ideal-world model. That is, no
ideal-world adversary exists that can cause the ideal-world
system to go into an incorrect state, it follows that no real-
world adversary can exist that can cause the real-world
model to move into an incorrect state with non-negligible
probability because if such an adversary exists, then no
ideal-world adversary can simulate it ”almost perfectly”.

4 Vulnerabilities of Existing Se-
cure Routing Protocols

n this section, we present the identified vulnerabilities in
some of the existing secure routing protocols. We adapt
the same definition of a correct state from [12] to evalu-
ate the security of the considered routing protocols, since
these protocols are earlier shown to be secure in their
model. It states that, a routing protocol is secure, if
it ensures that incorrect entries in the routing tables of
non-compromised nodes are generated only with negli-
gible probability. In other words, a routing protocol is
secure only when the ideal-world model goes into an in-
correct state with negligible probability. We classify the
identified attacks into one of the following three types.

• Metric Manipulation Attack: Existing secure
routing protocols are designed to prevent an attacker
from decreasing the routing metric to influence path
selection decisions. But, an attacker can still cause
inconsistencies in the selected routes without acting
on the metric field or by artificially increasing the
routing metric. By increasing the routing metric, an
attacker can prevent some of the routes from being
selected, thus disrupting the network services due to
increased congestion on few routes.

• Route Corruption Attack: An attacker can
launch a route corruption attack by manipulating
routing information to disrupt network operation.
One way an attacker can achieve this is by colluding
with another malicious node and misrepresenting its
own identity. The main aim of route corruption at-
tack is to cause inconsistencies in the selected routes.

• Routing loop attack: A routing loop attack is one
of the more serious forms of active attacks where an
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attacker can directly influence route selection deci-
sions. An attacker can launch a routing loop attack
by impersonating the identity of another node. The
main aim of the attacker in launching this attack is
to prevent route discovery process from establishing
routes.

4.1 SAODV

SAODV is a secure extension to AODV that protects
the route discovery mechanism and provides security fea-
tures like integrity, authentication and non-repudiation.
SAODV assumes that each node has a signature key
pair from a suitable asymmetric crypto system. Further,
each node is capable of securely verifying the association
between the address of a given node and the public key
of that node. A routing message in SAODV contains mu-
table and non-mutable information. Therefore, SAODV
employs two mechanisms to secure these messages. Digi-
tal signatures are used to authenticate the non-mutable
fields of a message, and hash chains are used to secure
the hop count information (the only mutable information
in the messages). Digital signatures ensure that an
adversary cannot modify the non-mutable information
without the change being detected by non-compromised
nodes and hash-chains prevents a node from decreasing
the hop-count, and thereby preventing malicious nodes
from projecting longer routes as short.

Metric Manipulation Attack: SAODV prevents
nodes from reducing the hop-count of a route during
route discovery process. But, an attacker can still cause
inconsistencies in the selected routes by not acting on
the routing metric. For example consider the scenario
presented in Figure 3, where a source S tries to discover
a route to target T. A malicious node M that receives
a RREQ from S can simply forward a RREQ without
incrementing the hop-count. A target node T that
receives a RREQ from I1 selects it over other routes as
the hop-count through this route is 2. This results in a
routing inconsistency as the route selected {S, I1, T, 2}
is non-existent in the network. The ideal-world model
initialized with a configuration conf = (G(V,E), V ∗, L,
Clink) moves into an incorrect state thus deeming it to
be insecure.

SAODV is also susceptible to metric manipulation
attacks where an attacker increases the routing metric
to prevent some of the paths from being selected. This
results in congestion due to over utilizing of some of
the paths and few paths being under utilized. This is a
serious form of an attack, as it can result in all kinds of
DoS and is rather difficult to detect.

Route Corruption Attack: Consider the attack
scenario as shown in Figure 4 where a source S tries to
discover a route to a target node T by broadcasting a
RREQ. The target node T that receives this RREQ,

S T

A

I
1

I
2

M

Figure 3: Metric manipulation attack

responds to it by transmitting an RREP. A malicious
node M that receives this RREP, acts on it and forwards
to S but using the node identifier of A. On receiving
the RREP, node S successfully validates and accepts a
non-existent route in the network. Thus, an ideal-world
model moves ends up in an incorrect state.

S T

A

I
1

M

Figure 4: Route corruption attack on SAODV

Routing Loop Attack: SAODV is also susceptible to a
routing loop attack when a malicious node M propagates
a RREQ by impersonating an honest node. For example,
consider a potential path between source S and target
T. When node M receives a RREQ, it propagates the
RREQ by impersonating the identity of an honest node
C. Node I accepts and processes the message and creates
a routing entry for S through C. Node C that receives
a RREQ from I creates a routing entry for S through I,
hence forming a routing loop. An adversary can exploit
this flaw to force the ideal-world model to end up in an
incorrect state.

S −→ A −→ B −→M −→ I −→ C −→ D −→ T

4.2 ARAN

Authenticated Routing for Ad hoc Networks (ARAN), is
an authenticated routing framework for secure routing
in ad-hoc networks. ARAN utilizes cryptographic cer-
tificates to provide authentication and non-repudiation.
Routing messages are authenticated end-to-end and
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verified for integrity at each hop. When a source node A
needs to find a route, it generates, signs and broadcasts a
RREQ. Upon receiving the message, node B(the one-hop
neighbor of A) uses the pubic key of A to verify the signa-
ture in received RREQ. If the signature is verified, node
B updates its routing table accordingly, signs the RREQ
and appends its own certificate before rebroadcasting
it to its one-hop neighbors. Otherwise, the received
message is considered to be unauthentic and is discarded.
This process is repeated by every intermediate node that
processes this RREQ. The destination node that receives
this RREQ, verifies the signature of source, creates a
RREP and unicasts it back along the reverse path to the
source.

Route Corruption Attack: Let S be the source node,
T be the target node, and X and Y be the adversarial
nodes as shown in Figure 5. Initially, a source node S
begins a route discovery process by broadcasting a route
request message:

(RREQ, T, certS , NS , t, SigS)

S T

Y

I
1

X

Figure 5: Route corruption attack on ARAN

X receives the request message and rebroadcasts the
following request message:

(RREQ, T, certS , NS , t, SigS , SigX , certX)

When the target T receives the request message and
sends a route reply as follows:

(RREP, S, certT , NS , t, SigT )

Then X receives the following reply:

(RREP, S, certT , NS , t, SigT , SigA, certA)

If X forwards the reply to S, S will set a correct entry
in its routing table, in which the target is T, the next
hop is X. However, X has another identifier Y, and Y is
a neighbor of S, so X uses the identifier Y to send the
following reply to S :

(RREP, S, certT , NS , t, SigT , SigY , certY )

S receives the reply, and all the verifications will be
successful. So S set an entry in its routing table, in which
the target is T and the next hop is Y, and this route does
not exist in the actual network. Therefore, this will lead
to an incorrect entry in the routing table of a normal node.

Routing Loop Attack: An adversary X can launch a
routing loop attack on ARAN with the help of compro-
mised identity information of another node Y. Consider a
path in the network as shown below between source S and
target T. A source S broadcasts a message after signing
the RREQ.

S −→ A −→ B −→ X −→ I −→ Y −→ C −→ T

Node X that receives the RREQ message, broadcasts
it after appending node Y ’s information instead of its
own information. I accepts and process the message and
creates a routing entry for S through Y. Node Y that
receives a RREQ from I creates a routing entry for S
through I, hence forming a routing loop. ARAN also suf-
fers from delayed transmission attacks due to absence of
routing metric and selects routes based on the processing
delay. In such a network, a node can delay processing of a
RREQ message and prevent few of the paths from being
selected. Few numbers of adversarial nodes can signifi-
cantly affect the performance of the network by simply
delaying the processing of messages.

The above presented attacks are modelled on an active-
n-m adversary model. That is, an adversary is assumed
to operate in a constrained environment described by the
adversary model. With a little enhancement of the ad-
versarial capability (i.e., the adversary with reception ca-
pability), leads to a number of extra vulnerabilities.

5 The Proposed Secure Routing
Protocol for WMN

The proposed secure wireless mesh protocol (SWMP)
makes use of digital signatures to prevent all the vulner-
abilities including those presented in the earlier section.
SWMP requires every node to maintain secure neighbor-
hood relations with all the nodes in its two-hop range.
To prevent malicious nodes from manipulating the accu-
mulated metric, the RREQ is protected with the help of
signatures. SWMP mainly prevents nodes from modify-
ing the metric field appended by previous nodes in the
network. Route discovery in SWMP is accomplished by
a broadcast route discovery message from a source node
that is replied back by destination node.

SWMP uses signatures to provide authentication and
message-integrity to the route discovery process. There-
fore it requires the use of a trusted certificate server,
whose public key is known to all valid nodes. Nodes
use these certificates to authenticate themselves to other
nodes during the peer link establishment process. The
proposed protocol relies on neighborhood relations (both
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one-hop and two-hop) established during neighbor discov-
ery process. Each node maintains a list of public keys of
all the nodes in its one-hop and two hop neighborhood.
The public and private keys of a node A are represented
by Ku

A and Kv
A respectively. Digital signatures provide

integrity to the routing messages. The route selection
process of SWMP is detailed as follows.

5.1 Route Discovery Process

The goal of the route discovery process is to allow nodes
to select optimal path between source and destination.
Route selection process assures that the selected path is
in fact an optimal of available paths.

The source node, S, as shown in Figure 6, begins path
selection process to destination T by broadcasting a route
request (RREQ):

S −→ ∗ : {RREQ,PrvHopAdr}Kv
S{MS , S SQ}Kv

S

Figure 6: A simple network

The contents of the RREQ are similar to that of
HWMP RREQ element. The PrvHopAdr element in the
RREQ element is the address of the previous hop node
from which the current transmitting node received the
RREQ. It is not applicable to the source node transmit-
ting the RREQ. The RREQ element is extended to in-
clude an authenticated metric field.

Nodes A and B that receive the RREQ, verify the au-
thenticity of the message and metric field by verifying the
signature. Before re-broadcasting the RREQ, nodes A
and B set the PrvHopAdr field in the RREQ with ad-
dress of S. Nodes A and B also compute the cumulative
metric MA and MB(from A → S and B → S ) respec-
tively. The metric field along with the source sequence
number (S SQ) is independently signed and appended to
the RREQ. The source sequence number in the appended
metric field ensures the freshness of the RREQ. The met-
ric originally appended by S has kept intact.

A −→ ∗ : {RREQ,S}Kv
A{MS , S SQ}Kv

S{MA, S SQ}Kv
A

B −→ ∗ : {RREQ,S}Kv
B{Ms, S SQ}Kv

S{MB , S SQ}Kv
B

When nodes C, D and E receive the broadcasted
RREQ, they verify the authenticity of the RREQ mes-
sage and the metric fields appended by S and A ( or B).
No RREQ is processed if the PrvHopAdr in the RREQ
does not correspond to a registered two-hop neighbor (a

node that is not discovered during the neighbor discovery
process). They act on the RREQ accordingly and mark
the path entry in their forwarding table. Let a node C
receives a RREQ from A, acts on the RREQ by setting
the PrvHopAdr in the RREQ to A. It is further authenti-
cated by C. The metric field appended by S is discarded
and the current cumulative metric MC (till C → A) is
authenticated and appended. This process is repeated by
each intermediate node until the RREQ reaches its des-
tination. Each intermediate node repeats this process to
establish an authenticated route towards the source. The
RREQ broadcasted by C is given by:

C −→ ∗ : {RREQ,A}Kv
C{MA, S SQ}Kv

A{MC , S SQ}Kv
C

5.2 Route Reply Process

The destination T responds to a RREQ that offers better
air-time metric. The metric comparison is restricted to
two hops similar to other intermediate nodes. On success-
fully validating the RREQ, the destination node responds
to it by unicasting a signed route reply. The RREP el-
ement is modified to include the PrvHopAdr field. The
PrvHopAdr allows a node to keep track of both the for-
ward and reverse routes. The format of the RREP that
is individually addressed to H is shown below:

T −→ H : {RREP,PrvHopAdr}Kv
T {MT , T SQ}Kv

S

Even though the RREP message is generated and ad-
dressed individually to confirm the reverse path to the
source, signing the metric field (along with target se-
quence number) independently is necessary to preserve
the freshness of the RREP. Each node updates the ad-
dress fields along with PrvHopAdr field, signs and prop-
agates the route reply. The route reply process confirms
the path selected on both sides of the route (forward and
reverse directions).

6 Security Proof

Theorem 1. The proposed SWMP is statistically secure
if the signature scheme is secure against chosen message
attacks.

Proof. In order to prove the security of SWMP let us
construct an appropriate ideal-world adversary A

′
as dis-

cussed in Section 3 for any real-world adversary A. Next,
initialize both the systems with the same configuration
conf and same random input r. The proposed protocol is
said to be secure if the output (Outideal

conf,A′ ) of the ideal-

world model for ideal-world adversary A
′

is statistically
indistinguishable from the output of a real-world model
(Outrealconf,A) for any adversary A. In this case, sysrealconf,A

and sysideal
conf,A′ are identical implies that, in each step the

state of the corresponding machines and the content of
the corresponding tapes are same. On the other hand, if
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an incorrect state is encountered, the output configura-
tions of both the models do not match as the ideal-world
model outputs a special symbol($).

A system moves into an incorrect state when a routing-
entry of a non-compromised node v is incorrect. Node v
sets a routing entry (ltar, l1nxt, l

2
nxt, C) for a target ltar

only if it has received a signed RREQ message which has
been traversed through l2nxt and l1nxt with metric equal to
C, that is cumulative of Ml2nxt

and Ml1nxt
.

Now, the node v shares one-hop and two-hop neigh-
borhood relations with l1nxt and l2nxt. The routing entry
can be made incorrect forcing one of the following cases
to occur.

• Case 1: There is no route from v to a node that uses
the label ltar, but attacker forces ltar, to accept the
corresponding message.

• Case 2: There are routes from v to a node that uses
the label ltar, but attacker fabricates RREQ/RREP
messages in such a way that none of the routes goes
through the one-hop and two-hop neighbors (l1nxt and
l2nxt of v).

• Case 3: There are routes from v to a node that uses
the label ltar going through l1nxt and l2nxt of v. But,
attacker changes the metric values with cost lower/
higher than the actual cost C.

To succeed in Case 1, an attacker needs to gener-
ate a fabricated RREQ/RREP message that contains
the RREQ element and the signed metric fields of the
PrvHopNode (through which the RREQ has traversed)
and own signed metric field.

In Case 2, to force a genuine node v for accepting
an incorrect routing entry, the attacker must fabricate a
RREQ/RREP message such that it has traversed through
l2nxt and l1nxt. To perform this the signature mechanism
needs to be forged. Alternatively, if the attacker uses
the label (l∗) of other malicious nodes to fabricate a
RREQ/RREP message, node v does not accept such a
message since l∗ is not a registered label.

In Case 3, an attacker needs to modify the metric field
appended by a PrvHopNode in RREQ/RREP message to
force the genuine node v in accepting a route whose metric
value is lower/ higher than the actual cost C. Let C

′
be the

minimum of the costs of routes in R. If the signatures of
l2nxt and l1nxt have not been forged, the RREQ must have
taken one of the routes in R. However, since the metric C
is independently signed, the value signed by l2nxt cannot
be acted upon by l1nxt without forging the signature of
l2nxt. Therefore, for C

′
to be selected over C, either C

′

has be forged or C
′

is in fact the best of all the available
metric values, which is not the case as C has been selected
over C

′
.

Thus the ideal-world model enters into an incor-
rect state, only if the signature mechanism is forge-
able. Fortunately, the probability of forging a crypto-
graphic signature mechanism is computationally infea-

sible. So, the output configuration of both the real-
world and the ideal-world models are identical, i.e.,
Outideal

conf,A′ =Outrealconf,A.

7 Efficiency of SWMP

In this section, we present the robustness of SWMP
against various known attacks. We also compare the se-
curity property achieved by SWMP with some of the im-
portant existing protocols.

7.1 Robustness of SWMP

• Metric Manipulation Attack: The design of SWMP
prevents malicious nodes from manipulating the
routing metric, using digital signature. This is be-
cause SWMP use two metric fields signed indepen-
dently by the preceding two hops. Each next node
verifies the validity of its neighbors (both one and
two-hop nodes) through which the RREQ/RREP has
traversed through signature verification. Therefore,
manipulation of RREQ/RREP message can be de-
tected. Besides this, if a node does not act on the
metric and send, it would be detected by the subse-
quent node.

• Route Corruption Attack: The verification process
adapted by each node for accepting a routing mes-
sage allows SWMP to prevent such an attack. This
attack is feasible, only when an attacker can forge
signature mechanism employed by underlying neigh-
bor discovery protocol and able to compromise two
consecutive nodes (previous and second-hop). Since
the probability of forging a signature scheme is negli-
gible, SWMP is resistant to route corruption attacks.

• Routing Loop Attack: An attacker can cause loops in
a routing protocol by exploiting the flaws in its de-
sign. SWMP is carefully designed to overcome this
flaw in existing protocols and thereby preventing an
attacker from causing a routing loop. Since, rout-
ing loop attack is a special case of a route corrup-
tion attack, the same design features that prevent
an attacker from corrupting a route in turn prevent
the attacker from forcing routing loops during route
selection process. Moreover, for an attacker to suc-
cessfully launch a routing loop attack, it needs to
compromise both one and two-hop nodes on either
side of the route.

• Relay Attack: To launch a relay attack on SWMP,
an attacker needs to collude with a far away node
to relay messages and later needs to convince the re-
spective neighbors of relay nodes that a node located
far-away node is indeed it’s two-hop neighbor. This
is a primary requirement that needs to be met to per-
form a Relay attack, as nodes accept messages that
successfully pass the verification process on both one-
and two-hop previous node. Therefore, an attacker
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Table 1: Robustness of existing protocols

Protocol Metric Manipulation Attack Route Corruption Attack Routing Loop Attack
SAODV [27] Not Resistant Not Resistant Not Resistant
SRP [21] Not Resistant Not Resistant Resistant
ARAN [10] Resistant Not Resistant Not Resistant
Ariadne [12] Resistant Not Resistant Resistant
endairA [3] Resistant Resistant Resistant
SWMP Resistant Resistant Resistant

first needs to forge the underlying signature mech-
anism, to successfully launch a relay attack. Since,
the probability of the forging signature mechanism
is negligible, SWMP is considered to be resistant
against relay attack.

7.2 Discussion

The main features that enhance the security of SWMP are
the two-step verification process adapted by nodes dur-
ing route selection process and restricting intermediary
nodes from acting on the metric field. Since, each node
verifies the validity of the two-hop path traversed by a
routing message, it is infeasible for an attacker to launch
modification attack without being detected by a process-
ing node. None of the existing protocols like SAODV,
ARAN, SRP, SAR, Ariadne are resistant against such an
active-n-m adversary model. The secure routing protocol
endairA claimed to be secure against an active-n-m adver-
sary model. But, endairA is not secure against the class
VIII attacker model (active n-m attacker with increased
reception capability). Malicious nodes in class VIII al-
lows the attacker nodes to freely receive all the messages
transmitted in the network, which enables them to launch
much stronger route corruption attack like a relay at-
tack. None of the existing protocols like SAODV, ARAN,
SRP, SAR, Ariadne and endairA can withstand relay at-
tacks launched by a class VIII adversary. Tables 1 and
2 summarizes respectively the robustness of various ex-
isting protocols including SWMP against different known
attacks and against the different adversary model.

8 Conclusion

Security of a routing protocol is essential to ensure desired
performance of a WMN. In this paper, we have pointed
out the security pitfalls of important secure routing proto-
cols which could be suitable for WMNs. Further, we have
designed a secure routing protocol for WMN. Security of
the proposed protocol is evaluated by employing the sim-
ulation paradigm approach. The proposed mechanism is
found to be secure against enhanced reception capability
of active n-m adversary model.

Table 2: Security of existing protocols against the at-
tacker model

Active-n-m Class VIII
Protocol Attacker Model Attacker

(Class VII) Model
SAODV [27] Not Secure Not Secure
SRP [21] Not Secure Not Secure
SAR [14] Not Secure Not Secure
ARAN [10] Not Secure Not Secure
Ariadne [12] Not Secure Not Secure
endairA [3] Secure Not Secure
SWMP Secure Secure
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