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Abstract

Due to the explosive development of emerging applications
such as, Multicast service, Pay-TV systems,
Teleconference, and Collaborate tasks, engineers have
proposed many conference key distribution mechanisms.
Hwang et al. recently proposed an efficient group key
exchange method for providing secure multicast
communications, which is a transformation from the two-
party key exchange protocol to the group one. In this article,
we point out that Hwang et al.’s protocol does not preserve 
the forward and backward secrecy. We therefore propose
an improved version which not only inherits the advantage
of previous literature, but also provides the forward and
backward secrecy among group members. Besides, we give
a formal analysis to the correctness of the new method
based on BAN authentication logic.

Keywords: Backward secrecy, forward secrecy, group key
exchange

1 Introduction

Diffie and Hellman first proposed the mechanism of two-
party key exchange for providing secure communications
between two involved participants in 1976 [3, 10]. In order
to allow more users to share a secret key for secure
communications, Mayer and Yung have proposed a
compiler to convert the two-party key exchange protocol to
the group one [6, 7, 8, 18]. Hence, users in the same group
can quickly obtain a shared secret key to ensure following
communications [1, 4, 5, 9, 12, 13, 15, 20]. Nevertheless,
the group key exchange architecture proposed by Mayer
and Yung is centralized. The centralized approach has two
main weaknesses. First, it is un-scalable for large groups.
Second, the failure of the centralized controller will lead to
the failure of the whole group communication.

Later, Hwang et al. proposed a distributed group key
exchange mechanism using the compiler suggested by Katz
and Yung, which each group member has to take the
responsibility for key generation and maintaining the
security of the whole group [11, 16, 17, 19]. Unfortunately,
we find that Hwang et al.’s (HLL) group key exchange 
protocol has two security weaknesses. First, the forward

secrecy is not confirmed while a new member joins into the
communication group. That is, the new member can
compromise advanced group secret keys to retrieve the
previous messages shared between old group members.
Second, if a group member is expelled or leaved the group,
the backward secrecy is not preserved. In other words, the
expellee or leaving member can compromise oncoming
group secret keys to learn the shared messages in the future
[21, 22]. In this article, we propose an improved secure
conference key distribution mechanism (SCKDM) that can
get rid of the security weaknesses from which Hwang et
al.’s group key exchange protocol suffers. In addition, we 
have given a formal analysis of SCKDM according to BAN
authentication logic [2, 14].

The rest of this article is organized as follows. A review
of Hwang et al.’s group key exchange mechanism is given
in Section 2, followed by the security analysis of their
mechanism in Section 3. We describe the improved version
in Section 4. Next, security analysis of SCKDM is shown
in Section 5. We finally make conclusions in Section 6.

2 A Review of HLL Group Key Exchange
Mechanism

The main idea of HLL group key exchange mechanism lies
in transforming the two-party key exchange protocol to the
group one [11]. It is assumed that a secure Diffie-Hellman
two-party key exchange protocol is available in HLL
mechanism. The HLL structure is depicted in Figure 1. We
then define the notations used throughout this article as
follows.

Ui: the identity of the user i, where U1, U2, ..., Un are in
a predefined order;

K(i, i+1): the secret key shared between Ui and Ui+1,
where i = 1, 2, …, n-1;

H(): a public one-way hash function;
sk: the negotiated session key;
: the exclusive-or operation.

Step 1: Each group user Ui performs the secure Diffie-
Hellman two-party key exchange protocol with
his/her neighbors Ui-1 and Ui+1, and then negotiates
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the secret keys K(i-1, i) and K(i, i+1), respectively.
Note that, K(n, 1) is negotiated by Un and U1.

Step 2: Ui computes Zi = K(i-1, i) K(i, i+1) and then
broadcasts the computation result to all group
members, where i = 2, 3, …, n-1. Note that, Z1
and Zn are computed as Z1 = K(n, 1) K(1, 2)
and Zn = K(n-1, n) K(n, 1), respectively.

Step 3: While receiving all Zj’s, each Ui can obtain other 
secret keys K(j, j+1)’s by means of the following
inference, where j = 1, 2, …, n.

K(j, j+1)
K(j+1, j+2) = Zj+1 K(j, j+1)
K(j+2, j+3) = Zj+2 K(j+1, j+2)


K(j-1, j) = Zj-1 K(j-1, j).

Step 4: After collecting all secret keys, Ui can compute the
group session key as follows,

sk = H(K(1, 2), K(2, 3), …, K(n-1, n)).

U1 U2 …

Zi=K(i-1, i) K(i, i+1)

Ui-1 Ui Ui+1

K(i-1, i) K(i, i+1) K(i+1, i+2)

Zi+1=K(i, i+1)K(i+1, i+2)

Un…Ui+2U1 U2 …

Zi=K(i-1, i) K(i, i+1)

Ui-1 Ui Ui+1

K(i-1, i) K(i, i+1) K(i+1, i+2)

Zi+1=K(i, i+1)K(i+1, i+2)

Un…Ui+2

Figure 1: The structure of HLL mechanism

3 Security Analyses of HLL Group Key Exchange
Mechanism

We subsequently show that HLL group key exchange
mechanism can not achieve the forward secrecy and the
backward secrecy with corresponding examples in
Subsections 3.1 and 3.2, respectively.

3.1 The Forward Secrecy

Assume that the total number of current group members is
n, n > 4. And let Un+1 be a new member. After Un+1 joins
into the group, as shown in Figure 2, the secret keys K(n,
n+1) and K(n+1, 1) are generated for Un+1. While receiving
all Zi’s, i = 1, 2, …, n+1, Un+1 can obtain all other
participants’ secret keys to compute the current group 
session key. Furthermore, Un+1 can easily recover the past
group session keys shared between U1 to Uj, where j = 4,
5, ..., n, by means of the following computation,
sk' = H(K(1, 2), K(2, 3), …, K(j-1, j)).
Hence, Un+1 can learn the previous messages shared
between old group members. That is, the forward secrecy is
not preserved in Hwang et al.’s group key exchange 
mechanism.

U1 U2
Un-1 Un Un+1 U1…

K(n-1,n) K(n,n+1)

Zn=K(n-1,n)K(n,n+1)

K(n+1,1)

Zn+1=K(n,n+1)K(n+1,1)

U1 U2
Un-1 Un Un+1 U1…

K(n-1,n) K(n,n+1)

Zn=K(n-1,n)K(n,n+1)

K(n+1,1)

Zn+1=K(n,n+1)K(n+1,1)

Figure 2: A new member Un+1 joins into the group

Example 1. Let U6 be a new member. After U6 collects Z1,
Z2, Z3, Z4, Z'5, and Z6, as shown in Figure 3, U6 can
obtain old session key sk by computing

K(5,6)⊕Z'5 = K(4,5),
K(4,5)⊕Z4 = K(3,4),
K(3,4)⊕Z3 = K(2,3),
K(2,3)⊕Z2 = K(1,2), and
sk = H(K(1,2), K(2,3), K(3,4), K(4,5)).

That is, U6 can learn the previous messages shared
among U1, U2, …, and U5.

K(4, 5) K(5, 6)K(3, 4)K(2, 3)K(1, 2) K(2, 3) K(3, 4) K(4, 5) K(6, 1)

U1 U2 U3 U4 U5 U6

K1 K2 K3 K4 K5

Z1 Z2 Z3 Z4 Z`5

U1

K(5, 6)

K6

Z6

K(4, 5) K(5, 6)K(3, 4)K(2, 3)K(1, 2) K(2, 3) K(3, 4) K(4, 5) K(6, 1)

U1 U2 U3 U4 U5 U6

K1 K2 K3 K4 K5

Z1 Z2 Z3 Z4 Z`5

U1

K(5, 6)

K6

Z6

Figure 3: An instance of member join operation

3.2 The Backward Secrecy

Assume that the total number of current group members is
n, n > 4. In case that a member Ud wants to leave the
communication group, as illustrated in Figure 4, Ud-1 and
Ud+1 have to negotiate a new secret key K(d-1, d+1). Now,
the new group session key is computed as follows.
sk'' = H(K(1, 2), K(2, 3), …,K(d-2, d-1), K(d-1, d+1),
K(d+1, d+2) …, K(n-1, 1)).

Since Ud keeps other original group members’ secret 
keys, Ud can easily obtain the new generated secret keys
K(d-1, d+1) by means of the following inference,

K(j, j+1)
K(j+1, j+2) = Zj+1 K(j, j+1)
K(j+2, j+3) = Zj+2 K(j+1, j+2)


K(j-1, j) = Zj-1 K(j-1, j).

where j = 1, 2, …, n+1. That is, Ud can successfully
compromise the current group session key sk'' to learn the
current messages shared among all the group members.
Consequently, the backward secrecy is not confirmed in
Hwang et al.’s mechanism.

Figure 4: A member Ud leaves the group

Ud-1 Ud+1 … UnU1 U2 … Ud ……

K(d-1, d+1)
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Example 2. Let Ud be an expellee of the group, as
illustrated in Figure 5. After Ud leaves the group, Ud-1

and Ud+1 have to negotiate a new shared key K(d-1, d+1).
Furthermore, the current group key is changed to sk'' =
H(K(1,2), K(2,4), K(4,5)). If U3 ever stored K(1,2) in the
database and intercepted the broadcasted messages Z`2

and Z'4, U3 then can acquire sk'' by computing
K(1,2)⊕Z'2 = K(2,4),
sk'' = H(K(1,2), K(2,4), K(4,5)).

Consequently, U3 still can learn the messages shared
among the group members.

K(2, 4)

U3

K(1, 2)

U2U1

K1 K2

Z1 Z`2

K(4, 5)

U4

K4

U5

K5

Z`4 Z5

K(2, 4) K(4, 5)

U1

K(5, 1)K(2, 4)

U3

K(1, 2)

U2U1

K1 K2

Z1 Z`2

K(4, 5)

U4

K4

U5

K5

U5

K5

Z`4 Z5

K(2, 4) K(4, 5)

U1

K(5, 1)

Figure 5: An instance of member leave operation

4 The Improved Secure Conference Key
Distribution Mechanism (SCKDM)

To repair Hwang et al.’s group key exchange mechanism, 
we propose an improved version which can preserve the
forward secrecy and the backward secrecy. The notations
used in our proposed version are the same as those of
Hwang et al.’s scheme. Besides the group key exchange
operation, our scheme has other two main operations: the
member join operation and the member leave operation.
The details of SCKDM are described as follows.

4.1 The Group Key Exchange Operation

This operation makes all group members be able to
negotiate a common session key to ensure the following
communications.

Step 1: Each group member Ui performs the secure Diffie-
Hellman two-party key exchange protocol with
his/her neighbors Ui-1 and Ui+1, and then negotiates
the secret keys K(i-1, i) and K(i, i+1), respectively.
Note that, K(n, 1) is negotiated by Un and U1.

Step 2: Each Ui computes Zi = K(i-1, i) K(i, i+1) and
then broadcasts the computation result to all group
members, where i = 2, 3, …, n-1. Note that, Z1
and Zn are computed as Z1 = K(n, 1) K(1, 2)
and Zn = K(n-1, n) K(n, 1), respectively.

Step 3: After receiving all Zj’s, each Ui can get other secret 
keys K(j, j+1)’s by means of the following 
inference, where j = 1, 2, …, n.

K(j, j+1)
K(j+1, j+2) = Zj+1 K(j, j+1)
K(j+2, j+3) = Zj+2 K(j+1, j+2)



K(j-1, j) = Zj-1 K(j-1, j).
Step 4: Upon collecting all secret keys, Ui can compute the

group session key as follows,
sk = H(K(1, 2), K(2, 3), …, K(n-1, n), K(n, 1)).

4.2 The Member Join Operation

This operation makes the group key exchange mechanism
be able to confirm the forward secrecy. While a new user
Un+1 joins into the communication group, as shown in
Figure 2, the secret keys K(n, n+1) and K(n+1, 1) are
generated for Un+1. Besides, Zn is updated as Zn = K(n-1, n)
K(n,n+1), and Zn+1 is constructed as

Zn+1 = K(n, n+1) K(n+1,1).
Finally, the current group session key is computed as

sk = H(K(1, 2), K(2, 3), …, K(n, n+1), K(n+1, 1)).

Note that each group member including the new one
can obtain other participants’ secret keys by performing 
Step 3 of the group key exchange operation.

4.3 The Member Leave Operation

This operation makes the group key exchange mechanism
be able to preserve the backward secrecy. As shown in
Figure 4, While a member Ud leaves the communication
group, Ud-1 and Ud+1 have to negotiated a new secret key
Knew(d-1,d+1) by performing a secure Diffie-Hellman two-
party key exchange protocol defined in Section 2. At the
same time, other group members have to perform Step 1 of
the group key exchange operation. Then, the new group
session key is computed as

sk = H(Knew(1,2), Knew(2,3), …,Knew(d-2,d-1),

Knew(d-1, d+1), Knew(d+1,d+2) …, 

Knew(n-1,n), Knew(n,1)),

where Knew(j,j+1)’s and Knew(n,1)are the new generated
secret keys for j = 1, 2, …, n-1 and j d-1, d.

5 Security Analyses

In the following, we demonstrate SCKDM by BAN logic [2,
14] and show that it can preserve the forward secrecy and
the backward secrecy with corresponding instances in
Subsections 5.1, 5.2, and 5.3, respectively.

5.1 Authentication Proof by BAN Logic

BAN authentication logic is an important and formal tool
for analyzing authentication protocols [2, 14]. Since the
construction of the conference key follows a chain rule, we
only need to prove that two entities can share their secret
keys through a middleman. As illustrated in Figure 1, we
have to show that Ui-1 and Ui+1 can exchange their secret
keys via Ui. Notations used to prove SCKDM follow those
of BAN logic [2]. Both of Ui-1 and Ui+1 possess two secret
keys shared with their neighbors, thus SCKDM must
achieve the following goals.
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Goal-1
K(i,i 1)

i-1 i-1 i 1U | U U
 

K(i,i 1)
i 1 i-1 i 1U | U U
  

K(i,i 1)
i-1 i 1 i-1 i 1U | U | U U

   
Goal-2

K(i 1,i)
i-1 i-1 i 1U | U U

 
K(i 1,i)

i 1 i-1 i 1U | U U
  

K(i-1,i)
i 1 i-1 i-1 i 1U | U | U U   

Goal-3
K(i-2,i 1)

i-1 i-1 i 1U | U U
 

K(i-2,i 1)
i 1 i-1 i 1U | U U
  

K(i-2,i 1)
i 1 i-1 i-1 i 1U | U | U U
   

Goal-4
K(i 1,i 2)

i-1 i-1 i 1U | U U 
 

K(i 1,i 2)
i 1 i-1 i 1U | U U 
  

K(i 1,i 2)
i-1 i 1 i-1 i 1U | U | U U 

   

According to BAN logic, the informal form of the
communication must be transferred to an idealized form
first. The generic type of SCKDM can be illustrated as the
following four messages:

i i 1 i iM1. U U : Z ,N

i i 1 i iM2. U U : Z ,N

i-1 i 1 i-1 i-1M3. U U : Z ,N

i 1 i 1 i 1 i 1M4. U U : Z ,N    .

Note that Nx denotes the statement relevant to
participant x, including personal information and the
freshness of the message. We further transfer those
messages into the idealized form as

K(i,i 1)
i i 1 i i 1 i 1 i 1 K(i 1,i)I1. U U :{N , U | U U }

      
K(i-1,i)

i i 1 i i 1 i 1 i 1 K(i,i 1)I2. U U :{N , U | U U }      
K(i 2,i 1)

i 1 i 1 i 1 i 1 i 1 K(i-1,i)I3. U U :{N , U U } 
     

K(i 1,i 2)
i 1 i 1 i 1 i 1 i 1 K(i,i 1)I4. U U :{N , U U } 
       .

To complete the analysis of SCKDM, we give the
following basic assumptions:

K(i,i 1)
i 1 i i 1A1. U | U U
  

K(i,i 1)
i i i 1A2. U | U U

 
K(i,i 1)

i 1 i-1 i 1A3. U | U U
  

K(i-1,i)
i-1 i-1 iA4. U | U U 

K(i-1,i)
i i-1 iA5. U | U U 

K(i,i 1)
i-1 i 1 i-1 i 1A6. U | U U U

   

i-1 iA7. U | #(N )

i 1 iA8. U | #(N ) 
K(i-1,i)

i 1 i-1 i 1A9. U | U U  

K(i-1,i)
i 1 i 1 i-1 i 1A10. U | U U U    

i 1 i-1A11. U | #(N ) 
K(i-2,i-1)

i 1 i 1 i-1 i 1A12. U | U U U    
K(i-2,i-1)

i 1 i-1 i 1A13. U | U U  

i 1 i 1A14. U | #(N ) 
K(i 1,i 2)

i 1 i 1 i-1 i 1A15. U | U U U 
    

K(i 1,i 2)
i 1 i-1 i 1A16. U | U U 
  

We can now proceed with the analysis of SCKDM by
three logical postulates: message-meaning rule, nonce-
verification rule, and jurisdiction rule [2].

Proof of Goal-1:
According to A1 and A2, the first message I1 gives,

K(i,i 1)
i 1 i i 1 i 1 i 1 K(i-1,1)R1. U {N , U | U U }
     .

Thus, by message-meaning rule, we have
K(i,i 1)

i-1 i 1 i 1 i 1R2. U | ~ U | U U
    .

By A7 and R2, using nonce-verification rule, we can
derive,

K(i,i 1)
i-1 i 1 i 1 i 1R3. U | U | U U

     .
By A6 and R3, we can further derive,

K(i,i 1)
i-1 i 1 i 1R4. U | U U

   ,
by jurisdiction rule. According to A3, R3, and R4, we

have the beliefs of Goal-1. 

Proof of Goal-2:
The second message I2 is similar to I1, giving:

K(i-1,i)
i 1 i i 1 i 1 i 1 K(i,i 1)R5. U {N , U | U U }      .

By message-meaning rule, we can further obtain,
K(i-1,i)

i 1 i 1 i 1 i 1R6. U | ~ U | U U     .
Based on nonce-verification rule, we can use A8 and R6

to derive,
K(i-1,i)

i 1 i 1 i 1 i 1R7. U | U | U U      .
By A10 and R7, we can apply jurisdiction rule to derive,

K(i-1,i)
i 1 i 1 i 1R8. U | U U    .

Thus, we have the beliefs of Goal-2, A9, R7, and R8. 

Proof of Goal-3:
In the third message I3, Ui-1 uses the shared key K(i-1,i)

to convince Ui+1 that the message is really from Ui-1, using
message-meaning rule, giving:,

K(i 2,i 1)
i 1 i 1 i 1 i 1 K(i 1,i)R9. U {N ,U U } 
     ,

K(i 2,i 1)
i 1 i 1 i 1 i 1R10. U | U |~U U 
     .

By A11, we have,
K(i 2,i 1)

i 1 i 1 i 1R11. U | #(U U ) 
    .

We then apply nonce-verification rule to derive,
K(i 2,i 1)

i 1 i 1 i 1 i 1R12. U | U | U U 
      .

By A12 and R12, adopting jurisdiction rule, we can
obtain

K(i 2,i 1)
i 1 i 1 i 1R13. U | U U 
    .

Consequently, we have the beliefs of Goal-3, A13, R12,



International Journal of Network Security, Vol.16, No.2, PP.405-410, Sept. 2013 409

and R13. 

Proof of Goal-4:
With the shared key K(i,i+1), Ui-1 can obtain the

following from message I4,
K(i 1,i 2)

i 1 i 1 i 1 i 1 K(i,i 1)R14. U {N ,U U } 
     .

Using message-meaning rule, we can derive,
K(i 1,i 2)

i 1 i 1 i 1 i 1R15. U | U |~U U 
     ,

by R14. Besides, according to A14, we have,
K(i 1,i 2)

i 1 i 1 i 1R16. U | #(U U ) 
    .

R15 and R16 lead to:
K(i 1,i 2)

i 1 i 1 i 1 i 1R17. U | U | U U 
      .

By A15 and R17, we then can apply jurisdiction rule to
derive,

K(i 1,i 2)
i 1 i 1 i 1R18. U U U 
    .

Eventually, we have the beliefs of Goal-4, A16, R17,
and R18. 

5.2 To Preserve the Forward Secrecy

At the beginning, we assume that the total number of
current group members is n, n > 4. As shown in Figure 2,
while a new user Un+1 joins into the communication group,
the secret keys K(n, n+1) and K(n+1, 1) are generated for
Un+1. After receiving all Zi’s, i = 1, 2, …, n+1, Un+1 can
obtain all other participants’ secret keys to compute the 
current group session key. Nevertheless, Un+1 can not
recover the past group session keys shared among U1 to Uj,
where j = 4, 5, …, n. It is due to that Un+1 can not obtain
K(j, 1)’s to compute those past session keys by means of 
the following computation.

sk = H(K(1, 2), K(2, 3), …, K(j-1, j), K(j, 1)).

As a result, the forward secrecy is preserved in our
proposed group key exchange mechanism.

Example 3. Let U6 be a new member. After U6 collects Z1,
Z2, Z3, Z4, Z'5, and Z6, as shown in Figure 3, U6 can
obtain new session key sk by computing

K(5,6)⊕Z'5 = K(4,5),
K(4,5)⊕Z4 = K(3,4),
K(3,4)⊕Z3 = K(2,3),
K(2,3)⊕Z2 = K(1,2), and
sk' = H(K(1,2), K(2,3), …, K(5,6), K(6,1)).

Without the knowledge of K(5,1), U6 is unable to
compute the past group key as

sk = H(K(1,2), K(2,3), …, K(4,5), K(5,1)). That is, U6

cannot read the messages shared among U1, U2, …, and U5.

5.3 To Preserve the Backward Secrecy

In this subsection, we show that our scheme can confirm the
backward secrecy. At first, we assume that the total number
of current group members is n, n > 4. In case that a member
Ud leaves the communication group, as illustrated in Figure

4, Ud-1 and Ud+1 have to negotiated a new secret key Knew(d-
1, d+1) by performing a secure Diffie-Hellman two-party
key exchange protocol defined in Section 2. Simultaneously,
other group members have to perform Step 1 of the group
key exchange operation to generate new secret keys Knew(j,
j+1)’s, where j = 1, 2, …, n and j d-1, d. Then, the new
group session key is computed as

sk'' = H(Knew(1, 2), Knew(2, 3), …,Knew(d-2, d-1),

Knew(d-1, d+1), Knew(d+1, d+2) …, 

Knew(n-1, n), Knew(n, 1)).

Without the knowledge of new generated secret keys, Ud

can not compromise the current group session key sk''.
Consequently, our proposed scheme is capable of preserving
the backward secrecy.

Example 4. Let Ud be an expellee of the group, as
illustrated in Figure 5. After Ud withdraws from the
group, Ud-1 and Ud+1 have to negotiate a new shared key
K(d-1, d+1). Furthermore, U1, U2, U4, and U5 must
perform the secure Diffie-Hellman protocol to obtain
new secret keys K'(1,2), K'(4,5), and K'(5,1). Hence, the
current group key is changed to sk'' = H(K(1,2), K(2,4),
K(4,5), K(5,1)). Since U3 does not share secret keys with
other members anymore, U3 can not compute the current
group key sk'' to learn any information shared among
remainders of the group.

6 Conclusions

In this article, we have discussed the forward secrecy and
the backward secrecy for Hwang et al.’s group key 
exchange mechanism. As shown in Subsections 3.1 and 3.2,
the forward secrecy and the backward secrecy are not
preserved in HLL mechanism. Hence, we propose an
improved version which can get rid of the security
weaknesses from which Hwang et al.’s scheme suffered. 
Furthermore, the correctness of SCKDM is formally
analyzed by BAN authentication logic.
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