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Abstract

A deniable authentication protocol allows a sender to
transfer an authenticated message to a receiver, and the
receiver cannot prove to a third party about the source
of the message. In 2006, Zhu et al. analyzed deniable au-
thentication protocols proposed by Deng et al. in 2001,
which were based on a protocol proposed by Aumann et
al. in 1998. In this paper, we show that the modified pro-
tocols by Zhu et al. suffer from a Byzantine attack when
two sessions run concurrently. We also suggest methods
to solve the problem.

Keywords: Byzantine attack, deniable authentication pro-
tocols, security analysis

1 Introduction

Authentication protocols enable a message receiver to
make sure that it is communicating with an intended
sender even in the presence of an adversary who controls
the communication channel. A deniable authentication
protocol is an authentication protocol, and it leaves no
evidence to the receiver to prove that the sender took
part in a particular protocol run. The deniability is a
private property that can be used to enhance the privacy
of Internet Key Exchange protocols, or to provide free-
dom from coercion in an electronic voting system and a
fair negotiation application over the Internet. Recently,
Bouassida [2] discussed authentication and privacy prob-
lems in vehicular Ad Hoc networks.

The notion of deniable authentication was introduced
by Dwork et al. [8]. Deniable authentication replaces the
non-interactive digital signature algorithms with a com-

munication protocol. A protocol transcript can be sim-
ulated by a simulator so that the sender can deny its
participation. Later Boyd et al. [3] gave out an informal
definition of deniability that either user in a protocol run
could have produced all the messages in the run. Then
Raimondo et al. [18] considered receiver’s privacy by in-
troducing the concept of “forward deniability” that if the
sender acted honestly during a protocol run, the sender is
unable to claim the messages as authentic at a later stage.
This property can be guaranteed if the distributions of a
simulated transcript and a real one are identical or statis-
tically close. Finally, Dodis et al. [7] introduced on-line
deniability, where deniability should hold even when one
of the parties colluded with a third party during the exe-
cution of a protocol.

The constructions of deniable authentication protocols
can be classified into several approaches:

1) Dwork et al. [8] gave a protocol by using encryption
algorithms. The algorithms should be secure against
adaptive chosen ciphertext attack (CCA). Raimondo
et al. [19] showed that the CCA definition was not
satisfactory for concurrent deniability. A stronger as-
sumption on the underlying encryption scheme was
needed, namely plaintext awareness (PA-2). This
construction is usually referred to as CCA-paradigm.

2) Aumann et al. [1] proposed a multi-round deni-
able authentication protocol without using encryp-
tion schemes. The authentication is multilevel ac-
cording to the number of rounds. In each round, a
zero knowledge (ZK) proof is executed. We refer to
this fashion as ZK-paradigm. The enhanced proto-
cols [6,24], although used encryption schemes, should
be classified into the ZK-paradigm.
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3) Boyd et al. [3] gave protocols by using long term
symmetric key (SK) derived from public information.
Lim et al. [16] improved their protocols. We refer
to this approach as SK-paradigm. The protocol of
Dodis et al. [7] used a dual-receiver encryption (DRE)
scheme. The DRE scheme gives the sender and re-
ceiver equal abilities to extract plaintext from a ci-
phertext. So the protocol can be classified to the SK-
paradigm. Protocols [4,5,12,13,15,21-23] used key
establishment techniques to produce a dynamic sym-
metric key for deniable message transmission, which
could also be classified to the SK-paradigm.

4) Raimondo et al. [18] gave two approaches by us-
ing commitment schemes (CS) and projective hash
functions (PHF). We refer to them separately as CS-
paradigm and PHF-paradigm. Protocols of Pass [17]
and Jiang [14] can be considered to fall into the CS-
paradigm. The protocol of Feng et al. [10] can be
classified to PHF-paradigm.

5) Dwork et al. [8] also gave a relaxed version of deniable
authentication protocols by using signature schemes.
Raimondo et al. [19] pointed out that the SIGMA
protocol enjoyed partial deniability, which used sig-
nature schemes. Both signature schemes must be ex-
istential unforgeable (EU). This paradigm can be re-
ferred to as EU-paradigm.

We concentrate on the ZK-paradigm here. It has mul-
tiple rounds and its communication cost decreases in an
online authentication scenario. Aumann et al. [6] pro-
posed two deniable authentication protocols. Deng et
al. [7] reviewed the one based on an integer factoring (IF)
problem, and improved it. They also proposed a discreet
logarithm (DL) problem based version. From the two
literatures, we know that Aumann et al. gave a coding
method to generate an expanded code from a message. A
sender and a receiver then selected a few bits from the
code. And one bit was randomly selected from the few
bits for deniable authentication. The one-bit authenti-
cation procedure repeated several times. The procedure
was a perfect ZK proof. To improve efficiency, Deng et
al. [7] hashed a message to an m-block authenticator. To
authenticate one block, a ZK proof was executed. Zhu et
al. [24] pointed out a flaw in Deng et al.’s schemes and
gave an improvement.

However, we show that the improvement of Zhu et
al. [24] is unsatisfactory. An adversary can send an ar-
bitrary message to a receiver. And the receiver will be
convinced that the message comes from a sender while
the sender has never sent the message. To do this, an
adversary should be a qualified receiver. So we call the
adversary as a Byzantine attacker. The attack also ap-
plies to the protocols of Deng et al. [6]. We show the
problem in Figure 1, where Alice is an honest sender, and
Bob is a dishonest receiver, and Cancy is cheated by Bob!

We then explore the similarity of the ZK-paradigm and
some identification schemes [11,20], and directly use the
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Figure 1: An illustration of a Byzantine attack

construction of the schemes to give two simpler protocols.

Organization. Section 2 specifies a model for deniable
authentication protocols. Section 3 reviews and analyzes
Zhu et al.’s protocols. The improvement protocols are
in Section 4. Section 5 presents a simple comparison.
Section 6 concludes the paper.

2 Model

We adopt the definitions and descriptions in [1,6,24] with
small modifications to include a Byzantine attacker.

A system consists of n honest parties and a trusted
third party (TTP). When two parties execute a protocol
7, one is as a sender S and the other as a receiver R. The
TTP sets system parameters and publishes public keys of
parties and their identities. The public key of a sender is
denoted by PKg and a receiver by PKR.

A sender S runs a protocol on input a message m,
public system parameters, public information of a receiver
R and private information of S. Receiver R interacts with
S on input public system parameters, public information
of a sender S and private information of R. Finally, S
outputs “Finish”, and R outputs “Accept” to indicate
that R believes the corresponding user is the sender S or
“Reject” vice versa.

An adversary A fully controls a communication chan-
nel between honest senders and receivers. Sender S and
receiver R give protocol messages to A that is free to
replay, modify or inject protocol messages. It also can
choose any party as a receiver, and trigger a sender to
run a protocol with the receiver for an arbitrary message.
As a Byzantine attacker, A is qualified as a receiver or a
sender.

With small modifications of definitions in [24], the
meaning of security is as follows.

Definition 1 A protocol is resistant to a Byzantine at-
tack if it is negligible for R to accept a message while S
has never sent the message.

For deniability property, two games are considered.
Game 1 executes a normal run of the protocol m between
a sender S (on input message m) and a receiver R. The
game output is a transcript of the run. Game 2 has only
a simulator Sim that has all the information known by
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R in a real world. However, the simulator has no private
information of S. Sim takes as input the same message
m. It also outputs a transcript which serves as a game
output. The deniability definition is as follows.

Definition 2 A protocol is deniable if the output of
Game 1 executed by S and R is computationally indis-
tinguishable between the output of Game 2 simulated by
Sim.

The model includes a description about a complete-
ness property. It is about correctness, not related to our
analysis. Interested readers can refer to [24].

3 Review and Security Analysis

Zhu et al. [24] analyzed and improved Deng et al.’s proto-
cols. Their improvement lies in the computation method
about v; that is a component in a last message for one-
round authentication. They compute v; = H(u;l|2;)
where symbol || denotes binary string concatenation.
Their protocols are as follows.

A Protocol Based on IF Problem. Let m be a long
message sent from S to R. Let n be a security parameter.
Let H be a collision-free hash function whose output is ts
bits, where 2 < ¢ < loglogn and s > 0. Suppose n = 1024
and ts = 256. Any integers ¢t and s can be chosen if their
product is equal to 256.

Let Encr be a CCA secure public key encryption al-
gorithm. R has a private key for decryption. Let N = pq
where p and ¢ are two large prime numbers such that
the factoring problem is intractable. A TTP publishes
N and safely destroys p and g. Suppose a sender hashes
a message into ¢ blocks, z1,...,2;, where |z;| = s and
1 < j <t. The sender then randomly chooses g; €r Z}
for j = 1,...,t, computes G; = 9]2- mod N, and gives
G1,...,Gy to the TTP as its public keys.

Suppose S sends R a long message m. R obtains S’s
public keys from the TTP and wants to make sure the
message is from S. They run the following protocol mul-
tiple times. To authenticate a block of H(m) deniably,
the protocol proceeds as follows:

S — R:A=a®>mod N
S+—R:i
S — R: Encgr(ui),v; = H(u;l|z),

where o €r Z%; is chosen randomly by S, i €r {1,...,t}
is chosen randomly by R, and u; < ag; mod N. At the
end of the protocol, S sends the last message and outputs
“Finish”. R decrypts the ciphertext in the last protocol
message to obtain u;, then checks whether u? = AG; mod
N, and v; = H(u;]|z;). If both equations hold, R outputs
“Accept”; otherwise, R outputs “Reject”.

Remark 1 There is a trivial attack for a one-block au-
thentication. An attacker can guess a value i, and ran-
domly generate u; €r Z%, and compute A = u?/G; mod
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N, and send A to R. If i is guessed correctly, the attacker
succeeds. Since i is randomly chosen from {1,...,t}, the
success probability is 1/t. So we say that a one-block au-
thentication is secure against a Byzantine attack if the
success probability is just negligibly greater than 1/t.

To see that a protocol is secure against a Byzantine at-
tack in the context of Definition 1, we consider that it runs
¢ times for fized message m and public keys {Giti<i<t-
The probability is t—° for a Byzantine attack to succeed
c times. Ast > 2, we can choose a suitable value ¢ to
assure a negligible success probability of an attacker.

A Protocol Based on DL Problem. Let Z be a large
group such that the DL problem is intractable. Let g be
a generator of a subgroup of Z, with a prime order g.
Similar to the IF problem based version, a sender hashes
a message into ¢ blocks. Sender S randomly chooses
rj€RZq, computes G; = ¢g'7 mod p, and gives G to a
TTP as its public keys.

Suppose S sends R a long message m. R obtains S’s
public keys from the TTP, and wants to make sure the
message is from S. They run the following one-block au-
thentication protocol multiple times.

The protocol proceeds in the same way as the IF prob-
lem based protocol except that A and wu; are now com-
puted as

e A =¢“ mod p, and

o u; = (a+r;) mod g where a€rZ, is randomly chosen
by S.

At the end of the protocol, S sends the last message and
outputs “Finish”. R decrypts the ciphertext to obtain u;,
and checks whether g% = AG; mod p, and v; = H (u;]|2;).
If both hold, R outputs “Accept”. Otherwise, R outputs
“Reject”.

3.1 Byzantine Attack

We show that their protocols are not secure against a
Byzantine attack. We use the IF problem based version
as an example to show an attack procedure.

Suppose that S sends a message mg4 to an adversary
A (a Byzantine attacker). Then A sends a new message
mgr to a receiver R impersonating the sender S. When
the receiver R wants to authenticate the message m g,
the adversary A asks sender S to prove the authorship of
message mga. Let H(mga) = z1,...,2¢t and H(magr) =
24,2, each of z; and 27 is s bits and 1 < j <t. Then
the attack is illustrated as follows:

s1: S— A:A=a’mod N
s2: A(S) = R:A
s2: A(S)—R:i
sl: S—A:i
sl: S — A: Enca(ui),v; = H(u;l|z)

s2: A(S) — R: Encg(u;),v; = H(u||z;)
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There are two sessions labeled by sl and s2. The ses-
sion sl has two players S and A where A is a receiver.
The session s2 also has two players A and R, where A
impersonates a sender S, denoted by A(S). Both sl and
s2 can terminate normally. The attack can be executed
for each block of the message with a perfect success prob-
ability. After the attack, R will be convinced that S has
sent the message M 4r while S has never done that. This
result violates the Definition 1.

4 Our Methods

Zhu et al.’s protocols have a problem that the value u;
has no relationship to the message to be authenticated.
This provides an opportunity for an insider attacker to
make the authentication goal fail.

4.1 IF Problem Based Version

The identification schemes [9,11] motivate us to suggest
the following IF problem based protocol.

S — R:A=a?>mod N

S—R:i
11

(Hi(z:));=1

S—R:u =« Jj

We introduce an additional secure hash function Hi :
{0,1}* — {0,1}*, where k is a security parameter. For
example, & = 128. The symbol (H:(-)); means the j-
th bit in the output of function H;. The modification
is about the last protocol message that is similar to the
construction in [9,11], where sender S computes the cu-
mulative product of g; indexed by the hashing output of
a block z;, and then S multiplies the cumulative prod-
uct by the random value o to generate a response u;.
After the last protocol message is sent, S outputs “Fin-
ish”. After receiving the message, R checks the equation
(ui))>=A [l G;modN. If the equation holds, R

(Hi(zi));=1
outputs “Accepts”. Otherwise, R outputs “Reject”.

Remark 2 Note that the number of keys has been
changed to k, the length of an output of Hy. If k is too
small, an adversary can efficiently compute another mes-
sage m’ so that H(m') = 21, -+, z; and Hy(z;) = H1(2})
for all 1 < i <t. The computation cost of the adversary
is bounded by 2¥/2.

Lemma 1 The improved IF problem based scheme satis-
fies Definition 1.

The modified protocol can be proven by resembling the
proof of Theorem 3 in [9] if we view the hash function
H; as a random oracle. The key point is that a simulator
can manipulate an adversary’s random tape to control
the adversary to use the same value « for two different
challenges.
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Lemma 2 The improved IF problem based scheme satis-
fies Definition 2.

The deniability property also can refer the proof of The-
orem 3 in [9] about its zero-knowledge argument. The
trick of a simulator is to try all possible challenges to
satisfy the verification equation by changing the random
response. Note that i € {1,...,t} and 2 <t < loglogn.

As the two proofs just resemble the proof of Theorem
3 in [9] except that the hash function H; is modeled as a
random oracle, we omit the proofs here.

Although the security can be guaranteed, the efficiency
of the modified protocol is not good as the keys are a little
too many. In fact, the identification scheme in [11] is good
enough to fulfil the task of deniable message authentica-
tion in the multi-round fashion according to the remark 3
in that literature. So we stop our further considerations
about the IF problem based version.

4.2 DL Problem Based Version

The identification scheme [20] motivates us to suggest the
following DL problem based protocol.

S—R:A=g%modp
S—R:i
S — R:u; = a+ Hy(z)r; mod ¢

We introduce an additional secure hash function Hs :
{0,1}* — Z,. We modified the last protocol message that
is now similar to the construction in [20], where sender
S computes a hashing output of a block z;, and then S
multiplies the hash value by the i-th private key r;, and
adds the random value « to generate a response u;. Af-
ter the last protocol message is sent, S outputs “Finish”.
After receiving the last message, R checks the equation
gt = AG; 22 mod p. If the equation holds, R outputs
“Accepts”. Otherwise, R outputs “Reject”.

Remark 3 Note that if s = |z is too small, an adver-
sary has a non-negligible probability to select two messages
of whom the hashing outputs have identical blocks. An
adversary then has a better successful probability than 1/t
for each round. For example, suppose that two blocks are
identical. Then the adversary can use an honest sender
as an oracle for the two blocks when they are challenged.
For other challenged blocks, the adversary can just guess
a challenge value with a probability 1/(t — 2), better than
1/t.

Lemma 3 The improved DL based version satisfies Def-
wnition 1.

The modified protocol can be proven secure by using the
same techniques as in [20]. The key point is also to control
the random tape of an adversary.

Lemma 4 The improved DL based version satisfies Def-
imation 2.
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Table 1: Comparison of improved protocols with old ones
| Scheme || Problem | Encryption | Hash Tag |

[6] IF Yes Yes
24 IF Yes Yes
24 DL Yes Yes
Ours IF No No
Ours DL No No

The deniability property also can refer the proof of Theo-
rem 3 in [9]. The trick of a simulator is to try all possible
challenges to satisfy the above verification equation by
changing the random response.

Due to the same reason of the IF based version, we
omit the proofs.

5 Comparison

We compare the improved protocols with old ones consid-
ering a one round authentication. The “Problem” denotes
an underlying hard problem of a scheme. The “Encryp-
tion” indicates that an encryption algorithm is used or
not. The “Hash Tag” shows whether a hash tag is in the
last protocol message.

The efficiency is better than the protocols in [6,24] due
to the removal of encryption algorithms and a hash tag.

6 Conclusion

This paper analyzed a suite of deniable authentication
protocols inspired by the original work of Aumann and
Rabin [1]. We analyzed the last improved protocols of
this type in [24]. We illustrated that the last protocols
suffered from a Byzantine attack, and gave a method to
improve those protocols.
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