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Abstract 

To guarantee secure communications in multi-server 

environment, Lee et al. proposed a dynamic ID-based 

remote user authentication scheme using smart card. They 

also demonstrated that their scheme could withstand 

various attacks. This paper reviews Lee et al.’s scheme and 

provides a security analysis on it. Our analysis shows that 

Lee et al. is vulnerable to the impersonation attack, the 

server spoofing attack, and the off-line password guessing 

attack. 
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1   Introduction 

As one of the simplest and the most convenient mechanism 

to ensure secure communication in open networks, user 

authentication scheme has been studied widely. In 1981, 

Lamport [12] proposed the first authentication for single 

server environment. There is a password table is used in 

Lamport’s scheme. Then the system will be broken once 

the table is compromised. To improve security, many 

authentication schemes [2, 3, 4, 5, 6, 7, 8, 14, 15, 19, 20] 

using smart cards have been proposed.   

With the rapid increase of Internet services, multiple 

servers are required at different locations to provide 

different services since a single server cannot satisfy users’ 

requirement. However, all the above authentication 

schemes cannot used in multi-server environment since the 

user not only needs to register for ever server, but also 

needs to remember various identities and passwords. To 

solve the problem, Li et al. [16] proposed a user 

authentication scheme for multi-server environment using 

neural networks. To improve performance, Lin et al. [18] 

proposed an efficient user authentication for multi-server 

environment using the discrete logarithm problem. 

However, Juang [11] pointed out that Lin et al.’s scheme is 

not efficient as they claimed. Juang also proposed an 

improved authentication scheme for multi-server 

environment using the hash function and symmetric key 

cryptosystem. However, Chang et al. [1] demonstrated that 

Juang’ scheme is vulnerable to an off-line dictionary attack. 

Chang et al. also proposed a new scheme to overcome 

weaknesses in Juang’s scheme. Unfortunately, Chang et 

al.’s scheme cannot withstand the insider attack, the 

spoofing attack and the registration center spoofing attack. 

The users’ identities in the above authentication 

schemes for multi-server environment are transmitted in 

plaintext form. So they cannot provide anonymity once the 

adversary intercepts the message sent by the user. To solve 

the problem, Liao et al. [17] proposed a dynamic ID-based 

authentication scheme for multi-server environment. 

However, Hsiang et al. [10] pointed out that Liao et al.’s 

scheme cannot resist the insider attack, the masquerade 

attack, the server spoofing attack and the registration center 

spoofing attack. Then, Hsiang et al. proposed an improved 

scheme to overcome the weaknesses in Hsiang et al.’s 

scheme. However, Hsiang et al.’s scheme is still vulnerable 

to the masquerade attack, the server spoofing attack and the 

password guessing attack [9, 13]. Recently, Lee et al. gave 

six requirements for password authentication scheme for 

multi-server environment [13]. They also proposed a new 

scheme using smart cards for password authentication over 

insecure networks and claimed that it satisfied all the six 

requirements and thus is immune to various attacks. In this 

paper, however, some security loopholes of their scheme 

will be pointed out and the corresponding attacks will be 

described. 

The organization of the paper is sketched as follows. 

The Section 2 gives a brief review of Lee et al.’s scheme. 

The security flaws of Lee et al.’s scheme are shown in 

Section 3. Finally, we give some conclusions in Section 4. 

2  Lee et al.’ Scheme 

In this section, we will briefly review Lee et al.’s scheme. 

Their scheme consists of four phases: registration phase, 

login phase, verification phase, and password change phase. 
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In order to facilitate future references, frequently used 

notations are listed below with their descriptions. 

Ui: The ith user; 

IDi: The identity of Ui; 

PWi: The password of Ui; 

Sj: The jth server; 

RC: The registration center; 

SC: A smart card; 

SIDj: The identity of Sj; 

CIDj: The dynamic ID of Ui; 

x, y: Two secret keys maintained by registration 

center; 

h(): A one-way hash function; 

⊕: The bitwise XOR operation; 

||: String concatenation operation. 

Three entities: the user (Ui), the server (Sj), and the 

registration center (RC) are involved in Lee et al.’s scheme. 

First, RC chooses the master key x and secret number y to 

compute h(x||y) and h(y), and then shares them with Sj in 

the secure channel. Only RC knows the master secret key x 

and secret number y. 

2.1   Registration Phase 

In this phase, everyone who wants to register at the server 

should submit his identity and password to RC and obtain a 

smart card. The detail of the phase is described as follows. 

1) Ui generates a random number bi, chooses his 

identity IDi and PWi, and computes h(bi⊕PWi). 

Then Ui sends IDi and h(bi ⊕ PWi) to the 

registration center RC through a secure channel. 

2) After receiving IDi and h(bi ⊕ PWi), RC 

computes Ti=h(IDi||x), Vi=Ti ⊕ h(IDi||h(bi ⊕
PWi)), Bi=h(h(bi⊕PWi)||h(x||y)) and Hi=h(Ti). 

Then RC stores {Vi, Bi, Hi, h(), h(y)}, into a 

smart card and issue it to Ui. 

3) When receiving the smart card, Ui keys bi into it 

and finish the registration. 

2.2   Login Phase 

Once the user Ui wants to login to the server, as shown in 

Figure 1, he will perform the following login steps. 

1) Ui inserts his smart card into the smart card 

reader and then inputs IDi and PWi. 

2) The smart card computes Ti=Vi⊕h(IDi||h(bi⊕
PWi)) and H′i=h(Ti). If H′i does not equal Hi, 

the smart card stops the request. 

3) The smart card generates a random number Ni 

and computes Ai=h(Ti||h(y)||Ni),  CIDi=h(bi⊕
PWi)⊕h(Ti||Ai||Ni), Qi=h(Bi||Ai||Ni), and Pij=Ti

⊕h(h(y)||Ni||SIDj). Then, the smart card sends 

M1={CIDi, Pij, Qi, Ni} to the serer Sj. 

2.3   Verification Phase 

This phase is executed by the server to determine whether 

the user is allowed to login or not. Sj executes the following 

steps to verify the legitimacy of Ui. We use Figure 1 to 

demonstrate the phase. 

1). Upon receiving M1, Sj computes Ti = Pij⊕
h(h(y)||Ni||SIDj),  Ai=h(Ti||h(y)||Ni), h(bi⊕PWi) 

= CIDi ⊕ h(Ti||Ai||Ni) and Bi=h(h(bi ⊕
PWi)||h(x||y)).  

Then Sj computes h(Bi||Ai||Ni) and checks it 

with Qi. If they are not equal, Sj rejects the 

login request and terminates this session. 

Otherwise, Sj generates a random number Nj to 

compute M′ij=h(Bi||Ni||Ai||SIDj). Finally, Sj 

sends the message M2={M′ij, Nj} to Ui. 

2). Upon receiving M2, Ui checks whether 

h(Bi||Ni||Ai||SIDj) equals M′ij. If they are not 

equal, Ui stops the session. Otherwise, Ui 

computes M″ij=h(Bi||Nj||Ai||SIDj). At last, Ui 

sends M3={M″ij} to Sj. 

3). Upon receiving M3, Sj checks whether 

h(Bi||Nj||Ai||SIDj) equals M″ij. If they are not 

equal, Ui stops the request. Otherwise, Ui is 

authenticated successfully. 

After finishing verification phase, Ui and Sj can 

compute SK=h(Bi||Ni||Nj||Ai||SIDj) as the session key for 

securing communications with authenticator. The login 

phase and verification phase are depicted in Figure 1. 

2.4   Password Change Phase 

This phase will be invoked if the client wants to change his 

password from PWi  to PWnew. 

1). Ui inserts his smart card into the smart card 

reader and then inputs IDi  and PWi. 

2). The smart card computes Ti=Vi⊕h(IDi||h(bi⊕
PWi)) and H′i=h(Ti). If H′i does not equal Hi, 

the smart card stops the request. 

3). Ui inputs the new password PWnew and a new 

random number bnew, computes h( newb ⊕

PWnew), Vnew=Ti⊕h(IDi||h(bnew⊕PWnew)). At 

last, Ui sends IDi and h(bnew⊕PWnew) to RC 

through a secure channel. 

4). Upon receiving IDi and h(bnew⊕PWnew), RC 

computes Bnew=h(h(bnew⊕PWnew)||h(x||y)) and 

sends it to Ui. 

5). The smart card replaces Vi and Bi with Vnew and 

Bnew. 
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Figure 1: Login phase and verification phase of Lee et al.’s scheme 

3  Lee et al.’ Scheme 

In this section, we will demonstrate that Lee et al.’s scheme 

is vulnerable to impersonation attack, server spoofing 

attack, and can not provide two-factor security. 

3.1   Impersonation Attack 

In this subsection, we first show that any malicious legal 

user can impersonate other legal users to log into remote 

server. Then we demonstrate that any malicious server also 

can impersonate any other legal users to log into remote 

server. 

Malicious User’s Impersonation Attack 

We assume that the adversary Z is a legal user of the 
system, and then he can obtain a smart card containing  {Vz, 
Bz, Hz, h(), h(y), bz}. When another legal user Ui 
communicates with Sj, the adversary Z can intercept the 
login message {CIDi, Pij, Qi, Ni} between Ui and Sj, and 
impersonate Ui though the following steps. We use Figure 2 
to demonstrate the attack. 

1). Z two random numbers r and N′, sets T′i←r, 

computes  

( || ( ) || )i i iA h T h y N   ,  

( ) ( || || )i Z Z i i iCID h b PW h T A N      , 

 ( || || )i Z i iQ h B A N   , and  

( ( ) || || )ij i i jP T h h y N SID    .  

Then, the smart card sends M′1={CID′i, P′ij, Q′i, 

N′i} to the server Sj. 

2). Upon receiving M′1. Sj computes 

Ti = P′ij⊕h(h(y)||N′i||SIDj) 

    =  T′i 

 

           Ai = h(Ti||h(y)||N′i) 

                = h(T′i||h(y)||N′i) 

                = A′i 

           h(bi⊕PWi) = CID′i⊕h(Ti||Ai||N′i) 

                                = h(bz⊕PWz) 

           and,  

Bi = h(h(bi⊕PWi)||h(x||y)) 

= h(h(bz⊕PWz)||h(x||y)) 

= Bz. 

 It is obvious that h(Bi||Ai||N′i) equals Q′i since 

Q′i=h(Bz||A′i||N′i) and Bi=Bz. Then, Sj generates 

a random number Nj to compute M′ij = h(Bi|| 

Ni||Ai||SIDj). Finally, Sj sends the message 

M′2={M′ij,Nj}  to Z. 

3). Upon receiving M′, Z computes M″ij = h(Bz|| 

Nj||A′i||SIDj) and sends M′3={M″ij}  to Sj. 

4). Upon receiving M′3, Sj checks whether h(Bi|| 

Nj||Ai||SIDj) equals M″ij. It is obvious 

h(Bi||Nj||Ai||SIDj) equals M″ij since Bi=Bz and 

M″ij = h(Bz|| Nj||A′i||SIDj).  

From the above description, the adversary Z impersonate Ui 

successfully. Moreover, Z and Sj can compute SK = 

h(Bz||N′i||Nj||A′i||SIDj) as the session key for future 

communications. Then Lee et al.’s scheme cannot resist the 

impersonation attack. 

Malicious Server’s Impersonation Attack 

We assume that Sj is a malicious server of the system, 
and then he can obtain h(x||y) and h(y) from RC. When a 
legal user Ui communicates with Sj, Sj can impersonate this 
user to obtain the services from other servers Sj+1. The detail 
of the attack, as shown in Figure 3, is described as follows. 
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Figure 2: Malicious user’s impersonation attack 

1). When receiving M1={CIDi, Pij, Qi, Ni}  from Ui, 

Sj uses his h(y) and h(x||y) to compute Ti=Pij⊕
h(h(y)||Ni||SIDj), Ai=h(Ti||h(y)||Ni), h(bi⊕PWi) 

=CIDi ⊕ h(Ti||Ai||Ni), Bi=h(h(bi ⊕ PWi)|| 

H(x||y)), and Pij+1=Ti ⊕ h(h(y)||Ni||SIDj+1). 

Then Sj sends M′1={CIDi, Pij+1, Qi, Ni} to 

another server Sj+1. 

2). Upon receiving M1, Sj+1 computes Ti=Pij+1⊕
h(h(y)||Ni||SIDj+1), Ai=h(Ti||h(y)||Ni),  h(bi⊕
PWi)=CIDi ⊕ h(Ti||Ai||Ni) and Bi=h(h(bi ⊕
PWi)||H(x||y)). Then Sj+1 computes h(Bi||Ai||Ni) 

and checks if it equals Qi. It is obvious 

h(Bi||Ai||Ni) equals Qi. Then, Sj+1 generates a 

random number Nj+1 to compute M′ij+1 = h(Bi 

||Ni||Ai||SIDj+1). Finally, Sj+1 sends the message 

M2={M′ij+1, Nj+1}  to Sj. 

3). Upon receiving {M′ij+1, Nj+1}, Sj computes 

M″ij+1=h(Bi||Nj+1||Ai||SIDj+1) and sends M3 = 

{ M″ij+1} to Sj+1. 

4). Upon receiving M3, Sj+1 checks whether 

h(Bi||Nj+1||Ai||SIDj+1) equals M″ij+1. From the 

computation of M″ij+1 we knows h(Bi|| Nj+1|| 

Ai||SIDj+1)  equals M″ij+1.  

From the above description, the malicious server Sj 

could impersonate Ui successfully. Sj and Sj+1 also could 

get SK=h(Bi||Ni||Nj+1||Ai||SIDj+1) as the session key for 

future communications. Then Lee et al.’s scheme cannot 

resist the impersonation attack. 

3.2   Server Spoofing Attack 

We assume that Sj is a malicious server of the system, and 

then he can obtain h(x||y) and h(y) from RC. When another 

legal user Ui communicates with Sj+1, Sj can intercept the 

login message M1={CIDi, Pij+1, Qi, Ni} between Ui and Sj+1, 

and impersonate Sj+1 though the following steps, where 

CIDi=h(bi⊕PWi)⊕h(Ti||Ai||Ni), Qi=h(Bi||Ai||Ni), Pij+1=Ti

⊕h(h(y)||Ni||SIDj+1) and Ti=h(IDi||x). We use Figure 4 to 

demonstrate the attack. 

1). Upon receiving M1, Sj computes 

 1 1( ( ) || || )i ij i jT P h h y N SID   , 

 ( || ( ) || )i i iA h T h y N , 

( ) ( || || )i i i i i ih b PW CID h T A N   , and 

 ( ( ) || ( || ))i i iB h h b PW H x y  .
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Figure 3: Malicious server’s impersonation attack 

 

 
Figure 4: Server spoofing attack 

 

 Then Sj computes h(Bi||Ai||Ni) and checks it with 

Qi. If they are not equal, Sj rejects the login request 

and terminates this session. Otherwise, Sj 

generates a random number Nj+1 to compute M′ij+1 

= h(Bi| |Ni ||Ai ||SIDj+1). Finally, Sj sends the 

message M2={M′ij+1, Nj+1} to Ui. 

2). Upon receiving M2, Ui checks whether 

h(Bi||Ai||SIDj+1) equals M′ij+1. If they are 

not equal, Ui stops the session. 

Otherwise, Ui computes M″ij+1 = h(Bi| 

|Nj+1 ||Ai ||SIDj+1). At last, Ui sends 

M3={M″ij}  to Sj. 

It is easy to say that Sj could impersonate Sj+1  
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successfully. Besides, Ui and Sj can compute SK = h(Bi|| Ni 

||Nj+1||Ai||SIDj+1) as the session key for future 

communications. Therefore, Lee et al.’s scheme cannot 

resist the server spoofing attack. 

3.3   Off-line Password Guessing Attack 

Although Lee et al. claim that their scheme can provide 

two-factor security, i.e. the user’s password is secure even 

when the client’s smart card is lost and the parameters in 

the card are derived [13], an off-line password guessing 

attack will be given here.  

Suppose the client’s smart card is lost, an attacker A  

can read all the data, including {
iV , 

iB , 
iH , ()h , ( )h y , 

b }, from the smart card via physically access to the storage 

medium. He can get the password through the following 

steps. 

1). A  selects a password PW   from a uniformly 

distributed dictionary. 

2). A computes Ti=Vi⊕h(IDi||h(b⊕PW′)) and H′i=h(Ti). 

3). A check if H′i equals Hi.  If H′i equals Hi, then A find 

the correct passwords. Otherwise, A repeats Steps 1, 

2 and 3 until the correct password if found. 

From the description we know that Lee et al.’s scheme 

could get user’s password once user’s smart card is lost. 

Therefore, Lee et al.’s scheme cannot resist the off-line 

password guessing attack. 

4  Conclusion 

In [13], Lee et al. proposed a dynamic ID-based remote user 

authentication scheme for multi-server environment using 

smart cards and demonstrated its immunity against various 

attacks. However, after review of their scheme and analysis 

of its security, three kinds of attacks, i.e., impersonation 

attack, server spoofing attack, and off-line password 

guessing attack, are presented in different scenarios. The 

analyses show that the scheme is insecure for practical 

application. 
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