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Abstract

Public Key Encryption with Keyword Search (PEKS)
scheme enable one to search the encrypted data with a
keyword without revealing any information. The concept
of a PEKS scheme was proposed by Boneh et al. in 2004
and Baek et al. who extended PEKS scheme into a secure
channel free PEKS scheme (SCF-PEKS) which removes
the assumption, a secure channel between users and a
server. In this paper, we show an overview of six ex-
isting security models of PEKS/SCF-PEKS scheme and
conclude five security requirements that must satisfy to
construct a secure PEKS/SCF-PEKS scheme. Then we
compare the security and efficiency of the security models
and discuss the future researches of PEKS/SCF-PEKS.
Keywords: PEKS, off-line keyword-guessing attack, des-
ignate tester, trapdoor indistinguishability

1 Introduction

Considering a scenario that user Bob wants to share doc-
uments with user Alice, Bob has two options to achieve
this work. Bob stores the documents in the mobile devices
such as flash drive and portable hard drive, and sends it
to Alice. However there are many uncertain situations
in deliverying process; for example, the mobile devices
might be stolen by the corporate espionage so to cause
huge damage to the company. Another option for Bob to
share documents is taking the server as the storage me-
dia. Traditionally, users upload and store their data in
the remote server and take the remote server as a storage
media. Users can upload, download, update and delete
the data in seconds, and they can further authorize other
users to use the data for some specific purposes. How-
ever, the security, integrity and confidentiality of data
in the remote server cannot be guaranteed because users
cannot control their data directly and cannot supervise

how a remote server manages them clearly. The remote
server is just like an untrusted third party. Therefore,
users usually encrypted their documents for the privacy
propose and ensuring data security before uploading to
the remote server. However, as the document is trans-
formed into a ciphertext, it produces another problem;
that is how users can obtain the encrypted data without
decryptin them.

Although attackers and the server administrator caies-
not distinguish what the context is as they capture the
encrypted data, users can not define which ciphertext is
the one they want, either. One of the solutions is that
users download all the encrypted data and decrypt them,
so that users can find the right documents they want with-
out revealing any information to the server administrator.
Nevertheless, this solution might cause lots of transfer
cost and storage space whenever users query data. If
Alice wishes to only retrieve the documents which con-
tain the word W, downloading the whole encrypted data
is not a suitable solution and unrealistic. Another solu-
tion is to set up keywords for each encrypted documents
and a user can search the encrypted documents with spe-
cific keywords they wish to query. In order to achieve
this goal, Song et al. [6] first brought up the concept of
searching the encrypted data with certain words in 2000.
They thought that there are two alternatives to search
on the ciphertext; that is to build up an index for each
word W and perform a sequential scan without an index.
The latter do not need extra space to store the index,
but slower than the former. However, the index-based
schemes seem to require less sophisticated constructions,
Song et al. proposed a scheme which works by comput-
ing the bitwise exclusive or (XOR) of the clear-text with
a sequence of pseudorandom bits which have a special
structure [6]. The solution of Song et al. requires very
little communication between the user and the server, re-
quires only one round of interaction [2]. Therefore, Boneh
et al. further proposed a brand-new scheme that searches
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the encrypted data based on keyword [2].
Public Key Encryption with Keyword Search (PEKS

in short) scheme, which is also name searchable public-key
encryption scheme, enables one to search encrypted docu-
ments on the untrusted server without revealing any infor-
mation. Boneh et al. first introduced PEKS scheme with
a mail routing system in 2004. There are three entities
in PEKS: data sender, receiver and server. Suppose user
Alice (receiver) has a number of devices: laptop, desktop,
mobile device, etc. User Bob (data sender) wishes to send
an email to Alice. First, he encrypts the email M with
keywords w1, w2, . . . , wm using Alice’s public key and
also appends the encrypted keywords PEKS(Apub, w1),
PEKS(Apub, w2), · · · , PEKS(Apub, wm). Then he sends
the following ciphertext to the mail server (server):

EApub
(M) || PEKS(Apub, w1) || · · · || PEKS(Apub, wm)

Where Apub is Alice’s public key. For Alice, she wishes
to read the mails that contain keyword ”urgent” using
her mobile devices. For this purpose, Alice can give the
server a certain trapdoor Tw of keyword ’urgent’ that en-
ables the server to find out the encrypted emails associ-
ated with ’urgent’. However, Alice does not want to reveal
any private information to anyone including the server. In
other words, the mail routing system must have the abil-
ity to test whether ”urgent” is a keyword in the emails
and route these mails to Alice’s mobile device without
getting anything else about the email.

However, Boneh et al.’s scheme has to construct the se-
cure channel to protect trapdoors through out the trans-
port process. This is not suitable for some applications as
building a secure channel which is usually costly. To solve
this problem, Baek et al. [1] proposed a new PEKS that
removes the secure channel assumption and names ”Se-
cure Channel Free Public Key Encryption with Keyword
Search (SCF-PEKS in short)” in 2008. In SCF-PEKS
scheme, the data sender uses the server’s public key and
receiver’s public key to encrypt the keywords each time he
stores the encrypted data to the server. Whenever a re-
ceiver wants to search the encrypted data associated with
a specific keyword, he can send the trapdoor to retrieve
data via a public channel(public network) since only the
server has the corresponding private key which can test
whether the PEKS ciphertext matches the trapdoor. Nev-
ertheless, the trapdoors can be transferred in the public
network because trapdoors can be captured by anyone
and it produces another problem: whether the outside
adversaries can derive the embedded keyword and user
information from the trapdoor by any means? Byun et
al. [4] pointed out that PEKS might be attacked by the
off-line keyword-guessing attacks in 2006. Since keywords
are chosen from much smaller space than passwords and
users usually use well-known keywords (low entropy) for
searching documents [4]. Therefore, attackers can cap-
ture the trapdoor and have chance to guess keyword. In
the other hand, Yau et al. [23] also demonstrated that
outside adversaries that capture the trapdoors sent in a
public channel can reveal encrypted keywords by perform-

ing off-line keyword-guessing attacks. From now on, most
of the PEKS/SCF-PEKS scheme pay more attention on
improving the security against the outside off-line key-
word guessing attacks [7, 9, 14, 16, 20, 23]. However, all
of the schemes still cannot stand against off-line keyword
guessing attacks and only few schemes [11, 24] can stand
against off-line keyword guessing attacks from outside ad-
versaries.

1.1 Security Requirements

In short, PEKS idea provides a mechanism that enables
users to search encrypted emails with keywords without
revealing any information including the server. Also, the
server can retrieve encrypted emails containing specific
keywords, but learn nothing else about the emails. Be-
sides SCF-PEKS eliminate the limitation of PEKS which
require a secure channel between server and receiver and
search encrypted data with keywords, which is more ap-
plicable in reality. On the other hand, PEKS/SCF-PEKS
augments the security and privacy protection of data stor-
age applications. Since cloud computing becomes the
popular issue in recent years, more and more cloud ser-
vices bloom in a very short time including cloud storage
service. Thus, PEKS/SCF-PEKS scheme can increase the
personal documents protection over cloud environment.
To construct a secure PEKS or SCF-PEKS scheme with
privacy protection, there are some security requirements
needed to achieve as follows:

Trapdoor indistinguishability [19]
The trapdoor is produced by Alice’s private key that
searches the encrypted documents and the keyword.
No one can distinguish the difference if two trapdoors
are generated by the same keyword. Namely, no one
can obtain any information from the trapdoor.

Ciphertext indistinguishability [19]
As users send encrypted documents to Alice, they
will generate the keyword ciphertext that contains
keywords w1, w2, . . . , wm and append it to the en-
crypted emails. Even the keyword ciphertext is cap-
tured in the transfer process, no one can get the em-
bedded keywords from the ciphertext.

Authorized identity protection (Anonymity)
Users send the ciphertext to the server with the pub-
lic key of an authorized user who can search and
download the encrypted emails. Similarly to cipher-
text indistinguishability, no one should learn the au-
thorized users’ identity from the keyword ciphertext
for the privacy purpose.

User authentication
Although no one can know the authorized users’ iden-
tity, the server still has to recognize whether the trap-
door is uploaded by the authorized users. Therefore,
the server must have the ability to authenticate the
users’ identities.
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Against off-line keyword-guessing attacks
Since everything transferred over the public network
is totally appreciable and easy to eavesdrop, the trap-
door might be captured by the outside attackers eas-
ily. On the contrary, the untrusted server might re-
gard as the inside attacker if it tries to alter, expose,
or derive the secret information from the trapdoor.
Thus, the proposed scheme should stand against out-
side and inside off-line keyword-guessing attacks suc-
cessfully.

1.2 Organization

This paper is organized as follows: In Section 2, we intro-
duce the development of the PEKS schemes and analyse
their advantages and shortcomings. We further evaluate
whether the schemes in Section 2 conform the require-
ments mentioned above, and make a performance com-
parison in Section 3. We discuss futures issue such as
conjunctive keyword search schemes in Section 4 and con-
clude in Section 5.

2 Security Model for PEKS/SCF-
PEKS

2.1 PEKS Schemes

The notion of Public Key Encryption with Keyword
Search (PEKS) scheme is proposed by Boneh, Crescenzo,
Ostrovsky and Persiano in 2004 [2]. Their construction is
based on a variant of the Computational Diffie-Hellman
problem. In abstracto, they use two cyclic groups G1, G2

of prime order p, a bilinear map e : G1 ×G1 → G2. The
map satisfies the following properties:

1) Computable: given g, h ∈ G1 there is a polynomial
time algorithms to compute e(g, h) ∈ G2.

2) Bilinear: for any integers x, y ∈ [1, p] we have
e(gx, gy) = e(g, g)xy.

3) Non-degenerate: if g is a generator of G1 then e(g, g)
is a generator of G2.

There also needs two hash functions H1 : {0, 1}∗ →
G1, H2 : G2 → {0, 1}logp and the security parameter
{G1, G2, e, H1,H2, g, h}. Boneh et al.’s scheme works as
follows:

• KeyGen: The input security parameter determines
the size, p, of the groups of G1 and G2. Then, the
algorithm chooses a random value α ∈ G∗q and a gen-
erator g of G1. It outputs Apub = [g, h = gα] and
Apriv = α.

• PEKS(Apub, w): First choose a random value r ∈ Z∗p
and compute t = e(H1(w), hr) ∈ G2. Output S =
[gr,H2(t)].

• Trapdoor(Apriv, w′): Output Tw′ = H1(w′)α ∈ G1.

• Test(Apub, S, Tw′): Let S = [A,B]. Test if
H2(e(Tw′ , A)) = B. Output ’yes’ if the equation
holds and ’no’ otherwise.

2.2 SCF-PEKS Schemes

In Baek, Safavi-Naini and Susilo’s opinion, Boneh et al.’s
scheme [2] uses a secure channel between receiver and
server and constructing the secure channel is costly and
inefficient. In other words, the trapdoor cannot be sent
via a public network. This is not suitable for some ap-
plications [1]. Thus, Baek et al. proposed a mechanism
to remove the secure channel in an efficient way. The
basic idea they use is making server keep its own public
key pair. To create a PEKS ciphertext, data sender uses
server’s public key and receiver’s public key to encrypt
the keywords. As a receiver wishes to query the encrypted
documents with keyword w′, he has to generate the trap-
door with his private key. At this time, the trapdoor can
be sent via public a network since only the server which
has the corresponding private key can perform the Test
algorithm.

2.2.1 Baek et al.’s Scheme

The secure channel free public key encryption with key-
word search scheme which is also named as searchable
keyword encryption with a designated tester proposed by
Baek, Safavi-Naini and Susilo in 2008 [1]. Baek et al.’s
scheme is based on bilinear pairing consisting of the fol-
lowing algorithms:

1) GlobalSetup(k): Take a security parameter k and
generate a group G1 =< P > with prime order
q ≥ 2k. Then construct a bilinear pairing e :
G1 × G1 → G2, where the order of G2 is q. And
use two hash functions H1 : {0, 1}∗ → G∗1 and
H2 : G2 → {0, 1}k. Then output the global pa-
rameter gp = (q,G1, G2, e, P, H1, H2, dw), where dw

denotes a description of a keyword space.

2) KeyGenServer(gp): Choose two random value x ∈ Z∗q
and Q ∈ G∗1 then compute X = xP . Output public
key pkS = (gp,Q, X) and private key skS = (cp, x).

3) KeyGenReceiver(gp): Choose a random value y ∈ Z∗p
and compute Y = yP . Output public key pkR =
(gp, Y ) and private key skR = (gp, y).

4) SCF-PEKS(gp, pkS , pkR, w): Choose a random value
r ∈ Z∗q and compute S = (U, V ) = (rP,H2(κ)),
where κ = (e(Q,X)e(H1(w), Y ))r. Output S as a
PEKS ciphertext.

5) Trapdoor(gp, skR, w′): Compute Tw′ = yH1(w′).
Output Tw′ as a trapdoor for keyword w′.

6) Test(gp, Tw′ , S, skS): Check if H2(e(xQ + Tw, U)) =
V . If the equation holds return ’yes’ and ’no’ other-
wise.
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2.2.2 Rhee et al.’s Scheme

In 2009, Rhee, Park, Susilo and Lee pointed out that
Baek et al.’s scheme [1] might be attacked by using a
keyword-guessing attack if the outside attacker captures
the trapdoor [18]. Therefore, Rhee et al. enhances the
model of Baek et al. to prevent such attacks and defines
the ”trapdoor indistinguishability” [19]. On one hand, the
data sender uses server’s public key and receiver’s public
key to generate a PEKS ciphertext. On the other hand,
the receiver uses the server’s public key and his private
key to generate the trapdoor. Thus, if the trapdoor is
captured by the outside attacker, he cannot perform the
keyword-guessing attack successfully without the server’s
private key. The algorithms of Rhee et al.’s SCF-PEKS
scheme [19] are as follows:

1) GlobalSetup(λ): Let G1 and G2 be bilinear groups of
prime order p. Given a security parameter λ, first
picks a random generator g ∈ G1 and two random
elements u, ũ ∈ G1. Then construct a bilinear pairing
e : G1 × G1 → G2 and use three hash functions H :
{0, 1}∗ → G1,H1 : {0, 1}∗ → G1 and H2 : G2 →
{0, 1}λ. This algorithm outputs a global parameter
gp = (p,G1, G2, e, H,H1,H2, g, u, ũ).

2) KeyGenServer(gp): First chooses a random value α ∈
Zp and set private key skS = α, and compute public
key pkS = (pkS,1, pkS,2) = (gskS , u1/skS ). Output
server’s public key pairs (pkS , skS).

3) KeyGenReceiver(gp): Choose a random value β ∈
Zp and set skR = β, and compute pkR =
(pkR,1, pkR,2) = (gβ , ũβ). Output receiver’s public
key pairs (pkR, skR).

4) SCF-PEKS(gp, pkS , pkR, w): Choose a random value
r ∈ Z∗q and set A = pkr

R,1 and B =
H2(e(pkS,1,H1(w)r)). Output PEKS ciphertext S =
[A, B].

5) Trapdoor(gp, pkS , skR, w′): Choose a random value
r′ ∈ Z∗q and compute T1 = gr′ and T2 = H1(w′)

1
β ·

H(pkr′
s,1). Output a trapdoor Tw′ = [T1, T2].

6) Test(gp, S, Tw′ , skS): First compute T = T2/H(Tα
1 )

and check if B = H2(e(A, Tα)). If the above equali-
ties are satisfied, then output ’yes’ and ’no’ otherwise.

2.2.3 Zhao et al.’s Scheme

After Rhee et al. introduced the notion of ”trapdoor in-
distinguishability”, Zhao, Chen, Ma, Tang and Zhu [24]
proposed another SCF-PEKS that can successful stand
against an outside keyword-guessing attack and achieve
better performance than Rhee et al.’s scheme [19] in 2012.
Zhao et al.’s scheme consists of the following algorithms:

1) GlobalSetup(k): Generate a group G1 of prime or-
der q ≥ 2k, a random generator P of G1 and con-
struct a bilinear pairing e : G1 × G1 → G2. This

algorithm uses two hash function H1 : {0, 1}∗ → G1

and H2 : G2 → {0, 1}k. Output global parameter
gp = (q, G1, G2, e, P,H1,H2, dw), where dw denotes
a description of a keyword space.

2) KeyGenServer(gp): Choose x ∈ Z∗q uniformly at ran-
dom and compute X = xP . Choose Q ∈ Z∗q
uniformly at random. Output Server’s public key
pkS = (gp, Q, X) and private key skS = (gp, x).

3) KenGenReceiver(gp): Choose y ∈ Z∗q uniformly at
random and compute Y = yP . Output Receiver’s
public key pkR = (gp, Y ) and private key skR =
(gp, y).

4) SCF-PEKS(gp, pkS , pkR, w): Choose a random value
r ∈ Z∗p and compute S = (U, V, t) = (rP, rY, t) where
t = e(H1(w), rP )e(rQ,X). Output S as a PEKS
ciphertext.

5) Trapdoor(gp, skR, w′): Choose a random value ã ∈
{0, 1}∗. Then compute Tw1 = [y−1H1(w′) +
H1(ã)]

⊕
[H1(e(yQ, xP ))] and Tw2 = yH1(ã) ∈ G1.

Output Tw′ = (Tw1, Tw2) as a trapdoor for keyword
w′.

6) Test(gp, S, Tw′ , skS): First compute η =
Tw1

⊕
H1(e(xQ, yP )), and compute δ =

e(Tw2, U), t′ = e(xQ,U)−1 and T = tt′ =
e(H1(w), rP ). Finally, Test if H2(e(η, V )) =
H2(T · δ). If the equation holds, output ’yes’ and
’no’ otherwise.

2.3 PEKS Scheme Without Using Pair-
ing

2.3.1 Khader’s Scheme

In Boneh et al.’s PEKS scheme [2], they presented sev-
eral methods based on different security models but these
methods had some limitations. Since Boneh et al.’s
scheme is proven secure in random oracle which has been
shown possibly not secure in the standard model [5], their
schemes were not secure enough in Khader’s opinion [15].
Therefore, Khader presented a new scheme called Pub-
lic Key Encryption with Keyword Search based on K-
Resilient IBE [10](KR-PEKS in short) in 2006.

• KeyGen:

1) Choose a group G of order q and two generator
g1, g2.

2) Choose 6 random k degree polynomials chosen
over Zq.
f1(x) = a0+a1x+a2x

2+· · ·+akxk =
∑k

t=0 atx
t,

f2(x) = a′0+a′1x+a′2x
2+· · ·+a′kxk =

∑k
t=0 a′tx

t,
h1(x) = b0+a1x+b2x

2+· · ·+bkxk =
∑k

t=0 btx
t,

h2(x) = b′0+a1x+b′2x
2+· · ·+b′kxk =

∑k
t=0 b′tx

t,
p1(x) = d0+a1x+d2x

2+· · ·+dkxk =
∑k

t=0 dtx
t,

p2(x) = d′0+d′1x+d′2x
2+· · ·+d′kxk =

∑k
t=0 d′tx

t,
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3) For 0 ≤ t ≤ k; Compute At = gat
1 g

a
′
t

2 , Bt =

gbt
1 g

b
′
t

2 , Dt = g
dtg

d
′
t

2
1 .

4) Choose a random collision resistant hash func-
tion H : G → {0, 1}λ.

5) Choose a random targeted collision resistant
hash function TCR.

6) Assign public key pkR = (g1, g2, A0, . . ., Ak,
B0, . . ., Bk, D0, . . . Dk, H, TCR) and private
key skR = (f1, f2, h1, h2, p1, p2).

• KR-PEKS:

1) Choose a random value r ∈ Zq.

2) Compute u1 = gr
1, u2 = gr

2.

3) Calculate for each keyword w

Aw ← ∏k
t=0 A

(wt)
t ; Bw ← ∏k

t=0 B
(wt)
t ; Dw ←∏k

t=0 D
(wt)
t .

4) s ← Dr
w.

5) e ← (0λ)
⊕

H(s).

6) α ← TCR(u1, u2, e).

7) vw ← (Aw)r · (Bw)rα.

8) C ←< u1, u2, e, vw >.

• Trapdoor:
Tw′ =< f1(w′), f2(w′), h1(w′), h2(w′), p1(w′), p2(w′) >.

• Test:

1) α ← TCR(u1, u2, e).

2) Test if
vw 6= (u1)f1(w

′)+h1(w
′)α (u2)f2(w

′)+h2(w
′)α.

3) s ← (u1)p1(w
′)(u2)p2(w

′).

4) M ← e
⊕

H(s).

5) If M = 0λ, output ’yes’ and ’no’ otherwise.

2.3.2 Yang et al.’s Schemes

Most of PEKS/SCF-PEKS schemes presented were con-
structed based on bilinear pairing. Moreover, keywords
have low entropy and are chosen from the much smaller
space than passwords [4]. In Yang et al.’s opinion, PEKS
schemes(including SCF-PEKS schemes) based on pairing
are susceptible to off-line keyword-guessing attacks. In
order to construct a more secure scheme against off-line
keyword-guessing attacks, Yang, Xu and Zhao presented
a public key encryption with keyword search scheme not
using pairing in 2011 [22]. Their scheme is a variant of
Khader’s PEKS scheme [15] which overcomes the short-
coming of Khader’s scheme (do not satisfy the consis-
tency) and improves efficiency.

• KeyGen

1) Choose a group G of order q and two generator
g1, g2.

2) Choose 4 random k degree polynomials chosen
over Zq. f1(x) = a0 +a1x+a2x

2 + · · ·+akxk =∑k
t=0 atx

t,
f2(x) = a′0+a′1x+a′2x

2+· · ·+a′kxk =
∑k

t=0 a′tx
t,

h1(x) = b0+a1x+b2x
2+· · ·+bkxk =

∑k
t=0 btx

t,
h2(x) = b′0+a1x+b′2x

2+· · ·+b′kxk =
∑k

t=0 b′tx
t,

3) For 0 ≤ t ≤ k; Compute At = gat
1 g

a
′
t

2 , Bt =

gbt
1 g

b
′
t

2 , Dt = gdt
1 g

d
′
t

2 .

4) Choose a random collision resistant hash func-
tion H : G → {0, 1}λ.

5) Choose a random targeted collision resistant
hash function TCR.

6) Let SKE be a one-time symmetric-key encryp-
tion scheme.

7) Assign public key pkR = (g1, g2, A0, . . ., Ak,
B0, . . ., Bk, H, TCR) and private key skR =
(f1, f2, h1, h2).

• KR-PEKS

1) Choose a random value r ∈ Zq.

2) Compute u1 = gr
1, u2 = gr

2.

3) Calculate for each keyword w

Aw ←
∏k

t=0 A
(wt)
t ; Bw ←

∏k
t=0 B

(wt)
t .

4) α ← TCR(u1, u2).

5) vw ← (Aw)r · (Bw)rα.

6) K ← H(vw); R ← {0, 1}λ.

7) e ← SKE.Enc(K, R).

8) C ←< R, u1, u2, e >.

• Trapdoor
Tw′ =< f1(w′), f2(w′), h1(w′), h2(w′) >.

• Test

1) α ← TCR(u1, u2).

2) Test if
vw 6= (u1)f1(w

′)+h1(w
′)α · (u2)f2(w

′)+h2(w
′)α.

3) K ← H(vw).

4) R′ ← SKE.Dec(K, c).

5) If R = R′, output ’yes’ and ’no’ otherwise.

3 Comparisons

In this section, we present a comparison of security and
performance for the schemes mentioned in Section 2.
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3.1 Security Analysis

Table 1 shows the security comparison among
PEKS/SCF-PEKS schemes. We use Trap Ind, Ciph
Ind, AuthID Prot, User Auth, Inside KG and Outside KG
to denote Trapdoor ingistinguishability, PEKS(SCF-
PEKS) Ciphertext indistinguiability, authorized identity
protection, user authentication, against inside off-line
keyword-guessing attack and against outside off-line
keyword-guessing attack, respectively.

Since Boneh et al.’scheme and Baek et al.’s scheme do
not use random number in the trapdoor algorithm, ad-
versaries can easily distinguish the embedded keyword of
the captured trapdoors from previous trapdoors that had
found out the keywords by off-line keyword-guessing at-
tack. Besides, we could find out that all the schemes
satisfy the property of ciphertext indistinguishability, au-
thorized identity protection and user authentication, but
on the other hand, all the schemes cannot guarantee the
security of the malicious server. Since the data sender and
receiver should provide enough information to the server
to recognize the authorized users’ identities, the server
gain sufficient messages from PEKS ciphertexts and trap-
doors and can perform off-line keyword-guessing attack
easily.

3.2 Performance Analysis

Let E denotes an exponentiation operation, P denotes
a Maptopoint hash function operation [3], M denotes a
multiplication operation in G1, e denotes a pairing oper-
ation and f denotes a polynomial operation. Maptopoint
hash function means the operation of mapping a keyword
to an element in G1, which is so inefficient [9]. Besides,
k represents the maximum number of trapdoors (private
key) generated in the KR-PEKS [10]. We neglect the
operation of hash function that maps a keyword to an
element in Z∗p used in all the schemes because it only
requires little of operating time. Table 2 displays the
evaluation of performance aimed at computational load
of each algorithm with previous schemes including three
PEKS schemes ([2], [15] and [22]) and three SCF-PEKS
schemes ([1], [19] and [24]).

For the data sender, Zhao et al.’s scheme needs the less
computational load to generate the PEKS ciphertexts.
On the other hand, Baek et al.’s scheme produces minimal
computational load for the receiver at generating trap-
door phase. Although Baek et al.’s scheme has smaller
computational loads in PEKS/SCF-PEKS, Trapdoor and
Test than other schemes, it is not secure enough in facing
inside adversaries (Baek et al.’s scheme cannot against
the insider off-line keyword-guessing attack as showen in
Table 1).

4 Future Research

4.1 Multi-keyword Search

Suppose Alice’s friends send a number of emails to Alice
and those emails are all stored in the same mail server. Al-
ice would wish to retrieve the emails which contain some
keywords, e.g. ”urgent”, ”Monday” and ”Marking De-
partment”. In PEKS/SCF-PEKS schemes, Alice cannot
generate the trapdoor using more than one keyword. If
Alice only uses one keyword to search through hundreds of
emails, she might retrieve a huge number of related emails
and most of them are undesired. In 2004, Golle, Staddon
and Waters first proposed the notion of secret key en-
cryption with conjunctive field keyword search scheme [8].
Park, Kim and Lee proposed a new security model in an
asymmetrical cryptography system which is named Public
Key Encryption with Conjunctive Field Keyword Search
(PECKS) [17]. Later, many researches improved the effi-
ciency of the conjunctive keyword search, but most of the
schemes still have room for improvement.

4.2 Delegated Search

The concept of public key encryption with delegated key-
word search (PKEDS) is proposed by Ibraimi, Nikova,
Hartel and Jonker in 2011 [13]. Suppose Alice encrypts
an email with the public key of Bob, and Alice’s computer
is infected by some virus and embeds a malware into the
email in the unknown situation. If Bob decrypts those
email himself, his computer will be infected by the mal-
ware. Since malware is encrypted, the server is unable to
scan and detect the malware directly. The simple idea is
sending receiver’s private key to the server, but it is not
secure for receiver. Thus, the notion of PEKDS is that
users give server an delegated master trapdoor that does
not reveal users’ private key and the server will check all
the encrypted data for them. Tang, Zhao, Chen and Ma
showed that Ibraimi et al.’s scheme has some defects and
inefficient, so they presented a more secure and efficient
PKEDS scheme in 2012 [21].

4.3 Multi-user Keyword Search

Consider a situation that data sender wishes to share
his document with more than one user; in most of ex-
isting PEKS security models and PECKS security mod-
els, he has to stores N documents if there are N users
he wishes to authorize. It is inefficient that data sender
stores a number of same encrypted documents. A multi-
user PECK (mPECK) was introduced by Hwang and Lee
[12] in 2007, but has much less discussion than PEKS and
PECKS later.

5 Conclusions

Public Key Encryption with Keyword Search scheme en-
ables one to search encrypted data without revealing
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Table 1: Security comparison

Boneh et al. Khader’s Baek et al. Rhee et al. Zhao et al. Yang et al.
Trap Ind × © × © © ©
Ciph Ind © © © © © ©

AuthID Prot © © © © © ©
User Auth © © © © © ©
Inside KG × × × × × ×

Outside KG × © × © © ©

Table 2: Performance comparison

Boneh et al. Khader’s Baek et al. Rhee et al. Zhao et al. Yang et al.
KeyGenServer - - M 2E M -

KeyGenReceiver E 6E M 2E M 6E
PEKS/SCF-PEKS 2E + 2P + e (3k + 8)E E + M + P + 2e 2E + P + e 4M + P + 2e (2k + 6)E

Trapdoor E + P 6f P + M 2E + 2P 3M + 4P + e 4f
Test e 4E + 6f M + e 2E + P + e 2M + P + 4e 2E + 4f

any information to anyone. In this paper, we study
six important schemes and analyze their efficiency and
performance. Moreover, we conclude five security re-
quirements that must satisfy as constructing PEKS/SCF-
PEKS scheme. Finally, we briefly discuss three extend
issues about a keyword search scheme. We hope that this
paper can help more researchers deeply understand this
field. Therefore, the development of public key encryp-
tion with keyword search schemes and its extend issues
can be rapidly developed.
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