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Abstract

We first give an analysis on Zhang et al.’s attack on a
short signature scheme so called ZCSM scheme and point
out their forgery attack is not correct one. Furthermore,
we present a forgery attack under the chosen message
and public key attacks on ZCSM scheme, in the sense
of Zhang et al.’s attack. We also analyze Zhang et al.’s
improved signature scheme suggested to resist their at-
tacks and point out the proposed scheme, in fact, does
not work properly.
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1 Introduction

Digital signatures allow a signer who has established a
public key to sign a message in such a way that any other
party who knows the public key, as well as the origin of
the public key, can verify that the message originated from
the signer and has not been modified [3]. Digital signature
schemes are used to ensure the integrity and authenticity
in which signatures are publicly verifiable. Moreover, se-
cure digital signature schemes also provide an additional
property called the non-repudiation. To be secure, digi-
tal signature schemes should be existentially unforgeable,
which means that it is infeasible for an attacker to create
a valid signature on a message that has not been signed
before. As in the case of public key encryption, tradi-
tional signature schemes assume an authority called the
certificate authority(CA) which has an important role in
distribution of public keys of members in the system.
Recently, several digital signature schemes have been
proposed by using bilinear pairings to take advantages of
such pairings defined in the group of elliptic curves over
finite fields. As compared to earlier signature schemes,
most of those schemes were turned out to have merits
of being shorten the size of signatures. After the break-
through by Boneh, Lynn and Shacham [2], Zhang, Chen,

Susilo, and Mu proposed another short signature scheme
under the new hardness assumption called the square
roots problem(SRP) [4]. Later, Zhang, Yang, Zhong, Li
and Takagi introduced two attacks against Zhang et al.’s
scheme, namely a forgery attack and a key replacement
attack [5]. Usually, key replacement attacks have been
considered in certificateless cryptography(CL-PKC) [1].
Due to the lack of authenticating information for public
keys, CL-PKC schemes are sometimes suffer from key re-
placement attacks in which an adversary has the ability
to substitute public keys of members in the system. In
order to resist their attacks, Zhang et al., furthermore,
suggested an improvement of the Zhang-Chen-Susilo-Mu
scheme mentioned above.

In this paper, we revisit Zhang et al.’s forgery attack
and key replacement attack on the Zhang-Chen-Susilo-
Mu scheme, and make an analysis on their improvement.
In fact, they made a mistake in using properties of bilin-
ear pairing, which result in incorrectness of their forgery
attack. Moreover, their improved scheme is not correct in
that any signature generated by legitimate users cannot
be verified whether it is valid or not.

2 Zhang et al.’’s Attack on the
Zhang-Chen-Susilo-Mu Signa-
ture Scheme

In this section, we briefly review Zhang-Chen-Susilo-
Mu short signature scheme (ZCSM for short), and then
give some comments on the cryptanalysis introduced by
Zhang, Yang, Zhong, Li and Takagi in [5].

2.1 The ZCSM Short Signature Scheme

Setup: Pick a bilinear group and associate parameters
(G,Gr,é,g,q) where g is a generator of G and ¢ =
3mod 4. The message space is M = {1,...,(q —
1)/2}. The system parameter set is (G, Gr,é,g,q).
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Key Generation: Pick z,y € Z, at random and compute
u = ¢g*,v = g¥. The private key is (z,y) and the
corresponding public key is (u,v).

Sign: Given a message m € M, a user with private key
(z,y) generates a signature as follows:

First, randomly picks r € Zg;

If m is a quadratic residue modulo ¢, computes

(z+my+r)t/?

g=4g

Otherwise, if m is a quadratic non-residue modulo g,
then computes

_ 1/2
o= g(m my-+r) )

The signature is (o, 7).

Verify: Given a public parameters (G, G, g, g), public key
(u,v), a message m € M, and a signature (o,r) by
the following equation:

é(o,0) = é(uww™g", g)

or
-m 7 )

é(o,0) = é(uwwv™™g", g).

2.1.1 Remarks on Zhang et al.’s Attack

In [5], Zhang et al. claimed that ZCSM scheme is not
secure against forgery attack and strong key replacement
attack. However we found that their forgery attack does
not work well. In the following, we describe their attack
and point out the reason why the attack is not correct.
Furthermore, we show how one can mount such an attack
as the authors mentioned.

Zhang et al.’s claimed forgery attack is the following;:

“Given a valid signature (o,7), (o/,r") = (02,2r) is a
forgery for the forged public key (u',v') = (u?,v?)”.

We first note that the resulting values (¢’,r’) associ-
ated to the public key (u/,v") was thought of as a forgery
on the (same) message that has been previously signed
using public key (u, v), and that, to succeed in forgery at-
tack, the adversary has to replace the public key (u,v) by
(u',v"). Such attacks can be considered as a combination
of key replacement attack and strong existential forgery
attack. On the other hand, traditional digital signature
schemes, as well as ZCSM scheme, assume certificate au-
thority implicitly, and those schemes are not designed to
provide strong unforgeability security. So, to the best of
our knowledge, their claimed attacks might not be prac-
tical to ZCSM scheme.

Regardless our above discussion, in the following, we
point out that their so-called forgery attack under the
chosen message and public key attacks does not correctly
operate in the sense that the resulting forgery cannot pass
the verify algorithm. Recall that the values é(¢’,o’) and
é(u'(v')™g" | g) are as follows:
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é(o’,0") é(gQ(af+my+7")1/2 7 92(x+my+v")1/2)
= &g, 9)4(w+my+r).
W @)y g) = eg*(g*) 9", 9)
= é(g,g)*mrmytn),

In order for (o’,r’) to pass the verification algorithm,

the two values should be equal. However, since we may
assume = + my +r Z 0 (mod ¢), it is impossible except
when ¢ = 2. Note also that ¢ was chosen to be an odd
prime with ¢ = 3 mod 4. Therefore, we conclude that
their assertion is not true.

Now, we present a correct attack in the sense of Zhang
et al.’s attack. Indeed, it is easy to mount such an at-
tack as shown below. Suppose that we are given a signa-
ture (o,r) on a message m generated by using a private
key (u,v) = (¢*,¢¥). For simplicity, we assume that the
message m was chosen from quadratic residues modulo g,
since the case where m is a quadratic non-residue modulo
q can be treated similarly.

1) Choose a quadratic residue s modulo ¢ with ¢? = s
where s, ¢ € Zg;

2) Set o/ + o and 1’ + sr.
Then (¢’,r') is verified as valid signature on the mes-
sage m with respect to the public key (u/,v") = (u®,v®):

é(O’l, O_/) _ s(z+my+'r), g)
:9)

,9)-

é(g
— é(gzsgysmgrs
— é(u/(v/)7ng7’,
2.2 Zhang-Yang-Zhong-Li-
Takagi(ZYZLT) Short
Scheme

Signature

Zhang et al. suggested an improvement of ZCSM scheme
to resist their attacks, and gave its correctness and se-
curity proofs [5]. In this subsection, we show their im-
proved signature scheme is not correct in that signatures
generated by legitimate users cannot be verified via the
verification algorithm.

The ZYZLT scheme is almost the same with ZCSM
scheme except for adding z = é(g, g) into system param-
eters, signing and verification algorithms. The Sign and
Verify algorithms are described as follows:

Sign: Given a message m € M, a user with secret key
(x,y) produces a signatures as follows:
e randomly picks a r € Zg;
e If m is a quadratic residue modulo ¢, compute

1
o=4g Vztmy+r ;

e Otherwise, if m is a quadratic non-residue mod-
1
ulo ¢, then compute o = g ve—mv+7;
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The signature is (o, 7).

Verify: Upon receiving public parameters (G, Gr, g, q, 2),
public key (u,v), a message m € M, and a signature
(o,7), anyone can verify the validation of the signa-

ture by the following equations: é(o2,ug™v") z,
or é(o?,ug=mv") L 2. If either equation holds, it
outputs valid. Otherwise, it outputs invalid.

Suppose that (o,7) is a signature on message m gen-
erated by a user with his private key (u,v) = (¢, g¥).
Again, for simplicity, we assume that the message was
chosen in the set of quadratic residues. Then

2 :
&0 ug™v’) = e(gvErIT g™ g")

(g Ve, go Ty

I
>

. 2(z+my+r)
= é(g,g) Vermvir .

Note that, in their scheme, x + my + r was assumed
to be a quadratic residue modulo ¢, and that é(,) is a
symmetric and non-degenerate bilinear pairing in which
é(g,g) has order ¢q. Such pairings are usually constructed
from the modified Weil pairing over super-singular curves.

Let us denote o + my + r mod ¢ by . Then 5% = «
for some 8 € Z; and the last element of G in the above

equations can be written by é(g, g)?#)/8 = ¢(g,9)?". In
order for the signature (o, r) to pass the verification test,
the following equality should be satisfied:

é(g,9)* =é(g.9).

That is, 28 = 1 (mod ¢) and hence 3 = 27! (mod q). As
a result, the verification algorithm outputs “valid” only
if the square root of z + my + r mod ¢ equals the value
27! mod ¢q. This is impossible since = and y were ran-
domly selected during key set up phase and r is randomly
chosen each time to generate signatures. Therefore, we
conclude that no one can verify signatures generated by
the signing algorithm and hence ZYZLT scheme is not a
correct signature scheme.

3 Conclusions

We have analyzed Zhang et al.’s forgery attack on ZCSM
short signature scheme and point out that the attack is
not correct one. We then fix the attack to work well in the
sense of Zhang et al.’s attack. Furthermore, we show that
their improvement cannot be a secure digital signature
scheme even though the authors claimed it is proved in
the standard model.
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